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1. Ha3sHayeHune

Mopynb OPC UA Client - KOMMYHMKaLWOHHbI MOAY b, NPeaHa3HaYeHHbI M ANt o06MeHa AaHHbIMU MeXay
SePlatform.Data Server u ctopoHHMMuU cepBepamu no cneumdmrkauum OPC UA.

dyHkummn moayna OPC UA Client:
> npuém un 3anucb 3HadeHn curdanos OPC UA cepsep;
> npuém 3HayeHun nogaepesa curHanos OPC UA cepgepa;
> npuéMm 1 3anucb 3HadYeHu anemeHToB maccuBa OPC UA cepsepa.

O6MmeH ganHbIMu no cneumdmkauum OPC UA (Unified Architecture) B cpaBHeHun co cneuundumkaumein OPC DA (Data
Access) UMeeT creaytoLve NpenMyLLecTsa:

> MNOMHOCTbIO KpoccrnnaTtdopMeHHbIV CTaHAapT;

> 0oTKas ot 3akpbiToro ctaHgapra COM/DCOM B nonb3y TCP;

> MpoCTOoTa HaCTPOEK yAaneHHOro NOAKITHYEHWS;

> 6e3onacHocTb NepefaBaeMblxX AaHHbIX 6riarogaps MCNoNb30BaHUI0 LWNGPOBaHWS U ay TEHTUMKALLUY;
>

onepaTvBHbIE AaHHble, UICTOPUYECKUE faHHble, COObITUS MepeaarnTcs Yepes OfMH CEPBEP N0 eANHOMY
UHTepdecy.

1. HASHAYEHUWE
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2. HacTtpoika o6bmeHa aaHHbimu ¢ OPC UA cepBepoMm

HacTpolika o6meHa aaHHbIMu mexay SePlatform.Data Server n OPC UA cepBepoM MOXeT GbITb BbINONHEHA
cnegywoLwmmMmm crocobamu:

> Bcpepe paspaboTku SePlatform.Development Studio (cTp. 7);
> B cepsucHOM npunoxeHun Kondurypartop (cTp. 30).

YT06b1 HacTpouTb 06MeH aaHHbIMU Mexay SePlatform.Data Server u OPC UA cepeepom, HeobxoanMbl
crneayoLme NCXoaHbIe AaHHbIEe:

1. MHdopmauwms 06 OPC UA cepsepe:
> |P-agpec;

MOPT MOAKITHOYEHNS;

NPOTOKON MOAKITHOYEHMS;

pexum 6e3onacHoCTy;

vV V V V

MH(OPMaLUSA 0 KOHTPONbHOM Y3re: afipecHOe NPOCTPaHCTBO, MaeHTUUKaTOp U TUN naeHTUdmKaTopa,
3HayeHve.

2. Nncbopmauusn o6 y3nax, 3HaveHns KoTopbix TpebyeTca nonyyats ot OPC UA cepBepa wunu oTnpaenstb B
OPC UA cepsep:

URI agpecHoro npocTpaHCTBa, B KOTOPOM pacrornaraercs y3er;
naeHTudrKaTop y3na;

TUN MaeHTUdMKaTopa;

vV V V V

TN AaHHbIX y3na.

2.1. NMpumep ansa HacTpoilku obMeHa AaHHbIMU

Tpebyetca HacTpouTb 06MeH aaHHbiMu ¢ OPC UA cepBepoM, porib KOTOPOro BbIMOMHAET HekoTopbii MK,

MIK nmeeT cnepytoLume napaMmeTpbl Afs NOAKITHYEHNS:
> IP-agpec: «172.16.145.219»;

MopT NOAKMIOUYEHNN: «62544»;

MpoToKon nogKnioyeHns: «opc.tcp»;

Pexunm 6e3onacHOCTH - «<None»;

vV V VvV V

KoHTponbHbI y3en - «Controls (TUN string) CO 3Ha4YeHMEM «1» B aApEeCHOM NPOCTPaHCTBE «DataAccess».

WHdopmaums 06 yanax MK, 3HaueHust KoTopbix TpebyeTcs nony4yaTb Uiy oTNpaBnaTh:
> URI agpecHoro npocTpaHcTBa BCeX y3N0B: «DataAccess»;

> y3nbl AN HaCcTPONKK 06MeHa AaHHbIMU:

UpeHtndukatop Tun Twvn OnucaHue LeiictBue Ha CurHans
y3na naeHTumMKaTopa | AaHHbIX | y3na CTOpOHEe SePlatform.Data
SePlatform.Data = Server
Server
T1.Level string Float Tekyuwiee MNony4yeHue Tank.Level
(CTpOKOBBIN) 3HaYeHve 3HaYeHus no
YPOBHA KomMaHge

2. HACTPOVKA OBMEHA JAHHbLIMI C OPC UA CEPBEPOM



SEPLATFORM.DATA SERVER. MOYJ1b OPC UA CLIENT. PYKOBOACTBO AODMUHNCTPATOPA

UpeHTudukaTop  Tun Twvn OnucaHue [eiicTBue Ha CurHans
y3na naeHtTudukaTopa | AaHHbIX | y3na CTOpOHe SePlatform.Data
SePlatform.Data = Server
Server
T1.High_Limit string Bool CurHanunsaumsa | lNepuogmyeckoe | Tank.High_ Limit
(CTPOKOBbIiA) NpeBbILLEHNS nony4eHve
YPOBHSA 3HaYeHust
T1.Cmd string Uint4 KomaHnga OtnpaBeka Tank.Cmd
OPC UA cepsep
100 int Int1 Maccus Monyyenue Valves.V1_State
(Hucnosoit) COCTOAHMIA 3HaveHnn [111[2]  valves.v2_State
3aBWXeEK 3N1EeMEHTOB
MaccuBa
102 int Int1 Maccus 3anucb 3Havyennn | Valves.V1_Cmd
(Yncnoson) KoMaHA, [(1Iw[2] Valves.V2_Cmd
ynpasneHusi 3N1EeMEHTOB
3aBMXKaMK mMaccuea B OPC
UA cepsep
516 int String 3HayeHne TMna | Monyyexne ByteString.ByteString
(YucroBoit) ByteString 3HayeHusa Tnna
ByteString

2.2. Hactpowka B SePlatform.Development Studio

YT106bI HacTpouUTb 06MeH aaHHbIMU ¢ OPC UA cepeepoMm:

> pobaBbTeB NPOEKT n HaCTp0I7ITe norunyeckue Tunbl (CTp. 8!;

> B NpoeKT Aob6aBbTe U HACTPONTE UCTOYHMK AaHHbIX - OPC UA cepBep, C KOTOpbIM 6YAET BbINONHATLCS

obMeH AaHHbIMK (CTp. 14);

> B SePlatform.Data Server nobasbTe u HacTpoite OPC UA knueHT (cTp. 17);

> HacTpounTe nostyyeHue 1 oTnpaBKy 3HaveHun (CTp. 25);
> npumenuTe koHdurypauuto SePlatform.Data Server (cTp. 30).

2. HACTPOVKA OBMEHA JAHHbLIMI C OPC UA CEPBEPOM
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Mopsiaok co3aaHus npoekTa u KoHdurypuposaHue SePlatform.Data Server onvcaHbl B AOKYMeHTaL MK Ha
SePlatform.Development Studio (pazgen «3HakomcTBo ¢ SePlatform.Development Studio»
pyKOBOACTBa Nonb3oBarens).

[anee np1BefeHo onvcaHne HacTporkn obMeHa aaHHbiMu ¢ OPC UA cepBepom yxe CKOH(UIy ppoBaHHOIo
SePlatform.Data Server.

A3 System =i~ <3 Server =p~]-3 PLC =f /E?E Domain =d
Coulnka Ha Om.System Ccblnga Ha Om.Senver Coblnka Ha Om.PLC Agpec local
': 5 host ."1
== Ethernet

2.2.1. HacTpoika normyeckmx TMnoB

1. [lo6aBbTe B NPOEKT 3N1EMEHT MPOCTPAHCTBO MMeH W 3afalTe UMa, Hanpumep, «Types». OTo 6yAeT nanka ¢
NormyecKknMm TunamMmm, UCNorb3yemMbiMn B MPOEKTE.

'Y Nanenes 3nemetTos * 0 X Prgject ® X

Mouek Q {} Project Copepumoe mogynn =t My-project.omx ~ Types

I [ Hactpoitku
I [ Onucanua yerpoicTs

= T 6 .
N atpuoyTa -3 System =~ Server =it~ -3 PLC = /EEE—\ w
[ Ccrinka Ha Moay b | Agpec local |

Ccolnka Ha Om.System Ccblnxa Ha OmuServer Ceblnka Ha Om.PLC

MpOCTPaHCTED MMEH ., t 5| host .-:I
@Acnex‘r .'"-.__" b Ethernet [
Tvn NPHADKEHUR -h"--.-._ {} Types=h -
mnsmuecmﬁ ™n -,,.-'“*

ﬂornuecxuﬁ ™I
Tvn coKeTa
SePIatform.D:umain

2. Nepengute B Ao6aBneHHoe MpocTpaHCTBO MMeH U fo6aBbTe elé ABa arieMeHTa IpoCcTPpaHCTBO MMEH.
KaxgomMy anemMeHTy 3apavite UMs, Hanpumep, «P1lcTypes» U «ServerTypes». OTo 6yayT nanku ¢ NOrMYecKumm
Tunamu OPC UA cepgepa (nanee MNMJIK) n SePlatform.Data Server.

'y Manens 3nemeHToE * 0 X | Types ¥ X

Mowuck Q {} Project. Types Mpoctparcreo umén =0 My-project.omx B
Froject. lypes llpoctp Y-proj

I [ Hacrpoitku

I [d Onucanwa ycTpoidcTe

Tun atpubyTa

I Cceinka Ha MOy b = —
{} PlcTypes =h {} ServerTypes =)
lMpoctpancTeo wmen Fea,,

@Acnem e
@Tvn MPHADKEHKA
Du3Myeckuid TUn
ﬂornuecxuﬁ ™n

il
]

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM
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2.2.1.1. Nornyeckme tunol NMJIK

1. Mepengute B MpocTpaHcTBO MMeH A4 norndeckux Tunos MNJ1K «P1cTypes».
2. [lob6aBbTe aneMeHT AcnekT 1 3agavTe Uma, Hanpumep, «PLC».
[’y Manens 3nemeHToE * [ X | PlcTypes ® X

Mowck Q { } Project.Types. PlcTypes MpocrpascTeo MmEH =1 My-project.omx
pocTp ¥-praj

I [ Hacrpoiiku

I [ Onucanma yerpolcTe

Tun atpubyTa
| CDCcumca Ha MOAY b ¥

l'.‘
- et
MpOCTPAHCTED MMBH _ _ 4es"
wt®

Tun npracseHKA

3. [lo6aBbTe 3r1eMeHT Jloruyeckuit Tvn.
[y Nanene 3nemeHToE * 0 X || PlcTypes”™ ¥ X

Mowck Q {} Project.Types. PlcTypes Mpocrpancreo umen =h My-project.omx

I [ Hacrpoliku

I [ Onwucanma ycrpodcTs

Tun atpuByTa

I (D{Zcumca HE MOgyNb
@ MpocTpaHcTES UMEH <.;
@ Acnekt Type =3
@ Tun npuaoxeHuA
mnamuecmﬁmn ] '.“"_..-t

o
= T L
@ﬂornqecmw mn =t

[na nony4yeHns/oTnpaBKy 3HAYEHW Y30B U3 NpuMepa ANs HaCTPOoVKM 0OMeHa fAaHHbIMU TpebyeTca fobaBnTb
Tpv anemeHTa Jlormdeckuin Tvn.

4. Kaxgomy nornyeckomy Tuny 3agante Uma, Hanpumep:
> «Tank»: NnpegcTaBnsaeT TUn «PesepByap»;
> «Valves»: NpeacTaBriseT TN «3aaBUXKU»;

> «ByteString»: npegctasnseT TN ¢ AaHHbIMU ByteString.

PlcTypas™ & X

{} Project.Types. PlcTypes Mpoctpancteo umen =i My-project.omx E¥ Csoiicrea =04
% Tank flornueckaid Tn =
¥ Nalves = @ Obme
Bazoenid TMn
¥ Tank = Acnexr

Mpeacraennemeid TN

- ”i@ml Tank )

% ByteString =

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM
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5. Onsa kaxaoro Tuna ykaxure AcnekT - 4o0aBneHHbIN paHee acnekT «PLC».

PleTypes™ ® X

My-project.omx

{} Project.Types. PlcTypes Mpoctpancreo mmén =1

Ceoiictsa

¥ Valves <PlcTypesPLC> =i

* O x
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¥ Tank floruueckuii Tin =

® OBuwme

Basosuiit Tun

% ByteString <PlcTypesPLC> =5

¥ Tank <PlcTypesPLC> =i

’Gcnek‘l

PlcTypes.PLC

B MpeacTaenRemulii TN

Wz

Tank s,

] Yrkaxwre nyTe k 3nementy
B Mowc

-3PLC

O Server

«3 System
a {}Types

‘e, 4 {}PlcTypes

AR

b {} ServerTypes

da

6. MepenguTe B Kaxapbivi Jlormdyeckuii Tvn 1 ONULLINTE €ro CTPYKTYpY: A0OaBbTe B JIOMMYECKUIA TUM CUrHAsbI.
[na nony4yeHns/oTNpaBKy 3HAYEHW NEpEMEHHbIX U3 NpuMepa 415 HACTPOMKK 06MeHa flaHHbIMU TpebyeTcs

nobaeutb crnepytouime curHanbl.

> Tun «Tank»:

CurHan Tun HanpasneHue
«Level» Float BbIX0p,
«High_Limit» Bool BbIX0[,
«Cmd» Uint4 BXO[,
> Tun «Valves»:
CwurHan Tun HanpasneHue
«V1l_State» Int1 BbIX0[,
«V2_State» Int1 BbIX0[,
«V1_Cmd» Int1 BXO[,
«V2_Cmd» Int1 BXO[,
> Tun «ByteString»:
CurHan Twvn HanpaeneHue
«ByteString» String BbIXOA,
TNornyeckue Tunel MNJ1K onucaHb!:
PlcTypes +# X s
{} Project.Types. PlcTypes MpoctpancTeo uman =f My-project.omx * Walves -

¥ \alves <PlcTypesPLC>  =h ¥ Tank <PlcTypesPLC> =i
@ @ VI Cmd  ViState @ (0D Cmd Level > @)
2 vz Cmd V2 State 3 () High_Limit 2 )

% ByteString <PlcTypes.PLC> =0

ByteString 2 £

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM
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2.2.1.2. lornyeckue tunol SePlatform.Data Server

1. MepenpguTte B MpocTpaHcTBO MMeH Ans norudeckux Tunos SePlatform.Data Server «ServerTypes».
2. [lob6aBbTe aneMeHT AcnekT 1 3afavTe Umd, Hanpumep, «Server».,
[’y Manens 3nemeHToE > I X | ServerTypes ¥ X

Mownck Q {} Project.Types. ServerTypes MpocrpancTes wmén = My-project.omx

I [ Hactpoiki

I [d Onwcanua ycrporcTs

Tvn aTpubyTa
b o) Cewinka Ha momyns _,..-*"v

@ Tun npunoxeHua
mﬂlmmuecmﬁ ™n

3. JobaBbTe anemMeHT Jlorudeckuit Tvn.

[y NMarene 2neMeHTCE * 0 X || ServerTypes™ B X

Mowck Q {} Project.Types. ServerTypes MpoctparcTeo umén =i My-project.omzx

I* [ Hacrpoliku

I [J Onucanua ycrpoicTs

Tvn arpmbyTa
I OC] Ccrinka Ha Mogyns
MpocTpaHcTes MMEH P
@Acnerr @ Type =i
@Tvn MPMACHKEHWA
@ Dzruecknid TN Ll
(@ Norueckuii wn)"""‘
Tun coketa
SePlatform.Domain

[na nony4yeHns/oTnpaBKy 3HAYEHW Y3M0B U3 NpuMepa ANs HaCTPOVKM 0OMeHa fAaHHbIMU TpebyeTcs fobaBnTb
Tpu anieMeHTa Jlorndeckuii Tvn. [lobaBneHHble nornyeckue Tunbl OyaeT NpeacTaBnATh ONUCaHHbIE paHee TUMbI
MJK, Tonbko co ctopoHbl SePlatform.Data Server.

4. Kaxgomy formyeckomy Tuny 3agante Uma, Hanpumep:
> «TankServer»: 6yfeT NpeAcTaBnsiTb ONUCaHHbIA paHee TUN «PesepByap»;
> «ValvesServer»: OyneT NpeAcTaBnaTb ONUCaHHbINA PaHeE TUM «3aaBUKKMN»;
> «ByteStringServer»: OyfeT NpefcTaBnsTb ONUCAHHbIN paHee TUN C AaHHbIMU ByteString;

"\ X e
ServerTypes™ B EYr Caoiictea ¥ O Xx

{} Project.Types. ServerTypes MpoctpatcTes wmEH =0 My-project.omx % TankServer flormueckui Tun =

06
@ ByteStringServer =0|| (% ValvesServer =h[ [ TankServer =h @ HEL
Bazoewiii Tun

. Acnext
.
.
.

. MpeacraenAemsIid TUR

.@Mﬂ TankServer )

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM
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5. Onsa kaxaoro Tuna ykaxute AcnekT - 00aBMneHHbIN paHee acnekT «Server»,

ServerTypes™ B X

{} ProjectTypes. ServerTypes MpoctpaicTeo umen =t

My-project.omx

% ByteStringServer <ServerTypesServers = U

Eér Ceoiictea * O X
& TankServer Norusecxuii un =
(~) Obume
Bazosuiii Tun

ServerTypes.Server |

¥ TankServer <ServerTypesServer> =i -VG’C"‘E'"

Npencraenaemsiii un

Wns

TankServer

@ ValvesServer <ServerTypesServer> EEU

=] Yikakute nyTs K 3nemerTy

Ormena

6. [ns kaxporo Tuna ykaxwure MNpeacTaBasemblit TUM - paHee OnMcaHHbIn cooTBeTcTBY WM Tun MJIK.

ServerTypes® & X

{} Project.Types. ServerTypes Mpocrpancreo umén =i

My-praject.omx

Csoiicrea

¥ TankServer Jloruueckuii Tan =

% ByteStringServer <ServerTypesServers =) U

¥ ValvesServer <ServerTypes.Server>
NMpeacrasnser: PlcTypesValves

¥ TankServer <ServerTypesServer> =i

Mpeacrasaset: PlcTypes.Tank:

(~) OBuwe

Bazosmii Tvn

* O X

Acnexr

ServerTypes.Server

**+»(Mpeacracnaemaii

PlcTypes.Tank

(]

TankServer

MNpeacraenrer: PlcTypes.ByteString
Ell U

] Ykakure nyTs K 3nemerTy

B Nownck
[
I

.. % ByteString
% Tand
¥ Valves
b {}ServerTypes

7. B kaxgbl norudeckuii Tun obaesbTe aniemeHT Ccbuika. 3afanTte UMa, Hanpumep, «Reference_Plc».

'y Manens 3nemenToE

{} ompLC
{} Project

4 | F Coeinkn

N

. =
e | OB BEKTHER COhLIKE

MH1umanmsaTop coulnku
Tun atpubyTa
o

{} OmServer

[ Bequcnerus

v 0 X

0

TankServer™ B X

% Project.Types.ServerTypes. TankServer flornueckuii Tan =2

My-project.omx

L
L L

‘.(H MR

Ceoiictea
@ Reference_Plc Cceinka

@ Obume

* O X

Tun
Toneko ureHne Her
AcnexTHan Her

Reference_Plc

p)

8. B cBowicTBe TN YKaXuTe paHee OMMCaHHbIN COOTBETCTBYOLLMI fTormveckui Tun MK,

TankServer™ ®

% Project.Types.ServerTypes. TankServer Moruueckwii Tan =3

4

My-project.omx

= Reference_Plc

(5% Reference_Plc

Ceoinka Ha

EYr Ceoiictea * O X = Yrawure

@Reference_Plc Cernka = EH N
Obwme I

Tun E) '

Tonbko uteHwe Het "-.,.-

AcnextHas Her

Wnas Reference_Plc

MyTh K 3NEMEHTY

[o6aBneHHble cebinky 6yayT cBA3bIBaTh forndeckue Tunbl SePlatform.Data Server ¢ cooTBeTCTBYHOLWMMM
nornyeckumu tunamm MNJIK.

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM
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9. Mocne ykasaHusa Tvna B afiemMmeHTe Ccbiika 0TOOpa3uTCs CTPYKTypa COOTBETCTBYHOLLLETO JTIOTMYECKOro Tuna
MJTK. B KOHTEKCTHOM MEHIO CChISIKW BbIMOMHUTE KOMaHAY IKCMOHMPOBaTb BXOAbl M BbixoAbl. B normyeckom
Tune 6yayT co3haHbl CUrHanbl C TEMU Xe UMeHaMm U TUnamu, 4to 1 B nordeckom Tune MK, a Takxe
NpPOPUCOBaHbI CBA3W.

TankServer” ¥ X

4l

% Project.Types.ServerTypes. TankServer florwueckwii Tan =3 My-project.omx = Reference_Plc -
i@* Reference Plc E:I‘:
| Ceblnka Ha PlcTypes.Tank 1 - -
[52®) cmd | . : »|  High Limit 3 ()]
_‘—p:-nw Cmd  High_Limit &3 {2 — | @|
! > Level
! Level > @
Nornyeckue Tunbl SePlatform.Data Server onvcaHbi:
ServerTypes & X =
{} Project.Types. ServerTypes Mpocrpancreo nmén =i My-project.omx - -
@ @ ByteStringServer <ServerTypes.Server> Ef -~
Npeacraenret: PlcTypes. ByteString ¥ TankServer <ServerTypes.Server> Ef
ByteString 2 9 MNpeacTaenreT: PlcTypes. Tank
S M0 Cmd Level 2 (D)
“ > High_Limit = ()

. =%
¥ ValvesServer <Serverlypes.Servers> =f
Mpeacrasnaqer: PlcTypes.Valves

3o v1_Cmd V1 _State 2 ik
30 [ v2_Cmd V2 State & Q

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM




14 SEPLATFORM.DATA SERVER. MOYJ1b OPC UA CLIENT. PYKOBOACTBO AODMUHNCTPATOPA

2.2.2. HacTpoika UCTOYHUKA JaHHbIX

1. Mepenpute B SePlatform.Domain.
Domain B X

&5 Project. Domain SePlatform.Domain =F My-project.omx

& host =]
Gk Server —

| Ethemet.ﬂ.daptelﬂ —_—

== Ethernet
Cetb Ethernet

2. [lobaBbTe anemMmeHT KomnbloTep.

[y Manens aneMeHToE * I X | Domain™ ® X
Mowck Q &= Project. Domain SePlatform.Domain =h My-project.omzx =

I [ KoHtpoaneps
‘ﬁﬁ_ _:' Cerinka Ha SePlatform.Domain

Mpunoxerne 5 host =[

Komnetotep 75, Server
¥zen SePlatform.Domain |
IE‘ PaBouee mecto B3 Ethemet.&dapbe'd

@Cem Ethernet 5 Computer =]

@ Dalincesd obumeH

[L=1ET]

I'Iocne,qosaTeanaa WKH3

=% Ethernet
Cerb Ethernet

m EthemetAdaptgd

3. MNepengute B KomnbloTep 1 anemeHTy Agantep Ethernet 3apainiTe 3HayeHWsa CBOWCTB:
> Agpec - IP-apgpec MNJ1K (OPC UA cepsepa);
> CeTb-CeTb JOMEHa.

Ceolictea * 0O X
EthernetAdapter Anantep Ethernet v
B EthermetAdapter =l @ omwe
i R »(apec 17216145219 )
“‘a,' WMcnonesceate DHCP Het
h ", MeTtpuka
.‘@ETI: Ethernet )
rnam EthernetAdapter

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM
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4. [lo6aBbTe 31eMeHT UCNoNHAWNIA KOMMOHEHT.
* 0 X *m X

Q

LT'|' Marens 3nemeHTeE Computer

& Project.Domain. Computer Komnowotep =i

My-project.omx

15

MecnonHAOWKWA KOMNOHEHT ). .
e,
"y

e

( =
; 'pEBEpEHbIM I"ICI'IGHHHIGLIJ,MM KOMMOHEHT

=]

Runtime

"aa ¥
-
'*-._ .
"y ¢
L'
.

,ﬂyﬁ.ﬂupymu.mn MCMOAHAKILMA KOMMIOHEHT

- Apantep Ethernet
EI Manka ocbmena

MocnegosatensHblid NopT
CEPBEP meropun Microsoft SQL Server

B3 EthernetAdapter =]
172.16.145.219

5. Mepengute B UcnonHALMIA KOMNOHEHT U [06aBbTe 3N1eMeHThI MpunoxeHue 1 OPC UA Cepsep.

[’} Manensb 3nemeHToE > O X || Runtime™ ® X i
Nowck Q, %% Project. Domain.Computer. Runtime Wenoarsmowmii komnonent =B My-project.omx ~ Application =
4 |/ OPC

OPC DA Knner -
@2 Application B OpcUaServer S ()
OPC UA Kanent OPC UA Cepsep
[%87) OPC DA Cepsep Agpeca:
v

OPC AE Cepsep

OPC HDA Cepeep

OPC UA Cepsep
v 3 SNMP
I £ M3K 60870-5
I £ M2K 61850

6. Mepengute B Mpunoxenue. 3gecb [ONXHBLI 6bITb onncaHbl 06bekTol MJTK (OPC UA cepsepa), ¢ KOTOpbiMU
6yznet BzaumopeiicteoBate Mogynb OPC UA Client. [Jo6aBbTe 3K3eMnnisipbl paHee OMMCaHHbIX JTOrMYECKMX

Tunos MNJIK.

[}y Maxens 3neMeHTOR * 0 X || Application™ B X

Q w4 Project. Domain.Computer.Runtime. Application Npuacxenne =3 My-project.omzx - Valves
¢ {} ompLC
I {} Om.Server
« {} Project / ByteString <Types.PlcTypes.PLC> =f | [ Tank <Types.PlcTypesPLC> =f| [ @ Valves <Types PIcTypes PLC> =
4 {} Types Tun: Types.PlcTypes.ByteStrin Tun: Types.PlcTypes.Tank Tur: cTypes.Valves
4 {} PlcTypes ByteString (> @ |20 Cmd Level @] |2 @ Vvicmd  vi_State > @)
(# ) Bytestring<PicTypespic> Y High_Limit > () (0@ V2.cmd  v2_State C> )

aammanabs

Tank<PlcTypes.PLC>

Valves<PlcTypes.PLC>
o} ServerTypes

7. NobaBbTe B MpunoxeHue aniemeHT Kapta agpecos OPC UA.

'Y Manenk snemenTos ~ [ X || Application™ # X

Q #% Project.Domain.Computer.Runtime, Application Mpunoxenue =3

My-project.omx

«

panst®

+ OpclUaAddressMap

4 |5 KapTel agpecos
Kapra agpecos BACnet

# ByteString <Types.PlcTypes.PLC> =i
ypes. PlcTypes.Bytestrin

KapTa agpecos M3K 80870-5
Kapta agpecos M3K 60870-5 (wmos)
KapTa agpecos M23K 61850

es.Tank

Types.PIcTh

Tun: T Tun:

ByteString 2 &) 2 cmd

Level 3 (@Y |30 @ v1_Cmd
High_Limit (2 (1)) (30 @ v2 Cmd

/ Tank <TypesPlcTypesPLC> =B | [ ¢ Valves <Types.PlcTypes.PLC> =5

Types.PlcTypes.Valves
¥1_State 2 )
V2 State (@)

Tan:

Kapta agpecos Modbus
Kapra agpecos OPC DA

KapTa agpecos OPC AE

2 KapTa agpecoe OPC HDA
= Kapra agpecos OPC UA )

2 OpcUaAddressMap
Kapra aapecos OPC UA

Qaiin: [

8. HaxmuTe KHOMKY [ , yKaxuTe MeCTO XpaHeHUs KapTbl a4 pecoB B NpoekTe, 3afanTe UMSA KapTbl aApecoB 1

HaXmuTe KHOMKY OTKpbITb. KapTa agpecoB 6yaet cos3gaHa. Ecnu TpebyeTcs OTKpbITh CYLLECTBYHOLLYO KapTy
aflpecoB, To BbibepuTe dain KapTbl aapecoB Ha AMCKE U HAXMUTE KHOMKY OTKPbITb.

9. HacTtpoiite OPC UA CepBep: B cBONCTBE KapTa agpecoB ykaxwuTe paHee fAob6aBreHHyto KapTy aapecos OPC

UA.

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM
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B npumepe ans HacTporikm obMeHa AaHHbIMU UCNOMNb3YHTCH MNPOTOKON MNOAKIIOYEHNS «opc . tcp» 1 NOPT
«62544» MNoaTomMy none Mimsa To4KM NOAKITHOYEHUST MOXHO OCTaBUTL MyCThbIM, a B norne Homep TCP nopTta

YKaXuUTe COOTBETCTBYOLLIMIA MOPT.

1§ OpcUaServer =f [y Csoiicsa
OPC UA Cepeep 1 OpcUaServer OPC UA Cepeep
Anpeca: OpcUaAddresshy @.Dﬁuwe

TEsa.

. Vs Tousxm MNOoOAKNKOYEHMA
., e,

* O X

u"», " ‘Gomep TCP nopra

62544 )

Application.OpcUaAddressMap | ...

el

'ﬁapm agpecce
4

MA

OpclaServer

CgoiictBa OPC UA Cepsep:

= Yxamure nyTe k 3nemenTy
B Mownck
4 [§| Computer

ntime

Application

Loanmansnnns i%OcUaAddressMa

la

CsoicTBO OnucaHune

MMA TOYKM Nma OPC UA cepsepa, ¢ KOTOpbIM OyAET BbINOMHATLCA 0OMEH AaHHLIMU (JOMXHO 6bITb

noAK/ilodeHnss | yKasaHo B AoKyMeHTauum ncnons3dyemoro OPC UA cepsepa).
3HayeHue CBOWCTBA y4UTbIBAETCSA B CIy4ae, e/l UCMOMb3YETCA NPOTOKOI NOAKHOYEHUS
«http» Unun «https».
Ecnu ncnonb3yeTtcsi NpoTOKON NOAKIIOYEHNS «opc . tcp», TO 3HAYEHNE CBOCTBA MOXHO
OCTaBUTb MYCTbIM.

Homep TCP MopT noakntovenua k OPC UA cepaepy (MJ1K).

nopTta

KapTa PacnonoxeHne B NpoekTe KapTbl aApecoB C HACTPONKaAMM CUTHANOoB.

agpecoB

Uma HaseaHne OPC UA cepsepa (IMJ1K) B npoekTe.

MICTOYHWK JaHHbIX HACTPOEH.

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM
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2.2.3. Hactpoika OPC UA knueHTa

1. Mepenpute B SePlatform.Domain.
Domain™ B X

&5 Project. Domain SePlatform.Domain =5 My-project.omx -

8 host =i 8 Computer =1
“: Sepver — =% Ethernet % Runtime

Cetb Ethernet

| Ethemet.&dapttleﬂ — i Ethemet.-‘ldaptgﬂ -

2. MNepengute B y3en goMeHa «host» 1 npoepbTe IP agpec Agantep Ethernet. I[P agpec apantepa gonxeH
cooTtBeTcTBOBaTL |P agpecy komnbloTepa, Ha koTopom dyHKUMnoHupyeT SePlatform.Data Server.

hast 1 X B
3 Project.Domain. host ¥sen SePlatform.Domain =B My-project.omzx = | EthernetAdapter -
Pt My
% Server =] Ceoiictea * 0o X
— 3 EthernetAdapter AganTtep Ethernet -
EthernetAdapter . @ DGume
10.10.1.100 ey
€3 HdaServer 0 . Aaapec 1010.1.100 )
1§ UaServer Cetn Ethernet
L ) TepServer Mmn EthernetAdapter

3. Nepengute B SePlatform.Data Server. Nockonbky SePlatform.Data Server 6yaet BbINONHATL hYHKLNIO
OPC UA knueHTa, To yganurte us KoHcurypaumm anemeHT OPC UA Cepsep 1 fobaBbTe arieMeHT OPC UA

KnueHT.

[y MNanenb 3neMeHTOE * 0 X | | Server” ®| X =
Mowck Q % Project. Domain.host, Server SePlatform.Server =0 My-project.omx =  OpcUaClient -
4 |5 OPC

OPC DA Knutemr

OPC HDA Knyerr 4 OpcUsClient =1 48 HistoryModule =I @_TcpSenter =1
OPC UA KnueHt Moayae ucTopun CP Server

OPC DA Cepsep o o & DaServer =l

OPC AE Cepeep - - OPC DA Cepeep

[£37) OPC HDA Cepeep R

A €3 HdaServer =l
m OPC UA Cepeep ‘."' OPC HDA Cepsg
h 3 L Acsener &

I [3 KomMMyHUKaWWoHHEIE MOLYAN

[1lnda cBOMCTB MOAYNS MOXHO OCTaBUTb 3HAYEHMS MO YMOSYaHUIO.
CgoitictBa OPC UA KnueHT:

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM
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* O X

43k OpcUaClient OPC UA KnuexT -

@ OBwme

HMma npunoxeHna

SePlatformCpcUaClient

ram

OpcUallient

@ MNapameTpr mogyna

AKTMBEHOCTE

I '}
(]

Crobpaxaemos MMA

@ MNapameTpbl MypHanupoBaHWa

Bectw soypran pabotsl Mogyns H

m

Pasmep #yprana pabotm mogyns, ME 1C

Koanuecrso 4oNoAHHTENBHBIX ¥ PHANOE FIEEDTI:I

¥YpoBeHb TPACCHPOEBKK B XYPHAN NPUACHKEHWA WMndopmaumoHHee

CBoiicTBO

OnucaHue

O6bwue

Uma npunoxeHuA

CybbekT ceptudukara, kotopbivi 6yaet otnpasneH OPC UA cepBepy A5sl yCTaHOBKMU
6e3onacHoro coegnHeHusI.

Uma

W peHTtucbukatop monyns B koHdurypauum SePlatform.Data Server, 3HaueHve
CEepBUCHOro curHana «Id».

[NapameTpbl Mmogyn4

AKTMBHOCTb AKTUBHOCTb Mopyns npu 3anycke/nepesanycke SePlatform.Data Server:
> «fla» - MOLAYb 3anyLLeH;
> «HeT» - MOLYJ1b OCTAHOBIEH.
YnpaBnsiercs cnyxebHbiM curHanom «Active.Set».
OTobpaxaemoe Ha3zBaHue moayna, KoTopoe oTobpaxaeTcsi B Terax CrnyxebHbIX CUrHanos.
numd

[MapameTpbl Xy pHanuposaHua

BecTu XypHan
pa6oTbl Moayns

BepneHwve 3anmcu coobLueHuin o paboTe Moayns B XypHan paboTbl:
> «fla» - BECTV XypHan paboTbl;
> «HeT» - XypHan paboTbl He BeQ&Tcs.

YnpaBnsercs cnyxebHbIM curHarioM «FrameLogEnable.Set».

Pa3mep XypHana
paboTbl mogyns,
Mb

Pa3mep danna xypHana pabotbl Moaynsa B Merabantax. IMpu goctuxeHun
MaKCuUMasnbHOro pasamMepa co3aeTcs HOBbIM dhalin, Konusi cTaporo cainna XxpaHuTcs Ha
paboyem gucke.

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM
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CBoiicTBO OnuncaHue
KonnyecTso KonuuecTso hainos 3anofHeHHbIX XypHarnos paboTbl MOy ns:
AOMOJHUTE/IbHLIX > MUHMMarbHOE KONM4ecTBo - 1;

HanoB paboTbl
nyp P > MakcumarbHoe KOnn4ecTBo - 255.

YpoBeHb Tunbl cOOGLLEHNI, KOTOPbIE BLIBOAATCA B XYy pHAaN NPUnoXeHuit:

Tpaccupoeku B > «MpeaynpexaeHUs W aBapuitHble COOBUEHUA» - TOTNYECKME OLLIUBKM 1 OLLIMBKM

KypHan pabotbl Moayns. MNpeaynpexaeHns cogepXaTt HeKPUTUYHbIE OLLMEKU. ABapUiHble

NpuIoKeHUN coo6LLeHNs MHcopMUpyIoT 06 oLIMGKax, KOTopble BIUAIT Ha paGoTocnocoGHOCTb
cepBepa;

>  «MHPopMaumOHHbIe coobueHus» - PenynpexaeHns 1 aBapuiiHblie coobLLeHus, a
TakKXe OCHOBHasa UHdopmauusi 0 pabote moayns;

> «0Tnago4Hbie coobueHuns» - PenynpexaeH1st 1 aBapuiiHblie COObLLIEHNS,
OCHOBHasi 1 fileTanbHasi iHdopMaLms o paboTte mopgyns.

Ynpasnserca cnyxebHbIM cUrHanom «SystemLogTraceLevel.Set».

4. HasnemeHTe OPC UA KAMEHT HaXMWUTE KHOMKY & U yKaX1Te paHee HaCTPOEHHbIN MCTOYHUK AaHHbIX OPC UA

Cepsep.
. Ll BriGepWTE 3NEMEHTRI >
" i OpcUaClient =3 F
OPC UA KnuerT B Mowck Q
@ 4 |§ Computer
- . va,, 4 G Runtime
"o/ P OpclaServer
- I
o

5. YT06bI nepeintn k HacTpoikam cesasn moayns OPC UA Client c OPC UA cepeepoMm, Bblgenute
nobaeneHHbIN OPC UA Cepsep.

D_I I_D
ﬁ OpclaClient =f
OPC UA KnuerT

e Computer.Runtime.OpcllaServer o

[l Iy

YKaxuTe 3HauYeHNs CnefyoLux CBOCTB:
> Brpynne 06wue B CBOMNCTBE MPOTOKON MOAK/IOHEHUS - YKAXWUTE NCMONb3YeMbl MPOTOKOIT;

> B rpynne HacTpoitku 6e30macHOCTU B CBONCTBE Pexum 6e30MacHOCTM - YKaxuTe pexxum 6e30nacHoCTH
noakntoyeHna kK OPC UA cesepy;

2. HACTPOVKA OBMEHA JAHHbLIMI C OPC UA CEPBEPOM
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> Brpynne HacTpoilku MOAKNIKYEHUA K cepBepy yKaxuTte:

> URI agpecHOro npocTpaHCTBa KOHTPOAbHOrO y3na - agpecHoe npoctpaHcTBo OPC UA cepsepa,
B KOTOPOM pacroriaraetcs KOHTPOSbHbIN y3ern;
> WaeHTupMkaTop KoHTposnbHoro ysna -y3en OPC UA cepeepa, KOTOpbI 6yAeT NCnonb30BaThCs
ONA onpefenexns akTMBHOCTU CEPBEPA;
> Tun naeHTUPUKATOpa KOHTPONBLHOIO Yy3/a - TUM MOEHTUMKATOPa, yKazaHHOro B CBOMCTBE
NaeHTUPMKATOp KOHTPONILHOIO Y3/a;
D> 3HauyeHue KOHTPOJILHOrO Y3Ja - 3Ha4YeHMEe KOHTPOSIbHOrO y3Na, Npu KOTOPOM CYUTAETCS, YTO
cepBep MOXET ObITb BbIOpaH B Ka4ecTBe akTUBHOTO.

[ns ocTanbHbIX CBOVCTB MOXHO OCTaBUTb 3HAYEHUST MO YMOMYaHUIO.

HacTtpoiiku ceazn OPC UA Client ns npumepa gnsa HacTponku obMeHa faHHbIMU:

-5 Kondwurypauwa ceasm ¢ OPC UA cepeepom

@ Obwme

Computer.Runtime.OpclaServer

Cepeep

Cnocob agpecaumm IP agpec
@pom KON MOgKARYEHMA opctcp )

TalimayT cecomnm, mc 60000

MHTepEan TeCTUpOEaHIKA CBAZM, MC 5000

@ MNapameTpm nognmcok

@ Hacrpoiikn Moo gaWmx gaHHBIX
@ Hacrpoikw GesonacHocT
@KMM GE30NacHOCTH MNone )

AHOHMMHBIA

Pexum a BTODWIaLMK

Norvn

Mapone

CybrexT cepTudmkaTa

@ HacTpoiikv pesepenposaHna

@ Hacrpoiikm nogxniodeHns K cepeepy

(ORI 3ApecHorc NPoCTPaHCTEa KOHTPOARHOND Y348 DataAccess )
MaenmudukaTop KOHTPONEHOID YaNa Control

Tun MaeHTUdUKATOPa KOHTPONEHCID Y303 CTpokoBwIi
QH&HEHAE KOHTPOABHOMD Y303 1 )

(_V_) ﬂ‘rpﬂHH'—IEH MA KONWYECTEA Y3N0E B 3anpocax

Onucanue ceoicTB koHdurypauum ceasmn mopynsa OPC UA Client c OPC UA cepsepom NprvBeneHo Huxe.

O6wue HacTpoiku nopkntoveHus Kk OPC UA cepBepy NpuBeaeHb! B rpynne:;

O6uwme
CBOMICTBO OnucaHue
CepBep PacnonoxeHue B NpoekTe NCTOYHMKA AaHHbIX - OPC UA cepBepa.

2. HACTPOVKA OBMEHA JAHHbLIMI C OPC UA CEPBEPOM
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CBOMICTBO OnucaHue
Cnoco6 Cnocob noakntoyenna k OPC UA cepsepy:
aApecauum > «IP agpec» - o ceteBomy aapecy OPC UA cepsepa;
> «MWma komnbwTepa» - No ceteBomy umerHn OPC UA cepsepa.
MpoTokon MpoTokon, ncnonb3lyembi ana noakntodeHns K OPC UA cepsepy.
noakwo4yeHunAa
TavmayT Mepuop Bpemenn nocne notepu ceasm ¢ OPC UA cepBepoM, Yepes KOTOpbI CoefMHEHNE
ceccum, Mc CUMTaETCs pa3opBaHHbIM.
WHTepBan Mepuop BpemeHun, Yepes KoTopsbl oTnpaensetca 3anpoc OPC UA cepsepy ans
TecTUpoBaHuA NoOATBEPXAEHNS HANNUNA CBA3U. 3HAUYEHME MO YMOSYaHUIO «5000» MC, MUHUManbHOe
CBA3U, MC 3HayeHne «200» McC.

HacTponku nognucku Ha y3nbsl OPC UA cepBepa npuBeaeHbl B rpynne:

MapameTpbl NOANUCOK

CsoiicTBO OnucaHue

Mepvoa Mepuog Bpemeny, Yepes kotopeii OPC UA Client 6yaet nonyyarts gaHHble ot OPC UA
obHoBNEHUA cepsepa. Ecnu TpebyeTca nonyyarb faHHblE C MUHUMarbHO BO3MOXHbBIM NEPUOAOM, TO
AaHHbIX, MC YKaXuTe 3HayYeHne «0».

WHTepBan Mepuop BpemeHu, B TeueHue kotoporo OPC UA cepeep 6yaeT nbiTaTbCcs ONpeaenutb, He
COMMIMPOBAHUA | U3MEHUITUCH JIN B Er0 aipECHOM NMPOCTPAHCTBE 3HAa4YEHWS Y30B, Ha KOTOpble NoAnNMcaH
y3508B OPC UA Client.

cepsepoMm, MC

Kpome 3HaueHns B MUNnceKyHaax, BO3MOXHbI CIieayoLye 3Ha4eHns CBONCTBa:
> « ©» - MMHUManbHbIV MHTEpBarn, KoTopbln MoxeT ncrnons3osate OPC UA cepsep;
> «-1»-3HayeHue, paBHoe Mepuofy O6HOBNEHUA AAHHBIX.

3HayeHue No YMOSMYaHUIo «-1».

Pa3mep ouvepeau

Pa3mep ouepeau 3HaveHnin Ha ctopoHe OPC UA cepBepa [1s Kaxaoro y3a, Ha KoTopbl i

yBeAoM/IeHUi nognucaH OPC UA Client. Ouepepnb HakannueaeTcs B nepuof Mexay yBegoMieHusamMu, B
TOM 4YKCie NpU NOTEPE CBA3U, U ONYCTOLIAETCA Npu KaxaoM yBeaomMneHun. MNpu 3HaueHun
MeHblLuUe «2» OPC UA cepBep He 6yeT HakannueaTtb ovepesb.

Nepe3anucbiBaTb OnpenenseT 3Ha4eHUs, KOTopble NPy NepenoTHeEHNK ovepean OyayT nepe3anncaHbl

cTapble HOBbIMMW 3HAYEHUAMMU:

3Ha4eHus B > «Jla» - Nepe3an1cbiBaTb CaMoe CTapoe 3HaYEHME;

ouepeau

> «HeT» - Nepe3anucbiBaTb NocneaHee NOCTyNMBLLEE 3HaYEHMe.

HacTtpoiku 3anuncu 3HaveHun B y3nbl OPC UA cepBepa nprvBeaeHs! B rpynne:

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM
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HacTpoiku ucxoaawmx AaHHbIX

CBoiicTBO OnucaHue
3anucbiBaTb TOJIbKO B Onpep,enﬂeT cepBepbl B rpynne, B KOTOPbIe crefyet 3anmcbiBatb 3HA4YEeHUA
aKTUBHbI cepBep UCXoASALWMX CUrHaNOoB:

> «Jla» - 3anucbIBaTh TONbKO B CEPBEP, KOTOPbIN BblOpaH akTUBHbLIM;
> «HeT» - 3anncbiBaTb BO BCE CEPBEPbI Ipynnbl.

3HauveHne napameTpa y4UnUTbIBaeTCA TONMbKO eCnuv napamMeTpy OTnpaBaATb
ncxoadume CuUrHazlol Npu noAsieHUN cepBepa Ha CBA3U YCTAHOBJIEHO
3Ha4YeHue «Jla».

OTnpaBAsaTb Ucxoaswue 3anucb 3Ha4YeHun ucxogAawmx curHanos npu nosisnedMn OPC UA cepeepa
CUrHasbl NpU NoAB/IEHUU Ha CBA3MU:
cepeepa Ha cBA3U > «Jla» - 3aNNCbIBAaThb 3HAYEHNSA NCXOAALLMX CUrHArIOB;

> «HeT» - HE 3aNUCbIBATb 3HAYEHUSA UCXOAALLUX CUTHANOB.

HacTpoiiku napameTpoB 6e3onacHocTy Npy noakstoyeHun k OPC UA cepBepy npuBegeHb! B rpyrne:

HacTtpoliku 6e3onacHocTu

CsoiicTBO OnucaHue

Pexum OnpefensieT 3alMLLEHHOCTb KaHana nepefayv AaHHbIX NPy yCTaHOBMEHUW COeAIUHEHNSI
6esonacHoctn | mexay OPC UA Client n OPC UA cepsepom:
> «None» - peXuUM He o6ecrneymBaeT [OMNOSTHUTENbHBIX CPeaCcTB 6e30MacHoCTMH,
[aHHble nepepatoTcs 6e3 W poBaHus;
> «Sign» - 4Ns yCTaHOBKM 6€30MacHOro coefuHeHns TpebyeTcst B3auMHbI i 06MeH
ceptudmkatamm mexpy OPC UA cepeepom 1 OPC UA Client;
> «SignAndEncrypt» - AN yCTaHOBKM 6e30onacHoro coeguHeHust Tpebyetcs
B3aunMHbI 06MeH cepTudbukatamu mexay OPC UA cepeepom n OPC UA Client. Motok
OaHHbix mexay OPC UA cepeepom n OPC UA Client 6yaet nepefaBatbcs B
3alLMgpoBaHHOM BUAE

Pexum Cnoco6 aBTopuzauum OPC UA Client Ha OPC UA cepsepe:

asTopusauuu > «AHoHumHbii» - OPC UA Client 6ynet nogkntouatbea kK OPC UA cepepy aHOHUMHO
6e3 NpoXoXAeHNa aBTopu3aLum;

> «Jlornn/Naponb» - OPC UA Client 6yget nogkntouyatbes Kk OPC UA cepsepy ¢
MCMNOSb30BaHUEM JTOTVHA M Napossa SIoKanbHOW MU JOMEHHON YYETHON 3arnmcu.
Maponb xpaHuTCcA B dhaiine KoHdUry paumnm B 3aliMgpoBaHHOM BUAE.

> «Ceptudukar» - OPC UA Client 6ynet noakntovatbcst Kk OPC UA cepsepy
npenocTaBnAs Nofb30BaTeNbCKUiA cepTUdUKaT U NPUBATHDLIN KIToY.

JlorvH JoruH ang astopuzauum OPC UA Client Ha OPC UA cepepe no forvHy 1 naporito.
Naponb Maponb pns astopusaumm OPC UA Client Ha OPC UA cepBepe no fiormHy 1 naporio.
Cy6beKkT Cy6bekT cepTudmkaTta, KOTopblid HYXXHO UCMOMNb30BaTh ANA ay TEHTUMKALMM B pexnMe

ceptudukata | «CepTupmkaT».

2. HACTPOVKA OBMEHA JAHHbLIMI C OPC UA CEPBEPOM
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HacTpoiiku nogkntodennsa moayna OPC UA Client k rpynne peaeperpyembix cepBepoB NpuBefeHbl B rpynne:

HacTpoiiku pesepBupoBaHusa

CBOMCTBO

OnucaHue

TaitmayT oxugaHus
aKTMBHOro cepsepa,
mc

Bpems, B TeueHue kotoporo OPC UA Client oxuaaeT nosiBneHus akTUBHOro
cepBepa Ha cBa3u. [ocne uctedeHus TaimayTa BXOAALWMUM CurHanam 6ynet
BbICTaBJIEHO MITOX0E Ka4yecTBO.

MoxeT /in cepBep B
pe3epBe cuMTaTbCA
AKTUBHbIM

OnpepnenseT ncnonb3oBaTh N Ans nony4yHus gaHHbix OPC UA cepsep,
HaxofdsALLMIACA B pe3epse, Npu OTCYTCTBUM B rpynne akTMBHOIro cepeepa:

> «fla» - ofly4aTb AaHHbIe OT cepBepa B Pe3epse;

> «HeT» - He Nony4YaTb AaHHbIe OT CepBepa B pe3epse.

Pexum pa6oTbl B
pe3epBe

Pexum paboTbl Npu nepexone Moayns B PE3EPB:

> «3anpawvBaTb AaHHbie» - MOAY b MPOAOIXAET 3anpallVBaeT faHHble Y
aKTUBHOIO cepBepa rpynrbl (PeXuM paboTbl M0 YMOMYaHUIO);

> «llopaepxuMBaTb coeauHEHUe» - MOAyJ1b HE 3aKpblBaeT coeanHeHuA C
cepBepamMi, HO npekpallaeT nojyvyeHne aHHbIX;

> «3aKpblBaTb COefUHEeHue» - MoAyJlb 3aKpblBaeT coeguHeEHNA C cepBepamMmm

Ob6s3atenbHble HacTporiku nogkntoveHns OPC UA Client k OPC UA cepsepy npuBefeHbl B rpynne:

HacTpoiiku noak/K4YeHUs K cepBepy

CBoiicTBO

OnucaHue

URI appecHoro
NpoCcTpaHCTBa
KOHTpPO/NIbHOro y3na

AppecHoe npocTtpaHcTBa OPC UA cepBepa, B KOTOPOM pacrnosiaraercs
KOHTPOSbHbIN y3€er.

UpeHTupukaTop
KOHTPOJIbHOIr0 y3Ja

Y3en OPC UA cepBepa, KOTopbiii 6yaeT UCnofib30BaTbCA A1 onpeneneHns
aKTUBHOCTU cepBepa.

Tun mngeHTUPMKaTopa
KOHTPOJIbHOro y3/a

Tun noeHTudunkaTopa, ykasaHHoOro B CBOUCTBE UAeHTUPUKATOP KOHTPOSILHOIO
y3na. BoaMmoxHble TunbI:

> «CTpoKOBblii» - CTPOKOBOE 3HauveHue. [Npumep ngeHtudukaropa:
«Items.Level»;

> «Yucnosoit» - LenovnucneHHoe 3Hadenve. lNpumep naoeHtudukaropa:
«318»;

> «lnobanbHblit» - LWECTHAALATUOANTHbIN ABOWNYHbIN MaccuB. Mpumep
naeHTudukaTopa: «1c35cb2b-e5d0-495a-93c9-da@95c652230»;

> «CKpbITbiiA» - CBOOOAHDBIV hOpMaT AaHHbIX Tuna ByteString. Mpumep
noeHTuukartopa: «d3571a».

3Ha4yeHne KOHTPONbHOrro

y3na

3HayeHve KOHTPOIbLHOrO y3r51a, NP KOTOPOM CYUTAETCS, YTO CEPBEP MOXET
ObITb BbIOpaH B Ka4ecTBe akTUBHOTO.

HacTponku MmakcumanbsHOro Konv4ecTsa y35oB B 3anpocax, otnpasnsaembix OPC UA cepsepy, npvBegeHs! B

rpynne:

2. HACTPOVKA OBMEHA JAHHbLIMI C OPC UA CEPBEPOM



SEPLATFORM.DATA SERVER. MOYJ1b OPC UA CLIENT. PYKOBOACTBO AODMUHNCTPATOPA

OrpaHu4yeHMA Konuv4ecTBa Y3/I0B B 3anpocax

CBoOMCTBO OnucaHue

3anpoc Ha MakcumansHoe konudecTtso y3noB OPC UA cepBepa, 3Ha4eHWst KOTOpPbIX MOTyT ObiTb
YTeHue nony4eHbl B pe3ynbTaTe O4HOro 3arnpoca Ha YTeHue.

3anpoc Ha MakcumanbHoe konu4decTso y3noB OPC UA cepsepa, 3Ha4eHVs KOTOpbIX MOTYT ObITb
3anucb M3MeHeHbl B pe3yrbTaTe O4HOro 3anpoca Ha 3anvchb.

3anpoc Ha MakcumanbHoe konudecTtso y3noB OPC UA cepBepa, oTobpaxaeMblx B pe3ynbTaTte
6pay3uHr 0[QHOro 3anpoca npv NpocMoTpe agpecHoro npocTtpaHcTea OPC UA cepsepa.

3anpoc Ha MakcumansHoe konudecTso y3nos OPC UA cepsepa, Ha KOTOpble MOXHO NoAnncaTbCs B
noAnucaHHble 0ofHOM 3anpoce.

VEL

BbInosnHeHWe 3anpocoB B 3aBUCUMOCTH OT HACTPOEK MaKCUMallbHOTO KOJTMYeCTBa Y3510B:
> HacTpOWKM 3aAaHbl - MOAY b UCMOMNb3YET 3HAYEHMSI HACTPOEK;
D> «@» - 3aMpoChl BbIMOSTHAITCA 6€3 OrpaHNYEHWIA;

D> HacCTpOWKW He 3afaHbl - MoAy b ucnonb3yeT HacTpoinkn OPC UA cepsepa.

6. BepHutech B SePlatform.Data Server un no6aBbTe Mpunoxexue.

[f'y Manene 3nemenTos * 0 X | Server” B X s
Mowck Q &% Project. Domain.host, Server SePlatform.Server =i My-project.omx ~ Application -
b [ BACnet
I [d EtherNet/IP
I [ Modbus & OpcUaClient — 4G HistoryModule =E G TcpServer =
I £ oPC OPC UA KanerT Mogyae wcTopum TCP Server
I [ KoMMyHMKaLMOHHBIE MOLYAN 13 Computer.Runtime.OpcUaServer P ok DaServer =
b [ M3K 60870-5 - OPC DA Cepeep
b [ M3K 61850

€% HdaServer =

I [ CayoxebHole mogynu 0OPC HDA Cepsg
(&2 ) Mpunoxerve  Yevsnnee..., LT «! Application L\ AeServer =1
Wenonwsemsili mogyns mpanosk || [T OPC AE Cepeep

'.|fﬁ 1 CCuinka Ha McnonHaemeli Moty

|ﬂ Bydepusauna

7. Mepengute B MNpunoxeHue 1 A06aBbTE 3K3EMNNAPLI PaHee onncaHHbIX normdeckux Tunos SePlatform.Data
Server.

[' Manens 3nemeHToE * I X | Application”™ ® X i
Mownck Q w4 Project. Domain.host.Server. Application Mpunoxetue =f My-project.omx * ValvesServer =
t {}ompLC &

I {} Om.Server -
a {} Project ¢ ByteStringServer <Types.ServerTypes.Server> =i J
4 {}) Types Tun: Types.ServerTypes.ByteStringServer
| -
i ByteString 2
v {} PicTypes Lo \. vt g / TankServer <TypesServerTypes.Server> =1 ()
4 {} serverTypes L . T, > Tun: Types.ServerTypes. TankServer
By‘teSlringSer\.rerﬂServerTypes.SErverz* IR IPPTTTTITTLLL L -)_.m(,md A
41" (&
TankServer<ServerTypes.Server> -1 / ValvesServer <Types.ServerTypes.Server> =l o High_Limit (% {3}
ValvesServer<ServerTypes.Servers radaa, —
e e »| 0@ Vi Cmd V1_State
BIMUCIEHNS
4[5 Kapros agpecos 3.-@ V2_Cmd V2_State (2
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8. Onsa kaxgoro Tuna ykaxure NpeacTaBnsembii 06beKT - COOTBETCTBY LA OO BEKT, ONMCAHHBIN B
npunoxexnun MNI1K, n Ums:

Application™ # X

Ceoiictsa ~ 0 x
w1 Project. Domain.host.Server. Application Mpwnoxetve =f My-project.omx # TankServer floruueckuil ouekt -
(») O6uwme
Tun TypesServerTypes. TankServer
¥poeeHs A0CTyNa MySAWYHLIA
Obnacts aocryna rnobanenan
ByteString 3 )
/ TankServer <Types ServerTypes.Server> = @ CTSET ypes Serverypes Senver
Tun: Types ServerTypes. TankServer L-w\[peacrasnnembiii ofbexr Computer.Runtime.Application. Tank
ValvecSans o B Npeacrasaaet: Computer.Runtime.Application.Tank L
/ sServer <T_ypes.5erverTJpes.Sener> = O Vs TankServer 5
ServerTypes. Server 2 Cmd Level (3 :
MpeacTagnseT: Computer.Runtime.Application.Valves 5
SO VIcmd V1 State (5 High Limit (% YiaxnTe NyTe K 2nEMEHTY x -‘_.'
50 va_cmd V2 State > ® Mowck Q o
4 .
4 €k Runtime e 1
4 Hhpplication
7/ ByteString tla
7 TorHde-eeees””
/ Valves
fa

9. Ha paHHom aTane Ao6aBneHHbIN NOrMYecknin 06 EKT CoAepXMT OWMOKY. [ns ycTpaHeH s owWmnbKu
HeobxoauMa NHULManU3aLns CCblnokK:

> BbI30BUTE KOHTEKCTHOE MEHI0 B CBOGOAHOM MNorie arieMeHTa MpunoxeHue 1 BbINONTHATE KOMaHAay
WHMUMANNM3MPOBaTb BCE CCbUIKM;

> Haxmute KHOMKY G Ha naHenu NHCTPYMEHTOB U Knasuwy F5 Ha knaesuatype.

MNocne NMHUUnanm3auunm ol MbKa NcYesHeT. I'Iepe|7|,u,|/1Te B OObEKTbI U y6€,ﬂ,|/|Ter, yTO CCbIKa «Re-Fer‘ence_Plc»
Tenepb BeAET K 00bEKTY, yKa3aHHOMY B CBOWCTBE MpeacTaBnAembiii 06beKT.
Tank™ # X

L1

# Project.Domain.host.Server.Application. Tank florwueckuii obbext =0 My-project.omx -

bazoenid Tin: Types.ServerTypes. TankServer

g

I’é) Reference

1

1

i Coolnka Ha PlcTypes.Tank 3

2 Cmd —/] p ]

1301 Cmd Level > @)

: High_Limit (3 {3
: M T L—— ] HighLimit 20

el

— [ e o0

@ Computer.Runtime.Application.Ta n)

OPC UA KNUWeHT HaCTpOEH.

2.2.4. HacTpoika nosny4YeHus 1 oTnpaBku 3Ha4YeHUn

[nqa HacTporikn nony4eHusa n otnpasku 3HayeHui yanos OPC UA cepsepa cnefyeTt 3anonHuts Kapty agpecos OPC
UA. [1nfA Kaxaoro curHana kapTbl aapecoB He0OX0AMMO HaCTPOUTb 06si3aTeNnbHble NapaMeTpbl:

> MNpuBA3Ka - «<HeNoCpeACTBEHHO»;
> AjpecHoe NpocTpaHCTBO - aapecHoe npocTpaHcTBo OPC UA cepepa, B KOTOPOM PacronoXeH y3er;
> Tun uaeHTudukaTopa - Tun naeHTudukaropa yana OPC UA cepsepa;

> WpeHTudmkaTop ysna - maeHtudukatop yana s OPC UA cepsepe, 3HaueHne KoToporo TpebyeTcs nony4atb
ot OPC UA cepepa nnu otnpaensats B OPC UA cepsep.

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM
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2.2.4.1. Nony4eHune 3Ha4yeHun ysna OPC UA cepsepa

[na nonyyeHus 3HadeHun yana OPC UA cepeepa Heob6xoamMmMo HacTpouTb 06s3aTeribHble napameTpbl KapTsl
agpecoB OPC UA.

[nsa nonyyeHns 3Hadennn yanos OPC UA cepBepa «T1.High_Limit» 1 «T1.Level» U3 npumMepa A1 HACTPONKN
obMeHa AaHHLIMW 3aM0STHUTE KapTy apecos:

CurHan AnpecHoe nNpocTpaHCcTBO Tun naeHtTudpukaTopa NpeHTuduKaTop yana
Tank.Level DataAccess CTpokoBbIi T1.Level
Tank.High_Limit DataAccess CTpoKoBbIi T1.High_Limit

2.2.4.2. Nepuognyeckoe nony4yeHue 3HauveHuin yana OPC UA cepsepa c
3afilaHHbIM UHTEepBasioM

[na neproguyeckoro nony4eHus 3HaveHus yana OPC UA cepsepa ¢ 3aaaHHbIM UHTEPBarnoMm:
1. Mepengute B OPC UA KnuneHT 1 obaBbTe KATEropumio AaHHbIX.
2. YKaxwuTe CBONCTBA KaTeropum AaHHbIX:
> Cnoco6 nonyyYeHUs AaHHbIX - «MognncKa;

> MNepvoa O6HOBNEHUA AAHHBIX, MC - NEPUOL BPEMEHM, YEPE3 KOTOPbIN TpebyeTcs nonyyaTb AaHHble OT
OPC UA cepBepa. B npumepe ans HacTponku obMeHa faHHbIMM NycTb TpebyeTcs nomnyyaTtb 3Ha4eHns ¢
nepvogom «5e0» Mc;

> Wmsa - «Read_500» (Ha3BaHWEe KaTeropum AaHHbIX).
[’y Manens snemento » @ X || OpcUaClient™ # X

Q ¥ Project. Domain.host.Server. OpclUaClient OPC UA Knuert =h I

C i Kateropms ,EI,EHHI:I)D

-
s

# Read_500 =i
) Cnocob noayqeHts gaHHBX Mognucka =
Meprog oBHOBAEHWA AEHHBIX, MC SGD@

MHTepsan csMnAMpoBaHWA Yy3N0E CEPEEPOM, MC [l

3. Nepengute B KapTy aapecoB OPC UA 1 NSt CUTHaNoB, 3HAa4YEHNs KOTOPbIX TpebyeTcsa nonyyatb ¢ 3aAaHHbIM
WHTepBasnioM, B napameTpe KaTeropusa AaHHbIX yKaxuTe Ha3BaHve COOTBETCTBYIOLLE KaTeropun. B npumepe
ANA HacTponky obmMeHa AaHHbIMM TpebyeTcA nonyyaTb 3Ha4yeHus y3na «T1.High_Limit»c neproaom «500»
Mc. Aapec curHana «Tank .High_Limit» npumet Bua:

CwurHan AppecHoe Tun UpeHTudukaTtop KaTeropusa

NpPOCTPaHCTBO maeHTudukaTopa y3na AaHHbIX
Tank.High_ DataAccess CTpoKoBbIi T1.High_Limit Read_500
Limit
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2.2.4.3. MNony4yeHune 3Ha4yeHus ysna OPC UA cepsepa no komaHae

Ilna nony4yenns 3HadeHns yana OPC UA cepBepa no KomaHge:
1. Nepenignte B OPC UA KnueHT 1 A06aBbTE KAaTEropuio AaHHbIX.
2. YKaxuTte CBOMCTBA KaTEropmmn AaHHbIX:
> Cnocob6 nony4YeHUs AaHHbIX - «4TeHUue».
> Wmsa - «Read_Command» (Ha3BaHWe KaTeropum AaHHbIX);

7'y Manenk snemento * [ X || OpclaClient™ ® X

Mowck Q, 40 Project.Domain.host.Server. OpcUaClient OPC UA Knuerr &5 My-project.omx -
(ﬂ’-g Kateropua ,anthx)
."-*‘ '{.l—i Read_Command El_\']
"
\_ Cnocob noaydYeHns AgaHHBIX UreHme ‘_’J
Mepwnog oBHOBNEHMA AaHHBIX, MC 1000@
KHTe 1=
pPEan CSMNAWPOEAHWA Y3NCE CEPEEPOM, MC

3. Mepeiigute B KapTy aapecoB OPC UA 1 A4S CUTHANoB, 3HAYEHNs KOTOpbIX TpebyeTcs nony4yaTtb Nno KoMmaHae,
B MapamMeTpe KaTeropus AaHHbIX yKaXWUTe Ha3BaHWe COOTBETCTBYIOLLEN KaTeropun. B npumepe ans HacTponku
obmeHa AaHHbIMU Mo KoMaHae TpebyeTcs nonyyaTtb 3HaYeHns y3na «T1. Level». Agpec curHana
«Tank.Level» npumer Bua;

Cwurnan AnpecHoe Tun NpeHTndukaTtop KaTteropus
NpPOCTpPaHCTBO npeHtTudukaTopa yana OaHHbIX
Tank.Level DataAccess CTpokoBbii T1.Level Read_Command

2.2.4.4. OtnpaBka 3Ha4yeHus curHana B OPC UA cepsep

[ns oTnpaBku 3Ha4eHns curHana B OPC UA cepBep Heob6xoaMMo HacTpouTb 0ba3aTenbHble napameTpbl KapTel
agpecos OPC UA.

[nqa otnpaBku 3Ha4yeHusa curHana «Tank . Cmd» B y3en OPC UA cepsepa «T1.Cmd» U3 NnpuMepa A1 HACTPOMKU
obMeHa aHHLIMW 3aMOSTHUTE KapTy apecos:

CurHan AppecHoe npocTpaHCcTBO Tun naeHtucpukatopa MpeHTudukaTop yana

Tank.Cmd DataAccess CTpokoBbiii T1.Cmd

Ecnun tpebyetca otnpasnsaTte B OPC UA cepBep 3HaueHWe KavyecTBa U METKY BPEMEHM CUrHana, To ans
COOTBETCTBYIOLLLEro CMrHarna B KapTe agpecoB yCTaHOBUTE NapaMmeTpam OTnpaBasTb Ka4vecTBo 1 OTNpaBasTb
MeTKY BpeMeHM 3Ha4YeHus «[la».

2.2.4.5. MNony4eHue n oTnpaBKa 35IeMEHTOB MaccuBa

[nsa nony4yeHus anementoB maccusa OPC UA cepBepa 1 0TnpaBKu 3Ha4eHWin curHanos B arieMeHTbl Mmaccunsa OPC
UA cepBepa Heo6Xx0aMMO HacTpouTb ob6A3aTenbHblie napaMeTpbl KapTel agpecos OPC UA, a B mapameTpe Mosvuus
B MaccuBe yKa3aTb MHAEKC 35ieMeHTa MaccuBa.
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Ona nonyyenns [1] n [2] anemeHTOB MaccuBa «100» B cUrHanbl «Valves.V1l_State» n «Valves.V2_State», a Takxe
3anncu 3Ha4eHnin curHanos «Valves.V1_Cmd» 1 «Valves.V2_Cmd» B [1] 1 [2] anemeHTbl MaccuBa «102» U3 npumepa
AN HacTpoky o6 MeHa AaHHbIMMW 3aMofTHUTE KapTy afpecos:

CurHan AppecHoe Tun UpeHTtndukatop Mo3uuua s
NpOCTPaHCTBO nageHTumkaTopa y3na MaccuBe

Valves.V1_ DataAccess Yuncnoson 100 1

State

Valves.V2_ DataAccess Yucnoson 100 2

State

Valves.V1_ DataAccess Yncnoson 102 1

Cmd

Valves.V2_ DataAccess Yuncnoson 102 2

Cmd

2.2.4.6. Nony4eHune 3Ha4yeHuit Tuna ByteString

Ina nony4yenna 3Hadenni yana OPC UA cepsepa Tvna ByteString:
1. MNepenpuTte B MPOoCTPaHCTBO MMEH C ONMUCAHUAMU TUMOB M f06aBbTe 31EMEHT Tun aTpubyTa.

[’y Nanens snemento » L X || Types™ ¥ X

Mownck Q {} Project. Types Mpocrpancieo umén =2 My-project.omx *  AttributeType
I' [d Hactpoidku 07 BT e -
= clypes =f erverlypes =
I [J Onucanwa yoTpolicTs :
= L == Muan AttributeType =0
5= | Tun atpubyta )n-._ . o PLC 0 Server
hh| T Twrn 3HaueHwa  void =
I Cebunka Ha Mogynb % Tank % TankServer
MpocTpaHcTES MMEH daroagers 4 ByteString 4 ByteStringServer
@Acnem = & Valves & WalvesServer
@Tvn MEPMASOXEHWA

2. YKaxuTe 3Ha4eHns CBONCTB:
> Twun 3Hadenusa - Uint1;
> HasBaHue - Ha3BaHWe, KoTopoe 6yAeT oTobpaxaTbes B aTpubyTax CMrHana;

> OnucaHue - onvcaHune aTpubyTa BO BCMIbIBalOLLEN NOACKA3KeE.

Ceolictea * O X
=2 FormatString Tun atpuyta =
@ Obwme
=N FormatStrin: =l -
9 ﬁ—vn 3HAYEHWA uint1 A
Tun 3HaueHua  uintl =
e Haseanue DopMaT CoAep*UMOro CTPOKOBOTD CUrHana
JaronosoK ‘DopMaT CoAepAMMOre CTPOKOBOMD CUIrHaNa
Onucanwe 0 - nocnegoEaTenbHOCTL CUMBONOE; 1 -
Onucanwe 0 - nocnegosarensHoCTE CMMECNOE; 1 - GaidTe B hex svge \ Gaiitel & hex Buge j
Paspeluate HECKONLKD SK3EMMNADOE Het
MoxeT BeiTh yHacneaosaH la
3HAUEHME MO YMONYAHWID
Wma FormatString
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3. Bo Bknagke ATpubyTbl BbI30BUTE KOHTEKCTHOE MeHI0. BbiGepuTe nyHKT l06aBUTb HOBble aTpubyThl.

@) AtpwbyTel >~ q x

-

i ByteString MNapamerp

ATpubyT 3HaqeHue
| aF  JoBaEnTh HOBbIE ATPHEYTEL... Insert
x ¥aanuTe EblgEneHHbIE AaTPHEYTE Delete

Mzmeute TUN atprByTa...

MNepeiTy Kk onpegencHnio F12

ATpubyTel | CeoWcTER

4. B nosiBMBLLEMCS OKHE BblOepuTe TUM aTpubyTa «CBONCTBO KOHGUIypaLumn».

] BeiBepuTe TUNLI aTpUBYTOE =

EH Mowck Q
4 {}OmServer
4 {} Attributes

[ ] = Brewnss Mogens coboiThid
[] &= Muomectso BydepUpyeMBlx CUTHENOE
[] &= Muoxecteo WECTOPMUYECKUX CHUTHANOE
[[v] 52 Csoiicrso kondurypaumm|

b {} Om.System

b {} Project

fa [ Omena |

5. Ha Bknagke ATpubyThl 4oGaBneHHOMY aTpubyTy CBOMCTBO KOHPUIypaumm yKaxuTe 3HaueHne «11000».

@ AtpubyTel * O X
&= AttributeType Tun arpubyTa -
ATpmbyT JHaueHue

Ceodicten kondurypauwm 11000

Atpubytel | Ceo#cTEa

6. MNepengurte B TMn MNJ1K, NnpeactasnaLwmin TMN ¢ gaHHbIMK ByteString.
7. Bbipenute curHan tuna String 1 Bo BKNagkKe ATpubyTbl Bbi30BUTE KOHTEKCTHOE MeHI0. Bbibepute nyHKT
llo6aBUTb HOBble aTpUbBYTHI.
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8. B nosiBmBLLEMCS OKHe BblGepuTe paHee [,06aBNeHHbI TUN aTpubyTa.

=] BriBepuTe TUNLI 3TpUBYTOE e

FH Mowck Q
b {}Om.PLC

b {}Oom.:
I {}Cl“"~;---:

|#] =2 Dopmat cogepxumore cTpokoBoro curHang|

o [ Omems ]

9. NobaBneHHOMY aTpubyTy 3apanTe 3HaYEHNE «1».

ByteString™ ® X 5 (@ Arpubytel > 0 X
% Project.Types.PlcTypes. ByteString flormueckwii Tan =2 My-projectomx = ByteString ~ | | ByteString Mapametp -
ArpubyT 3naqeHne

T ByteString > J DopMaT CoAEpKUMOro CTPOKOBONO CUTHaNa 1 |
]

2.2.5. NpumeHeHne KoHpurypaumm SePlatform.Data Server
1. MocTpoiiTe pelerve. KoHdurypaums SePlatform.Data Server 6yaer noctpoeHa.
©@O-2C PBEEE DG e - HE. I8 i@ A 6
2. MNepengute B MacTep pas3BEpTbiBaHUS.

i ©@O-2C /P BEEE D% e - (e [ P2@S

4
L1

L1

[lns ycnewHoro npuMeHeHNs! MOCTPOEHHbIX KOHDUIy paLui AoXeH GbiTb HAaCTPOEH
SePlatform.Domain. OnncaHue HacTpoliku nNpueeAeHo B AokyMeHTaummn Ha SePlatform.Domain (cm.
pasgen «KoHpurypuposaHme» PyKOBOACTBA afMUHNCTPATOPA).

3. MpumennTe KoHdurypauuo k SePlatform.Data Server.
Project 1 X

1l

#3 MacTtep passepThiBaHuUA

[] Wenoanaowmii komnonent  Moctpoessas sepcuA  AkTweHas sepowa  CTabunbHan sepovs
@ #s Domain
(%) (] host

 Server 1.G.ﬂ.d2® 1.0.0d26 " 100d120r

MprMeHUTE KOHGWIYPALIMEO

2.3. Hactpoiika B KoHdpurypaTtope

YT106b1 HAacTpoMTb 06MeH aaHHbIMK ¢ OPC UA cepsepom:

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM
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BbIMOMTHUTE HAacTPOKy KoHdurypauum mogynen SePlatform.Data Server;
co3ante curHasnbl Ansa YTeHus 1 3anucu nepemMenHbix [NJ1K cooTBETCTBYHOLLNX TUMOB;
HaCTpoWTe agpeca CUrHasnos;

vV V V V

npumMeHuTe KoHdurypaumo SePlatform.Data Server.

2.3.1. HacTpoiika KoHdurypauum moayns

B cepsucHom npunoxerun KoHdurypaTop Ha Bknagke Mogynu:

> 3abnokupyiite BETKy Moaynei KOHMUrypaLum KHOMKOM s Ha NaHenu MHCTPYMEHTOB;

nobasbTe 1 HacTpoiite Mmogynb OPC UA Client (cTp. 31);
HacTpounTe rpynbl cepsepos (CTp. 33);

HacTponTe cepsep (cTp. 37);
HacTpowTe Tabnuubl agpecHbIX NPOCTpaHCTB (cTp. 38);

HacTpounTe rpynrbl CUrHanoB Ans yreHus (cTp. 38);

vV ¥V V V VvV V

pa36noKupynTe BETKY Mopy el KoHUrypaLmm KHOMKoM ‘;'J Ha NaHenu MHCTPYMEHTOB, COXpaHVB
U3MEHEHWS.

2.3.1.1. JobaeneHune n HacTpoika Moayns

1. No6aBbTe B cocTaB koHpurypaumm SePlatform.Data Server mogyns OPC UA Client.

oGaeneHye Mogyna

Mran Drmcanue
QOPC LA Mooyne nopnepsen OPC LA
QOPC UA Client KomMpayHK SLMOHHEIR MOOYNE NPeoHaSHAYSHHEIR ANA NEpenaql AaHHER no npoTokony OPC LA
Syslog Server Mooyne chopa coofweHni Syslog

OpfaenTe

OpHoBpemeHHO B cocTaBe KoHdurypauum SePlatform.Data Server moxeT dyHKLMOHMPOBaTb
Heckorbko ak3emnnspos mogynsa OPC UA Client.

2. B rpynne O6wme ycTaHOBUTE NapaMmeTpamM AKTUBHOCTb U BecTU XypHan pa6oTbl MoAynsi 3HaYEHUs «[a»,
yTOObI MOAYNb 3anyckarncs npu 3anycke/nepesanycke SePlatform.Data Server 1 Bén xypHan paboTbi.
3HaueHus ocTasbHbIX NapaMmeTpoB rpynne 06wme MOXHO YCTaHOBUTb MO HEOOXOAMMOCTU UMK OCTaBUTb
3Ha4YeHWs Mo YMOMNYaHuIo.

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM
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MNapameTpbl ¥3na KOHPUrypawm Moy na

=-E5 Mopymu

=B JOFC LA Cliert 1 v

=41 |
1. OGwme
kA mogyna OPC UA Client 1
MpeHTvemkaTop Mogyna OPC UA Client 1
A TWBHOCTE Na
YpoBeHe TPACCMPOBKMW B XYPHAN NpUNoXEeHAR HHpopmaumottbe coobueHnsa
Bec xypHan paboTel Mogyna Oa
Fasmep xypHana pafoTel mogynA, ME 10
KonwuecTeo AONONHUTENEHEIX XyPHaNoE paboTsl 1
+ Hactpodikm UA knwerita
MmA npunoxeHian SePlatformOpcUaClient

O6Lwme napameTpbl MOy NA:

MapameTp OnucaHue
Uma moayns HaseaHue Mmopyns, KoTopoe oToGpaxaeTcs B iepese Mofy el u PegakTope agpeca B
cepBucHOM npunoxeHun KoHdurypaTtop, a Takxe B Terax CryxebHblX CUrHarnos.
UneHTuduKaTop WaeHTtudmkaTtop moaynsa B koHdurypauum SePlatform.Data Server, BKroyaembli B
momyns napameTpbl agpeca curHana, 3HauyeH1e CepBMCHONo curHana «Id».
AKTMBHOCTb AKTUBHOCTb Moayna npu 3anycke/nepesanycke SePlatform.Data Server:
> «Jla» - MOAYNb 3arnyLUeH,;
> «HeT» - MOAYJS1b OCTAHOBJEH.
Ynpaensertca cnyxebHbIM CUrHanom «Active.Set».
YpoBeHb Tunbl cOO6LLLEHN, KOTOPbIE BLIBOAATCA B XYy pHAaN NPUNoXeHuit:
Tpaccuposku B > «MpeaynpexaeHns U aBapuiiHble COOBUEHUA» - TOTNYECKME OLLUGKM 1 OLLIMBKM
XypHan paboTbl Moayns. MpeaynpexaeHns coaepXaTt HeKPUTUYHbIE OLLIMOKU. ABapuiiHble
NpuioxeHun coo6LLeHNs MHopMUMpyIoT 06 oLLIMGKax, KOTopble BUAIT Ha paGoToCcnocoGHOCTb

cepsepa;

> «MHdOpMaUMOHHbIe COO06WeHMA» - NPeayNpPeXAeHVs 1 aBapuiiHble coobLLLeHus, a
TaKXe OCHOBHasi MHdopMaL s 0 paboTte Moayns;

> «OTnagouHble coobueHna» - peaynpeXaeHns U aBapuiHble CoobLLLEHMs,
OCHOBHasi 1 feTanbHasi MHcopmawmsa o pabote mogynsi.

YnpaBnsaerca crnyxebHbiM cUrHanom «SystemLogTraceLevel.Set».

BecTn XypHan
paboTbl Mogyns

BeneHve 3anucu coobLyeHni o pabote moayns B XypHan paboTbl:
> «Jla» - BECTU XypHan paboTtbl;
> «HeT» - XypHan paboTbl He Bef&TcH.

YnpaBnsietcs cnye6HblM CUrHarom «FrameLogEnable.Set».

Pa3mep XypHana
pa6boTbl mMogyns,
Mb

Pasmep dhaina xypHana pabotbl Moaynsa B merabaitax. [Mpu goctuxeHun
MaKCMMasnbHOro paamepa co34aeTcs HOBbIN (hairn, Konua cTaporo dhainna XxpaHuTcs Ha
paboyem gucke.

KonunyecTtBo
LOMNOJIHUTE/bHbIX
XypHanoB pa6oTbl

KonnyecTBo chainoB 3anofHEHHbIX Xy pHanoB paboTbl Moayns:
>  MUVHMMarnbHoe KonuiectBo - 1;

> MakcumarnbHoe KOonnyecTBo - 255.

HacTtpoinku UA knueHTa:

2. HACTPOVKA OBMEHA JAHHbLIMI C OPC UA CEPBEPOM
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UMA npunoxeHus Cy61bekT cepTudpmkata, Kotopbli 6yaet otnpasneH OPC UA cepBepy ANsl yCTaHOBKU
6e3onacHoro coeguHeHus (cTp. 48).

2.3.1.2. HacTpoiika rpynnbl cepsepoB

Cospgalite rpynmny cepBepoB 1 HaCTPOWTE NapameTpbl Fpynnbl.
Curnaner Mooym  Cramuemaka MNapameTpbl yana KoHDWrYPaLwM Mooy na
Elh Momynm %J’ | __=|
=85 OPC UA Client 1
=-%5% Crvcok rpynn cepeepos

ot [T

=

HaseaHWe rpynnsl CEpBEp0E Group_1
KonuyecTso cepeepoB 1
TaimMayT CECcHH, MC 60000
HTEpBan TECTMPOBEHMA CEASK, MC 5000

TafmayT oXMaaHUA aKTMEHOr O CEpBERE, MC 1000
URI koHTponeHoro yana

oEHTMbMKATOp KOHTPONEHOMO y3Na

TN MAEHTMKMKETOPA KOHTPONEHOrD ¥3Na

2HAYEHWE KOHTPONEHOr O ¥3Na

MaoxeT ni LA cepeep B pesepee CUMTATECH 3K THBHEIM
Pexam padome 8 PE3EFEE

ZanMChIBATE TONBKD B AKTWEHBIA CEPBED
JmpasnATE MCXOMALLMWE CHIHAMB! MK NOABMEHMM CEPEEPa HA CEASH

MNepuon 0BHOBNEHWA AGHHLEX, MC

HTEpEaN CEMNNMPOBAHWA Y3N0E CEPBENOM, MC
Pasmep ouepemi yEELOMNEHIA
MNepesanvcoIBaTe CTapeIe SHAYEHWA B OYEpem

Pexum BesonacHocTA
Pexim asToprsaLmia
MNoruH
Maponk
CyGbexT cepTMiMKaTa this-PC

gis e e EEQE
- E

Zanpoc Ha YTeHwe
3anpoc Ha sanck

Janpoc Ha GpaysuHr

3anpoc Ha NoANMEaHHBIE Y3kl

YKaxuTe 3HaueH st NapaMeTpoB rpy bl OCHOBHbIE:

MapameTp OnucaHune

HasBaHue rpynnbl HasBaHune rpynnbl CepBepos. |/|CI'IOJ'Ib3yeTCF| npu HaCTpOﬁKe agpeca curHana.
cepsepoB

KonuyecTtBo KonuuyecTtBo cepepoB B rpynne. MakcumarnbHOe KONMUYECTBO - «4».
cepsepoB

TaiimayT ceccum, Mc = VIHTepBan BpemeHu nocsie notepu CBS3M C rpynnoin CepBepoB, Yepes KOTOpbI
coefuHeHe C cepBepamu rpynmbl CYUTAETCA Pa3opBaHHbIM.

WHTepBan MHTepBan oTnpaBKy 3anpocoB cepBepy A5 AeTeKTUPOBaHUA NoTepu CBA3N. 3HaveHre no
TecTUpoBaHua YMOIYaHUIO «5000» MC, MUHUMarbHOe 3Ha4YeHne «200» MC.
cBA3U, MC

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM
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Mpu nogknioyveHnmn moayns OPC UA Client k rpynne pe3epBrpyeMbix cepBepoB HE06X0AUMO OnpeaeniTb, K
KaKoMy cepBepy HY>XHO NOAKII0UNTLCS AN o6 MeHa faHHbIMU. Y KaXuTe 3Ha4eHUst napaMeTpoB rpynnbl Hac Tpoiku
pe3epBUpOBaHUA 4117 ONpeaerneHns Hy XHOro cepeepa:

MapameTp

OnucaHue

TaiimayT oxupaaHus
aKTUBHOro cepBepa, MC

BpeMFl OXnaaHuAa noAasIieHnAa akTMBHOIo cepBepa Ha CBA3N. lMocne ucteyeHus
TaﬁmayTa BXo4ALLUM CUrHanam 6y,u,eT BbICTaBJ1EHO MIOX0€e Ka4eCTBO.

URI KOHTpOJIbHOro y3na

URI agpecHoro npocTpaHCTBa, K KOTOPOMY OTHOCUTCS KOHTPOSbHbIN y3en. Ecnu
3anonHeHa Tabnuua URI, Heob6xoaumo ykasbiBaTb KOPOTKOE UMS.

UpeHTUPuKaTop
KOHTPOJIbHOro y37a

WpeHTudmkatop y3na, KotTopbii 6yaeT ncnonb3oBaTbCs AN onpeaeneHns
aKTUBHOCTW cepBepa. Ecnu ngeHtugmkarop He ykasaH, To B KayecTse
KOHTPOSIbHOIO y311a UCMOoSb3YETCA CUrHarn ¢ Terom
«Server.VendorServerInfo.IsInRunMode», a 3a KOHTPOJIbHOE 3HaYeHNe
NPUHUMAaETCA «1».

Tun unaeHTudpMkKaTopa
KOHTPOJIbHOro y37a

HonycTtumel Tunbl string, int, guid, opaque.

3HaveHne KOHTPOJSIbHOIrO
y3na

3HayeHue KOHTPOSLHOrO y351a, NP KOTOPOM CUYUTAETCS, YTO CEPBEP MOXET
6bITb BbIOpaH B Ka4ecTse akTUBHOTO.

MoxeT nn UA cepsep B
pe3epBe cuuTaTbCA
AKTUBHbIM

®nar onpegenset moxeT nu UA cepBep, 3HaYeHne KOHTPOSbLHOro CurHana
KOTOPOro OTNIMYaeTCA OT 3a4aHHOro, MCNONb30BaTbCA AN MNOMyYeHNs OaHHbIX
Npu OTCYTCTBWU B rpynre akTUBHOrO cepaepa.

Pexvm pabotbl B PE3EPBE

Pexum pa6OTbI npu nepexoae moaynda B PE3EPB:

> «3anpawmBaTb AaHHbIe» - MOAYMb 3anpalLVBaET AaHHbIe Y aKTUBHOrO
cepBepa rpynnbl (pexumM paboTbl Mo YMOSYaHMIo);

> «MoanepxuBaTb coeauHeHUA» - MOAYIb HEe 3aKpbIBaeT COEQUHEHNS C
cepBepamu, HO NMPEKpPaLLLAEeT NonyYeHne AaHHbIX;

> «3aKpbiBaTb COeAVHEHMA» - MOAYJ1b 3aKPbIBAET COEAUHEHUA C
cepBepamu.

B rpynne HacTpoiiku MCXoaawmx AaHHbIX HACTPOWTE NOBEAEHVE MOAYIIS NP OTNPaBKe AaHHbIX:

MapameTp

OnucaHue

3anucbiBaTb TONMbLKO B aKTUBHbINA

cepBep

Onpep,enﬂeT cepBepbl B rpynne, B KOTOPbIe criefyeT 3anucbiBatb 3HA4YEHUA
ncxogAawmnx CUrHanos:

> «[fla» - TONbKO B CEPBEP, KOTOPbIN BbIOpaH akTUBHbIM;
> «HeT» - BO BCE CepBepbl rpynnbl.

3HayeHve NapameTpa Y4MUTbIBAaeTCA TONbKO eCNv napameTpy OTNpaBasaTb
uncxogauwme cCUrHazsbl Npu noAsJieHUUM cepBepa Ha CBA3U YCTaAHOBJ1IEHO
3Ha4yeHne «la».

OTNpaBnATb MCXOAAWME CUrHaAsbI
npu rnosiBNEHUN cepeepa Ha

CBA3M

3anncb 3Ha4YeHUN UCXOASLMX CUTHANOB NpW NOSIBIIEHUM CepBepa Ha CBA3U:
> «[la» - 3anNNCbIBaTb 3HAYEHNA UCXOQALLMX CUrHANOB B CEpPBEP;

> «HeT» - He 3aNNCbIBaTb 3HAaYEHNS UCXOAALLNX CUrHANOB.

2. HACTPOVKA OBMEHA JAHHbLIMI C OPC UA CEPBEPOM
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HaCTDOIZTe napamMmeTpbl NOAMNMUCKU Ha CUrHanbl B rpynne HacTpoiiku noanucku.

MapameTp OnucaHue

Nepuon MeproauyHOCTb, C KOTOPOI cepBep GYAET OTNPaBnATb KIMUEHTY NakeTbl AaHHbIX, Coaepxallne
o6HoBNEeHMSA 3Ha4eHns curHanos. Ecnu ykasaH «@», To 06MeH faHHbIMK By AeT NPOXOAUTL C MUHMMabHO
AAHHBIX, MC BO3MOXHbIM NEPUOLAOM.

WHTepBan Bpewmsi, B Te4eHMe KOTOPOro cepeep NbiTaeTcs onpeaenuTb, He M3MEHUITUCH SN 3HaYeHUs
COMNAMPOBAHUA | WHTEPECYIOLMX KITUEHTA Y3/10B B €70 aipeCHOM NMpocTpaHcTBe. KpoMe 3HayYeHns B

y3n0B MUWSIIIMCEKYHAAX, BO3MOXHbI CNeayoLmne 3HaueHus:

cepBepoM, MC

D> «@» - ecny cepBep He NoAAEePXMBaAET YKa3aHHbI Nepuog, 0OHOBMEHUs! AaHHbIX, TO
6yneT ncnonb3oBaTbCs Hanboree GbICTPbIV MHTEPBAI, KOTOPbIN CepBep MOXET
noaaepxarb;

> «-1»-cepBep 6yp,eT MCnonb3oBaTb 3Ha4eHNEe, paBHOE nepuoay 06HOBIEHNSA AaHHbIX B
nognucke.

3Ha4veHne No YMOSTHYAHUIO «@»,

Pa3mep ouepeau

Ecnu 3a ykazaHHbii Nepuoa 06HOB/IEHUA 3HAYEHNE CUrHana B CEPBEpE YCNEeno NOMEHATLCS

yBeoMIeHui HECKOSIbKO pas3, To MPUMEHEH1e oYepeam NPpenoTBpaTuT noTepto AaHHbiX. Cepeep
HaKannmeaeT oYepeb YBEAOMEHN A 06 M3MEHEHU CUrHana, OX1aaoLLUX OTNPaBKU KIUEHTY.
MakcrmanbHoe 3HayeHne napaMmeTpa MOXET BapbupoBaTbCcA B 3aBucumocTu ot UA cepsepa.
Ecnu 3HayeHre napameTpa MeHee «2», TO cepBep He ByAeT HakanMBaTb ouepe/b.

NepesanuchiBaTh = OnpeaensaeT anroputM nepesanmcu Npy NeperonHEH o4epeamn yBeaoMITEHNIA:

CTapble > «Jla» - Hanbonee cTapoe 3HauYeHe B o4epe/In NepesanmchbiBaeTcs BHOBb

3Ha4eHna B MOCTYMNUBLLIUM 3HAYEHWUEM;

ouepeam

> «HeT» - Hanbonee HOBOE 3HAYEHNE B o4yepeaun nepel3anncblBaeTcAd BHOBb
nocTtynmeinM 3Ha4eHNEM.

HacTpoiite napameTpbl 6e30nacHOCTY B rpynne HacTpoitku 6e3omnacHoOCTM.

Pexum

OnucaHue

Pexum 6e30nacHoCTH Onpep,enﬁeT 3alNLLIEeHHOCTb KaHara nepeaayu AaHHbIX npu yctaHoB1eHU

coegunHeHnAa mexay KJiineHTomMm u cepsepom:

> «None» - peXuM He oGecrnevmBaeT A0MNoNHUTENbHBLIX CPEeACTB
6e3onacHocTu, AaHHbIe NepeaatTca 6e3 LWndpoBaHUS;

> «Sign» - ANs yCTaHOBKM 6€30NacHOro CoequHeHus TpebyeTcsa B3auMHblii
o6MeH cepTucukaTamu Mexzay cepBepoM 1 KIMeHToM (CTp. 48);

> «SignAndEncrypt» - Ang yctaHoBku 6e3onacHoro coeguHeHust Tpebyercs
B3aWMHbI 06MeH cepTudunkaTamn Mexay cepsepoM 1 KNUEHTOM (CTp. 48).
MoTOK faHHbIX Mexay KIUEeHTOM 1 cepBepoM OyaeT nepenaBaTbCa B
3awmdgpoBaHHOM BUAE.

2. HACTPOVKA OBMEHA JAHHbLIMI C OPC UA CEPBEPOM
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Pexum

OnucaHue

Pexum aBTOpU3auum

Cnocob aBTOpU3auUmnmn KrnneHTa Ha cepeepe, C KOTOpPbIM YCTaHOBJ1EHO COeAiHEeHNE!

> «AHOHUMHBIiA» - KITMEHT By AeT NoAKNIYaTLCA K cepBepy aHOHUMHO 6e3
NPOXOXA,EHNSA aBTOpM3aLLK;

> «JloruH/Maponb» - KNMEHT ByAeT NoAKo4aTbCs K CEpBEPY C
MCMOIb30BaHNEM JIOTMHA M Napos A JTOKasnbHOM MW JOMEHHON YYETHON
3anucy;

Maponb xpaHuTCa B dhaiine KoHGUry paLum B 3aliMdhpoBaHHOM BUZE.

> «CepTtudpukaTt» - KNNUEHT ByaeT NoaKIoyaTbCs K cepBepy NpeaocTaBnss
nonb30BaTeNnbCKU cepTuduKar 1 NpmMBaTHbIN KoY (cTp. 50).

JNlorvH

JlorvH gns aBTOpU3aLmnmn KnneHTa Ha cepeepe no NornHy 1 naporsto.

Maponb

I'Iaponb ONna aBTopu3aunm KrnmneHTa Ha cepaepe no JIorMHy 1 napornto.

CybbekT cepTupukaTta

Cy06bekT ceptudmkara, KOTopblii HyXXHO UCMONb30BaTh AN ay TEHTUUKALL UM B
pexvme «CepTudpukaT» (cTp. 50).

YKaxure MmakcumarnbHOe YMCNOo CUrHanoB B 3anpocax, oTrnpasndaemMblX Ha cepBep, B rpynne HacTpoiiku KonuyecTBa

y3710B B 3anpocax.

MapameTp

OnucaHue

3anpoc Ha 4YTeHue

MakcumanbHoe konuyecTtso y3noB OPC UA cepeepa, KOTOpoe MOXET ObliTb MOy4YeHO B
OHOM 3anpoce Ha YTeHue.

3anpoc Ha 3anucb

MakcumanbHoe KonmM4ecTBO CUrHanoB, KOTopoe MoxXeT bbiTb NnepeaaHo OPC UA
cepBepy B OHOM 3arnpoce Ha 3anuchb.

3anpoc Ha 6pay3uHr

MakcumansHoe konuvecTtso y3noB OPC UA cepeepa, KOTOpoe MOXET ObliTb MOy4eHo B
0[jHOM 3anpoce Ha 6pay3uHr.

3anpoc Ha
MoANUCaHHble Y3Jibl

MakcumanbHoe KonnyecTso y3noB OPC UA cepBepa, Ha KOTopble MOXHO noanmucaTbcA
B O4HOM 3arpoce.

BbinonHexve 3anpocoB B 3aBUCUMOCTN OT HACTPOEK MakCMMalnbHOIro KofindyecTsa y3J10B:

D> HaCTpOWKM 3afaHbl - MOAYJb UCMONb3YET 3HAYEHUs1 HACTPOEK;

> «@» - 3anpochbl BbIMOSTHATCS 6e3 orpaHquHvuZ;

> HaCTpOVKM He 3afaHbl - MoAyb ucnonb3yeT HacTporiku OPC UA cepepa.
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SEPLATFORM.DATA SERVER. MOYJ1b OPC UA CLIENT. PYKOBOACTBO AODMUHNCTPATOPA

2.3.1.3. Hactpouka cepsepa

Ilnqa HacTpolikn cepeepa yKaxuTe napamMmeTpbl NOAKITIOYEHMS.

37

Curnaner Moaymi  Cramacmvka MapamMeTphbl y3Na KoHDWIYPELIMA MoOynA
- N =
=& Moayna Bl 24 |
a--{EjE)PC UA Client 1 v T
EH__:'; EHMCDK rpynn cepecpos VmA cepsepa Cepsep 1
EH—:'-’ Group_1 poToKon NoQKMoYEHWA opctcp
[J MA koMb TERa lecalhost
.3 Ta6nuua URI agpecHsx npocTpaHeTe MopT 62544
Mraa Toun nomnoyeHMA SePlatformOpcUaServer
MapameTp OnucaHue
MUma cepsepa Vmsa cepBepa B cocTaBse rpynnbl.
MpoTokon noAakKnyeHuA Bo3MOXHbIe 3HaYeHUs «opc.tcp», «http» unu «https».
UMA KomnbHTepa IP-agpec nnun uma komnbioTepa, BoinonHawwero ponb OPC UA cepsepa.
MopT MopT onsa o6meHa aaHHbIMU ¢ OPC UA cepepoMm.
UMA TOYKM NOAK/IHYEeHUs 3aBucut ot Tuna UA cepBepa, ¢ KoTopblM 6yAeT yCTaHaBNMBaTLCSA COEANHEHNE.

Hanpumep, «SePlatformOpcUaServer» unn «UA/SampleServer».

O6benuHeHNe BbilleyKa3aHHbIX napameTpos Aaet URL-nyTb NoaknioyeHus K cepeepy.

NMPUMEP
URL-nyTn nogKntoyeHust K cepeepy.

opc.tcp://localhost:61210/UA/SampleClient

opc.tcp://localhost:62544/SePlatformOpcUaServer

Y106bI NPOBECTM ANArHOCTMKY COCTOSIHUSI CBSI3M C CepBEpamMm rpynnbl, BOCMOSIb3YATECH CEPBUCHBIMU CUrHaNamm

(cTp. 53).

Ecnv ans nogkntoyeHus Bbi6paH NpoToKon «https», To MeXAy KIMEHTOM 1 CepBepoM yCTaHaBNNBaeTCs
6e3onacHoe coefimHeHue (cTp. 48) n notpebyetca obMeH cepTudukaTamu.

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM
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2.3.1.4. Tabnuubl agpecHbIX NPOCTPaAHCTB

Tabnuubl URI agpecHbIX NpocTpaHCTB NpeaHasHavyeHbl Ans KpaTkon naeHTudukaumm agpecHsix npoctpaHcte OPC
UA cepsepa.

Curtaner Mooymv | Cramicmvka MapaMeTpb! y3Na KOHPUrYpaLMe ModynA
=55 Mogynw
-5 OPC UA Client 1
Eh Crmcox rpynn cepeepos LURI| agpecHoro npocTpaHeTea DataAccess
EI& Group_1 Kopomkoe uma da
...... P Cepsep 1
...... P Cepeep 2

MapameTp OnucaHune

URL agpecHoro URL-nyTb nogkntodeHuns k OPC UA cepsepy.

NpOCTPaHCTBA

KopoTkoe umsA KopoTkoe ums agpecHoro NpocTpaHCcTBa, KOTopoe ByAeT yKkasblBaTbCA Npu

HacTpoiKe aapeca curHana.

2.3.1.5. I'pynnbl cUrHanos AnNg YTeHUs

prnna CUrHasnoB And 4YTeHuA - 3TO rpynna CUrHanos, YTeHne 3Ha4YeHun KOTOPbIX BbIMNMOJTHAETCA MO 3anpocy 4yepe3
CepBUCHbIe CUrHasbl.

Y106kl f,06aBUTL IPYMMbl CUrHANOB A1 YTEHUS, YKaXUTe HyXXHOe KONMYEeCTBO rpynn:

Curnanel Moaymv  CramicTika MapameTpkl ¥3Na KOHDUrypaLam Moayna
=% Moaynn
=& OPC UA Client 1
2% Crmcox rpynn cepeepos
=% Group_1

; .
(@@ ] [oynine curianos anA yteHrs o

YKaxute nms rpynnbi:
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Curnane Momymv  Cramicmvka MapameTpel ¥3Na KOHPUrypaLmMK Mo dynA

=& Moy 2= 4l |
&% OPC UA Cliert 1 -
-l Crmcox rpymn cepeepos Vs oy Read_Command )
& Group_1 B

El {j [pynne! curHanoe gna '-ITEHH‘FI.-‘ »t

] () Fead_Command i
...... [] Cepsep 1
[j Tafnmua URI appecHbix npocTpaHcTe

2.3.2. HacTpoiika curHanos

B cepsuricHoM npunoxerun KoHdurypaTop Ha Bknagke CUrHanb!:
> pobaBbTe cUrHanbl COOTBETCTBYIOLLMX TUMOB;

> HacTpoWTe agpeca CUrHanos.

2.3.2.1. lo6aeneHue curHanos

B cepBuricHOM npunoxeHun KoHdurypaTop Ha Bknaake CurHab fobaBbTe CUrHanbl Ansi Npuéma v nepegayu
OaHHbIX. TWNbl CUrHaNoB AOSXHbI COBMaAaTh C TUNamMu cooTBeTCTBYOLWMX curHanos OPC UA cepsepe.

[nsa nony4eHns/oTNpaBKy 3HaYEHWIN y3110B U3 NpMMepa AJ19 HACTPONKM 06 MeHa [aHHBIMU B KOHAUIy paLimm
cosfanTe cnegyoLwme curHansl:

CarHansl  Mogymn  Cramicmaka

[=F 1:7 CurHans
E| 1'3' ByteString
‘ =) ByteString
. E] Service
E| 1:7 Tank

@ Cmd

E| 1:7 Valves

4% V1_Cmd
40 V1_State
- 4¥ V2_Cmd

b V2_State

2.3.2.2. Hactpoiika agpeca curHana

Ins o6bmeHa aaHHbIMU ¢ OPC UA cepeepoM BbINOMHUTE HACTPONKY afpeca Afs Kaxaoro curHana:

1. [Jo6aBbTe curHany cBoncTBo 5000 (Address).

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM
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o5 [oBaenerne ceoiicTea pod
Homep |5000 (Address) v
Tin String
3HaveHwe

O

2. B PepakTope aapeca pno6asbte moaynb OPC UA Client.

PenakTop agpeca n

ar JoBaevTs | OK || OTmeHa |

| OPCUAClient 1 |

3. HacTtpouTe napameTpbl PegakTopa agpeca:

PegakTop aapeca =

OPC UA Mpynna cepeepos  Aapectioe npocTpanciso  Maenukarop yana Tun waermudukatopa  Mpotakansksiii Tan 3anmcs kavecrsa  3anuc meTku spemeny  MMosuuws  Tpuiep oTnpasky yBenoMneHi:

@ OPC UA Client 1 - - - Brogaui - ] - ®

MNapameTtp 3HauyeHue

pynna I"pynna cepsepos (cTp. 33), HacTpoeHHas Ha obmeH aaHHbiMKn ¢ OPC UA cepeepoMm.
cepBepoB

AgpecHoe AppecHoe NpocTpaHcTBO (CTp. 38) rpynmnbl cepBepoB.
NpoCTPaHCTBO

Ecnu ona rpynnbl cepepoB He HAacTpoeHa Tabnuua agpecHoro NpoCTpaHCTBa, TO
URL-nyTb nogkntoyenna k OPC UA cepBepy crienyeT BBOAUTb BPYUHYIO.

UpeHTudukaTop | UpeHtndumkatop y3na s OPC UA cepsepe.
y3na

M peHTudmkaTop y3na 3anucbiBaeTcs CTPOro B TOM BuAe, B KOTopoM xpaHutcs B OPC
UA cepBepe. Hanpumep, Ter curHana unm YNCneHHbln naeHTudukaTop.
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MapameTp 3HauyeHune
Tun Tun ngeHTudmrkaTopa, yKazaHHOro B napameTpe UaeHTupukaTop ysna:
uneHTU¢uKaTopa > «string» - CTpoKOBOe 3HaueHue. Mpumep naeHTUdKaTopa y3na: «Items.Level»
(Ter curHana).
PepakTop agpeca
OPCUA Tpynna cep Waermudukatop yana Tun waenmduratopa  MpoTokonsHeid Tan 3
OPCUAClient1  Group_1 v da = |Items-Level string - | Bxoaswmit -
> «int» - uenouncneHHbIn ngeHtTudukartop. MNpumep noeHTUdUKaTopa ysna: «318».
PenakTop agpeca
OPCUA lpynna cepsepos  Aapecroe npoctpancrso  Waenndiukatop yana Twn waesmndmkatopa  MpoTakansHei TN
OPC UA Client 1 Group_1 ~ da = | 318 int -l Bxoasumii -
> «guid» - WWeCTHaaLaTMOaNTHbIN ABOMYHbLIA MaccuB. MpumMep naeHTudgmkaTopa yana:
«1c35cb2b-e5d0-495a-93¢9-da095¢c652230»
PepakTop agpeca
OPCUA lpynna cepsepos  Aapecroe npoctpancrso  Waenndiukatop yana Twn waesmndmkatopa  MpoTakansHei TN
OPCUA Client 1 Group_1 - da - | 1635cb2b-25d0-4952-939¢  guig - | Bxoanuui -
> «opaque» - CBOOOAHbIN hopMaT AaHHbIX Tuna ByteString. Mpumep noeHTudgukatopa
y3na: «d3571a».
PeaskTop agpeca
OPC UA lpynna cepeepos  AAPECHOE NPOCTPaHCTED  MAEHTMGUKATOP y3na Thn naeHTUdMKkaTopa  [POTOKOABHBIF TMR
OPC UA Client 1 Group_1 v da = |d35?1a opague v| Bxoasuyuii -
MpOTOKO/bHbIIA HanpaeneHve nepepauu:
™n > «Bxoaaumii» - nonyyeHne aaHHbIx ¢ OPC UA cepsepa;
> «MUcxoaswwmii» - oTnpaBka gaHHbix B OPC UA cepsep;
> «KopeHb noapepeBa» - Mofy4yeHue 3HavyeHun nogaepesa curdHanos OPC UA cepsepa;
> «YteHue» - nony4eHme gaHHbix ¢ OPC UA cepBepa no KoMmaHzae.
3anucb dnar yctaHaBnmBaeTcs, ecnu TpebyeTca 3anuckiBaTh KavecTBo curHana B8 OPC UA cepeep.
KavecTBa

3anucb MeTKu
BpemMeHu

®nar yctaHaBnmBaeTcs, ecnu TpebyeTcs 3anuckiBaTe MeTKy BpeMeHu curHana B OPC UA
cepsep.

Mo3unuua

|/|HJJ,eKC 3nemMeHTa MaccuBa. Y Ka3blBaeTcs npu npméme nnun 3anmcun anemMmeHToB MmaccuBa,
xpaHawmxca B OPC UA cepsepe.
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MapameTp 3HauyeHune

Tpurrep 3HadyeHuve napameTtpa DataChangeTrigger nognucku yana OPC UA cepsepa. [MapameTtp
OTNpaBKu DataChangeTrigger onpenensiet npu kakom ycnosum OPC UA cepsepom 6yayT
yBeAoMNeHUi reHepupoBaTbCs yBEAOMIIEHUS 06 U3MEHEHWUN y3na. Bo3MOXHbIe 3HaYeHNS:

> «STATUS_@» - yBEOMIIEHUS FEeHepUpyoTCA ecriny y3na u3MeHUNnoch ToNbKo
Ka4ecTBo;

> «STATUS_VALUE_1» - yBeLOMJIEHUA reHEepupYyOTCH eCNN Yy y3ra USMEHUNOoChb 3Ha4eHne
Wnu Ka4ecTBo;

> «STATUS_VALUE_TIMESTAMP_2» - yBEOMJIEHNA rEHEPUPYIOTCA ECNTN Y Y3na
M3MEHUNOCh 3Ha4YeHne, Ka4ecTBO UITN METKA BPEMEHW.

BAXHO

Mpu ycTaHoBKe 3HaYeHna «STATUS_VALUE_TIMESTAMP_2» A5sl HACTPauBaemoro
curHana Heo6xogumo [,o06aBUTb CBOMCTBO 6100 1 3a4,aThb A1 HEro 3Ha4YeHne
«AnyChange» unm «Repeat». VIHaue nony4yeHHble oT OPC UA cepBepa 3HayeHus
NpY UBMEHEHUN TONBLKO METKU BpeMeHmn byayT otbpoluerbl SePlatform.Data
Server 13-3a Toro, 4To MO YMOJYaHUIO CBOWCTBO 6100 UMEET 3HaYEeHMe
«VQChange», COOTBETCTBYIOLLEE 3HAYEHNIO «STATUS_VALUE_1».

Ecnu OPC UA cepBep He noaaepXuBaeT yCTaHOBKY napameTpa DataChangeTrigger,
TO B agpece curHana none Tpurrep oTnpaBKu yBeAOMIEHWiA CriefyeT OCTaBUTb
nycTbiM. B 3TOM cnyyae 3HaueHue napametpa DataChangeTrigger Gyaet
BbicTaBneHo OPC UA cepsepoM Mo yMonyaHuio.

MonyyeHue 3Ha4yeHuit yana OPC UA cepsepa

YTtoObl HACTPOUTL CMrHaN Ha nony4deHue 3HadeHnn yana OPC UA cepBepa, B PefgakTope agpeca:

> BnoneUaeHTuduKaTop ysna ykaxute ngeHtmudgukartop yana s OPC UA cepsepe, 3Ha4e€HNUA KOTOPOro
TpebyeTcsa nonyyars;

> B norne NpoTOKOMbHLIA TUM YKaXUTE 3Ha4YEeHUEe «Bxoaawmiin;

> yKaxwuTe napameTpbl Fpynna cepBepoB, AgpecHoe MpOCTPaHCTBO, TUn uaeHTUdMKaTOpa.

YUTtobbl nonyyatb 3Ha4YeHns y3na «T1.High_limit» OPC UA cepBepa 13 npMmMepa Ansa HacTponkn obmeHa
OaHHbIMK, HAaCTpoWTe aapec curHana «Tank.High_limit»:

Pepaktop agpeca ﬂ
CUA Tpynna cepeepos  Aapecoe npoctpaicteo  Maentudmkarop ysna  Tun mger MpoToxoneneid Tun 3anwnce kavectsa  3anuce epemeny  [Mosuuma  TpuImep CINpaExu yEeaoMAeH PyTING YTeHHA
OPCUAClient1  Group_1 > da ~ |Tank.High_limit string ~ Bxoaswmii = = ®

Mony4yeHune 3Ha4veHuit yana OPC UA cepBepa no komaHpge

YToObl HACTPOUTL CMrHaM Ha nony4deHue 3HadeHnn yana OPC UA cepBepa no komaHze, B PegakTope agpeca:

> BnoneUWaeHTudukaTop ysna ykaxute ngeHtmdgukartop yana s OPC UA cepsepe, 3Ha4€HNA KOTOPOro
TpebyeTcs nonyyars;
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SEPLATFORM.DATA SERVER. MOYJ1b OPC UA CLIENT. PYKOBOACTBO AODMUHNCTPATOPA

> B nose MpoTOKOMbHLIA TUM YKAXUTE 3HAYEHNE «YTeHue»;

> yKaxwuTe napameTpbl Fpynna cepBepoB, AjpecHoe NpOCTPAHCTBO, TUN MAEHTUOMKATOPA;
> yKaxwuTe KaTeropuio AiaHHbIX B MapameTtpe Mpynna 4TeHus.

YT06bI NONyyaTh 3Ha4YeHus y3na «T1.Level» OPC UA cepBepa U3 npumepa ans HacTPorNKu obMeHa AaHHbIMY,
HaCTpouTe agpec curHana «Tank.Level»:

Pepaktop agpeca

OPCUACClient1  Group_1 - |TankLevel

string ~ Yrenue h

Read_Command - ®

OTtnpaeka 3HauyeHuit B OPC UA cepsep

YTo0bl HACTPOUTL CUMrHan Ha oTnpaBKy 3HadeHun B OPC UA cepBep, B PegakTope agpeca:
> BnoneWaeHTuduKaTop ysna ykaxute npeHtudukatop yana s OPC UA cepsepe, B KOTOpbI TpebyeTtcs
3anucblBaTb 3HAYEHNs CUrHana;
> BMoNeMpoTOKOMbHbLIA TUN YKAXUTE 3HaYEHNE «UcXOoaamuin»;
> yKaxwure napameTpbl Fpynna cepsepoB, AgpecHoe MpOCTpPaHCTBO, TUN uaeHTUPUKaATOPA;
> ecnu TpebyeTca 3anuckiBaTb KA4ECTBO M METKY BPEMEHM 3HAYEHUst CUrHana, To yctaHoBuTe donarv 3anucb
KayecTBa W 3anucb MeTKU BPEMEHM.

YUTtoObl OTNpaBNATb 3Ha4eHUsa curHana «Tank.Cmd» B y3en «T1.Cmd» OPC UA cepsepa 13 npumepa A1 HaCTPOnKK
obMeHa JaHHbIMK, HAacTPONTe aapec curHana «Tank . Cmd»:

Pepaktop agpeca

y oe Horeo  MaenTudukatop yana ger  TlpoTOKOABHLIA TN 3anuch kauecTsz  3anucs epemeny  [losuuma  TpuITep OMpasky yeegomnenwi [pynna uTeHna
OPC UA Client 1 Group_1 -~ da ~ |Tank.Cmd sting ~ Wcxoanwmii - 1

2. HACTPOVKA OBMEHA JAHHbLIMI C OPC UA CEPBEPOM

43



44 SEPLATFORM.DATA SERVER. MOYJ1b OPC UA CLIENT. PYKOBOACTBO AODMUHNCTPATOPA

2.3.2.3. lNony4yeHune 3Ha4yeHUn nogaepesa CUrHanos

Y1006kl NonyyaTtb 3Ha4YeHus nopaepesa curHanos OPC UA cepeepa:
1. Cosparite B koHdurypaumm SePlatform.Data Server nyctyto nanky.

2. [1na co3paHHoi nanku gobaebTe cBOWCTBO 5000 (Address), no6asbte Mogyns OPC UA Clientus
PepgakTope agpeca:

> BMoneuWaeHTudMkaTop y3a yKaxuTe KOPHEBOW arieMeHT nogaepea curHanos OPC UA cepsepa,
3Ha4eHWss KOTOpPOoro TpebyeTca NpUHUMaTh;

> B none MpoToKObHLIA TUM YKaXWTe 3Ha4YeHNe «KopeHb noaaepesax;
> yKaxuTe napameTpbl Fpynna cepBepoB, AgpecHoe NpoCTPaHCTBO, TUn uaeHTUdMKaTOpa.

3. Mocne nepe3sanycka crnyx6bl cepBepa B Aepese curHanos SePlatform.Data Server guHamuyecku
co3aaéTcs NoaaepeBo CUrHanoB, aHanornyHoe nogaepey curHanos OPC UA cepsepa.

MNPUMEP
TpebyeTtcs nonyyatb 3Ha4YeHNs nopaepesa curHanos «Items» OPC UA cepBepa B CO3[4aHHY0 NyCTYi0
nanky «Tree».

OPC UA Client QPC UA cepeep
EID CurHans =55 Curnane
-0 Input REBG] tems
-3 Output ‘_."' @ Level
|:j Service ‘.." . L. Pressure
] Tree L -3 Service

Anpec nanku «Tree»:

Pegaxrop agpeca =
OPC UA Fpynna cepsepos  Agpecroe npoctpancise  MaerTndukatop yana Tun naenmudmratopa  TpoTokonsHsii TN 3anuce kavecrse  3anvce memkt spemern  Moanuus  Tpurrep ompaskw yeeaomneri
OPCUAClient1 Group_1 - da - ltems string - Kopews noasepesa - ®

Hepeo curHanoe SePlatform.Data Server gononHeHo AMHaMUYECKUMUW CUrHANamm, aHanormyHbiMm
nopaepesy curHanos OPC UA cepsepa.

4 % SePlatform.Server Ha tester

F [ Input [epeBo CUIHANGOE 4 & SePlatform.Server Ha tester
[ Qutput | 5ePlatform.Data Server -
b B Servi _...‘.u---'*‘ ® Level Jepeso cHrHaNoB
SeE OPC LA cepeepa
4 || Tree| gowme==r*""" T8 Pressure
@ Level I [ Service

b Pressure
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45

2.3.2.4. lNony4yeHune 1 oTnpaBKa 3HAa4YE€HUN ANIEMEHTOB MaccuBea

Ecnun Tpebyetca nony4yatb anemeHTtbl MaccmBa OPC UA cepBepa unu oTnpaBnsiTb 3HaYEHNS! CUTHANOB B 3NIEMEHThI
mMaccusa OPC UA cepsepa, To B KoHdurypauum SePlatform.Data Server cneayet co3gath oTAenbHbIE CUrHArbI
NS NOMYyYeHnst Unu oTrNpaBKM 3HAYEHNS KaXA0ro arieMeHTa MaccuBa. [1na Kaxaoro curHana B Pegaktope agpeca:

> BnoneUaeHTuduKaTop ysna ykaxute ngeHtudgukarop yana s OPC UA cepsepe, 3Ha4E€HNA 911EMEHTOB

MaccumBa KOToporo Tpe6yeTc;| nony4yarb U oTnpaBiiATb;

> B none NpoTOKONbHbIA TUM YKaXWUTe 3Ha4YeHWe «Bxoasaumin», ecrnin TpedyeTcs Nony4yaTb 3Ha4YeHre 3neMeHTa
MaccuBa, unm «Ucxoaswmii» ecnum Tpebyetca oTnpaBnATb 3Ha4eHne anemeHTa maccusa B OPC UA cepsep;

> yKaxwuTe napameTpbl Fpynna cepBepoB, AjpecHoe MpOCTPaHCTBO, TUN MAEHTUOMKATOPA;

> ansa «Ucxoaawux» CUrHaNnoB, ecrin Tpe6yeTC$| 3anucbiBaTtb Ka4e€CTBO U METKY BpeMeHU 3Ha4YeHnd, TO

ycTaHoBuTe bnarv 3anMcb KadecTBa U 3anucb MeTKU BpeMEeHM;

> B none Mosuuua ykaxute nHaekc anemeHTta maccusa B OPC UA cepBepe, KoTopbli TpebyeTcs nony4vatb

WINn oTnpaBiATb.

YTtobbl nonyyatb 3HayeHus [1] u [2] anemeHTOB MaccuBa y3na «180» OPC UA cepBepa 13 npumepa A1 HaCTPONKK
obMeHa JaHHbIMK, HAaCTPONTe apeca CUrHasnoB «Valves.V1l_State» n «Valves.V2_State»:

Pepaktop agpeca

UA pynna cepeepos  AfpEcHOe NPOCTPaHT

QOPCUAClient1  Group_1 > da

100

aer  MpoToKoABHBI

~  Bxoaswmid

Pepaktop agpeca

UA pynna cepsepos  AapecHoe NpocTpaHc

QOPCUAClient1  Group_1 > da

er lMpoTokonbHbI

~  Bxoaswmid

o

a
Kl BEA0N H i T
: ®
a
Kl BEA0N H i T
. ®

YT1006bl OTNpaBNATb 3HAYEHUA CUrHaNoB «Valves.V1_Cmd» U «Valves.V2_Cmd» B anieMeHThl [1] n[2] y3na «102»
OPC UA cepBepa 13 npumepa Ans HacTporikyu obMeHa fAaHHbIMU, HAacTPONTe aapeca CMrHanoB «Valves.V1_Cmd» 1

«Valves.V2_Cmd»:

Pepaktop agpeca

OPCUAClient1 Group_1 ~ da

A pynna cepeepos  AnpecHoe NpoCTpaHcT:

102

®

Pepaktop agpeca

OPCUAClient1 Group_1 ~ da

A pynna cepeepoE  AgpecHoe NpocTpaxc

102

2. HACTPOVKA OBMEHA JAHHbLIMI C OPC UA CEPBEPOM
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2.3.2.5. Npuém 3Ha4veHuin Tna ByteString

Mogyne OPC UA Client nossonsiet nonyyats ot OPC UA cepBepa 3HaueHus Tvna ByteString 1 npeobpasoBbiBaTh
UX B CTPOKOBbIN chopmat. YUtobbl nonyyats oT OPC UA cepBepa gaHHble Tuna ByteString:

1. B koHdurypauum SePlatform.Data Server cospaiite curHan tuna String.
2. [lobaBbTe curHany cBoncTBo 11000 Tuna Uint1, onpeaenstollee dpopmat 3Ha4eHns curHana tuna String. B

3HaYeHUN CBOMCTBA 11000 yKaxuTe «1».
3. Job6aBbTe curHany cBoncTeo 5000 (Address) v HacTpowTe npuém 3HaveHus ¢ OPC UA cepsepa (cTp. 30).

Ecnuy curHana oTcyTCTBYET CBOVCTBO 11000 1N CBOMCTBY YCTAHOBIIEHO 3HAYEHNE «@», TO laHHbIEe TUMa
ByteString npuHATLI He 6y AYT.

Y1006kl Nonyyatb 3Ha4YeHns y3na «516» OPC UA cepBepa 13 npymMepa 4151 HAaCTPONKK o6 MeHa AaHHbIMK, AN
curHana «ByteString.ByteString»:
> HacTpounTe CBOWCTBO 11000:

CurHansl  Mogynw  Cramicmvka CeofcTEa curHana
EI:? Currane Homep Wrag JHaueHue COnucarue
EI:? Byte String ] 1 COT 17 KaroHmdeckmit Tan gaHHobx
L-2) ByteStingesssrssunyup 11000 1 )
-3 Service
|:] Tank
w-C3 Valves
OoBaemTs WzpeHuTe Yoanute

> HacTpouTe agpec:

PeaakTop agpeca

OPC UA Fpynna cepecpos  Aapecros npoctpancrse  Waennwiarop yana

- ®

OPC UA Client 1 Group_1 ~ da - |s18 int = Brogswnli

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA CEPBEPOM
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2.3.2.6. BocnpunMumnBoCTb CUrHanoB K USMEHEHUAM

Mo YMON4YaHUo CUrHan cymtaeTca nsMeHnBLLMMCA, eCJin USMeHUINoCb ero 3Ha4yeHne Uuin Kka4yecTso. Ecnu
HeO6XOD,VIMO YKa3aTtb gpyrme nameHeHnAa BXxogAaulero Curdana, npm KoOtopbixX CUrHan c4mtaeTca USMeHmBLInmMcCA,
nobaBbTe CBOMCTBO 6100 TMNa string n yctaHoBute Tpe6yeM Oe 3Ha4eHue:

o=l MsmeHeHne ceoRCTER *
Haorep 6100
Tun String
WRChange
AHaveHwe

O

Bo3moXxHble 3Ha4YeHnss cBoMCTBaA 6100:

47

3HauyeHune CwurHan cumtaeTcs USMEHUBLUUMCS

«VQChange» MN3meHnunock 3HaveHne xoTs 6bl 04HOro N3 CBOWCTB CUrHana:
> 3HayeHve 2 (Value);
> KauyectBO 3 (Quality).

«AnyChange» N3meHunocb 3HaueHne XoTs 6bl OAHOro U3 CBOMCTB CUrHana:
> 3HayeHue 2 (Value);
> KayectBO 3 (Quality);

> MeTkaBpemeHn4 (Timestamp).

«Repeat» [MonHbIN NOBTOP 3HAYEHWI CBOMCTB CUrHana:
> 3HayeHve 2 (Value);
> KauyectBO 3 (Quality);

> MeTKaBpeMeHn 4 (Timestamp).

Ecnu 3HayeHne cBoncTBa 6100 He 334aH0, BOCNPUMMYMBOCTb CUrHaNa K USMeHeHUAM Mo ymMmon4aHuo
COOTBETCTBYET 3Ha4YeHUo «VQChange».

2.3.3. NpumeHeHne KoHpurypaumm SePlatform.Data Server

Mocne BbINOMHEHWS1 HACTPOWKM KOHUry pauumn mopynei u curHanos SePlatform.Data Server:
> B OC Windows nepezanycTute cnyx6y SePlatform.Server;

> BOC cemeincTBa Linux nepesanyctute cepBuc seplatform.server.service KomaHaon:

systemctl restart seplatform.server

2. HACTPOVKA OBMEHA JAHHbLIMI C OPC UA CEPBEPOM
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3. YcTtaHoBKa 6e3onacHoro coeguHeHus

[nsa ycTaHoBKU 6€30MacHOro coeaMHEHNS B pexumax 6e3onacHocTu «Sign» U «SignAndEncript» mogynb OPC UA
Client n OPC UA cepsep o6meHuBatoTcs ceptudukatamiu. Ceptudukatsl - 9To chaiinsl popmata DER, KOTOpble
XpaHATCS:

> B OC Windows B nanke C:\Program Files\SePlatform\SePlatform.Server\Server\Certificates;

> B Linux cuctemax B aupektopumn /opt/SePlatform/SePlatform.Server/Certificates.

Ceptucukat mogynsa OPC UA Client xpaHutcs B nanke certs. Yto6bl yTOUHUTL CYOHEKT cepTudmnkaTa, KoTopbIi
6ynet otnpaeneH OPC UA cepsepy 415 yCTaHOBKM 6€30MacHOro CoefMHeHWs, yKaxuTe ero B napameTpe Ums
npuaoxeHuda B HacTpoikax mogyns (ctp. 30).

Ha pycyHKe Huxe nokasaH NpoLecc yCTaHOBKM 6€30MacHOro CoeaUHEHNS ANs PEXUMOB «Sign»/«SignAndEncript»
1 npuHUMn obmeHa ceptucdukatamu mexay mopynem OPC UA Client n OPC UA cepepoM, pornb KOTOPOro
BbinonHsetT moaynb OPC UA B coctaBe SePlatform.Data Server.

OPC UA Client CepThduEaT CepThdHEaT OPC UA cepeep
HKAHEHTa CEpBepa

\certs 8| certs
\private \private
\Rejected\certs = =~ = = — > \Rejected\certsm- ~ __
\Revoked\certs \Revoked\certs A
\TrustedAlways\certs \TrustedAlways \certs | E
\TrustedAuth\certs \TrustedAuth\certs
\TrustedPeers\certs \TrustedPeers\certs &

OPC UA Client otnpaensiet ceptudukat OPC UA cepeepy, a cepBep Mo yMOM4YaHUIO ero OTKIOHSET - NOMELLAEeT B
nanky \Rejected\certs. Ytobsl OPC UA cepBep Hauan pabotatb ¢ OPC UA Client, Heo6xoammo coobLumTb
CEPBEPY, UTO KITMEHT C TaKUM cepTUUKATOM ABMNSAETCA LOBEPEHHBIM, AN 3TOTO HYXHO NEPEnoXnTb CepTUMKAT B
nanky \TrustedPeers\certs.

Ecnu ana coeauHeHns MCnonb3yeTcs pexuM «Nonex», TO 06MeH cepTudmkaTamm He TpebyerTcs.

Ecnu cesasb mexay moanynem OPC UA Client n OPC UA cepeepom ycTaHaenueaetcs yepes HTTP*-coequHeHme,
TO Ha ctopoHe OPC UA cepBepa B nanke \certs reHepupyetca SSL-ceptudukar. Utobbl paspelints 06MeH
AanHbiMun mexay OPC UA cepsepom u mopynem OPC UA Client, SSL-cepTudmkat cepBepa Hy>XHO BPYUHYO
nepemecTuTb B Nanky \TrustedPeers\certs Ha CTOpPOHE KITMEHTA.

3. YCTAHOBKA BE3OMNMACHOIO COEONHEHNA
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OPC UA Client

\certs

\private

\Rejected \certs

\Revoked \certs

\Trusted Always\certs
\Trusted Auth \certs
\TrustedPeers\certs <+ -

SSL-cepTuduEar

cepsena OPC UA cepeep

\certs
\private
\Rejected\certs
| \Revoked\certs
/ \Trusted Always\certs
P / \Trusted Auth\certs
\TrustedPeers\certs

3. YCTAHOBKA BE3OIMNMACHOIO COEONHEHNA
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4. AyteHTUukKauusa B pexmme Ceptudukar

[lna nogkntoyeHns yepes ceptudumkaT Heobxoammo Ha ctopoHe OPC UA cepsepa ceptudukat OPC UA Client
nepemMecTuTb U3 Nanku \Rejected\certs B nankn \TrustedPeers\certs n \TrustedAuth\certs.

[na ayTeHTUdMKaumm B pexmme «CeptudpukaTt» Ha ctopoHe OPC UA cepBepa fonxHa 6biTb ak TUBUPOBaHa
BO3MOXHOCTb ay TEHTUMKALLMN AAHHBIM METOLOM.

Ecnu B kauectBe OPC UA cepBepa BbicTynaet moaynb OPC UA B coctaBe SePlatform.Data Server, ToB
HacTpoikax moaynsa OPC UA napameTpy AyTeHTU¢MKaLUA NONb30BaTENbCKUM CepTUMOUKATOM YCTaHOBUTE
3Ha4YeHne «Pa3peunTb».

YTtobbl nogkntountbes K OPC UA cepBepy € MCNONb30BaHMEM ay TEHTUMKAL MM B pEXMME «CepTudukaTt», B
HacTpolikax 6e3onacHocT Mogyns OPC UA Client:

> yCTaHOBWTE NnapamMeTpy Pexum aBToOpuU3aumMmn 3HaYeHUe «CepTudnkaT»;

> Bnone CybbekT cepTupmkaTta ykaxurte cybbekT cepTucmkarta, Kotopblin 6yaeT oTnpaBneH cepeepy Ans
yCTaHoBKM 6€30nacHOro coeuHeHusl.

w 5 Hactpo#dkm GesonacHocTA

Pexum GesonacHocTi None

Fexim asTopusaly

MarvH Wraa nonescearens
Mapone T IIIIIIIL
CyBbexT cepTMdMKaTa CSePldfanmUanm:)

UT06bI y3HaTb Ha3BaHWe cybbekTa cepTudukara, oTkporite DER-hainn ceptucpmkara. HazsaHue
oTobpaxaeTca Ha BKragke CocTaB B nosie CybbekT.

an Ceptwdukar *

Obwwe COCTEE  [yTh CEPTHOMKALMW

MokazaTe: | <Brex o
Mone SHaE4eHHE 2
D,ﬂ,eﬁn_—rBMTenEH no 13 HoRbpa 2027 r. 3:08:47
Cybbert SePlatformOpdlaClient, Syste. ..
DOTrq:ublTblﬁ KR RSA (2043 Bits)

DHEDEMETDI:I OTKpbITOro KA,,, 0500
MnEHTMd:umr:aTDp knoda oy, 0a31a7699c58df403857cdoda. ..
MD.EHTMI:I:IMKEITDD KNoYa ue...  MaeHTudukaTop knoda=0a3...
,ﬂ,DI‘IDJ‘IHHTEJ‘IbHDE uMA cybb. .. URL=urn:DEVFD-24-RUB:SeFl...

G MIrHARHRIS AFRESHAUSHIAS Tiam i"l-'ﬁ'l-u:lk"l'.ﬁ =k-i'll-||=l|.ll-ll-\.lll|.1 ~u e
CM = SePlatformOpcUaClient
0 = Systeme Soft LLC
DC = localhost

4. AYTEHTUDOUNKALNA B PEXUME CEPTUDUKAT
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5. KoHTponb o6MeHa AaHHbIMMU

YT06b1 NpoBEpUTL 06MEH AaHHbIMK Mexay moaynem OPC UA Client n OPC UA cepBepoM, NoaKtoumTech K
SePlatform.Data Server ¢ nomouybto OPC knueHTa, Hanpumep, Service - OPCExplorer.

5.1. Nepuogunyeckoe nonyyeHne sHa4YeHUA

B UHcnekTop fobaBbTe curHan «Tank.High_Limit».
1. B OPC UA cepBepe ycTaHoBUTE y31ny «T1.High_Limit», COOTBETCTBYOLLEMY CUTHANY «Tank.High_Limit»,
3HayeHue «False».
2. INpOKOHTPONMpPYITE COOTBETCTBYIOLLEE M3MEHEHME 3HaYeHNs curHana «Tank .High_Limit» B Service -
OPCExplorer.
3. YcTtaHoBuTe y3ny «T1.High_Limit», cooTBeTCTBYIOLLEMY CUrHany «Tank.High_Limit», 3HauyeHue «True».
4. TpPOKOHTPONMPYITE COOTBETCTBYIOLLLEE M3MEHEHME 3HaYeHNsI curHana «Tank .High_Limit» B Service -
OPCExplorer.

Tun Cursan JHa4eHWe KauscTteo

True xopouwee: 216 - Local Override

iy TankHigh Lirnit

5.2. Nony4yeHue 3Ha4YeHUsA N0 KOMaHAE

B MHcnekTop fo6aBbTe curHan «Tank. Level» 1 cnyxebHble CUrHanbl onpoca COOTBETCTBYOLLEN FPYNMbl YTEHUS.
1. B OPC UA cepBepe ycTaHoBUTE y31y «T1.Level», COOTBETCTBYIOLLEMY CUTHaNYy «Tank.Level», HEKOTOpoe
3HauyeHne, HanpuMep, «20».

2. Y6enutech, YTo 3Ha4YeHne curHana «Tank . Level» B Service - OPCExplorer He uameHunocs.

Tun Curnan 3Hauenne Kauecreo Bpems

@ Tenkleve naoxoe: 28 - Qut Of Service  26.04.2023 01:34:09
M) ServiceModules.OpcUaClient ReadingGroups.Read Command.Command 0 xopowees: 192 - Good 26.04.2023 01:34:10
M)  Semice.Modules.OpcUaClient.ReadingGroups.Read Command.Result 0 xopowee: 192 - Good 26.04.2023 01:34:10

3. CnyxebHoMy curHany «Command» YCTaHOBUTE 3HAYEHUE «1».

4. TpOKOHTPONMPYIMTE NONyYeHNe 3Ha4eHns curHana «Tank . Level». [Tocne nonyyeHust 3Ha4eHus CurHana
«Tank.Level» 3Ha4yeHWe CEpBMUCHOro curHana «Command» N3MEHUTCA Ha «@», @ 3HaYeHne curHana «Result»

yBEeNnniInTbLCA Ha eguHnly.

Tun Crrnan 3HaueHne KauecTeo

@ Tankleve 20 xopouwee: 216 - Local Overr
M) Service.Modules.OpclaClient.ReadingGroups.Read Command.Command 0 xopouwee: 192 - Good

1}} Service.Modules.OpclaClient.ReadingGroups.Read Cornmand.Result 1 xopowee: 192 - Good

5.3. OTnpaBka 3Ha4yeHus B OPC UA cepBep

B UHcnekTop fob6aBbTe curHan «Tank . Cmd».
1. B Service - OPCExplorer yctaHoBuTe curHany «Tank.Cmd» HEKOTOPOE 3HAYEHNE, HANpUMep, «4».
2. B OPC UA cepBepe NpOKOHTPONMPYMTE N3MEHEHUE 3HAYEHUSI COOTBETCTBYIOLLLEMO y351a «T1.Cmd».

5. KOHTPOJ1b OBMEHA JAHHbBIMW
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5.4. Nony4yeHue n oTNnpaBka 3Ha4YeHU aIeMeHTOB MaccuBa

B WHcnekTop nobaBbTe curHanbl «Valves.V1l_State», «Valves.V2_State» 1 «Valves.V1_Cmd», «Valves.V2_Cmd».

1. B OPC UA cepsepe yctaHosute [1] 1 [2] anemeHTaMm MaccuBa C aAeHTU(PMKaTOpoM «100»,
COOTBETCTBYIOLLMM CUTHanam «Valves.V1_State» u «Valves.V2_State», HEKOTOPbIE 3HAYEHWNH, HaNpUMep,
«2» N «3»,

2. [pOKOHTpONMpyMTE NONy4YeHre 3HaYEHNN CUTHaNoB «Valves.V1l_State» n «Valves.V2_State».

3. B Service - OPCExplorer yctaHoBuTe curHanam «Valves.V1_Cmd» 1 «Valves.V2_Cmd» HEKOTOpbIE
3Ha4YeHud, Hanpumep, «4» N «5»,

4. B OPC UA cepsepe NpoKOHTpONupyuTe n3ameHeHne 3HaveHuin [1] n [2] anemeHToB MaccuBa ¢
NMOEHTNMKATOPOM «102».

Tun CurHan 3HadeHne KauecTso

@ Valves\V1 Cmd 4 xopowee: 216 - Local Override
) VvalvesV1 State 2 xopouwee: 216 - Local Override
ﬁ’ Valves.\V2 Cmd 5 xopowee: 216 - Local Overnde
) VvalvesV2 State 3 xopouwee: 216 - Local Override

5.5. Nony4yeHue 3Ha4yeHun Tuna ByteString

B MHcnekTop no6aBbTe cUrHan «ByteString.ByteString».

1. B OPC UA cepBepe ycTaHoBUTE Y351y «516», COOTBETCTBYHOLLEMY CUrHany «ByteString.ByteString»,
Npon3BoJSIbHOE 3HaYeHue, Hanpumep «7b8b9babbcbssd».

2. MpoKOHTPONMPYTE COOTBETCTBYHOLLEE M3MEHEHNE 3HAUYEHUS CUTHana «ByteString.ByteString» B Service
- OPCExplorer.

5. KOHTPOJI1b OBMEHA JAHHbIMA
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6. OQuardHocTtuka paboTbl

6.1. Cnyxe6Hble curHanbl

Mogyne OPC UA Client auHamunyecku co3naét crnyxebHble CurHanbl KOHTPOSsi COCTOSIHUS CEPBEPOB, CUrHasbl
orpoca rpynn YTeHus, a Takxe cTaHaapTHole ana moaynein SePlatform.Data Server cnyxe6Hble curHanb! ans
KOHTPOSS U yNpaBfieHnsi OCHOBHbIMY NapaMeTpamMu Moy ns.

MonHbIN Ter cnyxebHbIX CUrHaNoB KOHTPOsi CEPBEPOB:

Service.Modules.<Wma momyna>.<Ha3BaHue rpynnsl cepBepoB>.<UMs cepBepa>.<WMa curHana>

MonHbIN Ter cnyxebHbIX CUrHaNoB onpoca rpynn YTeHns:

Service.Modules.<Wma momyna>.<ReadingGroups>.<WUMa rpynnsbli>.<WMsA curHana>

MonHbIn TEr CTaHAAapPTHbIX CJ'Iy)Ke6HbIX CUrHanoB nmeeT BUA.

Service.Modules.<UmAa mopyna>.<UmMA curHana>

4 | Service
I [d Config
[ Id
4 | Modules
4 | QOPC UA Client 1
7] L= Group_1 N
4 | % Cepeep 1
f.‘} State
i WideState
i) HasActiveServer/
4 | ReadingGroups N

4 |75 Group_0

) Command
\__ 1;) Result J
4 i) Active N

[+ %) FramelogEnable
[ ﬁ} SysternLogTracelevel

\.Q J

CurHan Tun OnucaHue curHana

CnyxebHble CUrHasbl KOHTPOJS CEPBEPOB

6. ANArHOCTUKA PABOTbI
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CurHan

Tvn

OnucaHue curHana

«State»

Uint4

CocTtosiHue cepsepa:
> «@» - HE NOAKITOYEH;
«1» - NOOKII0YaeTcs;
«2» - MOOKITIOYEH, B pe3epBe;

«3» - NOAKII0YEH, B paborTe;

vV V V V

«4» - OTKJTIOYaeTcA.

«WideState»

Uint1

AKTNBHOCTb CcepBepa:
>  «2» - HE NOOKITOYEH;
> «4» - NOQKIIOYEH, B pe3epBe;

> «8» - NOAKIOYEH, B paboTe, HeaK TUBHBIN (BbICTaBNSETCS,
€Cnu curHan «State» =«3», HO B KQYECTBE aKTMBHOrO BblGpaH
Opyron cepeep U3 pe3epBHON Napbl);

> «9» - NoAKItoYeH, B paboTe, akTUBHbIN (BbICTABNSAETCS €CIN
«State» = «3» 1 cepBep BbIGpaH B Ka4eCcTBe aKTUBHOIO cepBepa
pe3epBHOii Napbl).

«HasActiveServer»

Bool

Hanu4yune akTMBHOro cepeepa B rpynre:
> «True» - €CTb aKTMBHbIV CEPBEP;

> «False» - HET aKTUBHOrO cepBepa.

CnyxebHble curHasnbl onpoca rpynn YTeHust

«Command» Uint4 KomaHga onpoca rpynmbl YTeHUS:
> «1» - NONYYUTb 3HAYEHUA CUrHaNOoB rpynrbl.
Mocne 3aBepLueHna onpoca rpynnbl CUrHasny ycTaHaBnmMBaeTcs
3Ha4YeHnEe «0».
«Result» Uint4 Pe3ynbTaT BbIMOMHEHUst ONpOCca rpynibl. 3Ha4YEHME YBENNYMBaETCSA

Ha eAnHULY Mnocre 3aBepLueHna onpoca.

CTaHﬂ,apTHbI e cny>Ke6 Hbl€ CUrHarnbl

«Active»

Bool

AKTUBHOCTb MOAYNS:
> «True» - 3anyLLeH;
> «False» - OCTaHOBIEH.

COOTBETCTBYET 3HAYEHUIO NapameTpa AKTUBHOCTb. Y NpaBnseTcs
cnyxebHbIM curHanom «Active.Set».

«FrameLogEnable»

Bool

BepneHue XypHana pabotbl:
> «True» - BeETCH;
> «False» - He Beg&tcH.

CooTBeTCTBYET 3Ha4YeHW0 NapameTpa BecTu xypHan paboTbi
mMoAynA. Ynpaensiercs cryxebHbIM CUrHanom
«FrameLogEnable.Set».

6. ANATHOCTUKA PABOTbI
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CurHan Tvn OnucaHue curHana

«SystemLogTraceLevel» Uint4 Y poBeHb AeTanusauum XypHana paboTbi:
> «1» - [MpepynpexaeHns n aBapuiiHblie COO0LLEHUST;
>  «2» - IHdopMaLMOHHbIE COOOLLLEHNS;
> «3» - OTnagoyHble coobLEHNS.

CoOO0TBETCTBYET 3HAYEHUIO NapaMmeTpa YpoBeHb TPacCUPOBKU B
XypHan npunoxeHuit. Y npaBnsieTcsa cnyxebHbIM CUrHanom
«SystemLogTraceLevel.Set».

«Id» String NaentndmkaTtop moaynsa B koHdurypaumm SePlatform.Data
Server.

6. ANArHOCTUKA PABOTbI
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6.2. MapameTpbl CTaTUCTUKU

CraTtuctnyeckasn nHgopmMauus o pabore moays otobpaxaeTcs Ha BKnaake CTaTUCTUKA CEPBUCHOIO NPUITOXeHUs!
KoHdhurypaTtop, a Takxe B cepBUCHOM npunoxeHun CTaTuctmka.

Y106l NPOCMOTPETL NapaMeTpbl CTAaTUCTUKM Moay s, noaknodnTeck kK SePlatform.Data Server u BbiGepute
Mopynb B iepeBe CTaTUCTUKM.
MapameTpbl ctatucTkm mogyns OPC UA Client:

Cwrranet  Mogymw  CTamicmika MNapameTpel
= Cramcmvka Hnn FHaueHWE
----- ___,| [epeso cMrHanos Otiusee NapamMeTpLl
E‘—" Mopyni MaeHmapuKaTop MoaynA QPC UA Cliert 1
- OPC DA Server ViMa Mopyna OPC UA Client 1
Ll OPC UA Client 1 MenonHaeMeEIR daiin OPCUAClert_Module di
[l KnmeHTs Eepcwna
A TMBHOC T True
Becmi xypHan paboTe True
YpoBeHE OETANWIALMK XypHana paboTel MHpopMaumoHHEIE cooBweHnA
MpenentHelR pasMep nora Kagpoe 10
Bpern cTapTa 04 .04 2023 4:05:46
MaueHsmA OcHoBrHan - Na
MapameTp OnucaHue
aeHTudMKaTop Momyns NpeHTudmkatop moayns B koHgurypaumm SePlatform.Data Server.
Nma moayna Ha3BaHune mMoayn4.
UcnonHsiembiii daiin Nms ucnonHsemoro caiina Mogynsa B Katanore yCTaHOBKM

SePlatform.Data Server.

Bepcus Bepcus mopyns OPC UA Client.

AKTMBHOCTb AKTMBHOCTb MOAYIS.

BecTu XypHan paboTbl Mogyns BepneHuve 3anmcu coobLueHuii o paboTe Moayns B XypHan paboThbl.
YpoBeHb AeTanusauum XypHana Tunbl COOBLLEHNI, KOTOPbIE (PMKCUPYIOTCA B XXYPHAI NPUIMOXEHWIA.
pa6oTbl

NpepenbHbli pasmep sora KagpoeB @ Pasmep cavina B merabantax gna 3anvicu XypHana pabotsl Mmogyns.

Bpema cTapTa Bpems 3anycka mogyns.

MvueHsusa TekyLee COCTOAHNE NULLEH3MPOBaHNUSA MOAY .
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6.3. XypHan paboTbl

Mogyne OPC UA Client Begét xypHan paboTbl, B KOTOPbI 3anUCbiBaeTCs UHGOpMaLus o pabote Mogyns u
obmeHe gaHHbIMKU ¢ OPC UA cepeepom.

UTo6bl MOAy b BEN XypHan paboTbl, B 06LLMX NapaMeTpax Mogy s yCTaHOBUTE NapaMeTpy BecTun xypHan
paboTbl MoAysiA 3HAaUYeHWe «fla» U1 yCTaHOBUTE CePBUCHOMY CUrHany Mofyns «FrameLogEnable.Set»

3Ha4yeHune «true».

XypHan paboTtbl Moayns coxpaHsieTcs B dhain <ums moayna>.aplog no yMOMYaHuIo:
> BnankeC:\Program Files\SePlatform\SePlatform.Server\Logs, ecnu SePlatform.Data Server
dyHkumoHnpyet B OC Windows;
> B paupeKkTopumn /opt/SePlatform/Logs, ecnu SePlatform.Data Server cpyHkumnoHupyet B OC cemeiicTBa
Linux.

[nsa npocmoTpa XypHana paboTbl Moy s BOCMONb3YNTECH CEPBUCHBIM NpuoxeHnemM [NpoCcMOTPLUMK fiora
Kagpos.

T" [SePlatform.Data Server] MpocmoTp #yprance - Ch\Program Files\SePlatform’\SePlatform.Server\Logs\OPC UA Client 1.aplog (Aypran mogyna OPC UA Client)

Qaiin Puaetp Mowck  Momows
W@ =z8
B DaTa Bpema Ommcanmne Tpynna

235 13.12.2022 16:54:08:702 >KypHan OTKPLIT ANA 3anucu
236 13.12.2022 16:54:08:702 --> UAClientModule::Onlnitialize

Cep ™

238 13.12.2022 16:54:08:724 <-- UAClientModule::Onlnitialize

13.12.2022 16:54:08:767 —> U ntModule::OnStart

13.12.2022 16:54:08:771 CocroAnue cepeepa 'Cepeep 1' uameneHo Ha TogknoueHme... Group_1 Cocromsue cepsepa 'Cepsep 1' msmeseH0 Ha

241 13.12.2022 16:54:08:771 <-- UAClientModule::OnStart 'Monsmodesme. . . '

243 13.12,2022 16:55:17:312 --> UAClientModule::0OnStop

244 13.12.2022 16:55:17:312 CocTosHue cepeepa 'Cepeep 1' u3MeHeHo Ha 'OTKIHYeHMe...! Group_1 Cej o |1 |2 |3 |+ |& |8 |7 |8
245 13.12.2022 16:55:17:316 CocTosHue cepeepa 'Cepeep 1' U3MeHeHO Ha 'He noawnoueH’ Group_1 Cej

246 13.12,2022 16:55:17:316 <-- UAClientModule::OnStop v

< > <

Konuuecteo sanuceit: 247
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CnUCoK TEPMUHOB U COKpPaLLEHUM

HTTP (HyperText Transfer
Protocol)

HTTPS (HyperText
Transfer Protocol Secure)

OPC DA (OLE for Process
Control Data Access)

OPC UA (OPC Unified
Architecture)

TCP (Transmission
Control Protocol )

CMUCOK TEPMUHOB 1 COKPALLEHUI

KnuneHT-cepBepHbI NPOTOKON Nepenayn AaHHbIX, paboTatoLmii Ha
NpYKNagHOM ypOBHE.

PacLumpenune 6asosoro npotokona HTTP, nogaepxueatoLLee wudposaHme.

Creuudukaums, npegoctaenstoLlas Habop HTepdencos, Heo6XxoaNMbIX AN
nepenayv faHHbIX B pearnbHOM BpeMeHU MexXy MPOMbILLEHHbIMU
KOHTponnepamMu n KomnoHeHtTamm yposHs SCADA-cnctembl.

YHudurumnposaHHas cneuudukaums, onpegensowan nepegadvy AaHHbIX B
NPOMbILLUSIEHHbIX CETSAX.

MpOTOKON TPAHCMOPTHOrO YPOBHS, NPeAHa3HAYeHHbIN ANA yNpaBneHns
nepepayeii AaHHbIX.
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