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1. Ha3zHayeHune n ocobeHHOCTH

JJOKYMEHT CoAepXuUT KpaTKoe OnncaHne HasHavyeHusi, (hyHKLMoHana u 0COGEHHOCTEN KOMMOHEHTOB, BXOAALLMX B
Cuctam MNnatdopm. [lokyMeHT npegHasHaueH s cneumaniucToB no pa3paboTke, BHEAPEHWIO M 3KCMyaTalum
NPOEKTOB aBTOMAaTU3aLIUN TEXHONOMMYECKUX U MPOM3BOACTBEHHbIX NPOLIECCOB.

Cuctam lNnaTtdopm pazpabotaHa pocCUNCKUM NpoM3BOAUTENEM NPOrPaMMHOro oGecrnevyeHnst C MPUMEHEHNEM
COBpeMEHHbIX MOAXO0A0B, YyCNELLHO NpuMeHsemblx B I T-ciepe.

Cuctam lNnaTtopm BkItoHaeT pasnnyHbie KOMMOHEHTbI, UCMONb3yeMble A1 pa3paboTKK, UCMNONHEHUS 1
COMPOBOX/EHMA NPOEKTOB aBTOMAaTU3aLm TEXHONOMMYECKNX U NPOU3BOACTBEHHBIX NPOLLECCOoB. [1poeKThbI
aBTOMaTM3aLuK, pa3paboTaHHble C MOMOLLbI MHCTPYMeHTOB Cuctam MNnatdopm, MoryT BHeAPATLCS Ha
NoKarnbHbIX U TEPPUTOPUANbHO pacnpeneneHHbIX MPOMbILLNEHHbIX NpeanpusaTuax. dyHKUMoHanbHocTb CUCTIM
[NnaTdopm NonHOCTLIO 0XBaTbIBAOT BEPXHUI YypOBEHb apxutekTypbl ACY TI1.

Cuctam I'InaT¢>0pM ABNAeTCA €eQuUHbIM NporpamMmmMHbIM peLlleHneM AAa NOKpPbITUA BCEX CTag W XU3HEHHOrO LiMKNa
NpoeKTa aBToMaTtmn3aumnm - Ha4nmHaa OT NPOEKTUPOBaHNA U 3aKaH4YMBaA CONPOBOXAEHNEM rOTOBOIO NPoOeKTa.

BoamoxHocTn Cuctam lNnatdopm:

> COBpeMeHHbIe NHCTPYMEHTbI pa3pa60TK|/|, BHEAPEeHUA, 3KCrtyaTtayun n conpoBoXaeHua npoeKkToB
aBToMaTu3auun.

> BO0O3MOXHOCTb pa60TbI C €0UHbIM BMU3yalibHbIM MHCTPYMEHTOM OT CTann NpOeKTUpoBaHuA A0 CTagnun
aAMUHUCTPUPOBaHNA NPOEKTa aBToMaTuU3aLun.

> VlHCprMeHTbI KOHTPOJA CorfmtacoBaHHOCTU 1 CBA3aHHOCTU NPOEKTa AJ1A UCKITHYEeHNA OLL NBOK.

> ABTOMAaTU3NPOBaHHbIE CUCTEMbI 3AMUHUCTPUPOBAHUSA, Pa3BEPTbIBaHNS U KOHTPOMA BEPCUOHHOCTH
KOHUrypauui npoekTa asToMmaTmsaumm.

HapexHble WHCTPYMEHTbI UCMOJTHEHNA NPOEKTOB aBTOMaTmn3auunn.
MHCprMeHTbI nna MOHUTOPUHIa n ynpasieHna TeXHONMOorm4ecKnuMmm obbekTaMu.

MHCTpyMeHTbI 4ns norndyeckoit 06paboTky AaHHbIX.

vV V V V

VHCTpYMEHTbI ANns COXpaHeHWs U NpefoCcTaBneHns NosIHOM MCTOpuK paboTbl CUCTEMBI.

> WHCTpymeHTbl And BU3yanbHOro NpefcTaBfieHns [aHHbIX NMonb30BaTento (MHEMOCXeMbl, Tabnuubl,
rpacpvkm).

> B03MOXHOCTb MHTErpaLum BCTpauBaemMbix KOMMoHeHToB CUCTaMm naTtdopm B CTOPOHHME NporpaMMHble
NPOAYKThI.

1. HASBHAYEHME 1 OCOBEHHOCTHN
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2. Apxutektypa Cuctam Nnatgopm

o - " " " " " Y V" V" -
| YoaneHHee gomersl CucTam [Mnatdopm, CTOPOHHME CREPEEDEI M CUCTEMEl BRPXHETD YPOBHA J
M\
MonssoeaTend Mpepocraeneqe paHHbX No
e OPC DAAE/UA
—_—— TN
- ) T - T T T T T T T ~
| Monb3ceaTenscikan cpena | : EauHan Touka AocTyna |
| | |
| | SePlatform.AccessPoint |
| MpunoseHnn, | | |
| SePlatform.HMI pacwupexna, BubnnoTekn | -— S
I SePlatform.HMI [
[
N ‘__,l Mpeopcraeneque
A paHHwE no TCP
I-IFH:_'JIH__F&EHEHI»E OaHHBEX Mo
TCP, OPC DAAE/UAHDA
T T - \ A OMUHWCTRATOR
| ] | pazpaboTaMKM
CoxpaHeHue
' I_ SePlatform.Data | oneparuennix pannnix | Seplatform. Historian ! et
[ Server - ol B _— S ——— -
| ry | I Cpega pa3paGoTiu U \|
——————————— ~ | I
[ r Moacucrema UHGpacTpyKTYPHL | | I ¥npagnexua |
I | I |
| SePlatform.Security SePlatform.Development |
: | : :"' > Studio I
I |
| | | I |
[ | SePlatform.Licensing | | | SaPlatform. Tools |
| L | | \ y
I — A I e ===
l\ HoMen Cuctam MNMaatdop H’}_l
CGop panms no OPC DAUA, FOCT P M3K ETD-5-101,
MOCT P M3 60870-5-104, M2 61850, Modbus RTU/TCP,
SMMP, Syslog, SOL, BACnet, UNET, 57, FINS, MFL
SO - - - - """ """—"""""">">"=>"">"">""~""~">"=>">""=>""=>"~"¥""¥""¥""—= ,
I\ Texnonorwieckue cetu, MK, cTopoHHKWe cepRapbl M CUCTE MBI HUMHETD Y POBH A |
#

KniouyeBo eguHuLeit MHgpacTpykTypbl Cuctam MNnatdopm aBnseTcs AOMEH - COBOKYMHOCTb BbIYUCIIUTENbHbIX
cpencTs OnAa UCNnoJiHeHNA NpoekTa aBToMaTtmnsauynn. CepBeprle KOMMOHEHTbI AOMeHa BbIMOJTHAKOT LerneBble
DYHKLUM NpoeKTa: c60p AaHHbIX OT HUXECTOALLIMX CUCTEM, NTOTMYECKY0 06paboTKy AaHHbIX, NpefocTaBlieHne

[ aHHbIX BbILLIECTOALLUM CUCTEMAM, XpaHeHWe UcTopudeckoi MHdopmMaLmm 1 npodee. K nogcucteme UCronHeHms
otHocutcsa SePlatform.Data Server u SePlatform.Historian.

SePlatform.AccessPoint - eguHas Touka focTyna, 06 benHsIILLAn CepBEPHLIE KOMMOHEHTbI 1 yAanéHHbIe JOMEHbI
Cuctam lNnatdopmM (ans nocTpoeHus pacnpefenéHHbiX CUCTEM), a TakXe B3aMMOAEenCcTBME CO CTOPOHHUMM

NpuNoXeHnaMmmn n cCuctemamm no CtaHaapTHbIM MPOTOKO1aM U CﬂeLI,VICbVIKaLI,VIFIM.

Monb3oBaTenbckasn cpepa obecrneymBaeT paboTy C BU3YyarbHOW YacTblo NpoeKkTa aBToMaTmdaumn. K KomnoHeHTam
nonb3oBaTenbckon cpefbl oTHocutcsa SePlatform.HMI.

2. APXUTEKTYPACUCTIM MITATPOPM
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Cpepna pa3paboTku 1 ynpaBnieHust CIyXUT ANsi CO34aHus, TECTUPOBAHMUSI U OTNAAKM MPUITOXEHUIA U COCTOUT U3
npopyktoB SePlatform.Development Studio n SePlatform.Tools. Cpena ucnonb3ayetcs Takxe A5 BbIMOMHEHNS
LleHTpanun3oBaHHbIX 3a4a4 Nno HacTpolike n obcnyxuBaHuio gomeHa Cuctam MNnatgopm.

K nogcucteme nHpacTpykTypbl oTHocATCst npoaykTel SePlatform.Security (pernameHTupyeT 6e3onacHocTb 1

pa3rpaHuyeHune npae BHy Tpu AoMeHa), SePlatform.License Server (obecneunBaeT NULEH3NPOBaHWE NPOAYKTOB
BHY TPV JIOMEHA).

2. APXUTEKTYPACUCTIM NMITAT®OPM
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3. SePlatform.Data Server

SePlatform.Data Server - komnoHeHT CncTtam Mnatcdopm, BbINONHSAOLWMIA crneqyoLmne 3aaaun:

> CG6op AaHHbIX C YCTPOWCTB B X0 MOHUTOPUHIa KOHTPONUPYEMbIX 06 EKTOB.

vV V VvV V

CepBep NOCTPOEH N0 MOAYNMbHOMY NpUHL UMY, YTO NO3BONAET KOHCbI/IrypVIpOBaTb €ro B 3aBMCUMOCTU OT

MpepocTaBneHre AaHHbIX KITMEHTaM MO PasfiMyHbIM NPOTOKONaM U creLmprKauusM.
MoBbILEHME HAAEXHOCTM NMPOEKTa 3a CHET PE3EPBUPOBAHNIS.
Jlornyeckas 06paboTka AaHHbIX B PEXMME PearibHOro BpEMEHM.

FeHepaLu/m CcobbITUI U TpeBOor Ha OCHOBE NOJTyYeHHbIX OaHHbIX.

BbIMOMHAEMbIX 334,34 U He CO34aBaTb JINLLHEN Harpy3ku.

KonnyecTtBo ak3em nnAapoB cepBepa Ha OAHOM KOMIMbOTEPE HE OrpaHN4YeHo, YTO NO3BOJTAET UCMONb30BaTb CEpBEP B
Ka4yeCcTBe KOHBEepPTEpa NpPOTOKOJ10B UK AJ1A CoO34aHNA 4EMUNTNTAPU30BaHHbIX 30H.

3.1. C60p AaHHbIX

SePlatform.Data Server obecneunBaeT onpoc UCTOYHMKOB AAHHBIX MO pa3fINiHbIM MPOTOKONaM 1

cneuungukaumam.

MpoTtokon/Cneundukauna Moaynb

FOCT P M3K 60870-5-104

IEC-104 Master

FOCT P M3K 60870-5-101

IEC-101 Master

FOCT P M3K 61850 IEC-61850 Client
Modbus TCP Modbus TCP Master
Modbus RTU Modbus RTU Master
OPC DA OPC DA Client

OPC HDA OPC HDA Client
OPC UA OPC UA Client

TCP HUB

SQL SQL Connector
SNMP SNMP Manager
ICMP SNMP Manager
dainoeblii UHTEPAENC HUB

Syslog

Syslog Server

BACNet

BACnet Client

3. SEPLATFORM.DATA SERVER
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MpoTtokon/Cneundpukaums Moaynb

FINS FINS Client

NFL NFL Client

S7 Siemens S7 Client
UNET UNET Client
EtherNet/IP EtherNet/IP Scanner

3.2. npeﬂOCTaBﬂeHMe AAHHbLIX KIIeHTaM

SePlatform.Data Server npegoctaBnseT AaHHble KITMEHTaM MO pasfiyHbIM NPOTOKONam U cneumdukaumnam.

MpoTokon/cneuncpukauma  Mopynb

FOCT P M3OK 60870-5-104 | IEC Slave

FOCT P M3K 60870-5-101 | IEC-101 Slave

Modbus TCP Modbus TCP Slave
Modbus RTU Modbus RTU Slave
OPC DA OPC DA Server
OPC HDA OPC HDA Server
OPC AE OPC AE Server
OPC UA OPC UA Server
TCP TCP Server
dalinosbIt UHTEpeinc TCP Server

3.3. Appo

Anpo SePlatform.Data Server saBnsietcs LeHTpanbHbIM KOMMNOHEHTOM cepBepa. MpegHasHayeHo Ans peanusauum
MHPaCTPYKTYpbl cepBepa, MHTepdencoB paboTbl C MOAYNAMU, CUTHaNaMM U UX CBOWCTBaMM, OCTabHbIMU
nogcucTteMamu. A4po MOXET NPOU3BOAUTL 3HAUMMbIE NTOrMYECKME BblUMCTIEHUS, TpebytoLwme HambonbLu el
CKOPOCTM BblYMCIIEHWIA. TaKoWM NOAXOA NO3BOSSET 3HAYUTENBHO MOBLICUTL NPOU3BOANTENBHOCTL paboThbl cepaepa.
Bce BbluMcneHnst NPOn3BOAATCS MO ONUCAHHBIM MPU KOHUIY pUpoBaHun anropuTMmam.

OcHoBHble hyHkumn agpa SePlatform.Data Server:

> [MepecyeT 3Ha4YeHUIN 13 PUIMYECKMX 3HAYEHWI B UHXXEHEPHbIE 1 B 06paTHOM HanpaeneHun. MNpu nepecyete
UCMOSb3YIOTCSH NIMHENHAs U JINHEHasA C U3JIOMOM 3aBUCUMOCTMW.

> BbIMOMHEHVE anropuTMOoB Mo COBbITUIO, TalMepy 1 pacnnCaHsIM.
> YnpaBrneHve 3amnyckoM ¥ OCTaHOBOM MOAYJIeil Mpu CTapTe 1 B npoLiecce paboTbl cepsepa.

> YnpaBneHue COCTOSHVEM CepBEpPa B paMKax pe3epBMpoBaHus.

3. SEPLATFORM.DATA SERVER



CUCT3M NIATOOPM. OBLLEE ONMUCAHUE 11

> 3anucb u yTeHune gaHHbix n3 OB[.

> YnpaBneHue MoaynsMu, OTNpaBKa u NPUHATUE YBEAOMITEHUIA 06 U3MEHEHUN 3HAYEHUIN CUTHaNOoB.

3.4. PesepBupoBaHue

SePlatform.Data Server peanusyet aABa B1aa pe3epBypoBaHuS:
> ropsiyee pesepsupoBaHue

> nonHoe ay6nupoBaHue

Mpy ropsvemM pes3epBMpPOBaHNM CUCTEMA MO3BONAET HACTPOUTL PEMTMKALMI0 AaHHBIX MEXAY pe3epBupyeMbIiMiy
cepBepamMu 4N nogaepXaHns onepaTMBHoN 6a3bl faHHBIX PE3EPBHOM0 cepBepa B akTyanbHOM COCTOSHMK. ToHKas
HacTpoliKa cepBepa NO3BOSSET OrpaHNYMBaTh PYHKLMM cepBepa B COCTOSIHUM Pe3epBa B LUMPOKOM Auana3oHe
(nonHoe UnNu YacTU4HOE OTKIHYEHME onpoca U 06paboTKM AaHHbIX).

Mpu nonHom Ay6nvpoBaHuM, cepeepbl paboTaloT He3aBUCUMO APYT OT Apyra u 06a AOCTYNHbI AnA paboTbl C
KnueHTamu. B 3Tom criyyae KIMeHTCKoe NpUiioXeHne caMo peLlaeT ¢ Kakum cepepoM pabotatb. [pu peanvzauum
KPYMHbIX pacnpeferieHHbIX NPOEeKTOB C OpraHM3aLueil pe3epBrpyemMblX NMyHKTOB YMpaBiieHUs BO3MOXHO Co3aHue
€[IMHOIi CUCTEMbI Pe3epBHbIX Nap CEPBEPOB.

3.5. Jlornyeckasa o6paboTka gaHHbIX

OpHa U3 nepBocTeneHHbIX 3aa4 cepBepa - NpoMexXyTouHas 06paboTka gaHHbIX. [1ns noBblweHns
Npou3BOAUTENLHOCTU paboThbl CEpPBEPA, BCE BbIYNCIEHNS, MPOU3BOAUMbIE MPU 06paboTke NapameTpoB, BbIHECEHDI
Ha ypoBeHb Sapa. 3a BHyTpUCEPBEPHbIE BbIUYMUCITEHUS 0TBEYaeT MOAY b NTOTMKU. ANrOpUTMbl MOZY S NTOMMKK
COCTaBNATCA Ha cheLunanbHoM ckpuntoBoM a3bike SePlatform.Om.

Bo3MOXHOCTK nornyeckon 06paboTku AaHHbIX:

> TepecyeT 3Ha4YeHUN U3 PU3NYECKUX B UHXEHEPHBIE M 06 PaTHO (MO JIMHENHON U NTUHEWHOW C U3TIOMOM
3aBUCUMOCTSAM).

> [lepecyeT 3HaYeHUI CUrHanoB Mo opmyne.

> BbINOMHeHVe anropuTMoB No COBbITUIO, TaMepPy UK pacnUcaHuio.
> BbI30B (hyHKUUI 13 BHELLIHKUX AMHAMUYECKUX BUBNMOTEK.
>

MepexBaTt reHepupyeMbiX COGbITUIA U TPEBOT.

CneunduyHble 3agaym normyeckomn 0o6paboTku:

> Pazbop 6ydepa aonsa BolaeneHns koga TeXHonormyeckoro obbekta n koga cobbltus (Mogyne Data Buffer).
> OnuuroHanbHoe n3MeHeHue cBoicTB curHana Value, Quality unu Timestamp (mogyne Write VQT).

3.6. NeHepauus cobbiTIA U TpeBor

Ha ocHoBe nomnyyeHHbIX 1 06paboTaHHbIX AaHHBIX CEPBEP MOXET M0 3apaHee ornpefeneHHbIM NpaBuiiam u
anropuTMam reHepupoBaTb U NPenoCTaB/ATb NOMb30BaTENAM COO6LLEHNs 0 coObITUSX U Tpesorax. Cepsep
reHepupyeT CobbITUA MO HECKOMBbKUM anroputMam cpabartbiBaHWs: AUCKPETHbI NepeknioyaTtenb, nepedncrieHue,
OTKJIOHEHME, MO YPOBHIO.

Bo3aMoxHoOCTM cepBepa Mo reHepaLum cobbITUI U TPEBOT:
> T[eHepauusa cobbiTuin B pamkax cneumdukauum OPC AE.

> [pepocTtaBneHue nHdoOpMaL MM o cobbiTHsX B pamkax crneuundukaumm OPC DA.

3. SEPLATFORM.DATA SERVER
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> Otnpaeka nHgopmaLmm 0 CoGbITUAX MO NEKTPOHHON noyTe (Moaynb paccbifikn COObITUI).

3.7. MNpoune BoamoxHoctu SePlatform.Data Server

CoxpaHeHuWe TEKYLLMX 3HAYeHW curHasnos B dainn-cpesbl XML-cpopmaTta (Mogynb SnapShot).

>
> CoxpaHeHue TeKYLLMX 3HaYEeHUI curHanos B pann-cpesbl 6uHapHoro dopmarta (Moaynb FS Generator).
> [OumarHocTuka ceTeBbix ycTpoiicT (Mogynu NetDiag, NetDiag?2).

>

MpepocTaBneHve aaHHbIX Ans 3anucu B cepsep uctopum (Mogynb uctopumm).

3.8. CepsucHoe o6cnyxusaHue SePlatform.Data Server

O6cnyxuBaHe cepeepa BbIMOSHAETCA CEPBUCHBIMU NMPUITOXEHUSIMU, KOTOPbIE BXOASAT B COCTaB KIIMEHTCKOM YacTu
auctpubyTtuea SePlatform.Data Server:
> PepakTupoBaHue KOH(Urypawum cepeepa BblMOMHAETCS C NMOMOLLbIO CEPBUCHOIO MPUITOXEHUS
KoHdurypaTop.
> TpocmoTp cTaTucTMYeckom uHcopMaLum o pabote cepeepa BbIMOMHAETCS C NMOMOLLbIO CEPBUCHOIO
npunoxexuss CTaTuCTMKa.

> TpocmoTp XypHarnoB paboTbl Mofyen cepepa BbIMOHAETCS C MOMOLLbI CEPBUCHOIO NMPUIOXEHUSI
[MpocMOTpLUMK Nora Kagpos.

> Takxe Ans CEPBUCHbIX M ANArHOCTUHYECKUX Liene npu paboTe ¢ NpoekTaMu aBToMaTn3aunm NpuMeHsieTcs
Habop nHcTpymeHTos SePlatform.Tools.

3.9. ApxuTekTypHas cxema cepBepa
KIMEHTbI 104, Modbus KIMEHTbI MHTepdeiic
=

MpeaocTaBneHne AaHHbIX KAUEHTaM M ONPOCYMKaM MO cneundrKaLmam 1 NpoToKoNam:
Daiinbi-cpessbl OPC DA/AE/HDA/UA, TCP, FOCT P M3K 60870-5-101/104, Modbus RTU/TCP

OPCDA| | OPCAE HDA OPCUA TCP IEC-101 IEC Modbus Modbus
Server Server Server Server Slave Slave | | RTU Slave | |TCP Slave

Moaynb paccbinku

cobbITHi Mepenaya cobpaHHbIX Write VQT
Momyns [[aHHbIX B A4PO
pesepBupoBaHmA |
Moaynb
Mogaynu, nposoasume onpoc
OPCDA||OPCUA| | OPCHDA HUB IEC-101 | | IEC-104 | | IEC-61850 SNMP Syslog
O Client Client Client Module || Master | | Master Client Manager || Server

Modbus Modbus sQL BACnet | FINS NFL iemens S7 | UNET | EtherNet/
PesepsH bIl RTU Master ) TCP Master )| Connector J| Client || Client || Client Client Client || IP Scanner
SePlatform.Data S
Server

DNeKTPOoHHaA noyta <

Cratuctuka

3 Mogaynu, npefocrasnaiolme AaHHble
3
s Mpoune moaynm Mogaynn
SePlatform.Historian g NOFMUCKOl CepEucEr
Fal-3 nNpUNoXeHnsa
8= FS Generator Mepesaya faHHbIX 06paboTkm
T WHTE efCHBIM MOAYAM
o § SnapShot Po AY
= a
= o
CeTesble ycTpoiicTa £ E_ Mozynb uctopum Data Buffer Ynpasnaiowni
T w % NetDiag QBMeH AaHHbIMK O6MeH laHHbIMK
z NetDiag2 3
HE 8 Logics Module g Kongurypatop
: g
H H
2
B3
&
=
E
5
©
Q
S

Knuenmckasa yacms oucmpubymuega
SePlatform.Data Server

MpocmoTpLmK fora
Kazipos

3anucb AaHHbIX B Galinbl-cpesbl, B CEpBEp UCTOpUM,

AMarHocTKa ceTeBbIX YCTPOICTB,

cepBepa, NPOCMOTP CTATUCTUKM U XKypHa0B paboTbl

CepsepaHas yacme ducmpubymuea SePlatform.Data Server
KoHTpo/ib 1 ynpasneHue cepsepom, KOHdUrypaume

MpegocTasnieHne gaHHbIX Mo creumbuKaumsm v npotokonam: OPC DA/UA/HDA, TCP,
rOCT P MK 60870-5-101/104, M3K 61850, Modbus RTU/TCP, SMNP, Syslog, SQL, BACnet,
FINS, NFL, S7, UNET, EtherNet/IP
CropoHHue OPC DA/UA/HDA
cepsepbl

TexHonormueckme
cetn n NJIK

basbl
[laHHbIX

DaiinosbIi HTepdeiic
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4. SePlatform.Historian

SePlatform.Historian - komnoHeHT Cuctam NnaTtdopm ana cbopa n coxpaHeHusi MHopmaLum o
TEXHOSOMMYECKOM rpoLLecce.

BozmoxHocTu SePlatform.Historian:
> C60p u xpaHeHue onepaTyBHbIX 3Ha4YEHWUI MapaMeTPOB TEXHONOMMYECKOro rnpoLiecca.
> C6op n xpaHeHve NcTopum cobbITUIN U TPEBOT TEXHOSOMMYECKOro NpoLiecca.

> npe,D,OCTaBJ'I €H/e NCTOpPU4EeCKUX AaHHbIX KINeHTaMm.

SePlatform.Data Server

CoxpaHeHme
BAHHBI

SePlatform.Historian
MNpepocraenenns
CONPAHEHHEIX OaAHHEIX

Kaneut

Mopynb uctopun B coctaBe SePlatform.Data Server BbinonHsAeT BpeMeHHoe XpaHeHne AaHHbIX Ha CTOPOHE
cepBepa 1 nepepayy nidopmaummn B xpaHunuie SePlatform.Historian.

SePlatform.Historian npegHazHayeH ans ynpaBneHns 6asamu faHHbIX U NpefoCcTaBeHNs XPaHUMON
ncTopudeckon nHgdopmaumm knueHtam no npotokony OPC HDA. Cepep MoxeT 06cnyxunBatb HECKONbKo B/,
OLHOBPEMEHHO.

Basbl AaHHbIX XpaHAT AaHHble, NpefocTaBnseMble Mogynem uctopum. Micnonesyetca B[, ynpaensemas
SePlatform.Historian. B oaHy B[] MoryT coxpaHsiTbCa faHHble C HECKOMbKMX HE3aBUCUMbIX UCTOYHUKOB.

4.1. C60p nHcpopmaLmm OT cepBepoB TEXHOSIOMMYECKUX
DaHHbIX

SePlatform.Data Server obecneunBaet c6op, hunbTpaLmio U 3anNUCb TEXHONOMMYECKNX AaHHbIX B
SePlatform.Historian yepes mopgynb nctopun.

Mogaynb uctopum B coctaBe SePlatform.Data Server nozsonser:
> YKa3sblBaTb TEXHOMOMMYECKME NapaMeTpbl, N0 KOTOPbIM ByeT BECTUCH UCTOPUS.
> HacTpaneatb hmnbTpaLmio 3anMcbiBaeMblX AaHHbIX MO BPEMEHU U MO 3HAUYEHMIO.

> 0O6GecneunTb BpeMeHHOE XpaHeHne AaHHbIX A5 3anucu B dhaiinioBom 6ydepe npuv paspbiBax CBA3M C
SePlatform.Historian.

> 3anucblBaTb AaHHbIE B HECKONbKO pe3epBupyeMbix konuii SePlatform.Historian.

4. SEPLATFORM.HISTORIAN
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Bydep BpemeHHoro xpaHeHus AaHHbIX Ha cTopoHe SePlatform.Data Server pacnonaraeTcsi Ha XeCTKOM JUCKE, YTO
npenoTepallaeT NoTepto AaHHbIX NMpn aBapMVIHOM OTKJTHOYEHNN KOMMbIOTEPa CcepBepa TEXHONTONTMYECKNX AaHHbIX.

Mpu cneaytowem ctapTe cepBepa HenepenaHHble AaHHble 6yayT NoBTopHO oTnpasneHsbl B SePlatform.Historian.
BydeprzaLms gaHHbIX NO3BONSAET TakXe CrnagnTb NMKOBbIE Harpy3Ku Npy 60 bLION MHTEHCMBHOCTU MOMNYyYeHUs
OaHHbIX.

4.2. XpaHeHue paHHbIX B SePlatform.Historian

XpaHeHue faHHbIX BEAETCH B CYTOUYHbIX hannax aHHbIX NS yBeNnU4eHns CKopocT AoCcTyna K AaHHbiM. Cepsep
peanusyeTt MexaHU3Mbl COXPaHEHNS 1 NOUCKa HeOOXOAMMBbIX AaHHbIX, HanpaBeHHble Ha obecneyeHre
MaKCVMarnbHON NPOU3BOAUTENIbHOCTU PaboTbl C AUCKOBOMN NOACUCTEMO KOMMbIOTEPA.

I"y6uHa XpaHeHWs flaHHbIX OrpaHnYeHa pazMepamMmi AMCKOBOTo NpocTpaHcTBa. CKOPOCTb 3amnucy U YTeHUs! AaHHbIX
He 3aBUCUT OT rMy6UHbI XpaHeHWs. 3anncb B CepBep - TpaH3aKLMoHHasi. CepBep o6ecneynBaeT BbICOKYH MMOTHOCTb
3anucy XpaHUMbIX AaHHbIX Ha AIMCK, YMeHbLLasa TakuM 06pa3oM 06beMbl YNTAaEMbIX C AUCKA AaHHbIX.

4.3. PesepBupoBaHue

SePlatform.Historian nozsonset hopmupoBaHre pe3epBrUpyeMbIX XpaHUNuLL, faHHbIX. Mpu pabote ¢
pe3epBupyeMbIMU XPaHUIULLLAMU, AaHHbIE U3 UCTOYHMKA He yansaTcs, Noka He NponaeT 3anuck Bo BCe
xpaHunuwa. MogaepxveaeTcs paboTa ¢ HECKONbKMMM PE3EPBUPYEMbIMU XPaHUIMLLAMU AaHHbIX.

4.4. MNpepocraBneHne AaHHbIX KNMUEHTaM

rlpeD,OCTaBJ'I €HMe A aHHbIX KINeHTaM OCyLeCcTBAeTCA No:

> OPC HDA, SQL 1 cobcTBEHHOMY MPOTOKONY NepeAayn AaHHbIX 4S8 UCTOPUM 3HAYEHWUIN TEXHONOrMYECKUX
napameTpoB.

> SQL 1 cobcTBEHHOMY NPOTOKONY NepeAayn AaHHbIX AJ15 UCTOPUN COBbITUIA.

4. SEPLATFORM.HISTORIAN
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5. SePlatform.AccessPoint

KoMMNOHeHT peanuayeT (yHKL MM cepBEpa NPUIOXEHUIA U MEXYPOBHEBOrO TpaHcnopTa. MNpefHasHaveH ans
CHUXEHMS Harpy3KuW Ha TEXHONOrMYeCcKne cepBepbl M A1 TPAH3UTHON Nepefayn AaHHbIX Mexay AomeHamu CUCTam
Mnatdopm.

BoamoxHoctu SePlatform.AccessPoint:
> 0O6beaunHeHne curHanoB pas3nuyHbix OPC DA-UCTOYHUKOB B €AMHOE AEPEBO CUrHaAmMOoB.
> O6beanHeHne cobbiTuin 1 TpeBor OT pa3nmnyHbix OPC AE-UCTOYHMKOB.
> TlloapepxaHue CBA3M C UCTOYHUKAMM JaHHbIX NPU pa3pbiBe COEANHEHNS.

> [lepepaya OPC DA n OPC AE paHHbix B Buge TCP/IP-Tpachuka B yCrnoBuax pasfnnyHbiX CETEBbIX
Tononorui 1 paboTa B pexXmme KackagnupoBaHus.

> Toppepxka cbopa paHHbIX No arinoBomy MHTepdeiicy.
> [Hoctyn k aanHbiM SePlatform.AccessPoint ocyuwiectensietca no cneuundukauuam OPC DA, OPC AE,
OPC UA.

OPC DA kAMeHT OPC DA knveHT

= =
. - o -
| |
l'g l'g
5 lg2 5| !s?
& | 5 g Sy [ § 2
e _ - F‘ r OPC UA
f WMcrounuik gannoix N \ Hantbien AE- KAMEHT
[ —— [ SePlatform.AccessPoint YEEOGHNEHWA ]
-~ | YREAOHTEHMY
| MeTodHnk nanHbix 2 A r"" _________ ~l. l:!l]
| _———— e — — — — = — = [ JannHsie w AE-yeepomneHus 'OﬁI.I.EEiDpECHDE.I'.IpDErpﬂ-IETBD | YnpaenacimMe
|| f HcTodrnie garmbix 1 \ woromnmkoe 1,2, N |'En"'““"'“"'““'”f""e”a' | KOMaHbI =
| | L kAE-‘,’BED.DMﬂEHHIII J
[ =) PesepeMpoeEaHHe T e e
] | [  Motokynpaenenwr | r-" ————————— ~ OPCUA
| l ICoepuHeuue M NOOAE PHaHWE CEAZH I Alannvien AE- KAMEHT
w Cepaep 1 Cepeep 2 | MopxnicueHue k © MCTOMHMKAMA |w-._ DU
{aKTMBHBIH) {pe2epaHbIi) METOMHIARE DA 1".,‘ __________ / -—— — — — — =
S e < Ynpaen alwme T
- - KOMaHOs
H =
I I
u u
£ I
-
[h} [
E <L
—Ty P —
| | | — |
p - . -

OPC AE kavenT OPC AE kaneuT

5.1. O6beanHeHue agpecHoro NpPoCTpaHCcTBa CepBEPHbIX
KOMMOHEHTOB

SePlatform.AccessPoint nozBonseT 06beaAnHATb afpecHble NPOCTPaHCTBA CEPBEPHLIX KOMMOHEHTOB, TEM CaMbIM
obecneunBasi CBsi3b yaaneHHbix goMeHoB Cuctam MNnatdopm. KnveHTsl nogkntovaoTes K
SePlatform.AccessPoint no cneuyundukauyuam OPC DA, OPC UA n OPC AE kak K eguHOIN TOYKE foCTyna.

5. SEPLATFORM.ACCESSPOINT
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IMpu NOCTPOEHNUM NPOEKTOB B HECKONbKMX foMeHax Cuctam [Nnatgopm B 60nbLUMX pacnpeferneHHbiX cucTemax
€CTb BO3MOXHOCTb HacTpanBaTh NOAKIHOYEHUs oTAENbHbIX ak3emnnsapoB SePlatform.AccessPoint opyr k gpyry.
OT0 NO3BONUT ONTUMMU3MPOBATL MHAPPACTPYKTYPY CUCTEMBI MYTEM pacnpefeneHns NICTOYHUKOB AaHHbIX MEXAY
aksemnnsapamu SePlatform.AccessPoint n cHusut Harpy3ky Ha kaxablin SePlatform.AccessPoint.
BosmoxHocTu SePlatform.AccessPoint no o6beanHeHN0 aapecHOro NpocTpaHCTBa CEPBEPHbLIX KOMMOHEHTOB:

> O6beavHeHre afipecHbIX NPOCTPaAHCTB HECKOMbKUX CEPBEPHbIX KOMMOHEHTOB.
MocTosHHOE NoAepXaHWe CBA3U C UCTOYHUKAMMU AaHHbIX.
MonyueHne n xpaHeHWe aKTyarnbHbIX KOHPUry paLLui Mo KaXaoMy CEPBEPHOMY KOMMOHEHTY.

TpaHCcnALMSA U3MEHEHHbBIX 3HAUYEHUIA CUTHANO0B B 00LLEee aipeCHOE NPOCTPaHCTBO.

vV V VvV V

MpepocTaBneHne NognUcku Ha obLuee agpecHoOe NPOCTPaHCTBO CeEPBEPHBLIX KoMMoHeHTOoB Anist OPC DA
KINEHTOB.

> Paborta B kayecTBe cepsepa I'Ipl/lJ'IO)KGHMVI, KOTOprI;I orpaHn4mBaeT Harpy3ky, co3gaBaemMyto MHOXEeCTBOM
KIMMEHTOB MNMpu NpAMbIX NOAKITIOYEHUAX K MICTOYHUKaM A aHHbIX.

> O6ecneyeHne BbICOKON CKOPOCTU 06MeHa AaHHLIMU 1 MPOCTOM METOANKN KOH(Ury pupoBaHUsi B Y CITOBUSIX
HeoaHOPOAHON CETEBOW TOMNOMOrMKn, 6narogapsi UICNONb30BaHNO NpoTokKona Ha 6aze TCP/IP.

5.2. Noppnepxka cBA3U C UCTOYHUKOM AAHHbIX

SePlatform.AccessPoint o6nagaeT BCTPOEHHOI NTOrMKo NepeknioYeHnst Mexay cepeepamMmu 1 KaHanamm
MCTOYHMKA AaHHbIX NpU pa3pblBe coeanHeHust. [JaHHaa (yHKLMA 0cOBEHHO None3Ha ecii UICTOMHUK JaHHbIX
npencTaBrieH peaepBHoii napoi cepeepoB. SePlatform.AccessPoint aBTomatnyecky NpoBoaMT MHULMANU3ALNIO
BCEX KaHasnoB CBA3M, a 3aTeM OnpefensieT akTMBHbI CepBep B COCTaBe NCTOYHMKA AaHHbIX.

B cnyuae paspbiBa coeauHenus SePlatform.AccessPoint nbiTaeTcs BOCCTaHOBUTL CBSI3b YEPE3 PE3EPBHbIN KaHarn,
ecnu Takon umeetcs. B cnyyae oTcyTCTBUSA pe3epBHbIX KaHanoB B COCTaBe akTUBHOMO CepBepa,
SePlatform.AccessPoint nepeknioyaeTcs Ha paboTy ¢ ApyrM CEPBEPOM UM €70 KaHanamu.

5. SEPLATFORM.ACCESSPOINT
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6. SePlatform.Development Studio

SePlatform.Development Studio - cpena paspaboTku U afMUHUCTPUPOBAHMS NPOEKTOB aBTOMATU3aL N,

BoamoxHoctn SePlatform.Development Studio:
> CKBO3HOE on1caHune u3n4eckom CTpyKTypbl NPOeKTa aBToMmaTusawum ot yposHs MNJ1K 1o BepxHero ypoBHsi.

> CKBO3HOE OMnMcaHue NorM4ecKomn CTPYKTYpbl MPOeKTa aBToMaTU3aLmm, a UMeHHO (OYHKLIWA 1 AaHHbIX
06'bEKTOB aBTOMATM3aLLMM NPUMEHUTENBHO K CPeACcTBaM aBTOMaTM3aL/mn pasnndHoi dyHKLYOHAMNbHO
HanpaBfeHHOCTM (CepBepa c6opa AaHHbIX, CepBepa UCTOPUKM, CepBeEPa MEXYPOBHEBOIO TPAHCMOPTA).

> [pepcTaBneHne cXembl pa3BepTbiBaHUA NPOeKTa aBTOMaTU3aLUM Ha UCTIOSNTHSIOLLMX KOMMOHEHTaX.
> KomMnunsuwms n c6opka KoHhUrypaL it ICNonHsoLwmux KomnoHeHTos Cuctam MNnatcgopm.
> YnpaeneHue pa3BépTbiBaHMeEM KOHUrypaLuin NnpoekTa B cpeae ucnonHeHus Cuctam Mnatdopm.

Cpepa paspaboTku SePlatform.Development Studio MmoxeT npuMeHATLCS B NPoOeKTax aBTomaTusaLuu,
MOCTPOEHHbIX Ha 6a3e Cucrtam nJ'IaT(bOpM. |-|pl/l Mcnojib30BaHNMN CTOPOHHNX KOMIOHEHTOB B peanun3aulunn npoekTa
B38I/IMOJJ,€I7ICTBVI€ C HUMU NPOn3BOAUTCA MO NPUHLKUNY «4EepPHOro AluKa» C onpeaeneHHbiMy BXoaamMmu 1 BbiXxoaamMmu.

B ocHoBe nocTpoeHus NpoekTa aBToMmaTtusauum ¢ nomoulbto SePlatform.Development Studio nexuT o6bekTHas
moaenb. Vcnonb3oBaHune NPUHLMIMOE Takoi MOAENy No3BOoSAeT NpeACcTaBUTb aBTOMaTU3npyemMble 06 bEKThI
NPUMNOXEHNA 1 KOMMOHEHTbI Cpefbl UCMOMHEHUA B BUAE 06 bEKTOB.

MprMeHeHne 06 bEKTHOM MoAEeny No3BoseT:

> Mcnonb3oBaTb CKBO3HOE KOH(UIY pypOBaHme HECKOMbKMX MPOEKTOB.

> MHorokpaTtHo pa3BepTbiBaTb OAWH NPOEKT B Pa3fiMyHbIX Cpefax UCMOMHEHNS.
> ToBTOpHO MCMOMb30BaTb YacTU NPOEKTA.
>

MprUMeHsTb eanHble CpeACcTBa BU3yanu3aLuu.

B SePlatform.Development Studio npoekT aBTomaTusaumm pa3brBaeTcsa Ha HECKONMbKO YacTe. Boigenstorcs
husnyeckme o6 bEKTI U MX AaHHbIE, HA OCHOBE KOTOPbIX (hOPMUPYETCS MPOEKT NPUNOXEHUS. [POEKT NpuroXeHws
pa3BopaYuBaeTCcs B Cpefae UCMomnHeHus. OnucaHue CTPYKTypbl CUCTEMbI C YKa3aHUEM PacrionoXeHM
bYHKLMOHAMbHbIX Y3/0B, KAHANOB CBA3M 1 (PM3NYECKMX CEPBEPOB HA3bIBAETCHA NPOEKTOM Pa3BEPTbIBAHMS.
SePlatform.Development Studio no3sonseT CUHXPOHHO hopMUpPOBaTb 1 MOAUGDULIMPOBATL HECKONbKO NPOEKTOB
NPUNOXeHUs 1 pa3BepTbiBaHusA. brnarogapsa pasgenenuio Kaxaoro NnpoeKkTa Ha MoAy v paboTy Hag, NPOEKTOM MOFYT
BECTU OQHOBPEMEHHO HECKOJTbKO MOMb30BaTeNel.

6.1. PopmupoBaHue pusnyeckom u sIOrM4eckom CTpykKTypbl
npoekTa

O6beKTbl HU3MHECKOro YPOBHS NpeiHa3Ha4YeHbl NS MOAENUPOBaHUSA B NMPOEKTE CTPYKTYPbl (PU3NHECKU
CyLUEeCTBYIOLLMX 06BbEKTOB aBTOMaTu3auum. CTpykTypa 06 bEKTOB CTPOUTCS B COOTBETCTBUM C pearbHOM nepapxmen
B MaTepuanbHOM Mupe.
B cocTaBe npoekTa NpUnoXeHns CyLLLEeCTBYIOT CreaytoLme Buabl 00 bEKTOB:
> Dusunyeckuin o6 BEKT - oNpeaenseTca B paMmkKax NpoekTa npunoxeHus. MoxeT cyLuecTBoBaTh B (hU3MYECKOM
Mupe, NMbo MMETL BUA, BCMOMOraTenbHON CTPYKTYpbl 6€3 onpefenéHHoro hmanyeckoro BblpaxeHust.

> Jlornyeckuii 06bEKT - NpefcTaBnsaeT cobort KOMMNOHEHT cpeapbl MCNoNHeHNA. MoXeT cyLLecTBOBaThL B
dpusmyeckom Mmupe, nnbo oTpaxaTb Kakon-nmobo npouecc ACY.

6. SEPLATFORM.DEVELOPMENT STUDIO
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O6beKTY MOXHO YKasaTb ero Tvn. Tun onpepensiet xapakTepucTUKM U NoBeAeHne BCeX 06EKTOB 3TOro TUna.
Mcnonb3oBaHue TUNOB No3BosIAeT 6bICTp0 ,D,O68BJ'IF|Tb HOBbIE O6'beKTbI, a TakKXe USMEeHATb U MO,EI,I/ICII)I/ILI,I/IpOBaTb BCe
06BbEKTbI.

®dyHkumn SePlatform.Development Studio B pazpese dopmupoBaHns pusnyeckom CTpyKTypbl NPOEKTa:

v

Onpepnenexve hUan4ecKmnx 1 Normieckmx 06 bEKTOB NpoeKTa aBToMaTu3aunm.

> OnpepeneHue TNoB hrU3nYecknx 06 EKTOB U X NPEACTaBNeHN B CpeacTBax aBToMaTusaLum.
> BblaeneHue Normieckux gaHHbIX 06 bEKTOB B BuAe curHanos cepeepa SePlatform.Data Server.
>

HaCTDOIZKa anVI6yTOB BXogALWKnX N ncxopgAamx CMrHanos.

6.2. PopmupoBaHue KoHpUrypaumn cpeacrts
aBTOMaTU3auum

B cxeme pa3BepTbiBaHUA NPOEKTa aBTOMAaTM3aLMN KaxXa0e CPpeACcTBO aBToMaTU3aLL MM NpeacTaBnseT coboii cepeep
BBopaa/BbiBoga SePlatform.Data Server ans BO3MoXHOCTU AEMOHCTpaL MM NocrefoBaTeSIbHON Nepeaayn AaHHbIX
C YCTPOICTBA Ha yCTPOMCTBO. [ocne NoCcTpoeHust MpoeKTa Mo KaxaoMy CpefAcTBy aBToMaTu3aumm hopMypyoTcs
KoHdurypauum cepeepoB SePlatform.Data Server. KoHdurypauum cTposiTcs Ha oCHoBe 06 bEKTOB U UX CUrHaNoB,
NpMBA3aHHbIX K CpeacTBaM aBToOMaTU3aL uu.

Ha ocHoBe npefcTaBneHuin huanvecknx 06 bEKTOB Ha NTOrMYECKOM YPOBHE MOSIBMAETCS BO3MOXHOCTb NPOCMOTPETh
cchopMupoBaHHOe apecHoe NPOCTPaHCTBO BbIYUCIUTENBHOIO CpeacTea. AapecHoe NPOCTPaHCTBO AOCTYMHO AN
npeobpa3oBaHns U NPUBELEHNS K yA,06HOMY ANS ONpefeneHns CEMaHTUKM CUrHanoB Buay . Vlepapxus aHanorndHbIx
Y3110B ajpeCHOro NpoCcTpaHCTBa CTPOMTCA naparnenbHo. Takas BO3MOXHOCTL 06ecne4nBaeTcsi UICMONb30BaHUEM
06LLMX Fpy N CUrHaNoB, ONpPeneneHHbIX Ha 3Tane Co3aHus MPOeKTa NMPUITOXEHMS!.

PyHkummn SePlatform.Development Studio B paspese dhopmupoBaHusi KOHGUry paLmuii CpeACTB aBTOMaTU3aLUu:
> Onpepenenuve nanok Aepesa curHarnos nyTeM AobaBreHus npeacTaBneHnin hruanveckmx oG bEKTOB.

> ®opMupoBaHve Habopa CUrHanos 1 pacrnpeaerneHne CMrHanos o nankam gepesa curHanos. [lo6asneHne
CUrHasnoB BbIMNMONMHAETCA BClieacTeMe NpUBA3KN 0OBEKTOB K CbI/I3VI‘-IeCKI/IM TMNaMm, a npep,CTaBneHvuh 0OBEKTOB K
NPencTaBneHnsaM fTorMyeckmx TUMos.

> CDOpM npoBaHue rnepeyHA CBOWCTB CUrHanos nyTemMm Ha3Ha4eHunA anI/I6yTOB KaXxaoro curHasna BHyTpu
COKEeTOB U A0MNMOoNMHUTENbHbIX HAMBUAYalbHbIX CUrHANoB B NpeacTaBiieHnAX TUMOB.

6.3. DopMmupoBaHue cxeMbl pa3BepTbiBAHUA NPOEKTa
aBTOMaTM3aLUun Ha BblYUCTIUTESIbHBIX CPeACTBax

I'IpoeKT aBToOMaTu3aunn 0ONXKEeH coaepXartb CXeMy pa3BepTbliBaHNA NPOEKTa aBToOMaTnu3au i Ha BblYNCITTUTESTbHbIX
cpencteax C yKkasaHMem npoToKooB nepefayn aHHbIX. Cxema pa3BepTbiBaHNA Heobxoauma ans onpeaenexHna
NPUBA3KN CpeacTB aBTOMaTuU3auun K KOMMNbOTEPAM, Ha KOTOPbIX OHU 6y,EI,yT NUCMNONMHATbLCA.

[ns umutauum cpeicTB aBTOMaTn3aLum B NPoeKTe pa3BepTbiBaHNA (DOPMUPYETCS NepeyeHb BblYMCITUTENbHbIX
cpencTs. B cocTaBe Kaxaoro cpeacTsa aBToMaTusaLumy onpefenseTca Habop ceTeBbIX afanTepoB As
obecrnevyeHuns CBA3M Mo YKasaHHbIM NpoTokonam. Ha Kaxaom cpeactse aBToMaTn3aLum BblMONHAETCA Kakas-To
oTAenbHas 4acTb COOTBETCTBYIOLLLErO NpoeKTa NpUnoxXeHus. B cxeMe pa3BepTbiBaHWs YKa3blBaeTCA, Kakme MMEHHO
yacTu 6yayT BKITIOYEHb! B KOHPUry paLuio Kaxaoro BblYUCIIUTENBHOTO CpeaCcTBa.

dyHkummn SePlatform.Development Studio B paspese dhopmupoBaHusi KOHUIy paLuii CpeACTB aBTOMAaTU3aLUu:
> CosaaHue BblUNCIUTESNbHbIX CPEaCTB AS18 UMUTaL UM CPeaCcTB aBTOMaTU3aL i,

> TpuBsizka Mogynew NpoekTa NPUIIOXeHWS K BbIYMCIIMTENbHLIM CPeACTBaM 15 OrnpeaeneHust Habopa
KOHMrypaLmm CMrHanos.
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> HacTtpoika agpecaunm CUrHasnos.

> [ob6aBneHve ceTeBbix anantepos (Moaynen SePlatform.Data Server) gns kaxgoro cpeacTsa
aBTOMaTK3aLMM B COOTBETCTBUM C NPOTOKONaMU nepeayu AaHHbIX.

> HacTtpoiika napameTpos Mmogyen.
> HacTpoiika CBI3M Mexay BblYMCNUTENbHbIMW CPEACTBaMU A obecneyeHus nepeaaym aHHbIX.

6.4. C60opkKa KoHUrypauumm

B pe3ynbTarte KoMNUNALnn NpoeKkTa BblMNOTHAETCA cGopKa NnpoeKTa aBToMatmn3aLmnm 1 noCTpoeHme BblXOAHbIX
KoHdurypauui cepeepa SePlatform.Data Server.

6.5. ABMMHUCTpUpPOBaHUE NpoeKTa aBTOMaTU3aLun

B pamkax agMUHUCTPMPOBaHWS NpPoeKTa aBToMaTulauum, pa3paboraHHoro Ha 6asze Cuctam MNnatdopm, BO3MOXHO
ynpaBnsTb pa3BepTbiBaHNEM KOH(UIypaLmii B HECKOINbKUX CPEQAax UCMOHEHMs. [N 3Toro ucnonb3yeTcs AuHbIi
WHCTPYMEHT yNpaBneHus HabopoM KOHUry paLLuii BCe CUCTEMBI.

Cpena paspabotku SePlatform.Development Studio no3BonsieT pacnpocTpaHsTe NOCTPOEHHY0 KOH(UIYpaLLMio Ha
HECKOMbKO KOMMbIOTEPOB O HOBPEMeHHO. MpoLLecc yCTaHOBKM HOBbLIX KOH(UIy paLmin Ha3biBaeTcs AUCTpUGYLMEN.
C nomoLbto ANCTPMBYL MM BO3MOXHO COKPaTUTL BPEMS HACTPOMKK U NPUMEHEHUST KOHUIY paLuii B pamKax
OornbLLoro Yucna cepBepoB BBO,D,a/BbIBO,D,a n pa6oqu CTaHLl,I/II7I, pa60Talou.w|x B NPoeKTe aBToMaTu3aLnn.

dyHkuum SePlatform.Development Studio B pazpese AucTpubyLmm KoHUry paLmii:
> [NpuMeHeHne pa3paboTaHHO KOHGUry paLum B cepeep BBoAa/BbIBOAA.
> TopTBepxaeHve CTabUnbHOCTM TEKYLLLEN KOHUIY paLum.
> BoaBpart K nocnegHen ctabunbHOM Bepcymn KOHUry pawmm.
> WHavkaums pasnunyumna nocTpoeHHOW U TeKYLLLen KOHUry paLmn.

6.6. KomaHgHasa pa3paboTka npoekTa aBToMaTu3auum

MpoeKT xpaHWUTCA B BUAE OTAENbHbIX ManoK 1 hanno.. [JaHHasa CTPYKTypa XpaHeHus AaéT BO3MOXHOCTb
OfHOBpPEMEHHON paboTbl Haf, NPOEKTOM HECKONbKMX YenoBek. Pabouasn konus kaxaoro daina, pacnonoxeHHas Ha
noKasnibHOM KOMMNbIOTEpe, peaakTUpyeTca HE3aBUCMMO OT APYTUX U MOMELLL@eTCA B eauHoe Aepeso daiinos. B
nto60oe Bpems eCTb BO3MOXHOCTb OTKPbITb paHee COXPaHEHHY0 BeEpCUIo haiina. KoppeKkTUPOBKM 1 AOMNOSTHEHNS,
BHECEHHble pa3HbiMM pa3paboTumkamu, MOryT 06 beANHATLCA N BHOCUTLCA B OAHY M3 BEPCUIA TOFO UM MHOTO dhanna.

[lns ogHOBpeMeHHoN paboTbl C NPOEKTOM HECKOMbKMX YernoBek ucnonbayetcs TortoiseSVN.

6.7. XapaKtepuctuku

> I'Ipm MCNonNb30BaHMN CTOPOHHUX KOMTMOHEHT B peanun3auunn NnpoeKkTa B3auMOAENCTBUE C HUMU npounsesoanTca
NoO NPUHLMNY «4EepPHOro ALnKa».

> Copepxumoe caiinoB NPoeKTa CTPoOUTCA No NpuHLUMNam opmata pa3paboTky LOKYMEHTOB . xml C y4eToM
0OBEKTHOM MOLENN NPUIOXEHNS.

> Pabora Hag npoekTaMu BeeTCA Kak B BU3yarbHbIX pefakTopax, Tak U B TEKCTOBOM BuAe Mo BblGopy
nonb3oBaTens.

> KonunyectBo 3anyLleHHbIX KOMWi Ha 04HOM KOM NblOTEPE OrpaHn4eHo NPon3BOANTENTbHOCTHIO KOMIMbIOTEPA.
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7. SePlatform.Tools

SePlatform.Tools - Habop MHCTPYMEHTOB, NpeAHa3HAYEHHbIX A5 CEPBUCHBLIX U AUArHOCTUYECKUX Lienei npu
paboTe ¢ NnpoekTamu aBTomaTmaauun. B coctaB anctpmbyTtnea SePlatform.Tools BxogaT npunoxenus:
> MpunoxeHue Service - LogViewer npegHasHaveHo Ans yao6GHOro npocMoTpa XypHanos cobbituin Windows
C Lenbio ANarHoCTUKN paboToCnoco6HOCTM CUCTEMBI.

> Mpunoxenue Service - OPCEXxplorer npegHasHa4yeHo A8 UCNOSIb30BaHUs B MyHKTaX aBToMaTu3auum
TEXHONOrMYeCKux npoLieccos. MpumMeHsieTca A1t NPOCMOTPa U UMEHEHUS 3HAYEHUI CUrHAN 0B, MOHUTOPWHIA
COObITUI, BO3HWKAIOLLUX MPU U3MEHEHUN COCTOSIHWIA TEXHONOMMYECKUX 06 BEKTOB U A1s rpachuyeckoro

OTO6pa)KeHVIF| N3MEHEHNA 3Ha4YEeHNI CUrHanoB.

7. SEPLATFORM.TOOLS
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8. SePlatform.HMI

SePlatform.HMI - cpena pazpaboTtku 1 ncnonHeHWst BU3yanbHON YacTu NPOeKToB aBToMaTtusauum. Nossonaet
NpencTaBnsATb 06 bEKTbI TEXHONOMMYECKOro NPOLLECCa B BUAE CTAaTUYECKUX U aHMMUPOBaHHbIX 06 bEKTOB
MHEMOCXEMbI AJ19 MOHUTOPUHIa 1 yNpaBeHns MPoLLECCOM.

BoamoxHoctn SePlatform.HMI:
> BwusyanbHbIi pegakTop co cTaHgapTHON 6GUBNMUOTEKON KOMMOHEHTOB 5151 NOCTPOEHUSI MHEMOCXEM;
> Bszaumopgencrtsme ¢ ICTOYHUKOM AaHHbIX Cpeabl UCMONHEHUS;

> O6bEKTHO-OPUEHTMPOBAHHbIN NoAXoA, Npy pa3paboTke NPOEKTOB Y BO3MOXHOCTb CO3aHnsi COOCTBEHHBIX
TUNOB rpachnyeckmx OO bLEKTOB;

> TMoppepxka ckpuntoBbix A3blkoB SePlatform.Om n JavaScript.
B3aumopeiicTeue ¢ noacuctemoit 6esonacHoctn SePlatform.Security.
Bzaumopgeiicteue ¢ haninoBom CUCTEMOM, CETEBBIM OKPYXXEHNEM 1 060pYA0BaHNEM KOMMbIOTEPA.

KOMMOHEHTLI aBTOMaTNYECKON pa3sMeTKN aJIEMEHTOB MHEMOCXEMDbI.

vV V VvV V

KOMMOHEHTbI opraHnsauunm oUHaMmKn Ha MHEMOCXeMe.
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8.1. BusyanbHbli peaakTop A NOCTPOEHUA MHEMOCXEM

SePlatform.HMI umeet ctaHaapTHy0 6UGNNOTEKY KOMMOHEHTOB, MO3BOSISIOLLYIO0 MOCTPOUTL MHEMOCXEMY 060N
CMOXHOCTU. DNTIEMEHTHI MHEMOCXEMbI MOTYT 6bITb PaCMoNOXeHbI B pa3fNyHbIX CIOSX, BUAUMOCTHI0 KOTOPbIX
MOXHO YNpaBnATb KaK B pexvme pa3paboTku, Tak U B pEXUME UCTONHEHUS.
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NMuneiinan pasmeTka
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8.2. Bsaumopeicrteme ¢ UICTOYHUKaAMU JaHHbIX

MHemocxeMbl, NocTpoeHHble ¢ nomoupto SePlatform.HMI, no3BonstoT He ToNbKo BU3yanu3npoBaTb
TEXHONOMMYECKUI NPOLLECC, HO M YNPaBNSTh UM.

I'Ionyqume OaHHbIX ON1A BU3yann3aunm n otnpaBka KOMaH4 OCyLEeCTB1AEeTCA No CTaHAAPTHbIM CI'IeLI,I/I(bI/IKaLI,I/IFlM,
No3TOMY B Ka4yeCTBe NCTOYHUKOB AaHHbIX MOryT BbICTYNaTb HE TOJTIbKO KOMMOHEHTbI Cuctam I'InachopM, HO M
KOMTMOHEHTbI A pyrux I'IpOVI3BO,D,VITeJ'IeI7I.

SePlatform.HMI nopaepxvBaet paboTy ¢ UICTOYHUKAMM AaHHbIX B TOM YMCI1E Y NOCPEACTBOM CKPUMTOBOIO SI3bIKa,
YTO NO3BOSISIET Peann3oBaTh JTIOMUKY 06O CNOXHOCTU AN ynpaBneHusi 06 bekTamm asToMaTm3aLum.
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8.3. O6BLEKTHO-OPUEHTUPOBAHHbBIN Noaxon nNpu paspaboTke
NPOEKTOB

[na MHOroKpaTHOro NPUMeHeHWs1 OQHOTUMHBLIX OO BEKTOB HA MHEMOCXEMaxX CO34al0TCH TUMbI rpadoniecKmx
06bekTOB. Pa3paboTaHHbI eAUHOXAbI TUM rpacbnyeckoro 06 bekTa MOXET MHOTOKPaTHO MPUMEHSATLCS Ha pasHbIX

3KpaHHbIX hoMax NpoeKTa aBToMaTm3aLum.

CTpykTypa obbexTa g x
=X
HMraa Onucanne
p 1 hd ’ﬂ LU ETHI'I Ha ocHose [padnyeckni obbekt
— v [paduueckne obberTl
~ [ Rectangle_1 Mpamoyronenunk
¥ [padmueckne obbekThl
Image_1 WMzo6paxerune
A Text_1 TekcT
¥ NaHHblE
are Opcltem_1 3nemeHt OPC
*xx y Bl OpcSourcelU WMectounne OPC
= * [NapameTpbl MHULMANWIALWN
J,,; Source_init Cebinka Ha Metounne OPC
S LUname string
— O *

|| Fnasnan mHemocxema

Hemo-npunoxceHne PezepByapHbii napx

JMHEHEIR yYacTor N21 MeaHoso - NeTposo™

.

L TMHERHER yuacTok N23 "Cuaoposo - CMMpHoED™
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8.4. Noppnepxka ckpuntoBbIX A3bikoB SePlatform.Om u
JavaScript

SePlatform.Om sBnseTcsa 06LWMM CKPUNTOBLIM SI3bIKOM AJ151 pasfnyHbiX Mogenei AaHHblX npogykToB CUCTam
Mnatdgopm. B SePlatform.HMI si3bik npumMetsieTca Ans ucnonHenus opmyrn, 06paboTumkoB dyHKLWI,
06paboTunkoB cobbITUIA 1 T.4. CKpMNTOBOM A3bIK JavaScript npuMeHsieTcs AN pacLMpeHns CTaHaapTHbIX
BO3MOXHOCTeM sizbika SePlatform.Om.

: MecxoaHeli Kog >

{/Bu=cE 'cofcTEeHHON FdyHELMM]

Result -=-ComboBox 1.MyFuncticn(argl, rarg2) ;1
//BHIZCOB ‘MIpedlyCcTaHOBISHHON "byHELMMT

4 |ComboBox 1.

SecreenX A |KoopaunaTa kypcopa Kl
Screeny
Clear

Getltem
Index Of
) 0 Owmbok 1, ong J= Setltem _ooBLWEHMIA
Je Addltem W
OnwucaHue MonoxeHne

il i

Azei: | Om | 100% | 412 Ok OTMeHa

8.5. BctpanBaemMblie KOMMNOHEHTbI

CTaHpapTHble BO3MOXHOCTM BHYTpM npoekTa SePlatform.HMI moxHo paclumpsTte 6rnarogaps BCTpauBaHuto
poronHutenbHbix moaynen. SePlatform.HMI nossonsieT nogknoyath K NPoekTy Kak 6ubnunoTteku, peanns3oBaHHbIe
cpencteamu SePlatform.HMI, Tak n BHelHne .Net 6ubnuotekn. BuGnnoTekun, peannsoBaHHbIe CpeacTBamm
SePlatform.HMI:

> SePlatform.HMI.CommonLib;
> SePlatform.HMI.Tables;

> SePlatform.HMI.Charts;

> SePlatform.HMI.Security.

HekoTopble KOMMOHEHTLI, peanv3oBaHHble Ha 6a3e SePlatform.HMI, BoamoxHo ucnonb3oBaTth kak 6ubnunoteku, a
TakXe 3arnyckaTb Kak OTAemMbHble CaMOCTOATENbHbIE MPUMNOXEHNS BHE MPUKITaZHOro NpoeKTa:

> SePlatform.HMI.Explorer;
SePlatform.HMI.SecurityConfigurator;
SePlatform.HMI.IntegrityControl;
SePlatform.HMI.SetPoints;
SePlatform.HMI.Alarms;
SePlatform.HMI.Trends;
SePlatform.HMI.Statistics.

vV V VvV V VvV V
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OT0 roToBble pelleHnst ¢ cobcTBeHHbIM API, aaloLLymM BO3MOXHOCTb MMGKOM HACTPOMKM PpaboTbl KOMMOHEHTOB MO/,
coOCTBEHHbIe 3a4a4n.

Qa-bAmRBP=s= T4h T

LEEH8 £DhhIC K

BuinvoTera romnorerTos B X MainForm= [
o | 5
A Texer ~
[" CoeanrurensHan nuxua =, = 1
8] Mecto cosqmesun 3anpoc AaHHbIX g 38 o vac g | 32 Bocens uacos ‘ ‘ 3a cymon ‘

J” Kpuean nurua

[ok| CrcTemHas kHOMKa | = =

[ Viexogreni koa X
MNone sacaa -
1 |Alarms_1.

PegakTop TekcTa
Je SkipCurrentSound ~ |ApSource|
Beimaparouyi crmcok Je ClearSoundQueue
== Wnaukatop nporpecca Je SethdvancedRequestFilterAslson
- Monsymox 100% Je SetHistoricallnterval
Jx SetAdvancedFilterAslson I]\\)
'S Aepeao 0 0 ouior fe RequestRecentEvents
T Kononka gepesa W init_ApSource v
Onucarne Monoxerne

k=

Bt McTounnk gaHHem aspesa
Dpeiim

v Brewirme Mgy

CommonLib
© A S35 Om - Orera
~ Tonw
[ Alarms
~ 3xpannsic dopris
Alarms_App
Form_1
TnoBansrsie obuekTol
v Mpoekt <ALARMS>
Tune: A QB0 ) 0coofuenwit
~ 3xparHbie hophisi
MainForm

Tno6aneHbIE 06BEKTEI v
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9. SePlatform.HMI|.WebViewer

SePlatform.HMI.WebViewer nozsonset npocmatpusatb MHemocxeMbl npoekta SePlatform.HMI n
B3aUMOLENCTBOBATb C HUMU Yepe3 Be6-nHTepdelic.

DYHKUMOHaNbHbIE BO3MOXHOCTU:
> npeobpasoBaHue npoekta SePlatform.HMI B Be6G-npunoxeHne ¢ npegeapUtenbHON KOMIUASLUEN NPOEKTA;
> npefocTaBrieHVie BO3MOXHOCTH yAarieHHOro fOCTyNa K MHEMOCXeMaMm Yepes Beb-nHTepdeiic;
> nogaepxka BO3MOXHOCTM NMOAKIOYEHUS K BEG-MPUITOXEHNIO C UCMONb30BaHWeM 6e30MnacHoOro CoeAnHeHus;
>

npepocTtaBiieHne BO3MOXHOCTH Bbl60pa TEM Od)OpMJ'IeHI/IFI Be6-I'IpI/IJ'I0)KeHI/IF|.

9. SEPLATFORM.HMI.WEBVIEWER
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10. SePlatform.HMI - npunoxeHus

10.1. SePlatform.HMI.Alarms

SePlatform.HMI.Alarms - pacluupeHue cpegbl pa3paboTtku u ncnonHenus SePlatform.HMI. MpencTtaBnseT coboi
6G1GNMOTEKY KOMMOHEHTOB, NMO3BOJSAOLLMX NMPOCMAaTPUBAaTL COOBLLEHNS O COBbLITUSIX TEXHOIOMMYECKOoro npoLecca.

M penocTaBnAaeMbl€ BO3MOXHOCTW:

> NpPOCMOTP OrnepaTmMBHbIX Cco00LLEeHNN, nony4yaemMbliX C IOKalibHbIX U yAaNeHHbIX CepPBEPOB;

NPOCMOTP UCTOPUM COBBITUIA;

vV V VvV V V VvV

neyatb CrMcKa CoobLLLEHN.

HacTpoliKa 3ByKa, LiBeTa U MUraHus LiBeTa As COOBLLEHMIA 0 COObITUAX Pa3HO BaXHOCTH;
KBMTUPOBAHWE OMNEPATUBHbBIX COOBLLEHMIA O COObITUAX;
hunbTpauusa 1 CopTUPOBKA COOBLLLEHNI O COBBLITUSIX;

3KCnopT coobueHnn B harnn doopmata *.csv, *.x1sx n *. pdf;

3anpoc gaHHbIX

‘ 3a 0auH Yac ‘ ‘ 33 BOCEMb YEC0B ‘ ‘ 3a cyTkK

g BEHEHTSDE V-5l @dedidx

-
Bpema resepawm

—
Bpens cpabaToisanus

CoobueHne

WcTounmk cobel...

Bavkrc

22.09.2022 10:45:53.492

22.09.2022 10:45:53.451

Mo NPOMSE0MHOMY KONMYECTEY YPOBHEH -- YPOBEHb HIDKE MPEAENbHOMD

VSLevel.s_vslevel2 700

22.09.2022 10:45:45.111
22.09,2022 10:45:17.201
22.09.2022 10:44:42.616
22.09.2022 10:42:16.407
22.09.2022 10:41:34.408
22.09.2022 10:39:28.545
22.09.2022 10:38:39.688
22.09.2022 10:38:23.519
22.09.2022 10:38:08.904

22.09.2022 10:45:45.107
22.09.2022 10:45:17.179
22,09.2022 10:44:42.596
22.09.2022 10:42:16.349
22.09.2022 10:41:34.400
22.09.2022 10:39:28.430
22.09.2022 10:38:39.648
22,09.2022 10:38:23.496

22,09.2022 10:38:08.881

Mo NPOM3E0MLHOMY KONMYECTEY YPOBHEH — YPOBEHS HItiE HOPMETMBHOMD

WsLevel.s_vslevell 500

Mo NPOM3E0NEHOMY KOMH-
Mo ypoBHio -- 3HaqeHre Bi
Mo ypoBHIO -- 3Ha4EHWE Hi
Mo YPOBHIO -- 3HAYEHWE B
Mo ypoBHID - 3HaqeHKe Bi
Mo ypoBHID — 3HaqeHue Bi
Mo yPoBHID -- 3Ha4eHHe Bi

Mo ypoBHio -- 3HaqeHe Bi

Mapametpel
BanHocTe cofibimiit
Hacrpoitka cobsmmi

Bua Tabamus!
MaHenb MHCTPYMEHTOS

KommeHTapun

DUNLTPbI

SkanopT

il

VAT

10 coobuweriai

10.2. SePlatform.HMI.Trends

X
Hactpoiika cofbmuit F
AkTMBHOCTE [Mogycnoswe BawHocTe  [pynna BawHocTM  Cofwerue  KBMTMpoBaHue — MiuraHue
Bce ee7 Mpumep Mpumep Het —
Mo YMONYEHID QoH: I:‘ TekeT: . Mpumep
KeuTrposaHHoe cooblyeHme DoH: l:‘ TewcT: . Mpumep
LiseT BhlneneHH BoifpaHHoro cobbimis . Mpumep

[ MpumensTs cTitne ksuTiposanHore coofiueHns ko Bcem cTonfan
[ Murarot seibpartsie cronbus

MWraeT BCA CTpoKa

SePlatform.HMI.Trends - paciuvpeHue cpegbl paspabotku u ucnonHenuns SePlatform.HMI. MpeacTtaenser coboi
6MBNNOTEKY KOMMOHEHTOB, MO3BONAIOLLMX NMPOCMATPUBATL FpadhvKn U3MEHEHWI MapaMeTPOB TEXHONOMMYECKOro

npoLecca.

lNpepoctaBnsemMble BO3MOXHOCTU:

> NpocMoTp rpacdduKoB M3MEHEHMIA NapaMeTpoB B pearibHOM BPeEMEHH;

> MNpPOCMOTP UCTOPUM 3HAUYEHWIA;

10. SEPLATFORM.HMI - TTPUITOXEHWA
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> MPOCMOTP AaHHbIX MO CMrHanam B Buae Tabnuubi;
> COXpaHeHue CNMCKa CUrHamoB 1 AaHHbIX MO cUrHanam B hann;
> 3arpyska cnuMcka curHanosB 1 AaHHbIX Mo curHanam us daina;
> MaclTabupoBaHue 1 NO3ULMOHNPOBaHME rpacnKoB;
> neyaTb rpadomKoB.
ol Trends — m] x
g BHA-E-5%E En=EEEN B o |We e O & fafe] ®
B Diameter |f
® km 21.2 7
v IlZro 21.0 4

i AlarmBadQuality
) AlarmBadQualityFall
@ Density
L) Disable
D Height
@ HeightCorrection
O km
¥ | Napor
D RegHi
@ Reglo
@ RegValue
@ Value
@ ValueMax
[ NaporDelta
v |5 Pressure
= Alarm
¥ AlarmGround
L) AlarmHi
=) AlarmLo
@ Regti
@ Reglo
@ Regvalue
@ Value

@ ValueMax

= 20.0 4

19.54

19.0

18.8

16:22:00

2022-06-30

16:22:30
2022-06-30

16:23:00
2022-06-30

16:24:00
2022-06-30

16:23:30
2022-06-30
Bpems

i

Liget

Crune

Mapkep

OnucaHke

WA

3HaueHue

EfuH..

Bpems KauecT... MUHAMYH Makcumym

CnAoWwHas

+

AK.

0.2

30.06.2022 16:24:25 216 1.0 21.0

CNAOWHaA

+

AR

20,8

Krefom2

30.06,2022 16:24:25 216 19.0 21.0

rd

10.3. SePlatform.HMI.SecurityConfigurator

SePlatform.HMI.SecurityConfigurator - npunoxeHuve, npegHasHaueHHoe A1 KOHUIY pUPOBaHUs MOACUCTEMBI
6e3onacHocTu SePlatform.Security.

Mop, KOH(bI/IprVIpOBaHVIEM noacuctemMbl 6esonacHocTH noapasymMmeBaeTca:

> cospgaHue YYeTHbIX 3anucen nonb3oBartenen ans npenocTtaBnieHna M A0CTyna K BO3MOXHOCTAM MNMPOEKTa;

vV V VvV V

10.4. SePlatform.HMI.SetPoints

SePlatform.HMI.SetPoints - npunoxeHue anst npocMoTpa 1 pegakTUPOBaHKS YCTaBOK NapameTpoB
TexHonorndyeckoro npouecca. SePlatform.HMI.SetPoints MmoxHo 3anycTuTb kak oTAenbHOe NpUNoxeHue, NMbo
BCTPOUTb €r0 B MPOEKT aBTOMAaTu3aLum, nocTpoeHHsin Ha SePlatform.HMI.

Ha3Ha4yeHne npas nosib3oBaTeniam, rpynnam uw/vnun ponAam.

co3pgaHne pone|7| M Ha3Ha4yeHne nx nosib3oBartenam unu rpynnam;

ob6beanHeHne nonb3oBaTenen B rpynnbl AnA npegocTtaBieHnd UM O4ANHAKOBbIX BO3MOXHOCTEN;

€o3[aHve npaB AoCTyna K BO3MOXHOCTAM MPOEKTa U rpynnUMpoBKa NPae B MPUNOXEHNS;

SePlatform.HMI.SetPoints moxHo BcTpauBaTth B NpoekThl, paboTatome Ha OC Windows 1 OC Linux n focTynHble

yepes Beb-uHTEpdeiic.

10. SEPLATFORM.HMI - TTPUITOXEHWNA
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[ MainForm — [m| X
A
E CaHuTapHo-BEITOB0I Kopnyc HaumeHoBaHKe WaeHTudmkaTop En. u3m. HvkHAR aBapHitHan HiokHAR npeaynpeawTen. .. HiskHAR TexH
v =
&7 HC 1 JaeneHue Ha Hanope 00SRP5S2CPO01  |SRP52CPOO1 MMa
@ MarucTpantHele arperaTel
L JaeneHwe Ha Hanope 00SRP52CPO02  [SRPS52CPO02 MMa
v | BpemeHHble YCTaBKN
FFH MarncrpansHsie Hac... | |Aasnerie va Hanope 00SRPSSCPO01  |SRP9SCPO01 MMa
TemnepaTypa 00SRPS0CTO01 nepsoro
NoAWMNHKKS Hacoca SRP90CTO01 C
TemnepaTtypa 00SRPS0CTO02 sToporo
NOAWWMNHKKS Hacoca SRP90CT002 C
JaeneHwe Ha Hanope 00SRP98CPO02  |SRP93CPO02 MMa
TemnepaTypa 00SRPS0CTO03 nepsoro
NOAWMMHKS HACoCa BRI E =
TemnepaTtypa 00SRP90CTO04 EToporo
NOAWMMHKS HACoCa SHEETTR =
JaeneHue Ha Hanope D0SRP9SCPO01  |SRPSSCPOO1 MMa
TeMmnepaTypa BOZAYXS SRP23CTO01 oC
£ >
v
< >

10.5. SePlatform.HMI.Explorer

SePlatform.HMI.Explorer - npuknagHoe pelienne Ha 6ase SePlatform.HMI, npegHasHayeHHoe st npocMoTpa u
n3MeHeHus1 3HauyeHuin curHanoe SePlatform.Data Server.

10.6. SePlatform.HMI.Charts

SePlatform.HMI.Charts - pacluunpeHnue cpeabl pa3zpaboTku u ncnonHeHus SePlatform.HMI. MNpepctaBnsiet coboi
6MBNNOTEKY KOMMOHEHTOB, MO3BONAOLLMX NPeACTaBNSATb AaHHble, MPUHATbIE OT UCTOYHMKA, B BUAE rpachvkoB.

M penocTtaBnAemMble BO3MOXHOCTU:

> NIpocMOoTp rpacddUKOB ONEPATUBHBIX AAHHbIX MO 3HAYEHWSIM, MOMYYEHHbIM C JTOKaNbHbIX U YA eHHbIX
cepBepos.;

> npocMoTp rpadoMkoB NCTOPUHECKUX OaHHbIX.

10.7. SePlatform.HMI.Tables

SePlatform.HMI.Tables - pacwuupenue cpeabl pazpabotku un ncnonHenus SePlatform.HMI. MpepcTaBnsiet coboi
6MBNNOTEKY KOMMOHEHTOB, MNO3BOMSAOLLMX MOMELLATh B TabnuLy AaHHble 06 onepaTUBHbIX COBbITUSAX C UCTOYHUKA
nunéo dopmMupoBaTh TabnuLbl Ha OCHOBE NM0BbIX COBCTBEHHbLIX AaHHbIX.

I penocTtaBnAaeMble BO3MOXHOCTU:
> 3anonHeHue HeBuayarn bHOW TabNuLbl MOAENMN AaHHbIMU C UCTOYHUKA;

> 3anosiHeHve HeBU3yarbHOW Tabnuubl MOAENW AaHHbIMU, BBEAEHHBIMM BPYUHY10, A1 NOCHEAYoLLEero
XpaHeHus;

10. SEPLATFORM.HMI - TTPUITOXEHWNA
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> BU3yanusauwus Tabnuubl, XpaHaLWencs B MOAeny AaHHbIX;

> [AeKopupoBaHWe BU3yarnbHoW Tabnuubl.

10.8. SePlatform.HMI.IntegrityControl

SePlatform.HMI.IntegrityControl - npunoxeHue ansa py4Horo 3anycka KOHTPons LenocTHOCTV chalnoB 1 Nanok Ha
nokarnbHbIX/yAaneHHbIX y3rax U NpocMoTpa pe3ysibTaToB NpoBepKu. MpunoxeHre Cnonb3yeTcs Kak AoMNofHeHne K

komnoHeHTam SePlatform.Security n SePlatform.HMI.Security, T.K. KOHTPONb LLENOCTHOCTM BbIMOMHAETCS C
NMOMOLLbK 3TUX KOMIMOHEHTOB.

SePlatform.HMI.IntegrityControl moxHo 3anycTuTb kak oTaenbHoe npunoxeHue, Nmbo BCTpamBaTb ero B
npuKnagHble NpoekTbl, pa3paboTtaHHblie B SePlatform.HMI. LienessiMu npoektamu MoryT 6biTb NPOEKTHI,
pabotatome Ha OC Windows, OC Linux, a Takxe [OCTYMHbIE Yepe3 Beb-uHTepdeiic.

10.9. SePlatform.HMI.Statistics

SePlatform.HMI.Statistics - npuknaaHoe pelwieHue Ha 6a3e SePlatform.HMI, nossonstolee npocmaTtpuBaTth
CTaTUCTUYECKME AaHHbIE:;

> SePlatform.Data Server;

SePlatform.AccessPoint;

cepBepa uctopmndeckux aaHHbix SePlatform . Historian;

cepBepa BOCNpousBefeHns ICTopudeckux aaHHbix SePlatform.Imitator;

vV V VvV V

cepBepa nuueHanpoBanus SePlatform.License Server.

10. SEPLATFORM.HMI - TTPUITOXEHWA
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11. SePlatform.HMI - pononHuTensHbIe MOaYNU

11.1. SePlatform.HMI.Security

SePlatform.HMI.Security - 310 pacluuperue cpeabl pazpabotku u ucrnonHenust SePlatform.HMI. Pacwupenve
npeacTaBnsaeT coboit 6MGIMOTEKY KOMMOHEHTOB, NO3BOMNAOLLMX B3aUMOAECTBOBATb C NMOACUCTEMOIA
6e3onacHoctu SePlatform.Security n3 npoektos SePlatform.HMI.

Mo B3aMmopencTenem nogpasymMmeBaeTcs:

>

vV V V V V

pervcTpaums nonb3oBaTens B NoacuctTeme 6e3omnacHoOCT (BXoA) C UCMONb30BaHMEM YUYETHbBIX AaHHbIX;
NMPOCMOTP TeKyLLeln KoHdUry paumm nogcuctembl 6esonacHoctn SePlatform.Security;

M3MeHeHe TeKyLLein KoHury paumm nogcuctembl 6esonacHoctn SePlatform.Security;

nony4eHue nHopMaLmm o cTaTyce ornepaLuii Nonb3oBaTens;

BbIXOZ, U3 NoAcuUCTEMbl 6€30MacHOCTY;

KOHTPONb LLEeNOCTHOCTM hannos.

11. SEPLATFORM.HMI - OOMONMHUTENbHbLIE MOOYITN
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12. SePlatform.HMI - 6ubnunorteku

12.1. SePlatform.HMI.CommonLib

SePlatform.HMI.CommonLib - aTo paclumpenue cpenbl paspabotku u ucrnonHenus SePlatform.HMI.

Pacw npeHne npeacrtaBsnaeT coboi 6ubn NOTEKY KOMIOHEHTOB, KOTOPblI€ MOXHO UCMNOJ1b30BATb B CBOUX MNMPOEKTax
aBToMaTun3aunu:

> [OmanoroBble OKHa;
KOHTEKCTHOE MEHIO;
KaneHaapb;
hannoBblin MeHeaXep;
KOHBEPTEP 3HAYEHWN;
[.epeBO CUrHanoB.;
XypHarn coobLLEeHWIA;

KOMMOHEHTbI 6e30mnacHoCTH;

VvV V V VvV V V VvV VvV

pa3nnyHble KHOMNKU U UHANKaTOopbI 1 MNp.

BHeLwHWI BUA 1 dhyHKLUM KOMMIOHEHTOB MOXHO HAacCTpoUTb € nomoLsto API.

12. SEPLATFORM.HMI - BUBJTMOTEKN
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13. SePlatform.Security

SePlatform.Security - nogcnctema 6e3onacHocTy, NO3BoONALLAS:
> pa3rpaHuyMBaTh AOCTYM MOfb30BaTenel B NpoeKkTax asToMaTmu3auny;

> BeCTU ayout 6e3onacHocTu.

Ewe SePlatform.Security no3sBonsieT KOHTPONMPOBATb LLEENOCTHOCTb (hainoB M nanok. YTobbl ucnonb3oBaTh
YHKLMIO KOHTPOSS LLENOCTHOCTU, MoHapobuTcs pacwmnpenve SePlatform.HMI.Security.

SePlatform.Security coctonT 13 cnegyowmx KOMMNOHEHTOB:

> AreHT 6e3onacHocTu - cnyxb6a SePlatform.Security.Agent (Ha OC Windows) unu cepsuc
seplatform.security.service (Ha OC Linux);

> LDAP-cepBep, npegHa3HayeHHbIN 418 XpaHeHns nHopmauum 0 Nonb3oBaTensx, ux npasax v np.;
> T[porpamma gns koHdurypuposanus LDAP-cepsepa - SePlatform.Security. Configurator.

Ha prcyHke nokasaHbl npumepbl B3aumogenctems komnoHeHToB SePlatform.Security. Ha cxeme cnesa onvcaH
npouecc KoHUry pyupoBaHus NoAcuMcTeMbl 6€30MacHOCTM aAMUHUCTPATOpoM (warm 1-3), Ha cxeme crpaBsa -
npoL,ecc aBTop13aLmMm Nnorb30BaTens B nogcmuctemMe (warm 4-8).

AaMuHucTpaTop ‘ge}

SePlatform.Security

S;éq

iy

[
| | | |
| |
| | : |
| ) |
I LDAP-cepeep Security | | LDAP-cepeep Security :
| . Configurator | | . Configurator
3 ] I
| ® I’5> | e O |
| y
I | | I
| AreHT SePlatform.Security ] | | [ ArenT SePlatform.Security ] I
©) ® ® |
I e vy \ —_— s 7
h J
[=]]] [=i] =] ‘ SePlatfarm HMI Trends I—@ @
KnacTepHoe pabiodee mecTo KnacTepHoe pabodyee mecTo

Monbaoeatens @_)
(onepatop,
OWCNETHED M MNP.) /=

1. AoMuHucTpaTop, ucnone3dys SePlatform.Security.Configurator, cozgaet KoHurypaumio noacucTemsl
6ezonacHocTu. Mpeanonoxmm, co3aaeTt yYeTHyo 3anuch Nonb3oBaTens, Ha3HaYyaeT eMy npaea, U 06beguHaeT
Heckornbko APM B knacTepHoe paboyee MecTo.

2. BTy nHdopmaumio nony4vaet SePlatform.Security.Agent.
3. SePlatform.Security.Agent coxpaHsaeT nonyyeHHyto nHpopmaumo Ha LDAP-cepsepe B BMAae 3anuceil.

13. SEPLATFORM.SECURITY
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4. Mpegnonoxum, nonb3oBaTerb, YbsA y4ETHAsA 3anvcb CO3,aHa aAMUHUCTPATOpoM, coburpaeTcs
Bocrnonb3oBaTbea nporpammoit SePlatform.HMI. Trends, yctaHoBrneHHol Ha ogHom 13 APM knacTepHoro
pabouyero mecta. SePlatform.HMI.Trends ncnonbayet cepsuc 6e3onacHocTu. MoaTomMy nonb3oBaTenb
OOINXEH 3aperncTpupoBaTbCa B nogcucteme 6e3onacHocTH. [nsa 3Toro oH BBOAUT CBOM YUETHbIE AA@HHbIE B OKHE
peructpauumn SePlatform.HMI. Trends.

5. SePlatform.HMI.Trends nepenaet BBeieHHbIE yYETHbIE faHHbIE areHTy 6€30MacHOCTHU.
6. SePlatform.Security.Agent cpaBHMBaEeT BBeEHHbIE fAaHHble C 3anncsamm Ha LDAP-cepeepe.

7. Ecnv BBeAEHHbIE AaHHbIE BEPHbI, CEPBEP NPEOCTaBNAET areHTy MHopMaLmio 0 NpaBax Nonb3oBaTens,
Ha3Ha4YeHHbIX EMY aAMVHUCTPATOpPOM Ha ware 1. SePlatform.Security.Agent 3anomuHaeT nonb3oBartens
KaK TeKyLLero.

8. SePlatform.Security.Agent npegocraBnsaeT MHGOPMaLMIO O Nofib30BaTerne BCEM NporpaMmam,
ncnonb3ytoLwmm cepsuc 6esonacHocTu, Ha Bcex APM knacTtepHoro pabo4dero MecTa, Kyaa y nosib3osatens
€CTb [OCTYN.

13.1. Co3paHue y4yeTHbIX 3anuceiu nosb3oBaTesien

YyeTHada 3anucb Nonb3oBaTensa co3gaerca ans:
> Ha3Ha4deHus nosib3oBaTesnto npas Ha onpegereHHble DEencTeund B NMPOeKTe aBTOMaTmn3aL nu;
> co3pfaHuA YHUKalbHbIX J1OrMHa 1 Napona ona ocTtyna nosfib3oBaTesia K NPOoeKTy;

>  XpaHeHust MHOPMaLMK O NMOJSIb30BATESIE - €10 UMEHM, [ONXHOCTU U MNp.
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13.2. Pa6ota c rpynnamm

CospaHue rpynn no3sonseT 06 beAnHATL NOSIb30BaTeNen C O4MHaKOBLIMU NpaBaMu.
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13.3. PaboTa ¢ npunoxeHusmu

Bo3MoxHOCTH nonb3oBaTenen B NpoekTe ONpeaensioTCA HanmyueM y HUX pa3peLleHmii 1 3anpeToB Ha
onpefeneHHble feicTeus. IHopMauusa o ToM, pa3peLleHo Uy 3anpeLLeHo Nornb3oBaTenio Kakoe-nubo AencTseme,
XpaHuTCA BUAe 3HaveHus npaea. [NpaBa cnegyeT co3faBaTtb BHYTPY NPUIOXeHUIA. [punoxeHus no3sonsoT
rpynnupoBaTh NpaBa no KakoMy-nnéo NpusHaky 1 co3aaBatb Poru, KOTOPbIe BNOCMEACTBAN MOXHO Ha3HavaTb

nonb3oBaTenam n rpynnam.

m [nasran
- N ~ ~ BB \ O
OO 2 B & & & o, ©, & B Gy
L ¥ = \ ]
Q A ad - g Egé = ral + + s kﬁj X
Hazag C6HoBuTE Paboune Tpynnu Monssosatenw | [lobaswre [loBaswme Ypanute  [flormueckoe Crpoxosoe [loBasute Coxpanmute 3Skcnopt
= MECTE w3 daiina Mpaso Mpaso ponb B daiin B Excel
Mouck npraoxering P | & Npunoxerve ana aucnetuepos Mouck npasa P
Mpunosxenue A3 AMCNETHEPOE | Tun Mpaso Onucanue
Yuactok 1 B OtEeTHl Ha IBOHKUW
5 ) OTEeThl Ha 3E0HKW OT A00HEHTOE
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14. SePlatform.Domain

I'Ipep,HasHaqu AnNA BbINOJTHEHNA l/IHCbpaCprKTyprIX (byHKLl,MVI 1 06 begnHEHNS Y31n0B UCMONHAKLWNX KOMMNOHEHTOB

B eauHyto ceTb SePlatform.Net.

lNpepocTaBnsemMble BO3MOXHOCTU:

> no3Bonser OAHOBPEMEHHO pa3Bopa4ynBaTb KOHCbVIpraU,VIIO, MOCTPOEHHYO C NOMOLLbIO
SePlatform.Development Studio, Ha Heckonbkux ak3emmnspax SePlatform.Data Server u

SePlatform.AccessPoint;
> nozBonseT 06HoBNATb KoHurypauum SePlatform.Data Server un SePlatform.AccessPoint Ha y3nax cetu

SePlatform.Net;

>  MOHWUTOPUHI COCTOSAHMS PaboTbl CMOMHSIIOLLMX KOMMOHEHTOB B IOMEHE;

> BcBaske ¢ SePlatform.Security no3BonsieT opraHM3oBaTh €AuHYH TOUKY A0CTyNa B rpynne
pacnpegeneHHsix APM.

14. SEPLATFORM.DOMAIN
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15. SePlatform.Mapping Server

SePlatform.Mapping Server - komnoHeHT Cnctam NnaTopm, ¢ NOMOLLEH KOTOPOro BO3MOXHO NpeacTaBsieHne
onepaTMBHbIX 3HAYEHWI, UICTOPUMN 3HAYEHNI 1 COOLITUIA B PENSILMOHHOM BUAE.

KomnoHeHT peanusoBaH B Buae paclumpenus CYB/[ PostgreSQL v npepocTasnsiet SQL-goctyn k gaHHbiM CUCTIM
[Nnatdopm, c BO3MOXHOCTbIO M3MEHEHUSI ONepaTMBHbLIX 3HAYEHWIA.

15. SEPLATFORM.MAPPING SERVER
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16. JlnueHanposaHume Cucrtam Nnatgopm

JIMueH3uns gaét nonb3oBaTesio NpaBo YCTAHOBKM, 3anycka U UCNofb30BaHUsA KoMMnoHeHToB CucTam MNnaTtdopm B
npoekTax aBTomaTtusauuu. [ns nonyyeHns nuLeH3nmn Heobxoamm cepsep nuueHsmposaHna SePlatform.License
Server v NULLEH3MOHHBIN KITtou.

JILLEH3UOHHBI KNHY COAepXUT Habop NULLEH3MI Ha KomnoHeHTbl Cuctam MNMnatdopm. SePlatform.License
Server 3anpalumBaeT MHHOPMALMIO O HANUYNUK NTMLLEH3MM Ha KOMMOHeHT CrcTam MnatdopM B MCMONb3yeMOM
NULEH3MOHHOM Krltode. [NonyyeHHyto nHdopmaumio o nuueHsun SePlatform.License Server npegocTtasnset
KomnoHeHTy Cuctam Nnatdgopm.

N e H3 MoH Hb1 A
RO

- Cepsep
- NULEH3UPpOBaHNA

KomnoneHT

CyuecTByeT ABa TUMna NMLEH3NOHHbIX Kitoyel Cuctam MNnatdopm: annapaTHbIil U MporpaMmMHbIA.

AnnapaTHbIN K04 - 3TO YCTPOMUCTBO, KOTOPOE NoAKIIIoYaeTcs K KoMmnbioTepy Yepe3 USB-pa3bém. Y cTaHoBKa
OpaiiBepa 1 aKTUBaLMsA JIMLLEH3MM A1 annapaTHOro Kitoya He TpebyeTca. [na NuLeH3MpoBaHUsi KOMMOHEHTOB
Cuctam lNnaTtdopM, ycTaHOBIEHHBIX HAa KOMMbIOTEPE, AOCTAaTOYHO NOAKTYNTL annapaTHbIi Koy B USB pasbem
OaHHOro KoMnbloTepa.

MporpaMMHbIii KiToY - 3TO NporpaMMHbI aHanor annapaTHOro Kito4a, KOTopbl NpUBA3bIBAET KOMMOHEHTLI CUCTIM
MnatdopM K KOHKPETHOMY KOMMbIOTEPY. [nsi nuLeH31poBaHust KomnoHeHToB CucTam MNnatdopm,

YCTaHOBJ1€HHbIX Ha KOMMNblOTEPE, Tpe6yeTcs| aKTnBauua NULLEH3UN.

Ina nuueHsnpoBaHus komnoHeHToB Cnctam MNnaTtgopm ncnonb3ytoTcsa ABa BUAA NULEH3NOHHbLIX KIHYeil:
Sentinel n Guardant.

16.1. Knioun Guardant

[na nuueHsnpoBaHusa komnoHeHToB Cnctam MNnaTtdopm ncnonb3ytoTcsa ABa TMna Kioyei: annapaTHbIin Koy
Guardant Sign v nporpammHbIi kKntod Guardant DL.

16.1.1. OC Windows

Ina nuueHsnpoBaHus komnoHeHToB Cuctam MNnaTtdopm ycTaHoBUTE cepBep NULEH3NPOBaHKS
SePlatform.License Server.

16.1.1.1. YctaHoBka SePlatform.License Server

Insa yctaHoeku SePlatform.License Server 3anycTtute ycTaHOBOYHbIN dhain SePlatform.LicenseServer.Agent-
X X X+XX . XXXXX-X64.msi U crieaynTe UHCTPYKLUMAM MacTepa yCTaHOBKM.

YcTaHoBKa BbINONHAETCA B nanky: C: \Program Files\SePlatform\SePlatform.LicenseServer.Agent.

B OC Windows SePlatform.License Server cyHkLMoHUpYeT B BUAe cryx6bl SePlatform.LicenseServer.Agent.

16. MMUEH3NPOBAHVE CUCT3M MNITAT®OPM
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16.1.1.2. AnnapaTtHbin Kno4 Guardant Sign

MopkntounTe annapatHbin Kintod Guardant Sign B USB pa3zbem komnbioTepa. [LononHUTENbHbIX LENCTBUN HE
Tpebyetca. Kntoy rotos k paboTe.

B cnyyae, ecnv koMmnoHeHTbl Cuctam MNnatdopm He MOoryT NonNy4YnTb NIMLEH3MI0 NOCTE NOAKTIOYEHNS
annapaTHoOro Kitoya, To TpebyeTtcst ycTaHoBUTL Aparisep Guardant camocTosaTenbHo. YTobbl yCTaHOBUTL
npansep Guardant:

1. OTkntounte «Usonaumw agpa» B «<besonacHocTn Windows». [1ns aToro:
1.1. BoinonHute Komanay Nyck -~ BesonacHocTb Windows.
1.2. B oTKpbIBLLEMCSA OKHE BblGEPUTE «Be30MacHOCTb YCTpoicTBa».
1.3. B paspene «M3onauma agpa» HAXMUTE Ha «CBegeHMA 06 u3onauMM agpa».

1.4. B onuun «LlenoCTHOCTb MamMATU» nepenBnHbTE NOJI3YHOK NnepeksitoyaTena B NnofioxeHne

«OTKNYEHO».
BezonacHoots Windows — O >
&
Vsonauusa aapa

HocTynHele Ha ycTpolcTee GyHKUMKM BE30NacHOCTY, KOTOPLIE MCNONB3YIOT
13] 5E30NacHOCTE Ha OCHOEE BMPTYaIM3alK.
O LI,EJ"IDCTHDCTE' MNamMATIA

—|p'E£|,CTE PallasT ataky, OCYLWECTBAASMEIE NYTEM BCTAEKKW EQEAOHOCHOTO
'Q\ KC44a B NpOoUeCChl C ELICOKOW GEe30MacHOCTEHD,
e

@ o
|

MoapobHee

2. 3anycTuTe YyCTaHOBOYHbIN hann GrdDrivers. exe (pacrnonoxeH B nanke \CTopoHHUe
komnoHeHTbI\Guardant\drivers). Takxe ckayaTtb gpansep ana Windows MOXHO CO CTpaHuLbl
https://www.guardant.ru/support/users/drivers/.

O6HoBneHue

[ns o6HOBNEeHNA cocTaBa NULLEH3MM annapaTtHoro kntoda Guardant Sign TpebyeTcs NoaKoYeHne K ceTu
NHTepHerT.

1. 3anyctute MacTep nuueHsui Guardant - npunoxenne license_wizard.exe (pacnonoXeHo B Nanke
\CTopoHHHe KoMmnoHeHTbI\Guardant\x.xx\license_activation).

16. MMUEH3NPOBAHVE CUCT3M MNITAT®OPM



40 CUCT3OM NNATDOPM. OBLLEE ONMNCAHUNE

2. MNepengute B HacTpoiku:

MacTep nuuyensni Guardant 3.0.14.0 B H *

N3

QrpaHuyeHne CeTeson PadoTa
NULEH3NM pecypc Ha Wi
(=) Knrod Guardant Sign #40FC7246 :
Key.Data.22.10
Meta.2207 Be3 orpaHW4eHui - v
Lic.Data.2207 10.07.2023 - w

Switch to English

3. YKaxute agpec cepBepa 0OHOBIEHNS NTULLEH3UNA.

https://licsep.systeme.ru:443

Mactep nuuenzwii Guardant 3.0.14.0 - O x

< Hazan

HacTponku

Anpec cepeepa

hitps://licsep.systeme.ru:443

4. BepHUTECH B OKHO JlMLieH3un, Haxae Hasag,.

Mactep nuuenzwi Guardant 3.0.14.0 B H x

HacTpoinku

A nper reneorns

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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5. B meHi0 kntoya BelbeprTe KomaHay MpoBepuTb HanuMuMe OGHOBEHMA.

Mactep auuenzuil Guardant 3.0.14.0 - O X

NuieHaus

41

v |

6. Ecnn ansa kntoya 6yayT o6HapyXeHbl OGHOBNEHUs], TO OHM OTOOPA3ATCS B CNMCKE OGHOBIEHUS JIMLIEH3WA.

[ns 06HOBNEHUS NTULLEH3UU KITIoYa HaXMUTE KHOMKY MpUMeHUTb.

16.1.1.3. MNMporpammubin kntoy Guardant DL

AKTMBaUWSA, OGHOBEHUE U NEPEHOC NULLEH3MK NporpaMmmMHoro kintoya Guardant DL BbINOMHAETCSA B NPUNIOXEHUM

MacTtep nuuen3unin Guardant - license_wizard.exe (pacnonoxeHo B nanke \CTopoHHue
KoMmnoHeHTb\Guardant\x.xx\1license_activation).

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM

OrpaHudeHne CeTeBoi PaGoTa
NMLEHINK pecypc Ha VM
@ Knioy Guardant Sign #40FC7246 o
q
Key.Data.22.10 Clposepm: Hanuume oéchBHEHnﬁ)
Meta.2207 B3 orpaHuueHui - v Oddnaiv o6HoBNEHNE
Lic.Data.2207 10.07.2023 -
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AKTMBaUUA Ha KOMMNbIOTEpPE C AOCTYNOM B AHTepHeT

1. 3anycTtute npunoxenHve MacTep nuueHsnn Guardant.

2. MNepengute B HacTpoitku:

MacTep nruyensnid Guardant 3.0.14.0 a - %

NnyeHam

Ha aToM KOMMbOTEpE He
06HaPY)KEHO HX OHOM NNLIEHSNM

Yto y Bac ecTb?

@ CepviHbBIN HoMep, dain NMUeH3nK

AKTHUBHWPYHATE NHUUEHIHHD

E| USB-kno4

BcTaeeTe €ro B 3T0T KOMNBIOTEP

Switch to English

3. YKaxute agpec cepBepa 06HOBEHNS NTULLEH3UIA.

https://licsep.systeme.ru:443

Mactep nuueHzwid Guardant 3.0.14.0 - O >

€ Ha3an

HacTponku

Anpec cepeepa

hitps://licsep.systeme.ru:443

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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4. BepHuTecb B OKHO JluueH3un, HaxaB Ha3aga.

MacTep nuuensvia Guardant 3.0.14.0 B - X

HacTponku

A nner rerEsns

5. B OKHe JiMeH3umn HaXMUTE KHOMKY AKTUBaLMA JIULEH3UN.

MacTep nvuenznid Guardant 3.0.14.0 B H 8

nueHaum Crvrmion)

6. B oKHe AkTuBauma nuueH3um BbibepuTe KOMMbIOTEP, HA KOTOPOM OyAET MCNonb30BaThCA NULEH3NSA - Ha
3ToM, BBEAUTE B Mosie BBOAA CEPUIHBI HOMEP NPOrPaMMHOro KJto4a, yKa3aHHbIN B cepTudmnkaTte, n Haxmute
KHOMKY MoAyYnTb NULEH3UIO.

MacTtep nuuenznii Guardant 3.0.14.0 — O >

< Hasan

AKTMBaLMA NULEH3MM

NnA aKTWBALWMKW CEPMAHOMD HoMEpa NOHAA0GUTCA KOMNBHITED C JOCTYNOM B MHTepHeT

o Ha KaKoMm KOMNbIOTEpe BEbl XOTHTE HCNONb20OBaTh NHL EH3HID?

- Ha atom

A\,
Ha gpyrom

e @ain NMUEH3KWY UnK haln nepeHoca &y OphnaiH akTHBauma
dgw7Jz-Vx¥Zmk-HEpjCE-fROTde-rnYwCy ot

Mony4uTh NMLEH3WHD

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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AkTMBaumA Ha KoMmnblotepe 6e3 goctyna B UHTepHeT

1. 3anycTtute npunoxenHve MacTep nuueHsnn Guardant.

2. Haxmute AKTUBauma AMLEH3UN.

MacTep nvuenznid Guardant 3.0.14.0 B H 8

nueHaum Crvrmion)

3. B OKHe AkTuBauma nuueHsum BbibepuTe KOMMbIOTEP, HA KOTOPOM Oy AET MCNONb30BaThCA NULEH3NA - Ha
3TOM M HAXMUTe OppnaH aKTUBaLMUA.

Mactep nruyenznid Guardant 3.0.14.0 B - *

< Ha3an

AKTMBaLMA NULEH3NN

Nns aKTWBALWMKY CEpMRHOMD HOMEDA NOHAaA0GUTCA KOMNBIOTED C AOCTYNOM B MHTepHeT

o Ha KaKom KOMNbIOTepe BEbl XOTUTE HCNONb30BaTb NHL EH3IWIO?

Ha arom

Ha opyrom

e CepuiHbIA HoMED @aiAn NMUEH3WK MNK hain nepeHoca (?Sb OhdnaiH arnﬁaunD

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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4. Ha Bknagke HoBasa nuueH3uUa HaXmuTe KHOMKY CoxpaHUTb, COXpaHUTe Ha Aucke daiin 3anpoca opmarta
*.request N HaXMNTE KHOMKY MpoaomUTb.

El Macrep nuuerzwii Guardant 3.0.14.0 — O >

< Ha3ag

AKTMBaLMG NULLEH3UK

NnA aKTWBAaLWMKW CEPMAHOMD HOMEpa NoHAA0GUTCA KOMNBHITED C JOCTYNOM B MHTEpHeT

oy,

(e OddnaitH akTuBauma

HoBaA nUUeH3KA QBHOBNEHWE NHULUEHIWK MepeHoC NUUEHIWUK

CoxpauuTe $pain 3anpoca. OH COOEPMNT MHDOPMALMIO ANA GKTUBALMKM NMLEH3WM Ha APYTOM
KOMMbOTEPE C AOCTYNOM B MHTEpHET.

(25 DEV70-24-RUB.activation.request
o S

-ﬁ- HacTpoiku Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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5. Mepengute Ha KoMMblOTEP C AoCTyNoM B IHTEpHET 1 3anycTuTe npunoxenne MacTtep nuueHsunn Guardant.

5.1. Mepenaunte B HAacTpoiikn 1 yKaxuTe agpec cepBepa 06HOBMEHMUS NTULLEH3UIA.

https://licsep.systeme.ru:443

Mactep auueHsuil Guardant 3.0.14.0 — O x

€ Ha3an

HacTponkum

Anpec cepeepa

5.2. BepHUTECh B OKHO JIMLEH3UM U HAXMUTE KHOMKY AKTUBAUUS JIMLIEH3UM.

MacTep nuueHzuii Guardant 3.0.14.0 — O x

TnueHamm (e )

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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5.3. YKkaxuTe KoMnbloTep, Ha KOTOPOM ByAeT UCMONb30BaTbCA NIMLLEH3NA - Ha ApYyroM 1 HAXMUTE KHOMKY
MpoAoKUTb.

Macrep nuuenzui Guardant 3.0.14.0 - O *

€ Ha3ap

AKTUBaLNA NTULIEH3NU

IinA aKkTWBauWK CepMWHOND HOMEpa NOHAA06MTCA KOMNBHOTED C AOCTYNOM B MHTepHeT

o Ha KakoMm KOMNbOTEpE Bbl XOTUTE HCNONb30BaTh NHL EH3IHIO?

Ha sTom

Ha opyrom

e MonyuuTe thaiin 3anpoca Ha TOM KOMMNbIOTEPE, Ha KOTOPOM XOTUTE HCMNONb30BaThb NPOrPaMMHbIil
npoayKkT

1. 3anycTuTe Ha HeM Npunoxedne MacTep nuueHanil Guardant.

2. HamMM1TE KHOMKY « AKTHBALLMA ML EH3HKH» — «MICNONb30BATE HA 3TOM KOMNbIOTEpE: —
«0ddpnaiH akTHRaLHA».

B peaynkTaTe Bbl NOMYYMTE (aiin 3anpoca, KOTOP.IA HYXHO UCNONL30BATE Ha 3TOM KW HDG0M
LPYroM KOMMEHTEDE C AOCTYNOM B MHTEPHET.

L} Hactpoiiku Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM



48
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5.4. HaxmuTe KHOMKY BbibpaTb ¢aiin 1 Bbibepute dann hopmata * . request, NEPeHECEHHbIN C
KoMmbtoTepa 6e3 goctyna B IHTepHeT.

Mactep nuuensnii Guardant 3.0.14.0 B - %

€ Ha3zap

AKTUBALINSG NTULIEH3UM

IlnA aKTWBALWW CEpWITHOTO HOMEDA NOHAA0GUTCA KOMNBIOTED C 4OCTYNOM B MHTepHeT

a AKTHEALMWA NHLEH3WKW OANA OpYroro KOMNblOTEpa

BribepuTe diain, KoTopbIA NONYYKMNK B pe3ynsTaTe aK TUBaLMK, OBHOBNEHWA UNK NepeHoca
NULEH3WNK C APYroro KOMNbHOTEpa.

-!:Iv HacTpoiku Switch to English

5.5. BBeaute B nore BBoAa CEPUNHBLIA HOMEP NPorpaMMHOro KMnio4a, yKasaHHbl B cepTudukare, 1
HaXMUTe KHOMKY AKTUBUPOBATb HOBYH JIULEH3MK.

MacTep nuueHzuii Guardant 3.0.14.0 — O x

€ Ha3zap

AKTUBALINSG NTULIEH3UM

InA akTWBaLWK CEpUMHOND HOMEDA NOHAN0BUTCA KOMMNbIOTED C AOCTYNOM B MHTepHeT

a AKTHEALMWA NHLEH3WKW OANA OpYroro KOMNblOTEpa

[2% DEV70-24-RUB.activation.request

BriGpate Opyrof

=

-=
(9]
X

dgw7Jz-VaYZmk-HEBpjCB-fROTde-rn'w

AKTWBWPOBATE HOBYH NULEH3WH

-!:I» HacTpoiku Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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5.6. HaxmuTe KHOMKY CoXpaHUTb 1 COXpaHUTE Ha AUCKe daiin akTuBauum nuueHsnm oopmara *. license.

MacTep nuueHzuii Guardant 3.0.14.0 — O et

€ Ha3zag

AKTMBaLIMA NULEH3UM

InA akTWBauMi CEpUMHOTD HOMEDA NOHAL06WTCA KOMMNBIOTED C 4OCTYNOM B MHTEpHeT

[ DEV70-24-RUB.activation.license

OTNpaBbTe NoAYYeHHbIA dain NMMLLEHINK Ha KOMMbIOTED, Ha KOTOPOM XOTUTE MCMONb30BaTh
NpOrpaMMHbIA MPOIYKT.

1. 3anycTuTe NnpunoseHe MacTep nuWeH3Mil Guardant Ha KOMMNBHTEDE, Ha KOTOPOM 5}’,EI,EET
MCNONb30BATLCAH I'IpDFpaMMHbIIﬁ NpoaykKT.

2. HamMM1TE KHOMKY « AKTHBALLMA ML EH3UKH» — «MICNONb30BATh HA 3TOM KOMNbIOTEpe: —
«0ddpnaiH akTHRaLHA».

3. BriGepwTe nonyyeHHblid gain nMLeHauu.

-!:E HacTpoiku Switch to English

5.7. MNepeHecuTe nony4eHHbIN harin akTuBaLmm NuuLeH3mmn doopmara * . license Ha KomnbioTep 6e3
[ocTyna B VIHTEpHET, Ha KOTOPOM TpebyeTcs akTMBMPOBaTb JTULLEH3UIO.

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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6. Ha komnbloTepe 6e3 fgocTyna B VIHTEpHET HaXMUTE KHOMKY MpofomkmMTb, Y MeHA ecTb (ain JMLEH3UM.

MacTep nuuyensni Guardant 3.0.14.0 B H *

< Ha3ag

AKTMBaL MG NMULLEH3UN

Ina aKTWBaUW CepUWHOre HOMEPa NOHAA0EWTCA KOMMNBIOTED C AOCTYNOM B MHTepHET

1. MNepeHecKTe COXPaHeHHEIA aiin 2anpoca U cepURHbLIA HOMEpP Ha KOMNLIOTED C A0CTYNOM B
MHTEPHET.

2. 3anycTuTe Ha Hem Npunoxedve Mactep nuued2Mid Guardant.

3. HaMUTE KHOMKY « AKTHBALLMA NULLEH3UU» M aKTMBUPYIATE NMMLEHIWIO ANA APYTOro KOMMLHTEDAE.

B pe3aynbTaTe Bbl NONYYMTE HOBbIA (aiin NMLLEH3UH, KOTOPLIA HYXHO aKTHBMPOBAThL Ha 3TOM
KOMMBIOTEDE.

MpoJoN#KKTE, ¥ MEHA ECTE GERN TULEHIKN

-ﬁ- HacTpoiku Switch to English

7. Haxmute KHornky BeibpaTb ¢aitn 1 BoiGepuTe chaiin dopmara *. license, NEPEHECEHHbIN C KOMMbOTEpa C
[OCTyNoM B VIHTepHeT.

MacTtep nuueHznii Guardant 3.0.14.0 — O >
€ Haszag
AKTVMBALIMS NULEH3UN
[ins aKTWBALMK CEpUAHOMD HOMEDA NOHAZA0BWTCA KOMMNBIOTED C AOCTYNOM B MHTEpHET

(. N

e AKTHBaUMA ¢ NOMOLLLK Gaina NULEeH3HKH

BriGepuTte daiin, KoTopeIA NONYYKMNKY B pe3ynsTaTe aKTUBALMKW, OBHOBNEHWA MK NEpeHoCca
NULIEH3MK C OpYroro KoMMsHTepa.

BoifpaTe hain

. /

-ﬁ- HacTponkw Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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O6HOoBNEHME Ha KOMMbIOTEPE C AOCTYNoM B MHTepHeT

1. 3anycTtute npunoxeHne MacTep nuueHsnn Guardant.

2. MNepengute B HacTpoitku:

Mactep nuuenznii Guardant 3.0.14.0 — O >

NueHamm

OrpaHvueHue CeTesoi PagoTa
NALEHIWK pecypc Ha Vi
(#) DNuuexsua Guardant DL #CB7BAS56B :
Key.Data.22.10
Meta.2207 Be3 orpaHu4eHuiA - v
Lic.Data.2207 10.07.2023 - v

Switch to English

3. YKaxute agpec cepBepa 06HOBEHNS NTULLEH3UIA.

https://licsep.systeme.ru:443

Mactep nuueHzwid Guardant 3.0.14.0 - O >

€ Ha3an

HacTponku

Anpec cepeepa

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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4. BepHuTecb B OKHO JluueH3um, Haxas Ha3aga.

Mactep auuenzui Guardant 3.0.14.0 — O x
< Ha3an
Anner reneena
5. B okHe JiuueH3umn B MeHI0 Kintoya BbibepuTe KoMaHay NpoBepuTb HanuuvMe OGHOBNEHMWIA.
Mactep nuuersmii Guardant 3,0.14.0 — O X
JnueHsnn
OrpaHuyeHue CeTeBoi PatoTa
NMLEHINKN pecypc Ha VM
JuuensuA Guardant DL #CB7BAS6B :
Key.Data.22.10 C‘Iposepm: Hann4Ke oéHOBHEHnﬁ)
Meta.2207 Be3 orpaHu4eHnil - v OddnaiH obHoBNEHNE
Lic.Data 2207 10.07.2023 - v MepeHecTH Ha APYroi KOMMLHOTED
{} HacTpoitkw Switch to English

6. Ecnu ansa kntoya 6yayT o6HapyXeHbl OGHOBNEHUS], TO OHM OTOOPA3ATCS B CNMCKE OGHOBIEHUA JIMLIEH3WA.
[ns 06HOBNEHUs NMULLEH3UN KITIoYa HaXMUTE KHOMKY MpUMeHUTb.

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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O6HoBneHne Ha KomnbloTepe 6e3 goctyna B MHTepHeT

1. 3anyctute npunoxenue Mactep nuueHaun Guardant.

2. B okHe JluueH3umn B MeHIo KNntoYa BbibepuTe KoMaHay OpdnaitH obHOBJIeHMe.

Mactep nuuensnii Guardant 3.0.14.0

JTLEH3MK

NMuuensua Guardant DL #CE7BAS6B

Key.Data.22.10
Meta. 2207

Lic.Data.2207

£} HacTpoiikn

OrpaHuyeHue
NNLEHINMN

Be3 orpaHudeHnil

10.07.2023

CeTeBoR
pecypc

- O *
+ AKTMBALMA NHLEHIMK
PagoTa
Ha VM
MpoOBEPUTE HANKMYME OBHOBNEHMH
iy @¢¢naﬁH 0GHOBNEHWE )
vy

MepeHecTH Ha ApYroi KoMMbioTep

Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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3. Ha BKnagke O6HoBNneHne NuUeH3UMU HaXMUTE KHOMKY CoOXpaHUTb, COXpPaHUTE Ha AuCKe hainn 3anpoca
dopmara *. request U HAXMUTE KHOMKY MPOAOIKUTD.

El Macrep nuuenzwii Guardant 3.0.14.0 — a x>

€ Ha3ap

AKTUBaLNS NULEH3UM

NNA aKTWBALMKM CEpUAHOMD HOMEDA NOHAA0EMTCA KOMNBIOTED C AOCTYNOM B MHTepHEeT

| HoBaA NULEeH3MA DBHOBNEHWE NWLIEH3UW MepeHoc NMUEHIKMK

Guardant DL #CB7BASEE

CoxpaduTe daiin 2anpoca. OH COLEp¥UT MHHOPMaLWMID ANA aKTUBALMK NMLEHIMK Ha ODYIOM
KOMMLHITEPE C AOCTYNOM B MIHTEDHET.

|'~_:-? DEV70-24-RUB-DL_CB7BAS6B.update.request

-ﬁ HacTpoiku Switch to Enaglish

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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4. MNepenpute Ha KOMNLIOTEP C AOCTYNOM B VIHTEpHET 1 3anycTuTe npunoxenne MacTtep nuueHsunn Guardant.

4.1. MNepenanTe B HACTPOIKK 1 YKaxXUTe agpec cepeepa 0OHOBIIEHNS NMULEHIUIA.

https://licsep.systeme.ru:443

Mactep auueHsuil Guardant 3.0.14.0 — O x

€ Ha3an

HacTponkum

Anpec cepeepa

4.2. BepHuTechb B OKHO JIULEH3UU U HAXXMUTE KHOMKY AKTUBaLMA JIMLIEH3UMN.

MacTep nuueHzuii Guardant 3.0.14.0 — O x

TnueHamm (e )

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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4.3. YKaxuTte KOMMbOTEP, Ha KOTOPOM OyAET MCMONMb30BaThCSA NTULEH3NSA - HA ApYroM U HaXXMUTE KHOMKY
MpoAo KUTb.

Macrep nuuenzui Guardant 3.0.14.0 - O *

€ Ha3ap

AKTUBaLNA NTULIEH3NU

IinA aKkTWBauWK CepMWHOND HOMEpa NOHAA06MTCA KOMNBHOTED C AOCTYNOM B MHTepHeT

o Ha KakoMm KOMNbOTEpE Bbl XOTUTE HCNONb30BaTh NHL EH3IHIO?

Ha sTom

Ha opyrom

e MonyuuTe thaiin 3anpoca Ha TOM KOMMNbIOTEPE, Ha KOTOPOM XOTUTE HCMNONb30BaThb NPOrPaMMHbIil
npoayKkT

1. 3anycTuTe Ha HeM Npunoxedne MacTep nuueHanil Guardant.

2. HamMM1TE KHOMKY « AKTHBALLMA ML EH3HKH» — «MICNONb30BATE HA 3TOM KOMNbIOTEpE: —
«0ddpnaiH akTHRaLHA».

B peaynkTaTe Bbl NOMYYMTE (aiin 3anpoca, KOTOP.IA HYXHO UCNONL30BATE Ha 3TOM KW HDG0M
LPYroM KOMMEHTEDE C AOCTYNOM B MHTEPHET.

L} Hactpoiiku Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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4.4, Haxmute KHOMKy BbibpaTb ¢aitn n Bbibepute dhain 3anpoca opmara *. request, NEPEHECEHHbIN C
KoMmbtoTepa 6e3 goctyna B IHTepHeT.

El Macrep nnuerzwii Guardant 3.0.14.0 — O x

€ Ha3zap

AKTUBALINSG NTULIEH3UM

IlnA aKTWBALWW CEpWITHOTO HOMEDA NOHAA0GUTCA KOMNBIOTED C 4OCTYNOM B MHTepHeT

e AKTHEALMWA NHLEH3WKW OANA OpYroro KOMNblOTEpa

BribepuTe diain, KoTopbIA NONYYKMNK B pe3ynsTaTe aK TUBaLMK, OBHOBNEHWA UNK NepeHoca
NULEH3WNK C APYroro KOMNbHOTEpa.

-!:Iv HacTpoiku Switch to English

4.5. Haxmute KHOrMKy O6HOBUTb 3TY JIULIEH3MIO.

El Macrep nnuenswii Guardant 3.0.14.0 — O et

€ Ha3zag

AKTUBALNA NTULIEH3UA

IlnA aKTWBALWW CEpWITHOTO HOMEDA NOHAA0GUTCA KOMNBIOTED C 4OCTYNOM B MHTepHeT

e AKTHBaUMA NULUEH3WK O4NA ApYroro KoMnbloTepa

[ DEV70-24-RUB-DL_CB7BA56B.update.request

BoiSpaTh OpyroM

OBHOBWTE 3TY NMLUEHIWHD

-!:I» HacTpoiku Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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4.6. HaxmMute KHOrMkKy COXpaHUTb 1 COXPaHWTE Ha Aucke dann obHoBMeHns nuueH3um oopmara
*.license.

MacTep nuueHzuii Guardant 3.0.14.0 — O x

€ Ha3zap

AKTUBaLMA NULIEH3UN

InA akTWBaLWMK CEpUMHOMD HOMEDA NOHAL0BMTCA KOMMNbHITED C OCTYNOM B MHTepHeT

[ DEV70-24-RUB.update.license

OTNpaBLTE NONYYEHHEIA dain NMUEHIWK Ha KOMMNBHOTED, Ha KOTOPOM XOTUTE MCNONBL30BATE
MpOrpaMMHLIiA NpoayKT.

1. 3anycTuTe npunoxeHue MacTep nuueH3Mnil Guardant Ha KOMNbHITEDE, Ha KOTOPOM 5}',D,ET
MCNONb30BaATLCA I'IDDFDEMMHI::IIH npooykT.

2. HamM1TE KHOMKY «AKTMBALLMA NULLEH3UK: — «MICNONb30RATE HA 2TOM KOMNBIOTEpE: —
«0ddpnaiH akTHBaLHA».

3. BolbepuTe NONYYeHHLIA hain NULEH3NH.

L} Hactpoiiku Switch to English

4.7. NMepeHecuTe NonyyeHHbIn hain obHoBNEHUs nuueHsum hopmaTta *. 1license Ha KoMnbloTep 6e3
AocTtyna B VIHTEpPHET, Ha KOTOPOM TpebyeTcs aKTUBMPOBATh STULLEH3MUIO.

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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5. Ha komnbloTepe 6e3 fgocTyna B VIHTEpHET HaXMUTE KHOMKY MpofonkmMTb, Y MeHA ecTb (ain JMUEH3UM.

Mactep Auuensnii Guardant 3.0.14.0 — O >

< Ha3ag

AKTUBALNG NULEH3NK

InA aKTWBALMW CEDUAHOMD HOMEDA NOHAA0BMTCA KOMINBHTED C OCTYNOM B MHTEpHET

1. MepeHecKTe coXpaHeHHbIA Gaiin 3anpoca Ha KOMMNbIOTED C AOCTYNOM B MIHTEpPHET.
2. 3anycTuTe Ha Hem Npunoxedne MacTep nuueHaui Guardant.

3. HaMMWTE KHOMKY «AKTHEALLMA NHLLEH3WH» U 0GHOBWTE NULIEH3MID INA PYToro KOMNLHTEPA.

B pe3ynbTaTe Bbl NOAYYMTE HOBBIA (hain NMLLEH3UM, KOTOPBIA HY#HO AKTWBUMPOBATh Ha 3TOM
KOMMBHITEpE.

MpoACMKUTE, ¥ MEHR ECTh Bain NULEH3MK

-ﬁ HacTpoHku Switch to Enaglish

6. Haxmute KHornKy BeibpaTb ¢aitn 1 BoiGepuTe thanin doopmara *. license, MEPEHECEHHDBIN C KOMMbOTEPA C
[0CTyNoM B VIHTepHeT.

MacTtep nuuenznii Guardant 3.0.14.0 — O >
€ Hasap
AKTMBALMS NULEH3MM
NnA aKTMBALMW CEpUAHOrD HOMEPA NOHAA0EBHTCA KOMMNBIOTER C A0CTYNOM B MHTepHeT

B AKTHBaLUMA C NOMOLLLIO (Paina nULEH3UK

BriGepuTte daidn, KoTopeIH MONYYKMNKW B pe3yNsTaTe aKTUBALMK, OBHOBNEHWA UK NEpeHoCa
NULIEH3MK C ApYroro KoMMbTepa.

BoiGpaTh thakn

N /

-ﬁ- HacTponkw Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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CUCT3OM NNATDOPM. OBLLEE ONMNCAHUNE

MNepeHoc Ha apyrou KoMmnbioTep

1. 3anycTtute npunoxenHve MacTep nuueHsnn Guardant.

2. B oKkHe JiuueHsun B MeHI0 Kiltoua BbiGepute KomaHay NepeHecTn Ha Apyroii KoMnbloTep.

Mactep nuuensmii Guardant 3.0.14.0 — O X

JTLEH3MK

+ AKTMBALMA NALEHIWN

OrpaHuyeHue CeTesoi

PagoTa
NMLEHINK pecypc Ha VM
@ Nuuenaua Guardant DL #CB7BAS6B
Key.Data.22.10 MpOBEPUTE HANMYWE OBHOBNEHMIA
Meta. 2207 B&3 OrpaHuueHuil - o OddnanH 0GHOBNEHWE
Lic.Data.2207 10.07.2023 - v (‘IepEHecm Ha apyroi I{OMI'I:.IC-TE‘D)

£} HacTpoiikn Switch to English

3. B okHe MepeHoc nuueHsun Guardant DL HaxXmuTe KHOMKY COXpaHUTb 1 COXPaHUTE Ha AMCKe dalin nepeHoca
dopmarta *. rehost.

MacTep nuuensuid Guardant 3.0.14.0 B - 8

€ Hasag

[NepeHoc nuueH3un Guardant DL #CB7BAS6B

2 DL_CB7BA56B.rehost

4 CoxpaHwTb
Mocne coXpaHeHnA NMUEHINA NEPECTAHET PAGOTATE HA 3TOM KOMMNBHOTERS

1. CoxpaHuTe haiin nepeHoca B HaeXHOM MeCTe.

2. MepeHeckTe ain NnepeHoca Ha HOBLIA KOMIMBIOTED M aKTMEWPYATE £ro B NpunoMeHMn Mactep
nuueHanid Guardant.

£} HacTpoiikn Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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4. Ha ppyrom KomnbloTepe 3anyctuTe npunoxenve MacTtep nuueHsnin Guardant n HaXmMuTe KHOMKY AKTUBaUmA
JIMLEH3MUM.

Mactep nruyenzni Guardant 3.0.14.0 B - x

NnueHanm ()

5. YKaxute KoMnbloTep, Ha KOTOPOM ByAeT UCMONb30BaTbCA NULEH3MUS - Ha 3TOM, NepenanTe Ha BKaaKy daiin
JMueHsunm unu ¢aitn nepeHoca, HAXMUTE KHOMKY BolbpaTb ¢aiin u BbibepnTe paHee CoXpaHeHHbI chaiin
nepeHoca opmara *. rehost.

MacTep nuuensni Guardant 3.0.14.0 B - %

< Ha3ag

AKTUBaALNA NULIEH3UK

NnA aKTWBALMA CEDMAHOMD HOMEDA NOHAA06MTCA KOMMBHOTED C QOCTYNOM B MHTEpHET

o Ha KaKOoM KOMMNbIOTEpPE Bbl XOTHTE UCNONb30BATD MWL EH3HIO?

Ha atom

Ha opyrom

e | CepritHBIA HOMEep ©alin NMUEH3IWK UNW hain NepeHoca & OthibnaiH aKTHBaL KA

BoiGepuTte dain, KOTOPBIA NONYYKMNK B pe3ynbTaTe akTUBaLUMKM, 06HOBNEHWA UNKU NepeHoca
TNHLEHINK C APYroro KoOMNeHTEPa.

-!:Ir HacTpoiku Switch to Enaglish

16.1.2. OC Linux

[nsa nuueHsnpoBaHus KomnoHeHToB Cuctam MNnatdopm, ycTaHoBneHHbIX Ha komnbtoTepe ¢ OC Linux:
> ycTaHoBuTe cepBep nuueHsnpoBaHua SePlatform.License Server;
> yctaHosute Guardant Control Center.

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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16.1.2.1. YctaHoBka SePlatform.License Server

KomaHga YCTaHOBKW BbIMOJTHAETCA TONMbKO OT CyMnepnosib3oBaTens «root».

MmA ycTaHaBnBaemMoro nakerta: seplatform.licenseserver.agent-x.X.Xx+xX.xxxxx.deb vnm
seplatform.licenseserver.agent-x.X.X+XX.XXXXX.rpmB 3aBUCUMOCTH OT ucrnonb3yemoin OC Linux. Haxoascbk
B narke ¢ yCTaHOBOYHbIM MakeToM, 3anyCcTuTe yCTaHOBKY LUTATHbIM MakeTHbIM MeHe XepoM.

YcTaHoBKa nakeTa *. rpm C MOMOLLbIO NakeTHoro mexHeaxepa YUM:

yum install seplatform.licensing.agent-x.X.X+XX.XXXXX.rpm

YcTaHoBKa nakeTa *. rpm ¢ MOMOLLbIO NaKeTHOro MmeHeaxepa RPM:

rpm -i seplatform.licensing.agent-X.X.X+XX.XXXXX.rpm

YcTaHoBKa nakeTa * . deb ¢ NOMOLLbIO NaKeTHOrO MeHeaXxepa apt:

apt-get install seplatform.licensing.agent-x.X.x+xX.Xxxxxx.deb

YcTaHoBKa nakeTa * . deb ¢ NOMOLLIbIO NakeTHoro meHepxepa dpkg:

sudo dpkg -i seplatform.licensing.agent-x.X.Xx+xx.xxxxx.deb

16.1.2.2. YctaHoBka Guardant Control Center

Y ctaHoBuTe Guardant Control Center (yCTaHOBOYHbIE NAaKETbI pacnonoXeHbl B Nanke \CTopoHHue
KomrnoHeHTb\Guardant\x.xx\control).

KomaHaa YCTaHOBKW BbIMONMHAETCA TONMbKO OT CyMepnofib30BaTens «root».

Haxo;:mcn: B Nanke ¢ yCTaHOBOYHbIM NAaKeToM, 3anyCcTute yCTaHOBKY LUTATHbIM MakKeTHbIM MeHeXXepoM.
YcTaHoBKa nakeTa *. rpm ¢ NOMOLLbIO NakeTHOro meHeaxepa YUM:

yum install grdcontrol-x.Xx-Xxxxx.rpm

YcTaHoBKa nakeTa *. rpm ¢ NOMOLLbIO NakeTHOro MmeHeaxepa RPM:

rpm -i grdcontrol-x.x-Xxxxx.rpm

YcTaHoBKa nakeTa *. deb ¢ NOMOLLbIO NAaKETHOIO MeHenxepa apt:

16. MMUEH3NPOBAHUVE CUCT3M MNITAT®OPM
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apt-get install grdcontrol-x.x_xxxx.deb

YcTaHoBKa naketa *. deb ¢ MOMOLLBIO NakeTHOro MeHeaxepa dpkg:

sudo dpkg -i grdcontrol-x.x_xxxx.deb

16.1.2.3. AnnapartHbii kKnioy Guardant Sign

Moakntounte annapatHbln Koy Guardant Sign B USB pa3bem koMnbioTepa. [JononHUTenbHbIX AeNCTBUIA He
Tpebyetcs. Kntoy rotos Kk pabote.

O6HoBneHue

[nst 06HOBNEHMA cocTaBa NULLEH3MM annapaTHoro kntoda Guardant Sign TpebyeTtcs NoaKtoyYeHne K ceTm
MHTepHeT.

1. icnonHaemomy danny license_wizard B CBOMCTBax yCTaHOBWTE NpaBa Ha 3anyck (pacnofoXeH B nanke
\CTopoHHMe KoMmnoHeHTbI\Guardant\x.xx\license_activation).

CeOWCTEa X
4} | license_wizard
OBwme OuckpeynoHHbIe anHﬁ'lehI} AyouT ‘ MaHgaTHas MeTka ‘ Mognuce ‘ K.C

Bnaneneuy;: | root

Mpynna: | vboxsf

Bnaneneu: @ YTeHne @ 3anncb @ BrinonHeHWe
Mpynna: @ YTeHme @ JFanuceb @ BoinonHeHwe

OcraneHbe: D YTeHme D JFanuceb @ BoinonHeHwe

CnewumnansHble dnaru:

[ ] suiD-6ur [_] sGID-Bur [_] Sticky-6ur

Oa ‘ OTMeHa |

2. 3anyctute Mactep nuueH3un Guardant - uicnonHsembiv dann license_wizard.

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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3. Mepengute B HacTpoiiku:

CUCT3OM NNATDOPM. OBLLEE ONMNCAHUNE

& -
£ MacTep nuuen3uid Guardant 3.0.3.0

JlnueHsnm
OrpaHqyeHue
MALEHIHI
(=) Kniou Guardant Sign #40FC7246
Key.Data.22.10
Meta. 2207 Be3 orpaHuyeHi
Lic.Data.2207 10.07.2023

+ AKTUBALWA AMUEHIKWK

CeTesoi PaBoTa
pecypc Ha VM
- w
- w

Switch to English

4. YKaxuTe agpec cepepa 06HOBMEHNA NTULLEH3WIA:

https://licsep.systeme.ru:443

* .
&' MacTep nvueH3did Guardant 3.0.3.0

€ Hasap

HacTponkn

Afpec cepeepa

hitps://licsep.systeme.ru 443

16. TIMLUEH3NPOBAHNE CUCTOM MIATOOPM
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5. BepHuUTeCh B OKHO JinLleH3uu, HaxaB Ha3aa.

& =
&% MacTep nwueH3mid Guardant 3.0.3.0

HacTponkn

Afpec cepeepa

6. B meHI0 kito4va BolbeprTe KoMmaHay MpoBepuTb HanuMuMe OGHOBAEHMA.

=3 MacTep nuuensnin Guardant 3.0.3.0 - O x
Nuuensun
OrpaHuyeHie CeTeoit PaGora
AMLEHSHI pecype Ha VM
(&) Kniou Guardant Sign #40FC7246 :
Key.Data.22.10 (ﬂpusepmb Hanuumue UﬁHuBnEHMH)
Meta 2207 B&3 orpaHuyeHmii - v Oddnaitn obHoBNeHNE
Lic.Data. 2207 10.07.2023 - v
i:} HacTporKkid Switch to English

7. Ecnn ansa kntoya 6yayT o6HapyXeHbl OGHOBNEHUs], TO OHN OTOOPA3ATCS B CNMCKe OGHOBIEHUS JIMLIEH3WA.
[ns 06HOBNEHUs NMULLEH3UU KITI0Ya HAXMUTE KHOMKY MpUMeHUTb.

16.1.2.4. NMporpammHbii Koy Guardant DL

AKTMBaUWSA, OGHOBEHUE N NEPEHOC NMLLEH3MK NporpaMmmMHoro kintoyva Guardant DL BeinonHseTcs B MacTtepe
nuueHsui Guardant - ncnonHaembln dpann license_wizard (pacnonoxex B nanke \CTopoHHue
KoMmnoHeHTb\Guardant\x.xx\1license_activation). B cBoiicTBax license_wizard ycTaHOBMTE NpaBa Ha 3anyck.

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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CeoACTEa X

ﬁ| | license wizard |

OB e OWcKpeLMoHHBIE 3aTpMbyThI ‘ AyOuT ‘ MaHOaTHaA MeTkKa ‘ Mognuce KC
Bnapeneu: | root V|
Mpynna: |ub{:-x5f W|

Bnageney: @ YrteHue @ 3annco @ BrinonHeHKWe
Mpynna: @ YreHwe @ 3annck @ BrinonHeHKWe
OcTanbHble: E] YreHue E] 3annce @ BrinonHeHme

CrneumWansHble dnaru:

[ ] suiD-6ur [_] sGID-6ur [_] Sticky-6ut

16. TIMLUEH3NPOBAHNE CUCTOM MIATOOPM
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AKTMBaUUA Ha KOMMNbIOTEpPE C AOCTYNOM B AHTepHeT

1. 3anyctute MacTtep nuuen3un Guardant.

2. MNepengute B HacTpoitku:

* ’
<% MacTep nMueH3niA Guardant 3.0.3.0

MnueHsmi

Ha aToM KOMNbroTEpe He
0BHapYy>XeHo HU OAHON NULEH3UN

Y10 ¥y BAC ECTL?

@ CepuitHblit Homep, haitn NuLeH3uw

.I“-.HTHE.HD?’HTE‘ NHUUEH3INHD

5 USB-kntou

BcTaeeTe €ro B 3T0T KOMNBHOTED

Switch to English

3. YKaxute afapec cepBepa 06HOBMNEHUS NULLEH3WIA:

https://licsep.systeme.ru:443

& -
* MacTep nMueH2miAn Guardant 3.0.3.0

€ Hazap

HacTponkn

Afpec cepeepa

hitps://licsep systemeru 443

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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4. BepHuTecb B OKHO JluueH3um, Haxas Ha3aga.

& -
£ MacTep nuuen3uid Guardant 3.0.3.0

HacTponkn

Afpec cepeepa

5. B oKHe JIuueHsum HaxXMmuTe AKTUBaUMA JIMLIEH3UM.

* .
&' MacTep nMueH3Mid Guardant 3.0.3.0

IIICEENY (Emmmm— )

16. TIMLUEH3NPOBAHNE CUCTOM MIATOOPM
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6. B oKHe AkTuBauma nuueH3uu BbibepuTe KOMMbIOTEP, HA KOTOPOM OyAET MCNonb30BaThCA NULEH3NA - Ha
3ToM, BBEAUTE B Mosie BBOAA CEPUIHBI HOMEP NPOrPaMMHOro KJto4a, yKa3aHHbIN B cepTudmnkaTte, n Haxmute
KHOMKY MoAyYnTb NULEH3UIO.

X ~
+" MacTep nnueH3uwia Guardant 3.0.3.0

& Hazap

AKTWBaUMA NULEH3UU

[ns akTHBALMKM CEPHMHOMND HOMERA NOHagoBWMTEA KOMNBKOTED ¢ AOCTYNOM B MHTepHEeT

o Ha kakom KOMNbOTEPE Bbl XOTUTE MCNONB30BATE NHLEHIH w?
Ha atom
Ha apyrom

e dainn nuueHanK unu dann nepeHoca &y Ochdnaiin akTHBALMA
dgw7Jz-VxYZmk-HBp|CB-fRQTde-rmYwCy »

ﬁ HacTponki Switch to English

AkTMBauma Ha KoMmnblotepe 6e3 goctyna B UHTepHeT

1. 3anyctute MacTtep nuuen3ui Guardant.

2. Haxmute AKTMBaUMA NULEH3UM.

x .
+" MacTep nMueH3Mid Guardant 3.0.3.0

Muerzmm (=" )

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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3. B 0KHe AkTuBauma nuueHsum BbibepuTe KOMMbIOTEP, HA KOTOPOM Oy AET MCNonb30BaThCA NULEH3NA - Ha
3TOM M HAXMUTe OppnaH aKTUBaLUMUA.

* .
&' MacTep nMueH3Mid Guardant 3.0.3.0

£ Hazap

AKTUBALMSA NULEH3UU

[ns akTHBALMKM CEPHMHOMND HOMERA NOHagoBWMTEA KOMNBKOTED ¢ AOCTYNOM B MHTepHEeT

o Ha kakom KoMNblOTEpE Bbl XOTUTE UCNONb30BATL NMLEH3HID?

Ha atom

Ha gpyrom
e ®ain nMueHanK unw dain nepeHoca (&\ Oddnaii aKkTHBaLKMA )
ﬁ HacTpoRku Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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4. Ha Bknagke HoBasa nuueH3uUa HaXmuTe KHOMKY CoxpaHUTb, COXpaHUTe Ha Aucke daiin 3anpoca opmarta
*.request N HAXMUTE KHOMKY MpoaoHKUTb.

* -
' MacTep nuuen3unid Guardant 3.0.3.0

& Hazap
AKTMBELI,HH nnMueH3snn

JINA aKTHBALMK CepPMAHOD HOMEPa NOHARoBMTCH KOMNBIOTED ¢ ACCTYNOM B MHTEpHET

e Odpnaitn akTBaumus )

Hoeasa nMueHaua OBHOBNEHWE AMUEHIK MepeHoe NMLEHIMM

CoxpaHuTe dain 3anpoca. OH coaepUT MHDopPMaLWo NA aKTHBALIMK NMLIEH3WK Ha APYroM
KOMMNbloTepe ¢ AocTynoM B MHTepHeT.

% LapAstral7.activation.request 4 CoxpanuTte

{:} HacTpoiku Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM



72 CUCT3M MNJIATOOPM. OBLLEE OMUCAHUE

5. Mepengute Ha kKoMnbtoTep ¢ goctynom B IHTepHeT u 3anyctute Mactep nuueHaunin Guardant.

5.1. Mepenaunte B HAacTpoiikn 1 yKaxuTe agpec cepBepa 06HOBMEHMUS NTULLEH3UIA.

https://licsep.systeme.ru:443

x -
£ MacTep nWweH3WiA Guardant 3.0.3.0

€ Hazan

HacTponku

Anpec cepeepa

https://licsep.systeme.ru:443

5.2. BepHuTECH B OKHO JIMLIEH3UM N HAXMUTE KHOMKY AKTMBALMA JIMLIEH3UMN.

& _
+" MacTtep nvweH3niA Guardant 3.0.3.0

YIICEENY (=" )

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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5.3. YKkaxuTe KoMnbloTep, Ha KOTOPOM ByAeT UCMONb30BaTbCA NIMLLEH3NA - Ha ApYyroM 1 HAXMUTE KHOMKY
MpoAoKUTb.

X -
& MacTep nuueH3niA Guardant 3.0.3.0

€ Hasap

AKTUBaLMA NULIEH3NK

LnA aKTHBALMM CEPURHONO HOMEDa NOHAAOBWTCH KOMMNLKOTED € A0CTYNOM B MHTepHET

Ha atom

Ha npyrom

e MonyuuTe daiin 3anpoca Ha TOM KOMMNbIOTEpe, Ha KOTOPOM XOTHTE NCAONL30BaTh NPOrPaMMHBIA
npogyKT

1. 3anycTuTe Ha HeM NpunoxeHwe MacTtep nuuen3nia Guardant.

2. HaxmmuTe KHoNky «AKTHBaLMA nuuyeH3nn: [ «MenonbaoBaTb Ha 3TOM KOMNbloTepe: [
«Odrpnai aKTHBaL KA.

B pesynbTate Bbl nony4yuTe dain 3anpoca, KOTOPbIA HYXHO MCNONb30BATL HA 3TOM MAK NKEOM
OpYromM KOMNbOTEpe C 4OCTYNOM B MHTepHeT.

ﬁ HacTpoiku Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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X -
& MacTep nuueH3niA Guardant 3.0.3.0

CUCT3OM NNATDOPM. OBLLEE ONMNCAHUNE

5.4. HaxmuTe KHOMKY BbibpaTb ¢aiin 1 Bbibepute dann hopmata * . request, NEPeHECEHHbIN C
KoMmbtoTepa 6e3 goctyna B IHTepHeT.

€ Hazap
AKTMBELI,HH nnyeH3uni

nA aKTHBALMM CEpPURHOrD HOMEpa NOHaAoBUTCR KOMNLIOTED & A0CTYNOM B MHTEpHEeT

e AKTHBaALMA NHLEH3UKU ANA APYroro KOMnbloTepa

BbiGepuTe dhain, KOTOPBIA NOAYYUAW B pe3yALTATE AKTHBALKMK, OBHOBAEHWA WAK NepeHoca
NWUEHIWK C APYroro KOMNbTEpa.

BriBpate dakn

-{:} HacTpoiku Switch to English

5.5. Beegute B none BBOAA CEPUINHBIN HOMEP MPOrpaMMHOr0 Kito4a, YKa3aHHbIN B cepTudukare, u
HaXMUTe KHOMKY AKTUBUPOBATb HOBYH JIULEH3MK.

* -
£7 MacTep nWweH3WiA Guardant 3.0.3.0

€ Hazap
AKTMBHLI,HH NMMUEH 3N

nA aKTHBALMM CEPMRHOMD HOMEpPa NOHaAOBWUTCA KOMNBKOTED & A0CTYNOM B MHTEpHET

e AKTHBALMWA NMUEH3WK ANA APYroro KOMNbOTEpa

[2% LapAstra17.activation.request

Bribpate Apyron

dagw7Jz-Vx¥YZmk-HBp|CB-fRQTde-rmYwCy

AKTHBMpOBATL HOBYH NMALUEHIMHD

ﬁ HacTpoiku Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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5.6. HaxmuTe KHOMKY CoXpaHUTb 1 COXpaHUTE Ha AUCKe daiin akTuBauum nuueHsnm oopmara *. license.

* -
£7 MacTep nWweH3WiA Guardant 3.0.3.0

€ Hazapn

AKTUBaALMA NULEH3UM

JnA aKTHBALUMM CEPHUIRHOr0 HOMEDPA NOHAA0BKTCH KOMNBKTED C AoCcTyNoM B MHTepHET

[® LapAstra17.activation.license

OTrNpaBbTe NOMYYeHHbIiA hailn NHLEH3WH Ha KOMMNBHITER, HA KOTOPOM XOTHTE MCNONB30BATE
NporpamMmmMHBlA NPoOOYKT.

1. 3anycTuTe npunoxedve Mactep nuueHaud Guardant Ha KOMNBIOTEDE, Ha KOTOpPOM GyOeT
MCNONbL30BATLCA NPOrpaMMHBIA NPOAYKT.

2. HaMMHTE KHONKY < AKTHBALMA NHLEH3HH: — <MCNONb30BATE HA 3TOM KOMNbIOTEPE: —
«0dppnaiiH aKTHBRALHA».

3. BoibepuTe NoNy4YeHHBIA dadin NUUEHIHK.

ﬁ HacTporku Switch to English

5.7. MNepeHecuTte nony4yeHHbI hain akTuBauumn NuueHsmmn dopmara * . license Ha KoMnbtoTep 6e3
[ocTyna B VIHTEpHET, Ha KOTOPOM TpebyeTcsl akTUBUPOBATbL JIMLLEH3MIO.

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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6. Ha komnbloTepe 6e3 fgocTyna B VIHTEpHET HaXMUTE KHOMKY MpofomkmMTb, Y MeHA ecTb (ain JMLEH3UM.

& -
£ MacTep nuuen3uid Guardant 3.0.3.0

€ Hazap

AKTUBaLMSA NULEH3UU

JNA aKTUBALMM CEPHUAHOID HOMEPA NOHAAO0BWTCA KOMNLKTEP ¢ A0CTYNOM B MHTepHeT

1. MepeHecKTe coxpaHeHHbii aiin 3anpoca W cepHiiHbIA HOMEp Ha KOMMNBIOTEP € AOCTYNOM B
MuTepHer.

2. 3anycTuTe Ha Hem npunoxeHne MacTtep nuueHanii Guardant.

3. HasmmuTe KHONKY «AKTHBALMA NMLEH3MN: W aKTUBWMPYATE NIMLEH3WIO NA APYTOro KOMNBITEpA.

B peaynbTaTe Bbl NONY4YWTE HOBbIA hain NULEH3NK, KOTOPbIA HYXHO AKTMBMPOBATEL HA 3TOM
KOMMblOTEpE.

Mpogon#uTs, ¥y MEHA ecThb dain nMueH3uKn

ﬁ HacTtpoiku Switch to English

7. Haxmute KHOMKy BbibpaTb daitn 1 Bbibepute hain dopmara *. license, NepeHeCEHHbI C KOMMNbIOTEPa C
[0CTYNoM B VIHTepHeT.

* .
¢ MacTep nMueH3Mid Guardant 3.0.3.0

< Hazap

AKTUBaUMA NULEH3NM

JINA aKTHBALMM CEPHUAHOND HOMEPA NOHAAO0BMTCA KOMNLKTED ¢ AOCTYNOM B MHTepHeT

e AKTHBALMA C NOMOLLbIO (aina NHLEH3HK

BuifepuTe dain, KOTOpbIi NONY4YUNK B pe3yNbTaTe aKTMBALIMK, 0BHOBNEHUA MAK NepeHoca
NULIEH3UM € APYIrOro KOMNbIOTEPA.

BribpaTe dann

ﬁ Hactpoiku Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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O6HOoBNEHME Ha KOMMbIOTEPE C AOCTYNoM B MHTepHeT

1. 3anyctute MacTtep nuuen3un Guardant.

2. MNepengute B HacTpoitku:

* ’
<% MacTep nMueH3niA Guardant 3.0.3.0

MnueHsmi

OrpaHu4eHne CeTesol PagoTa
NALEHINK pecypc Ha Vi
(#) Nuuensua Guardant DL #CB7BAS6B :
Key.Data.22.10
Meta. 2207 Be3 orpaHu4eHui - vy
Lic.Data.2207 10.07.2023 - v

Switch to English

3. YKaxute afapec cepBepa 06HOBMNEHUS NULLEH3WIA:

https://licsep.systeme.ru:443

& -
£ MacTep nuuen3uid Guardant 3.0.3.0

€ Hazap

HacTponkn

Afpec cepeepa

hitps://licsep systemeru 443

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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4. BepHuTecb B OKHO JluueH3um, Haxas Ha3aga.

& -
£ MacTep nuuen3uid Guardant 3.0.3.0

HacTponkn

Afpec cepeepa

5. B OKHe JinueH3um B MEHIO KNto4a BblbepuTe KomaHay MpoBepuTb HanuuvMe O6HOBIEHWA.

* -
* MacTtep nuueH3nin Guardant 3.0.3.0

Nuuensun
OrpaHuyeHue CeTeBol PacgoTa
NHLEHINMN pecypc Ha VM
(#) DNuuensua Guardant DL #CB7BASEB :
Key.Data.22.10 G‘Iposepmb Hanuume OﬁHOEIJ'IEHHa
Meta.2207 Be3 orpaHuyeHni - v OddnaiH 06HOBNEHKE
Lic Data. 2207 10.07.2023 - v TMepeHecTH Ha ApYTroi KOMMLHTED
{:} HacTporkiM Switch to English

6. Ecnv ans kntoya 6yayT o6HapyXeHbl 06HOBMEHUA, TO OHM OTOBPA3ATCA B CNUCKE O6HOBAEHNA NIMLEH3WIA.
[ns 06HOBMNEHUs NMULLEH3UU KITt0Ya HAXMUTE KHOMKY MpUMEHUTb.

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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79
O6HoBneHue Ha KomnbloTepe 6e3 goctyna B MHTepHeT
1. 3anycTtute npunoxeHne MacTep nuueHsnn Guardant.
2. B okHe JinueHsumn B MeHto KNntoyva BbibepuTe komaHay OpdnaitH o6HoBNEeHUe.
*. * MacTep nuueH3nia Guardant 3.0.3.0
JnueH3mm
OrpaHuyeHue CeTeBon Pagota
TINLEHINK pecypc Ha VM
(#) Muuexsus Guardant DL #CB7BAS6B :
KeyData.22.10 MpOBEPUTE HANMYKME 0BHOBNEHMI
Meta 2207 B&3 orpaHudYeHni - o @¢¢"39H 0BHOBNEHNE )
Lic.Data.2207 10.07.2023 - v MepeHecTH Ha APYroA KOMMLIOTED
ﬁ HacTpoitku Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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3. Ha BKnagke O6HoBNneHne NuUeH3UMU HaXMUTE KHOMKY CoOXpaHUTb, COXpPaHUTE Ha AuCKe hainn 3anpoca
dopmara *. request U HAXMUTE KHOMKY MPOAOIKUTD.

x .
£ MacTep nuvueH3nid Guardant 3.0.3.0

& Hasap
AKTL’IBBLI,VIH NMNMUEHI UK

[ns aKTHBALMK CEPHAHOMO HOMEPE NOHAA0GMTCA KOMNBIOTED C 4OCTYNOM B MHTEDHET

e Odppnaitn akTuBauma O

‘ Hogan nuueHans OBHOBNEHHE NMLEHZMK MepeHoc NUUEH3HK

Guardant DL #CB7BASEE =

CoxpaHwTe dain sanpoca. OH cogepknT MHbopMaLMio ANA aKTHBALMK NWLEH3MI Ha APYTroM
KOMMBIOTEpE € AOCTYNOM B MHTepHeT.

E‘g LapAstral7-DL_CB7BAS56B.update.request 4 Coxpannts

ﬁ HacTpoRku Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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4. Tepenpute Ha KOMNLIOTEP C AOCTYNOM B VIHTEpHET 1 3anycTuTe npunoxenne MacTtep nuueHsun Guardant.

4.1. MNepenanTe B HACTPOIKK 1 YKaxXUTe agpec cepeepa 0OHOBIIEHNS NMULEHIUIA.

https://licsep.systeme.ru:443

x -
£ MacTep nWweH3WiA Guardant 3.0.3.0

€ Hazan

HacTponku

Anpec cepeepa

https://licsep.systeme.ru:443

4.2. BepHUTECH B OKHO JIULEH3UU N HAXXMUTE KHOMKY AKTUBALMA JIMLIEH3UMN.

& _
+" MacTtep nvweH3niA Guardant 3.0.3.0

YIICEENY (=" )

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM



82 CUCT3M MNJIATOOPM. OBLLEE OMUCAHUE

4.3. YKaxuTte KOMMbOTEP, Ha KOTOPOM OyAET MCMONMb30BaThCSA NTULEH3NSA - HA ApYroM U HaXXMUTE KHOMKY
MpoAo KUTb.

* -
+" MacTep nvueH3nia Guardant 3.0.3.0

€ Hazap

AKTUBaLMA NULEH3UA

JNs aKTHEEUMM CEPHMIRHOID HOMEPE NOHEA0BMTCH KOMMNEBKOTER C LOCTYNOM B MHTEpHET

o Ha kakom KoMnblOTEpe Bbl XOTUTE MCNOMBL30BATE AMUEH3HIO?

Ha atom

Ha gpyrom

e MonyuuTe aitn 3anpoca Ha TOM KOMMNBIOTEpe, Ha KOTOPOM XOTHTE MCMONb30BaTh NPOrpaMMHbIA
NpoAYKT

1. 3anyeTuTe Ha HeM NpUNoXeH e MacTep nuueHsMii Guardant.

2. HaxmMuTe KHONKY «AKTHBALMA NHLeH3MK: [ «Mcnonb3osaTth Ha 3TOM KoMnbloTepes [ «Oddnaiin
aKTHBALMAD,

B pesyncTare Bel nony4uTe hain sanpoca, KOTOPbIA HY¥HO MCMNONLI0BATE HA ATOM MW NHOBOM APYrom
KOMMbIOTEPE € AoCTYNOM B MHTepHeT.

-I:Ib HacTpoiku Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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CUCT3OM NMNATPOPM. OBLLEE ONMCAHNE

4.4, Haxmute KHOMKy BbibpaTb ¢aitn n Bbibepute dhain 3anpoca opmara *. request, NEPEHECEHHbIN C
KoMmbtoTepa 6e3 goctyna B IHTepHeT.

X -
& MacTep nuueH3niA Guardant 3.0.3.0

€ Hazap
AKTMBELI,HH nnyeH3uni

nA aKTHBALMM CEpPURHOrD HOMEpa NOHaAoBUTCR KOMNLIOTED & A0CTYNOM B MHTEpHEeT

e AKTHBaALMA NHLEH3UKU ANA APYroro KOMnbloTepa

BbiGepuTe dhain, KOTOPBIA NOAYYUAW B pe3yALTATE AKTHBALKMK, OBHOBAEHWA WAK NepeHoca
NWUEHIWK C APYroro KOMNbTEpa.

BriBpate dakn

-{:} HacTpoiku Switch to English

4.5. Haxmute KHOMKy O6HOBUTb 3TY JIULEH3MI0.

& _
+" MacTtep nvweH3niA Guardant 3.0.3.0

€ Haazap
AKTMBELI,HH nnyeH3un

nA aKTHBALMM CEpPURHOrD HOMEpa NOHaAoBUTCR KOMNLIOTED & A0CTYNOM B MHTEpHEeT

e AKTHBaALMA NHLEH3UKU ANA APYroro KOMnbloTepa

[2% LapAstra17-DL_CB7BA56B.update.request

BoiGpaTe opyrod

OBHOBWTE 3TY NULUEHINHD

{:} HacTpoku Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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4.6. HaxmMute KHOrMkKy COXpaHUTb 1 COXPaHWTE Ha Aucke dann obHoBMeHns nuueH3um oopmara
*,license.

X -
& MacTep nuueH3niA Guardant 3.0.3.0

€ Hazap

AKTMBaUMA NULEH3UW

nA aKTHBALMM CEPMRHOMD HOMEpPa NOHaAOBWUTCA KOMNBKOTED & A0CTYNOM B MHTEpHET

@ LapAstral7-DL_CB7BA56B.update.request

OTNpaBkTe NOMYYeHHbIA Gaikn MHLEH3UK HA KOMMNBIOTER, HA KOTOPOM XOTWUTE MCNONbL30BATh
NporpamMmMHBEIA NPoOOYKT.

1. 3anycTUTe NpUNoXeHHe MacTep nuueHaunil Guardant Ha KOMMNBIOTEPE, HA KOTOPOM BYOET
MCNOMNbL30BATHCA NPOrPaMMHBIR NPOSYKT.

2. HaMMHTE KHOMKY «AKTHBALLWA NHLEH3UH: — <MCNONb30BATE HA 3TOM KOMNBIOTEPE: —
«0dpdnaliH aKTHBALHA».

3. BolbepuTe NONYYeHHBIA dain NUULEeH3NK.

ﬁ HacTpoiikK Switch to English

4.7. NMepeHecuTe NonyyeHHbIn hain obHoBNEHUs nuueHsum hopmaTta *. 1license Ha KoMnbloTep 6e3
AocTtyna B VIHTEpPHET, Ha KOTOPOM TpebyeTcsi aKTUBMPOBATL STULLEH3UIO.

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM



CUCT3OM NMNATPOPM. OBLLEE ONMCAHNE 85

5. Ha komnbloTepe 6e3 fgocTyna B VIHTEpHET HaXMUTE KHOMKY MpofonkmMTb, Y MeHA ecTb (ain JMUEH3UM.

& -
£ MacTep nuuen3uid Guardant 3.0.3.0

< Haszapn
AKTMBELI,HH NMMUEH3WMI

NN\ aKTUBALMM CEPHIAHOID HOMEDA NOHAA0BMTCA KOMNbKTED C A0CTYNOM B MHTEpHET

1. MepeHecuTe coxpaHeHHblid Gaiin 3anpoca Ha KOMNBITER ¢ AOCTYNOM B MHTepHeT.
2. 3anycTuTe Ha Hem npunoxeHne Mactep nuuexaniA Guardant.

3. HasmmuTe KHONKY «AKTUBALMA NHLEHIWA» W AKTUBUDYNATE NMLEH3WK ANA APYIroro KoMNeOTEPA.

B peaynbTate Bbl NOAYYUTE HOBLIKA l'iaﬁ.ﬂ NULEH3KMK, KOTOPBIA HYXHO aKTHBHMPOBATE HA 3TOM
KOMMNbROTEDE.

MpoAon#KUTE, ¥ MEHA ecTh hain nMueH3uKn

{:} HacTpoRku Switch to English

6. Haxmute KHornKy BeibpaTb ¢aitn 1 BoiGepuTe thanin doopmara *. license, MEPEHECEHHDBIN C KOMMbOTEPA C
[0CTYNoM B VIHTepHeT.

* .
¢ MacTep nMueH3Mid Guardant 3.0.3.0

< Hazap

AKTUBaUMA NULEH3NM

JINA aKTHBALMM CEPHUAHOND HOMEPA NOHAAO0BMTCA KOMNLKTED ¢ AOCTYNOM B MHTepHeT

e AKTHBALMA C NOMOLLbIO (aina NHLEH3HK

BuifepuTe dain, KOTOpbIi NONY4YUNK B pe3yNbTaTe aKTMBALIMK, 0BHOBNEHUA MAK NepeHoca
NULIEH3UM € APYIrOro KOMNbIOTEPA.

BribpaTe dann

ﬁ Hactpoiku Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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MNepeHoc Ha apyrou KoMmnbioTep

1. 3anycTtute npunoxenHve MacTep nuueHsnn Guardant.
2. B okHe JiIuueHsumn B MeHIo KntoYa BbibepuTe KoMaHay NepeHecTU Ha Apyroi KoMmnblTep.

* "
+" MacTep nuieH3nii Guardant 3.0.3.0

JnueH3mm
OrpaHuyeHme CeTesoil PagoTa
NMLEH3HK pecypc Ha VM
(#) Muuexsus Guardant DL #CB7BAS6B
Key.Data.22.10 MpOBEPUTE HANMYKME 0BHOBNEHMI
Meta 2207 Be3 arpaHudeHmii - o OddnaiH 06HoBNEHNE
Lic.Data.2207 10.07.2023 - v C‘IepeHecm Ha ApYroi Komn brore;D
ﬁ HacTpoitku Switch to English

3. B okHe MepeHoc nuueH3uu Guardant DL HaXMUTE KHOMKY COXpaHMTb M COXpaHUTE Ha aucke chaiin nepeHoca
dopmara *.rehost.

& -
& MacTep nuuen3uid Guardant 3.0.3.0

< Hazap

[NepeHoc nuueH3nm Guardant DL #CB7BAS6B

[® DL_CB7BAS56B.rehost
Mocne coXpaHeHA NMUEHIWA NEPECTAHET PAGBOTATE HE 3TOM KOMNbHITERE

4 CoxpaHute

1. CoxpaxuTe daiin nepeHoca B HaeXHOM MeCTe.

2. MepeHecuTe ¢ailn NnepeHoca Ha HOBLIA KOMMBHOTEP M AKTUBMPYITE ero B NpunoxeHu Mactep
nUueH3uid Guardant.

ﬂ HacTporki Switch to English

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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4. Ha ppyrom KomnbloTepe 3anyctuTe npunoxenve MacTtep nuueHsnin Guardant n HaXmMuTe KHOMKY AKTUBaUmA

JINLUEH3UN.

* .
¥ MacTep nMueH3KiA Guardant 3.0.3.0

IICEENY ( Emmm— )

5. YKkaxute KomnbloTep, Ha KOTOPOM ByAeT UCNoNb30BaTbCA NULEH3MUS - Ha 3TOM, NepenanTe Ha BKNaaKy ®ain
JvueH3sum unu ¢aitn nepeHoca, HAXMUTE KHOMKY BolbpaTb ¢aiin u BbibepnTe paHee CoXpaHeHHbI haiin

nepeHoca opmara *. rehost.

* ’
* MacTep nuueH3niA Guardant 3.0.3.0

€ Hazap
AKTU BayudA nNMUeH3INN

JINA aKTHBALMM CEPHUAHOND HOMEPA NOHAAO0BMTCA KOMNLKTED ¢ AOCTYNOM B MHTepHeT

o Ha KakomM KOMNbIOTEPE Bbl XOTHTE MCNONb30BATD NHLEH3HIO?

Ha atom

Ha gpyrom

e ‘ CepUiHBIA HOMEP dain nuueHanK unw dain nepeHoca &y Odbnaiin akTHBALMA

BriGepute (aiin, KOTOPBIR NONYYUNW B pe3yneTaTe akTMBaUuK, 08HOBNEHUA UK NepeHoca
AWLUEHIWMW C APYTOro KoMNboTepa.

BribpaTe dain

{:} HacTporki

Switch to English

16.2. Kniouu Sentinel

[nsa nuueHsnpoBaHnsa KoMrnoHeHToB Cuctam MNnatdopm Mcnonb3yoTcs ABa TUNa KIoyei: annapaTHbIi Koy

Sentinel HL n nporpammHbIn Kitoy Sentinel SL.

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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16.2.1. OC Windows

[na nuueH3npoBaHusa KoMnoHeHToB CUcTam MNnaTtdopm ycTaHoBUTE CepBEp NIULLEH3NPOBAHNS
SePlatform.License Server.

16.2.1.1. YctaHoBka SePlatform.License Server

Ina yctaHoBku SePlatform.License Server 3anycTtute ycTaHOBOYHbIN dhaiin SePlatform.LicenseServer.Agent-
X X X+XX . XXXXX-X64.msi M crnegynte MHCTPYKLUSIM MacTepa yCTaHOBKMU.

YcTaHoBKa BbINonHAeTCs B nanky: C: \Program Files\SePlatform\SePlatform.LicenseServer.Agent.

B OC Windows SePlatform.License Server coyHkLMoHUpYeT B BUAe cnyx6bl SePlatform.LicenseServer.Agent.

16.2.1.2. AnnapaTtHblit Kntoy Sentinel HL

MoakniounTe annapatHbin Kitod Sentinel HL B USB pazbem komnbtoTepa. [ononHUTENbHbIX LENCTBUN HE
TpebyeTca. Kntoy rotos Kk pabore.

O6HoBNEeHue nuueH3uun

O6HoBneHne Habopa N1LEH3WM annapaTHOro Kitoya BbinonHseTcs Yepe3 web-uHtepdeiic Sentinel Admin
Control Center, KOoTOpbIN fOCTYNEH No agpecy http://127.0.0.1:1947/ nocne yctaHoBKM gparBepa Sentinel HASP.

Ecnu ppavisep Sentinel HASP He 6b1n ycTaHOBNEH paHee, yCTaHOBUTE €ro, 3anyCcTuB yCTaHOBOYHbIN haiin
HASPUserSetup.exe (pacrnofioxeH B nanke \CTopoHHue KomnoHeHTb\HASPDriver). Takxe 3arpy3uTb apxuB
¢ apasepom ans Windows Sentinel LDK_Run-time_setup.zip MOXHO CO CTpaHuL,:

> https://cpl.thalesgroup.com/software-monetization/sentinel-drivers

> https://www.euromobile.ru/download-center/

1. Ha koMnbloTepe ¢ NOAKIIOYEHHBIM KIHOYOM B web-6pay3epe oTkpoite cTpaHuuy http://127.0.0.1:1947/.

1.1. B pasgene Knun Sentinel ansa HyXXHOro Kito4va HaXmMuTe KHOMKy C2V.

Sentinel Admin Control Center © Crpaera

Knioun Sentinel vws xocra:

Kniouu Sentinel

Komnetotep MocTaBuwme ID wneoua Tun knioda Kondmurypauyua Bepcua Ceancul [eictann

MpoayKThI Schneider Electric

I tion Center Limited . - -
TNokansHo Igltill‘ilr?fnnmpi:ym IMied g62678384 Sentinel HL Max 2 Bes gpaiieepa  6.09

KOMNOHEHTHI
CeaHcel

OBHOoBNEeHWe/!
NPHKPENNEHUe

AypHan poctyna
KoHtpurypaums

JuardocTHra
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1.2. CoxpaHute hann obpaza kntoya popmara *. c2v Ha ANCKe.

*_c2v - «Customer To Vendor» - dhann obpasa Kntoya

Ecnu kHomka C2V oTcyTcTBYET B web-uHTepdeiice, 10 B pasaene KoHpurypauus yctaHosuTe ¢nar CosaaTtb
¢aiin C2V pgna knda HASP 1 HaXMUTE KHOMKY MpUMeHUTb:

im} m Thales Sentinel ACC: Kondwrypz: X | - - (] X
& (@] (D localhost:1947/ru.17.0.alp/config.htm A1 = 3
JHu po yoaneHus cTapeix dalinos |90 ‘ (7] -

3anucats PID & chaitn O

- o i
CO?ﬂETb dJEMI'I szﬂﬂﬂ kroua HASP . He exnwouaiite 3ToT napaMeTp, eCnv TONBKO MHOE HE PeXoMeH0BaHO
NPoy3BoAUTENSM NPOrpaMmMHOro obecnedequs

He sarpyate hasplmv.exe [ Npumeuarme: knioumn SL UserMode e GyayT enammel, ecii BeiBpad 3T0T napametp

B OC Windows npu oTcyTcTBUM B Web-uHTepderice kHonku C2V Anst 06HOBNEHNA Habopa NnLEeH3nN
annapaTHOro Krto4a MOXHO BOCMOMNb30BaTbCA yTUNUTON SePlatform Soft Rus.exe.

2. CreHepupoBaHHbIii dhaiin obpasa kntoya dpopmMaTta * . c2v OTNPaBbTE Ha ANTEKTPOHHY0 MOYTY
support@systemesoft.ru. B otBeTHOM nucbme ByaeT BbicnaH dann obHoBreHnsa Habopa nuueH3uni oopmarta
*.v2c.

*_ v2c - «Vendor To Customer» - dpaiin Habopa NuLEeH3ni

3. Mepengute B pazgen 06HoeieHne/npukpenieHne. Haxmute KHOMKy BuibpaTb ¢aiin. . ., Bbibepute
nony4YeHHbI chaiin 06HoBNEHNA Habopa NULLEH3MI hopMaTa * . v2c U HAXMUTE KHOMKY MpUMeHUTD.

Sentinel Admin C | Center

OBHoBneHNe/NPUKpENNEHnE NULEH3UN Wua xocTa

Kntouwn Sentinel

Bbl@paTb | BriGpate (hain.. )&
Gai Dopmar taiina: V2C, V2CF, HZR, R2H, H2H w10
MpogykTel _—

KOMMOoHEHTBI
CeaHchl

OGHoENEHWE/
NpMKPENnNeHne

JypHan goctyna
KoHtpurypauwa

[WarHocTHEa

4. MNMepezanycTtute cnyx6by cepeepa nuLeH3npoBaHnsa SePlatform.LicenseServer.Agent, nocne yero Habop
NWLEH3WIA annapaTHoro kntoya Sentinel HL 6yaeT o6HoBnEH.

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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16.2.1.3. NporpamMmMHbIi Knto4 Sentinel SL

[ns paboTbl NporpaMmmHoro knro4a Sentinel SL Heobxoaumo ycTaHoBuTb apaiieep Sentinel HASP.

AKTUBaL A 1 06HOBMNEHNe Habopa NULLEeH3UI NporpaMMHOro kntda Sentinel SL BeinonHsAeTcs Yepes web-
uHTepdenc Sentinel Admin Control Center, KOTOpbI AOCTYyNeH No agpecy http://127.0.0.1:1947/ nocne
yCTaHOBKM Apansepa Sentinel HASP.

B OC Windows ans akTueaummn, 0GHOBNEHUs M NepeHoCca Ha ApYroi KOMMboTep NporpamMMHoro Kitoya Sentinel SL
Cuctam lNnatdopmM MoXHO Ncnonb3oBaTh yTUNKUTY SePlatform Soft Rus.exe.

MporpamMmHbIi kitoy Sentinel SL MoxeT 6bITb aKTUBMPOBaH TONbKO HA OAHOM KOMMbIOTEpE.

YcTaHoBKa agpaunBepa Sentinel HASP

Y106kl ycTaHoBUTL ApariBep Sentinel HASP, 3anyctute ycTaHOBOYHbIN chaiin HASPUserSetup . exe (pacrnofioXeH B
nanke \CTopoHHue komnoHeHTbI\HASPDriver). Takxe 3arpy3uTb apxus c gpansepom ana Windows Sentinel LDK_
Run-time_setup.zip MOXHO CO CTpaHuUL:

> https://cpl.thalesgroup.com/software-monetization/sentinel-drivers
> https://www.euromobile.ru/download-center/

AKTUBaLuUA

1. Ha komnbloTepe B web-6pay3epe oTkpoiite cTpanuuy http://127.0.0.1:1947/.
1.1. B pasgene Knioun Sentinel ans HoBoro knio4va SL HaxXmMuTe KHOMKY OTne4aTok.

Sentinel Admin Control Center © Crpasca

Kntoum Sentinel vima xocra

Kniouu Sentinel

Komnztotep  MocTaewpk ID knwoua Tun knkua Koncburypauua Bepcus Ceacel [eficTenA
MpoayKTbI Schneider Electric . - L
NokansHo Innovation Center Limited Japesepevposaro 4nA Hoeo20 sL 5.43

liability company Kknwoua SL

KOMMOHEHTEI
CeaHcel

OfHoeneHue/
NpUKpenneHue

JKypHan goctyna
KoHpurypaums

JuardocTHra

1.2. CoxpaHnute chann dpopmara *. c2v Ha ANCKe.

*_c2v - «Customer To Vendor» - dpain obpasa cuctemsl
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2. CreHepuvipoBaHHbI chann obpasa cucteMbl hopmarta * . c2v OTNpaBbTE HA NIEKTPOHHYHO MOYTY
support@systemesoft.ru. B oTBeTHOM NMcbMme OyaeT BbicnaH dann akTueBaLmMm nuueH3um oopmara * . v2c.

* v2c - «Vendor To Customer» - (paiin aKTUBaLUN NTULLEH3UN

3. Mepengute B pazgen 06HoeieHne/npukpenieHne. Haxmute KHoMky BuibpaTb ¢aiin. . ., Bbibepute
nornyyeHHbI hainn akTuBaumMm NuuUeH3umM oopmarta * . v2c U HaXMUTE KHOMKY MpUMeHUTb.

Sentinel Admin Control Center @ Crpasca

OBHoBNeHNe/NPUKPENNEHNE NNLEH3UN Wua xocTa

Kntoumn Sentinel

Bbl@paﬂ, | Bridpats dhaiin.. )&
Gai Dopmar gaiina: V2C, V2CF, HZR, R2H, H2H _—m—nnu
MpoaykTsl _—

KOMMNOHEHTRI

CeaHchl

OOHOENEHUE!
NpPUEPENNEHWE

JAypHan goctyna
KoHgpurypauwa

[WarHocTHEa

4. MepesanycTuTe cnyxby cepeepa nuueH3npoBaHusa SePlatform.LicenseServer.Agent, nocne 4yero
nporpamMmMHbIf knto4 Sentinel SL 6yaeT akTMBUpOBaH.

O6HoBneHue

1. Ha komnbloTepe B web-6pay3epe otkpolite cTpanuuy http://127.0.0.1:1947/.
1.1. B pasgene Knioun Sentinel Ans HyXHOro Knto4va HaXmMuTe KHOMKy C2V.

Sentinel Admin Control Center © Crpazra

Knkoum Sentinel vus xocra: dev70-24-rub

| Knioun Sentinel
Komnetotep  TMocTaBupi ID knioua Tun knioda Kondourypauma Bepcua Ceancwl Jeictana

Schneider Electric Innovation

MpoaykTel TokansHo ﬁ%?gééimitedliahilily company  557399356746929321

HASP 3L AdminMode =
MeperocHmeiit L:—@: ..... £ 236

KOMNOHEHTHI
CeaHcel

OB6HoBneHue!
npUKpenneHue

XKypHan goctyna
KoHtpurypaLus

[WarHocTuka

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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1.2. CoxpaHute hann obpaza kntoya popmara *. c2v Ha ANCKe.

*_c2v - «Customer To Vendor» - chann obpasa Kntoya

2. CreHepuvipoBaHHbIii dhaiin obpasa kntoda dpopmMaTta * . c2v OTNPaBbTE Ha ANTEKTPOHHYH0 MOYTY
support@systemesoft.ru. B oTBeTHOM nNMcbme ByaeT BbicnaH dain obHoBrneHWs Habopa nuueH3uin opmarta
*.v2c.

*_v2c - «Vendor To Customer» - chaiin HaGopa NULEH3WiA

3. Mepengute B pa3gen 06HoeieHne/npukpenieHne. HaxmuTte KHOMKY BbibpaTb ¢aiin. . ., Bbibepute
nony4eHHbIn chainn o6HoBMNeHNA Habopa NuLEeH3u dopMaTa * . v2c U HAXMUTE KHOMKY MpUMeHUTb.

Sentinel Admin Control Center @ Crpasca

OGHoBNeHne/NpuKpeneHne NULEH3UW Wus xocra

Kntoun Sentinel

Beipats | |{Beigpare wain. Je
aim ©opmar daiina: V2C, V2CF, H2R, R2H, H2H nni 1D

MpoayKTEl = - —
‘ MNpuMEHNTE ' OmmeHa

KOMMOHEHThI

CeaHchl

OGHoBNEHWE!
npMKpennexne

AypHan goctyna
KoHdurypauma

[uardocTuka

4. MepezanycTtute cnyx0by cepeepa nuLeH3npoBaHnsa SePlatform.LicenseServer.Agent, nocne 4yero Habop
JNULeH3ui annapaTtHoro kntoda Sentinel HL 6yaet o6HoBneH.

YTunuta SePlatform Soft Rus.exe

B OC Windows ans akTvBauuu, O6HOBMEHUs1 M NepeHoca Ha A pYyron KOMMboTep NporpamMHoro kintoya Sentinel SL
Cuctam lNnaTtopmM MOXET UCTONb30BaTLCH YTUNNUTa SePlatform Soft Rus.exe (pacrnorioxeHa B nanke
\CTopoHHMe KomnoHeHTbI\HASPDriver\SePlatform Soft Rus).

Ecnu B npouecce paboTbl ¢ yTUNUTON NOSBUNOCH COOOLLEHNE «Ounbka o6HOBNeHus: BubavoTeka
npousBoAuUTensa He HaifeHa», TO U3 NanNKM yTUNUTbI cKonmpyute dain haspvlib_xxxxxx.d1ll B nanky
C:\Program Files (x86)\Common Files\Aladdin Shared\HASP.

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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AKTnBauuA

1. 3anyctute ytunuty SePlatform Soft Rus.exe.

2. HaBknapke C6op uHdopmauum BblOepuTe NepekstodaTernb YCTaHOBUTb HOBbIA KJIOY 3aWuUThl U HAXMUTE
KHOMNKY CobpaTb MHbOpMaLmI.

“# pUs - O o

I CHop MHDOPMALYAM I MPHMMEHMTE QEMN MALEHSNM MepeaaTe NMUEH3MID

MporpaMma ona cHopa v MoAMBMKELMA MMUEHZMOHHOMN MHDOPMALMKM O NPOrpaMMHEX
npoaykTax

Chop MHDOPMALMK C 3TOMD KOMMEKOTERE NOSB0NAET!

() OBHOBMTH CYLLECTBYHOULWA KIOY SaLLMTEI

(®) YCTaHOBMTL HOBGIN KDY 3EWLMTE

ICnEpaTb I-'IHdJODHELI,l-‘IIGl

3. B OTKpbIBLLEMCSH OKHE YKaXuUTe MECTO COXPaHeHus, UMsA danna n HaxmuTe KHoMKy CoxpanuTb. dann
dopmata *. c2v 6yaeT coxpaHeH Ha AMCK.
*_c2v - «Customer To Vendor» - dhain obpaza kitoya

4. OTnpaBbTe Ha SNEKTPOHHYIO NOYTY support@systemesoft. ru MMCbMO, COAEPXALLEE:
D> KoY NpoAayKTa, yKalaHHbIN B cepTudUuKaTe U3 KOMeKTa nocTaBkuy,;
> coxpaHeHHbIn dhann doopmata *. c2v.

5. B otBeTHOM nncbMe 6yaeT BbicnaH cann hopmara * . v2c.

*_ v2c - «Vendor To Customer» - paiin Habopa NuLeH3ni

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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6. Ha Bknagke NpumeHnTb $aiin nuueHsum yTunuTbl SePlatform Soft Rus.exe HAXMUTE KHOMKY III

BblOepuTe nonyyeHHbI dann popmaTta * . v2c M HaXMUTE KHOMKY MpUMeHUTbL O6HOBJIEHMe.

“F pUs

CHop MHBOPMELYAW MpHMEHTE AN MMUEHZHA MepenaTs MALEHIMIO

| Pt

MPMMEHUTE OOHOBMEHWE

[MporpammHbIn Koy Sentinel SL akTnBupoBaH.

7. MepeszanycTtute cnyx0y cepeepa nuLeH3npoBaHnsa SePlatform.LicenseServer.Agent.

O6HoBNEeHue NULUeH3uu

1. 3anyctute ytunuty SePlatform Soft Rus.exe.

2. Ha Bknagke C6op vHpopmauum BbibepuTe nepekntoyaternib 06HOBUTbL CywleCTBYHWMIA KJI0Y 3aluThbl U

HaXMuTe KHOMKY CobpaTb MHPOpMaLmio.

“F pus

I CHop MHDOPMALYAM I MpUMEHMTE dalin NMUEH3MH MepenaTE MMLEHZID

| pod

NpoayKTax

Mporpamma ona chopa v MoaMbMKALIM NMUEHZMOHHOM MHDOPMALMKM O MPOrpaMMHEX

Chop MHDOPMALMKM C 3TOMD KOMMEKITEDE NO3E0NAET!

(®) OBHOBMTL CYLLECTEYIOWME KDY SALLHMTE

O YCTAHOBMTE HOBEIA KDY 33LLMTEI

ICuEpaTb I-1H¢I0|:IMELU-1IGI

3.B OTKPbIBLLUEMCA OKHE YKaXute MeCTO COXpaHEHUA, UMA q)a|7u'|a o6pasa KIio4a U HaXXMUTe KHOMKY

CoxpaHuTb. Paiin chopmara *. c2v 6yneT coxpaHeH Ha ANCK.

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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4. OTnpaBbTe Ha 3MEKTPOHHYI0 NOYTY support@systemesoft.ru MMCbMO, CoAepXallee:
D> KoY NpoAayKTa, yKazaHHbIN B cepTUdUKATE U3 KOMNMIEKTA NOCTaBKMY;
> coxpaHeHHbIN hann popmarta *. c2v.
5. B oTBETHOM nucbMe 6yaeT BbicnaH caiin o6HoBNeHust Habopa NuueH3nin hopmara *.v2c.
6. Ha Bknagke NpumeHnTb $aiin nuueHsum yTunuTbl SePlatform Soft Rus.exe HAXMUTE KHOMKY III

BblGepuTe nonyyeHHbI dann obHoBNeHWst Habopa nNuueH3uik chopmarta * . v2¢ ¥ HAXMUTE KHOMKY MpUMeHUTb
obHoBneHMe.

“ RuUs - O w

CHop MHBOPMAELMW MpHMEHMTE AN MMUEHZHK MepenaTs MMUEHIMIC

®aiin ofiHosnerua | C:\Users\Admin|\Desktop\557399356746929321.V2C [ ... |

MPUMMEHMTE OOHOBNEHME [ s m===®=""

Habop nuuensunin nporpammHoro kitoya Sentinel SL 06HOBMEH.
7. Mepe3anyctute cnyxby cepeepa nuueHsnpoBaHusa SePlatform.LicenseServer.Agent.

MepeHOC NporpaMMHOro Kiloua Ha ApYroi KOMMbloTep

Ha komnbioTepe, Ha KOTopbI TpebyeTca NepeHecTN NPOrpaMMHbIN KiTtod, [OMXeH OblTb yCTaHOBMEH
npavsep Sentinel HASP.

1. 3anyctute ytunuty SePlatform Soft Rus.exe Ha KOMMblOTEPE, HAa KOTOPLI TpebyeTcs nepeHecTn
MpOrpamMMHbI KIHoY.

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM



3. 3anycTtute ytunury

96

CobpaTb M COXpaHUTb MHMOpMaLMI0

CHop MHbopMaLYAM

CUCT3OM NNATDOPM. OBLLEE ONMNCAHUNE

2. Ha Bknagke MNepepaTb nuvueH3M0 BbINOMHUTE reHepauuio ID-daiina ¢ nipopmavmen o cucteme. [nsa satoro
HaXMMUTE KHOMKY II' yKaxwuTe UMs 1 NyTb AN coXxpaHeHus dhaiina chopmarta * . id 1 HaXMUTE KHOMKY
¥ RUs

L ]
Chop MHDOPMALAKM O KOMABKTEPE-NONYYaTan:S

COXPEHWTE MHDOPMELMED O MONYYaTENE HE

‘
L]
%
i
L 3
.
OeficTere 1t Ha KoMNeITEPE, HA KOTOPLIA HEOAXOAMMD NEPEAATE MMUEHSMKD [«KQMan::TEp-
nony4aTens), coBEpUTE M COXPEHMTE MHDOPMALMKD O KOMOBKOTEPE,

X

C: UsersfAdmin/Desktop/001.id
- ..‘

CobpaTte M COXPaHUTE MHOPMELMKD
Cosznate $ain ¢ nepenasaeMoi NMUEHSHER

thalin c NepenaBaEMoi NMLEHIMER

NefcTere 23 Ha KOMOBHOTERE © AMUEHZMER (“MCX0AHEIR KOMNBKOTER:) BRIBEPHTE MMUEHIMID,
KOTopyto TpebyeTon NepeaaTh, yKakMTe Gaiin ¢ MHOOPMALMER O NONYY4aTENE U COSAANTE
Tun knroua

D knroua

MpoaykTel

MpouKrTaTe dain © MHbopMaLMER 0 Mo |

Co30aTh ¢IEII-‘1]'I C nepefaBacMon nuueH |

O
MEMMEHMTE GEAN NHMUEHIMK | MepeaaTe NMUEH3MID |
Ana nepegaqn (NEpeEMELLEHIMA) NMMUEHSMK C 0AHOMD KOMNEHTEDE Ha APYroW Ha -:uﬁ'amx KOMNERKTEPEX
HeoRXOAMMD 38NYCTUTE NporpamMMy RUS, Ha KawooM KoMNeHoTEPE oTKpORTE E:K_n.a.q,lcy MNepegate
NULLEH3NID W BBINONHWTE TpebyeMmoe OeACTEME,

Pt

nporpamMmmHoOro Kro4a

Cozaate ¢IEII-1.|'I C NepeAaBE3acMOM NMLEHSHMEN

16. IMUEH3MPOBAHVE CUCT3M MNIAT®OPM
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4. Ha Bknagke NepeaaTb NMLEH3WUI:

> ykaxute nyTb Ao danna opmara *. id, creHepupoBaHHOrO Ha KOMMbOTEPe, Ha KOTopbI TpebyeTca
nepeHecTn NporpaMmMHbIN KIH0Y;

> ykKaxwute nyTb M UMS AN COXPaHeHus (paiina ¢ kno4vom opmara * . h2h;
> U3 cnucka Knioyen BbibepuTe KoY, KOTOpbI TpebyeTcs nepeHecTy;

> BbINOMHUTE reHepaumio danna ¢ nepeHoCUMbIM KitoyoMm dopmarta * . h2h, HaxaB KHOrMKy Co3aaTb ¢ain
C nepepaBaemMoil MUEH3Ue.

“ RuUs - O bt

CHop HdopMawm MPHMMEHMTE Q@ MMUEHINM MepenaTe AMUEHZMID

Ana nepenaqn (NEpEMELLEHIMA) NMMLEHSMK C DAHOMD KOMNEHTEDE HE APYroM Ha 0DOMX KOMNEHOTEPEX
HEOBXOAMMD 3E3MYCTUTE NporpaMMy RUS, Ha KasooM KOMNeKTERE 0TKPOATE BKnanky Mepeath
NALEHINID W BEINONHMTE TpebyeMoe gelcTEME,

CHop MHDOPMALMKM O KOMMBKITEPE-NONYYaTENE

OeficTere 1: Ha KoMnekITEDE, HA KOTOPEIA HEOBX0AMMD NEPEOATE NMUEHZMID (“KOMMNBKITED-
Nony4aTens*), coBEpUTE M COXPEHMTE MHDOPMALMKD O KOMMBHOTERE,

COXPaHWTE MHDOPMaLMED O NMONYYaTENE HE | |

CoBpaTe W COXPEHWTE MHDOPMELKD

C0303Te 3N C nepenasaeMoil NMUEHIMER

OeicTere 2: Ha KOMNBtOTEPE C NMMUEHSMEN (“MCN0AHBIN KOMNEHTER:) BoIDEPHUTE NMMUEHSMID,
KOTOpYHD TpefyeTon NepenaTh, YEaWMTE dalin © MHbopMaLMEN 0 NoNyYaTENe M Co3AaHTe
thalin c NepenaBaEMOo NMLEHIMER,

Tun knroda ID knkoua MNpoaykTel
SL-AdminMode : 357399356746929321 SePlatform PLATFORM. Server Trial 21.(

MpourTaTe dain © MHbopMaLMER 0 Noy |C:ﬂJsersIﬁ.dminfDeskﬁ:prDl.id |

Cosaate gain © nepegasasoi niueH |C:ﬂJsersIﬁ.dminfDeskﬁ:prDl.hﬂﬁ |

Co30aTe hain ¢ nepenagasMoi NMUEH3MER

16. IMUEH3MPOBAHVE CUCT3M MNMIAT®OPM
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5. Ha komnbloTepe, Ha KOTOpbIi TpeByeTCs NepeHecTy MporpaMMHbIN KITioY, NpUMeHUTe daiin ¢ NepeHOCUMbIM
KnioyoM. [1115 9TOro Ha BKIaaKke MpuMeHuTb daitn JMLEH3NUM HaXMUTE KHOMKY II', BbIGepuTe

CreHepupoBaHHbI danin popmarta * . h2h n HaXXMUTe KHOMKY MpuMeHUTbL O6HOBAEHME.

“* RUsS - O w

CHop MHBOPMAELMW MpHMEHMTE AN MMUEHZHK MepenaTs MMUEHIMIC

Pain obHoBNEHWA | C:\Users\AdminDesktopid01.hzZh

n
'-'..-IIl'-"

MPMMEHMTD OBHOBNEHWE lges nansnmmne=®®

MporpammHbIn kKNto4 Sentinel SL nepeHeceH.
6. MepezanycTtute cnyx6y cepeepa nuueHsnposanusa SePlatform.LicenseServer.Agent.

16.2.2. OC Linux

[ns nuueH3npoBaHus KOMMNoHeHTOB CrucTam MNnatgopm, ycTaHoBnEHHbIX Ha KoMnbioTepe ¢ OC Linux:
> ycTaHosuTe cepep nuueHanpoaHus SePlatform.License Server;
> yctaHosute gpansep Sentinel HASP.

16.2.2.1. YctaHoBka SePlatform.License Server

KomaHga YCTaHOBKW BbITMOMHAETCA TONbKO OT Cyrneprnosnib3oBaTens «root».

MmMA ycTaHaBnBaemMoro nakerta: seplatform.licenseserver.agent-x.X.x+xXx.xxxxx.deb vnm
seplatform.licenseserver.agent-x.X.X+XX.XXXXX.rpmB 3aBUCUMOCTH OT ucrnonb3yemoin OC Linux. Haxoasce
B narke ¢ yCTaHOBOYHbIM MakeToM, 3anyCcTuTe yCTaHOBKY LUTATHbIM MakeTHbIM MeHe XepoM.

YcTaHoBKa nakeTa *. rpm C MOMOLLbIO NakeTHoro mexHeaxepa YUM:

yum install seplatform.licensing.agent-x.X.X+XX.XXXXX.rpm

YcTaHoBKa nakeTa *. rpm ¢ MOMOLLbIO NaKeTHOro MmeHeaxepa RPM:

rpm -i seplatform.licensing.agent-X.X.X+XX.XXXXX.rpm

YcTaHoBKa nakeTa *. deb ¢ MOMOLLbIO NAaKETHOrO MeHeaxepa apt:
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apt-get install seplatform.licensing.agent-x.X.Xx+xX.Xxxxxx.deb

YcTaHoBKa nakeTa * . deb ¢ NOMOLLIbIO NakeTHoro meHepxepa dpkg:

sudo dpkg -i seplatform.licensing.agent-x.X.Xx+xX.xxxxx.deb

16.2.2.2. YcraHoBKa pgpaiBepa Sentinel HASP

YT06b1 YycTaHOBUTL ApanBep Sentinel HASP:

1. Co ctpanuubl https://cpl.thalesgroup.com/software-monetization/sentinel-drivers unu
https://www.euromobile.ru/download-center/ 3arpy3uTe apxus ¢ gpansepom ans Linux Linux Sentinel_LDK_
Run-time_linux.zip. lMpu 3ToMm 3arpyXxeHHbl daiin apxusa 6yaeT HasbiBaTbCA Sentinel LDK_Linux_Run-
time_Installer_script.tar.gz

2. PacnakynTte 3arpy>eHHbi apxmB Sentinel LDK_Linux_Run-time_Installer_script.tar.gz.
3. Pacnakynte apxuB aksusbd-x.xx.x.tar.gz.

4. B nanky c dpannom dinst ckonupyite chann 6ubnunotekm haspvlib_x86_64_xxxxxX.so (pacrnosfioXeH B
nanke \CTopoHHue KoMmnoHeHTbI\HASPDriver\linux-vlib).

5. Haxopsck B nanke ¢ pannammn dinst nhaspvlib_x86_64_xxxxxXx.so, OT Cynepronb3oBaTens «root»
BbIMOSTHATE KOMaHAY:

./dinst .

16.2.2.3. AnnapaTHblit Kntoy Sentinel HL

MopkniounTe annapatHbln Kntod Sentinel HL B USB pazbem komnbioTepa. [JononHUTENbHbIX LENCTBUN HE
Tpebyetca. Kntoy rotos kK pabote.

O6HoBNeHue nuueH3nu

O6HoBneHne Habopa N1LEH3W annapaTHOro Kito4a BbinonHseTcs Yepes web-uHtepdeiic Sentinel Admin
Control Center, KoTOpbIV AOCTYNeH Mo agpecy http://127.0.0.1:1947/ nocne ycTaHoBKM ApariBepa Sentinel HASP.

1. Ha komnbloTepe ¢ NoAKYeHHbIM Kito4om B web-6pay3epe oTkpolite cTpanuuy http://127.0.0.1:1947/.
1.1. B pasgene Knioun Sentinel Ans HyXHOro Kinto4va HaXmMuTe KHOMKyY C2V.
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Sentinel Admin Control Center © Crpasca

Kntoum Sentinel vwa xocra

Knwouu Sentinel

Komnztotep  MocTaewpk ID knwoua Tun knkua Koncburypauua Bepcus Ceacel [eficTenA
MpoAyKTHI Schneider Electric
I tion Center Limited . - - Ceanc " "
TNokanexo Ii?;:?l\idt; :f:mp:?wer MRS 662676384 Sentinel HL Max 3 Bez apaiieepa  6.09 CeaHcsl
(103066)
KOMMOHEHTBI
CeaHcel
OfHoeneHue/
npHKpennexue

JKypHan foctyna
KoHpurypauus

JIMarHocTHKa

1.2. CoxpaHuTe chainn obpaza kntoya popmata *. c2v Ha AINCKe.

*_c2v - «Customer To Vendor» - dpain obpasa krnoya

Ecnu kHonka C2V oTcyTCTBYET B Web-uHTepdeiice, To B pasaene KoHpurypauus yctaHoBuTe pnar Co3aaTtb
dain C2V ana knda HASP 1M HaXMuUTE KHOMKY MpUMeHUTb:

(im} m Thales Sentinel ACC: Kongurypz: X —‘r - (] X
& C (D) localhost:1947/ru.17.0.alp/config.htm A s 7= 2
JHu a0 yaanexws cTapelx dainos |90 7] -
3anucars PID & dhain O
Cosaats taiin C2V ans knoua HASP He exniovaliTe 3ToT NnapamMeTp, €CnM TOMNLKD MHOE HE PEXOMEHA0BaHD
NpOM3BOAUTENEM NPOrPaMMHOrD oBecnedeHun

He zarpyxats hasplmv exe O Mpumeuanwe: kntoum SL UserMode He OyayT eugumel, ecnv ekiDpad 310T napameTp

2. CreHepupoBaHHbIii dhaiin obpasa kntoda dpopmMaTta * . c2v OTNPaBbTE Ha ANEKTPOHHY0 MOYTY
support@systemesoft.ru. B otBeTHOM nucbMe ByaeT BbicnaH ain o6HoBneHus Habopa nuueHsuin hopmaTa
*.v2c.

*_ v2c - «Vendor To Customer» - dpaiin Habopa NuUEeH3ni
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3. Mepengute B pa3gen 06HoBieHne/npukpenaeHne. HaxmuTte KHOMKy BbibpaTb ¢aiin. . ., Bbibepute
nony4yeHHbIn charin 06HoBNEHNA Habopa NuLEeH3un hopmata * . v2c U HAXMUTE KHOMKY NpUMeHUTD.

Sentinel Admin Control Center @ Crpanca

OBHoBNeHWe/npuUKpenneHne NULEH3UU Wns xocra

Kntoun Sentinel

BLidpaTe [ [{BeiGpare dain._ @
Gaitm: ©opMar aiina: V2C, VZCF, HZR, R2H, HZH ann 10

MpoaykTel I

KOmMNoHeHThI

CeaHchl

OOHoBNeHue/
npUKpenneHne

JKypHan goctyna
KoHtourypauma

[uarHocTuka

4. Nepe3sanycTute cepsuc seplatform.licenseserver.agent KOMaHOoOM:
systemctl restart seplatform.licenseserver.agent

Mocne yero Habop NuLEeH3ui annapaTHoro kntoda Sentinel HL 6yaet o6HoBMEH.

16.2.2.4. NMporpammHbin Kntoy Sentinel SL

AKTUBaL s 1 06HOBMNEHNE Habopa NULEH3WI NporpaMMHOro kto4a Sentinel SL BbinonHsAeTcs Yepe3 web-
uHTepdenc Sentinel Admin Control Center, KoTOpbI AOCTYNeH No agpecy http://127.0.0.1:1947/ nocne
yCTaHOBKM ApanBepa Sentinel HASP.

MporpamMmHbIi kntoy Sentinel SL MoxeT 6bITb aKTUBMPOBaH TONIbKO HA OAHOM KOMMbIOTEpE.
AKTnBaUuA

1. Ha komnbloTepe B web-6pay3epe oTkporite ctpanuuy http://127.0.0.1:1947/.
1.1. B pasgene Knioun Sentinel ansa HoBoOro kntoya SL HaxXmuTe KHOMKY OTneYaTok.
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Sentinel Admin Control Center © Crpasca

Kntoum Sentinel vwa xocra

Knwouu Sentinel

Komnztotep  MocTaewpk ID knwoua Tun knkua Koncburypauua Bepcus Ceacel [eficTenA
MpoayKTbI Schneider Electric
Innovation Center Limited 3apesepsuposaro A HoB020 "
Noxaneo liability company Kkmoua SL s 843

(103066}

KOMMOHEHTBI
CeaHcbl

OfHoeneHue/
NPUKpenneHue

JKypHan foctyna
KoHpurypauus

JIMarHocTHKa

1.2. CoxpaHnute cann popmara *. c2v Ha ANCKe.

*_c2v - «Customer To Vendor» - pain obpasa cuctemsl
2. CreHepupoBaHHbI chann obpasa cucteMbl hopmata * . c2v OTNpaBbTE HA NIEKTPOHHYHO MOYTY
support@systemesoft.ru. B oTBeTHOM nNMcbme GyaeT BbicnaH dainn akTueaLmMm nuueH3um oopmarta * . v2c.
*_v2c - «Vendor To Customer» - bain aKTMBaL MmN NMLEH3UN

3. MNepenguTe B pa3aen 06HoBneHue/npukpenneHue. Haxmute KHOMKY BoibpaTb daiin. . ., BbibepuTe
nonyyeHHblr hainn aKkTMBaLmMm NuueH3um oopmata * . v2c U HaXMUTE KHOMKY MpUMeHUTb.

Sentinel Admin Control Center @ Crpasca

OBHoBNeHne/npuKkpenneHne NULEH3UW Wns xocra

Kniouwn Sentinel

Bbl@paﬂ, | Bridpats hain.. )@
a opmar Maiina; VAC, V2CF, HZR, R2H, H2H w10
MpoaykTel _—

KOMNOHEHTI
CeaHchbl

OOHOENEHUE!
NpUEpPENNEHKE

JKypHan goctyna
KoHtourypauwa

[WarHocTura

4. Nepe3sanycTtute cepsuc seplatform.licenseserver.agent KOMaHOoOM:
systemctl restart seplatform.licenseserver.agent

Mocne yero nporpaMmmHbIN Koy Sentinel SL 6yaeT akTMBMpPOBaH.
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O6HoBneHune

1. Ha komnbloTepe B web-6pay3epe oTkpolite cTpanmuy http://127.0.0.1:1947/.

1.1. B pasgene Knum Sentinel ons Hy>XHOro Kikoya HaXMuUTe KHOMKY C2V.

Sentinel Admin Contraol Center © Crpaara

Kntoumn Sentinel vua xocra: devio-24-rub

| Knwoyu Sentinel

Komnstotep  TMocTaBupk 1D knioua Tun knecua Kondpurypauma Bepeua Cearce [sicTens
Schneider Electric Innovation . R MpoaykTsl
TS Novansso  Center Limited liabilly company ~ 557399356746929321 FaoP SLAdminMode 9 [F5 236 Ceaiical
( e peHOCUMBIR ooy

KOMNOHEHTEI
CeaHcbl

OBHOBNEHHE!
NpHKpEnneHme

KypHan gocTyna
KoHthurypauus

OMarHocTuka

1.2. CoxpaHuTe chainn obpaza kintoya popmara *. c2v Ha AnCKe.

*_c2v - «Customer To Vendor» - dpain obpaza kioya

2. CreHepvipoBaHHbIv (harin obpasa kntoda dpopmMarta * . c2v OTNPaBbTE Ha ANTEKTPOHHYHO MOYTY
support@systemesoft.ru. B otBeTHOM nucbme ByaeT BbicnaH dann obHoBreHus Habopa nuueH3ui oopmarta
*.v2c.

*,v2c - «Vendor To Customer» - chaiin Habopa nuLeH3ui

3. MNepenauTe B pa3aen 06HoBneHue/npukpenneHue. Haxmute KHOMKY BoibpaTb aiin. . ., BbibepuTe
nony4eHHbIn chann obHoBMeHNA Habopa NuLEeH3u hopMaTta * . v2c M HAXMUTE KHOMKY NpUMeHUTb.

Sentinel Admin Control Center @ Crpasca

OBHoBNeHne/npuKkpenneHne NULEH3UW Wns xocra

Kniouwn Sentinel

Bbl@paﬂ, | Bridpats hain.. )@
a opmar Maiina; VAC, V2CF, HZR, R2H, H2H w10
MpoaykTel _—

KOMMNOHEHTHI

CeaHchbl

OOHOENEHUE!
NpUEpPENNEHKE

JKypHan goctyna
KoHtourypauwa

[WarHocTura
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4. Nepe3sanycTute cepsuc seplatform.licenseserver.agent KOMaHaoM:
systemctl restart seplatform.licenseserver.agent

Mocne yero Habop NUL.EeH3uIA NporpamMmMHoro Krtoya Sentinel SL 6ynet o6HoBnEH.

16.3. PewieHune npobnem

B cnyyae Bo3HMKHOBEHUSA N0GbIX NpoGiemM npu paboTte ¢ annapaTHbIMY UK NPOrpamMMHbIMU KNtodamu CUCTaM
MnaTtdopm oTnpaenaAiiTe Ha agpec 3NEeKTPOHHOM NOYTLI support@systemesoft.ru MMCbMO, cogepXallee:

> knto4 npoaykTa unu ID Kntoya, ykasaHHbIv B cepTudmKaTe n3 KoMmniekTa nocTaBKy;

> onucaHue BO3HUKLLEN NpoGnemsi.
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17. Be3onacHoe agMUHUCTpUpOBaHue

Y106kl M36exaTb c60eB B paboTe KoMMNoHeHToB CUCTaM NnaTdopM 1 CHU3WUTL BEPOSITHOCTL BO3HUKHOBEHUS
yA3BUMOCTEN NPOEKTa aBTOMaTU3aL, MM TEXHOMOMMYECKOro NpoLiecca, crnefyiTe pekoMeHaaumsm no 6esonacHomy
aAMUHNUCTPUPOBAHMIO.

HecobnioaeHne pekomeHgaLuin MOXeT NoBneyb:

>

VvV V VvV V V V VvV

NOTEpPH0 TEXHOMOMMYECKMX OaHHbIX;
nogavy NOXHbIX KOMaHA, yNpaBreHns TEXHONOrM4yeckomMy o6opyA0BaHuio;
BO3HMKHOBEHWE aBapUNHbIX CUTYaLUi;

HECBOEBPEMEHHOE OMOBELLLEHME O HACTYNMBLLMX COObLITUSIX U aBapusXx;
NOTEepIo KOHTPOJS Haf, XOA40M TEXHONOrMYECKOro NpoLLecca;

OCTaHOBKY TEXHONOrM4Yeckoro o6opyaoBaHus;

HapyLLeHve 6e3onacHOCTU NPOM3BOACTEA;

[eiicTBMe BPeIOHOCHbIX NPOrpamM.

MNocnepcTtBnaMmmn MOryT CTaTb:

>

>
>
>

CbMHaHCOBbIe noTtepu npeanpuaTnAa;
cutyauumn, CeBA3aHHbIe C n0Tepel7| 300p0oBbA N XU3HA noaen;
TEXHOreHHbl€ aBapuu;

3Konorn4eckne katacTpodsl.

17.1. O6wine pekomeHaaLmMm

Orpaqu nBaute OOCTYMN K TEXHNYECKNUM CpeiCTBaM

YT100bl NpeaoTBpaTUTb HECAHKLIMOHUPOBAHHbI I [OCTY M NOCTOPOHHUX UL, U HEFAaTUBHOE BO3AENCTBUE OKPYXatoLen
cpegpl (Mbifb, Brara), pekoMeHAyeM pa3mMeLLatb TEXHUYeCKne cpeacTsa (cepepbl, APM, ceTeBoe 060pya0BaHue)
B CEpPBEPHbIX LWKadax.

HecobntoaeHve faHHON pekoMeHaaLum MOXET NPUBECTU K NPeKpaLL,EeHnio nnm c60siM B paboTe KOMMOHEHTOB
Cucrtam lNnatdopm B peaynbrare:;

>

>
>
>

OTKITH04EHNS1 0O OpY10BaHMS;

oTcoeanHeHus kabenew;

MOpYM UNn Kpaxu o6opyL0BaHNS;

NpoYMx PU3NYECKMX BO3AENCTBUN, MPUBOASALLMX K OTKITIOUYEHUIO UMW MONOMKE TEXHUYECKUNX CPEACTB.

Ncnonb3ynte IPSec

Yr106bI NPeaoTBPaTUTh HECAHKLMOHMPOBaHHBIN LOCTYM K CETY U NepexBaT NakeToB AaHHbIX, Nepeaasaemblx no
MexceTeBoMy npotokony IP, pekomeHayem ucnonb3oBath IPSec B TyHHENBHOM pexvMe Afs opraHu3auum
6e30MacHOro CETEBOro B3aMMOAENCTBUA MeXAy YAarneHHbIMM KoMmnoHeHTamu Cuctam MNnatdopm.

HecobntoaeHue AaHHoM peKoMeHaaLmmn HeCeT Yyrpo3y nepexeaTa, NpoCcMOoTpa, U3MEHEHUS 1 MPOYMX
HexXenaTtenbHbIX AEeNCTBUIA C MakeTaMu flaHHbIX, NepefaBaeMbiMy MeXAy YaaneHHbIMW KoMnoHeHTamu CUCTaM
Mnatdopm.
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OrpaHu4mnBanTe YnMcno NopToB, ucrosnblyemoix DCOM

YT1006bI NpeaoTBpaTUTb HECAHKLIMOHUMPOBaHHbBI [OCTYM M NOBLICUTL 6E30MacHOCTL CETEBOr0 B3aUMOAENCTBUS
MeXAay yaaneHHbIMU KomnoHeHTamu CucTtam Nnatdopm, pekomeHayem orpaHMYMBaThb YMCHO NOPTOB,
ucnonb3yembix DCOM, no onpeneneHHoro AnanasoHa. 3aTeM peKkoMeHayemM HacTpauBaTb MEeXCEeTEBON 9KpaH
(6panamayap):

> 3anpetuTb BXoaawmn Tpadumk Ha y3en OPC;

> paspeLumnTb BXogAwmi Tpaduk onpegenenHbix y3nos OPC yepes nopt TCP 135;

> paspeluunTb BXxoasdLmin Tpauk onpeaeneHHbix y3nos OPC yepe3 HekoTopbl Anana3oH noptoB TCP.

HecobntopeHve faHHOM peKoMeHAaLIMM HECET YTpo3y HECAHKLIMOHUPOBAHHOTO MOAKITHYEHUs K CETH, CETEBbIX aTak,
NPOHUKHOBEHWS BPEA,OHOCHBIX NPOrpaMm U ApYruMX CETEBLIX YIPo3, CNOCOOHbIX Bbi3BaTb cepbe3Hble cbon B pabote
kKomnoHeHToB CucTtam MNnatcopm.

NcnonbayiTe aHTmBmpycHoe MO 1 06HOBNSINTE aHTMBMPYCHble 6a3bl

YT06b1 U36EXaTL 3apaxeHns cepeepoB U APM KOMMbIOTEPHBIMU BUPYCaMU, PEKOMEHAYEM MCMONb30BaTh
aHTmBMpycHoe MO 1 perynsapHo 06HOBNSITE aHTUBMPYCHble 6a3bl. O6HOBNEHNE aHTMBUPYCHbIX 6a3 pekomeHayeTcs
npeaBapuUTENbHO BbIMOMNHATE Ha TeCTOBOM Nnatdopme ("necodHuue”).

COBMECTMMbIM peLLeHneM Ans aHTUBMPYCHOM 3aLLmMTbl CTaHUuIA 1 cepBepoB ¢ Cuctam MNnatdopm asnsetcs
nporpaMmmMHbIn NpoaykT Kaspersky Industrial CyberSecurity for Nodes ans yctpoincTs nog ynpasneHnem OC
Windows un Kaspersky Industrial CyberSecurity for Linux Nodes ans yctponcts nog ynpaenenvem OC Linux.
HecobntoaeHve faHHON pekoMeHraaLum MOXET NPUBECTU K CEPbE3HBIM cHoAM B paboTe KOMMbIOTEPOB MU
3apaxeHun BUpycamm, Hanpumep:

D> BHe3arHas nepesarpy3ka unm HEBO3MOXHOCTb BKMIOYEHNUS;
BbIBOZ, HA 3KpaH MOCTOPOHHUX COOBLLLEHNI;

610KMPOBKa KOMMbOTEPA;

3amepneHue paboTbl;

yaaneHue unu uameHeHve annos NpunoXeHui;

CbOpM aTnpoBaHne XeCTKOro gucka;

vV V V V VvV V

Apyrvie HenpeackasyemMble CUTyaL um.

C6ou B paboTe KOMMbIOTEPOB NPUBOAST K 3aMEAEHNI0, COOAM 1 NpeKpaLLeHnio paboTbl KOMMOHEHTOB CMCTaM
Mnatdopm.

OTkno4yanTe asBToMaTnyeckoe obHosneHme NO

YT06b1 36EXaTL C60€B B paboTe cepBepoB n APM, pekomeHayeM oTKIio4aTh aBToMaTndeckoe obHoneHne OC n
aHTusumpycHoro MO.

O6HoBnATL OC, aHTUBMPYCHOE MO, komnoHeHTbl CucTam MNMnatdopm n MO nNpoekTa aBToMaTM3aLmMm
peKkoMeHAyEeM BO BPEMS MS1aHOBbIX paboT Mo TEXHUYECKOMY 0OCIYXUBAHUIO Y PEMOHTY.

HecobntoaeHue aaHHoM peKoMeHaLmMm NoBbILLaeT BEpoATHOCTb cHosi B paboTe komnoHeHToB Cuctam MNnaTtcgopm.
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EHOKMpyIZTe OOCTYyn K VIHq)OpMaLI,VIM Ha BHELLHEM HaKornunterne

Y106bI NpenoTBpPaTUTh HECAHKLMOHMPOBAHHOE MCMONb30BaHNE BHELLIHWMX HaKonuTernen, pekomeHayem 6510KMpoBaTh
noptbl USB 1 npuBoAbl ONTUYECKKX AUCKOB AJ1S1 YYETHBIX 3annceil Nnosib3oBaTereil.

MoaKnoYmB K CUCTEMHOMY BJ10KY BHELLHWIA HAKOMUTENb, NMoNib30BaTeNb He YBUAUT ero B narke Moii
KOMMbTep UK AOCTYN K Hemy ByAeT 3anpeLuéH.

HecobntoaeHne aaHHoON pekomMmeHaaunm MOXET NPUBECTU K 3apaXXeHNo KOMMNbOTEPOB BpeJO0HOCHbIMU
nporpamMmmMmamm, cogepxamMmnca Ha HakonuTenax, a Takxe ytedke KOHCbI/I,EI,eHLl,I/IaJ'I bHON VIHCbOpMaLWII/I npeanpuaTna.

OrpaHu4dmnBanTe rnpasa v KOSIMYECTBO YYETHbIX 3anncen nonb3oBaTenen

Y7066 NPEnoTBPaTUTL HECAHKLIMOHMPOBaHHbIN AocTyn K MO cepepoB u APM, pekoMeHayeM BKI0YaThb TONbKO
y4eTHble 3anucuy nonb3oBaTtesnen, NpeayCMOoTpeHHbIE NPOEKTOM aBToMaTtusaumn. [na Kaxaon y4eTHon 3anucu:

> yCTaHaBnvBaiTe CIIOXHbIE Naposy;
> orpaHv4uBaiiTe npaea nonb3oBaTerns B Ucnonb3oBaHum MO paMkamMu [OMXHOCTHBIX 0653aHHOCTEN.

HecobntogeHve paHHON peKoMeHAaL MM HeCeT yrpo3y HecaHKLMOHMPOBaHHOro foctyna K MO nonb3oBaTenen, He
obnapatoLmnx Heo6XoAUMbIMM 3HAHWSIMK, YTO MOXET NPUBECTU K oinbkam B pabote ¢ MO, komnoHeHTamu CUCTIM
MnaTtdopM 1 ynpaBneHnn TEXHONOrMYECKMM NPOLLECCOM.

MuHuManbHble NpaBa YY4ETHOM 3anncuy Ans 3anycka KomrnoHeHToB Cuctam NnaTtgopm

anIJ'IO)KGHI/Iﬂ n CJ'Iy)K6bI BbIMNOJTHAKTCA C NpaBamMu y‘-léTHOI;I 3annucu, ot UMeHn KOTOpOl7I OHM 3anyLeHbl:
> anJ'IO)KeHI/Iﬂ 3anyckarlTCA OT MMeHU y‘-léTHOI;I 3anucu nonb3oBartend, 3anyCTtuBLLEro npunoxeHue.

> Cnyx6bl M0 yMOM4YaHUIo 3anyCcKarTcs OT MMEHN CUCTEMHOW Y4ETHOM 3anncu LocalSystem - 310
crneuunanbHas y4€THas 3annuch, KOTopyto co3aaét cuctema. [ns kaxaomn cnyxXobl MOXHO M3MEHUTb YUYETHYHO
3anncb, OT UMEHN KOTopoW oHa 3aryckaetcs (cTp. 108).

CucteMHas y4éTHas 3anucb obragaeT nonHbIMY NpaBamuy B cucteme. MNpaea Npoumx y4YETHbLIX 3anmcei
onpenenarnTcAa CUCTEMHbIMU rpynnamMm non bSOBaTeﬂeﬁ, B KOTOpPYIO 3TN y'vléTHbIe 3anncu BKIKOYEeHbI.
Monb3oBatenu, OnbITHbIE NONb30BaTENN, AAMUHUCTPATOPbI U ApYrue.

B Tabnuue Hxe ana npunoxeHui u cnyx6 Cuctam MNnatgopm npreeneHs TpeboBaHNs K MpaBam y4YETHON
3anucu, YTobbl 3anyLLEeHHOE OT e€ UMEHM NPUIoXeHne/cnyx6a MOornm BeIMNOMHATL CBOU Oy HKLIMN.

KOMMOHeHT MuHuManbHbIe NpaBa yY4ETHOI 3anucu
SePlatform.Data Server Ona cnyx6bl - cMcTeMHas y4ETHas 3anuchb.
SePlatform.AccessPoint [lna cepBUCHbIX NpunoxeHuii - MNonb3oBarernb.
SePlatform.Historian CucTeMHas y4éTHas 3anmchb.

SePlatform.Development Studio | lNonb3osaternsb.

SePlatform.HMI MNonb3oBaTensb.

SePlatform.Mapping Server CerteBas cnyxba (NetworkService).
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KOMMOHEeHT MuHuMmanbHbIe NpaBa y4ETHON 3anucu

SePlatform.Security Monb3oBarens.

[na KoHury puposaHnsa - ALMUHUCTPATOP.

M3meHeHne y4€THOM 3anncu, OT UMEeHN KOTOPON 3anyckaeTca cnyxba

OC Windows
1. OTKponTe cnucok crnyx6.
Cpenarb 3TO MOXHO:
> B aucnetyepe 3a4a4y Ha BKIiagKe Cnyxob
D> OTKpbITb OKHO 3anycka «Win» + «R» 1 BBECTU

services.msc

2. B cnincke BbibepuTte criyx0y 1 B KOHTEKCTHOM MEHI0 OTKPOUTE €€ CBOWCTBA.

3. HaBknagke Bxoa B cucTeMy yKaxuTe yYETHYIO 3anuCb, OT UMEHM KOTOpOW cryx6a 6yaeT UCTMOMHATLCS.

Ceoidctea: seplatform.domain.agent (Nokanedsll komMnetoTep) >

OBwwe Bwonscwctemy  BoccraHoenenwe  JaBMcumocTH

Bxon B cucTemy:

(®) C cMCTEMHON yyeTHOR 3anmMcsto

Paspewnts ssanMoneicTene c paboudm cTonom

() C yueTHOIA 3annce: Of=op

OmaenHa [MpreHATE

Ecnu naposb nosib3oBaTtend BrnocneacTtsmm UISMeHnUTCA, B CBOMNCTBax CJ'Iy)K6bI OH He 0OHOBUTCS:
|'|0Tpe6yeTcs=| NOBTOPHO 3alTn B CBOUCTBA CJ'Iy)K6bI N U3MEHUTb MNapoJib NoJib30BaTeESA.

4. Y106bI UI3MEHEHNA BCTYNWUNM B CUMY, Nepe3anyctute cnyxoy.

BbinonHeHHble HAaCTPONKKN cOpackbiBaOTCA NpY yAaneHnm unm nepeycraHoBke. [109ToMy onvMcaHHyto Bbille
HaCTPOMKY HY>XHO BbINOSHATb MOCE Kax A0 yCTaHOBKW; HanpuMep, noce ycTaHoBKM 6onee HOBOW BEPCUM.

OC Linux
Cepsucbl komnoHeHToB CrucTtam Nnatopm no ymonyaHuio 3anyckarTcs OT MMEHW Cyneprofib30BaTens «root».

Ina cepsucos SePlatform.Data Server, SePlatform.AccessPoint, SePlatform.Domain, arenta
SePlatform.License Server, SePlatform.Historian, SePlatform.Security n npunoxenuin SePlatform.HMI,
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SePlatform.HMI.Alarms, SePlatform.HMI.Trends Bo3amMoxHo nepeHa3HaunTb NONb30BaTENS, OT UMEHU KOTOPOro
OyneT 3anycKaTbCs CEPBUC/MPUIOXEHNE.

Ons pabotel SePlatform.Mapping Server npaBa cynepnonb3oBaTtens «root» He TpebytoTcs.

CwmeHa nonb3osarens ans cepsuca SePlatform.Security onucana B pokymeHTaumm Ha SePlatform.Security.

YT06b1 CMEHUTb Nonb3oBaTens anda cepsucos SePlatform.Data Server, SePlatform.AccessPoint u
SePlatform.Domain, ncnonb3yinte cneayoLLyto MHCTPYKLMIO.

Huxe npuBepeHa MHCTPYKLMS MO HAaCTPOVKE 3aryCcka CepBMCOB OT MMEHWN HEMPUBUIErMPOBAHHOIO
nonb3oBaTens, akTyanbHas ansa sepcun SePlatform.Domain 1.2.8 n HoBee. Ecnu Bbl ncnonb3yete 6onee
paHHIO BEPCUIO, BaM MOHA00UTCS MHCTPYKLMSI, onMcaHHas B AokymeHTauum ans SePlatform.Domain,
COOTBETCTBYHOLLEN NCMOSNb3YEeMON BaMu BEPCUN.

1. Ecnv nonb3oBaTtesb, OT UMEHW KOTOPOro HEO6XOAMMO 3aryCKaTb CEPBUCHI, MPUCYTCTBYET B CUCTEME,
nepenguTe K crnenytollemy wary. Ecnuv nonb3oBartens He CyLWeCTBYET - CO3[alTe ero C NoMOLLLbI0O KOMaHab!
useradd. Ncnonb3yinte moaudukatop —-m, 4Tobbl co3aaTtb Nanky nonb3osatens. IMsa nonb3oBaTtens MOXeT
6bITb NOOBIM.

sudo useradd -m uMA NOJIb30BATEJA

HacTpoiite ons co3gaHHoro nonb3oBaterns HOHOBOE MPUCYTCTBUE B CUCTEME.

sudo loginctl enable-linger uMa HOJIb30BATENA

TekyLLee COCTOsiHME NPUCYTCTBUS MOSIb30BaTesIs MOXHO NPOBEPUTL MO KOMaHAE:

sudo loginctl show-user mMA NOJIE30BATEJIA

MpucyTcTBME NONBb30BATENS ONMCAHO CTPOKOWN Linger=yes B BO3BPALLAEMOM pe3yribTaTe, OTCYyTCTBMUE -
OLLIMOKOW BbINONMHEHNA KOMaHabl Failed to get user: User ID xxxxX is not logged in or
lingering.

3atem 3a,u,al7|Te naposnb A4 Co34aHHOro Nonb3oBaTens Npu NOMOLLM KOMaHAbl passwd (eCJ'Il/I He ObIn 3aAaH
npn co3gaHnn nors bSOBaTeﬂH)Z

sudo passwd MMA MOJIb30BaTeJid

2. OcTaHoBUTE 1 3anpeturte pa60Ty cepBucos, No ymosn4aHuio 3anyckaemMbliX OT UMEHU cynepnofib3oBatensd
root.

sudo systemctl stop seplatform.domain

sudo systemctl disable seplatform.domain

sudo systemctl stop seplatform.net

sudo systemctl disable seplatform.net

sudo systemctl stop seplatform.accesspoint
sudo systemctl disable seplatform.accesspoint
sudo systemctl stop seplatform.server

sudo systemctl disable seplatform.server
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3. N3ameHute Homep nopta Net-areHTa Ha 3HadeHue Bbilwe 10000 (Hanpumep, 11010). BTo Heo6xoaumo, NOTOMy
YTO HENPUBUIErMPOBaHHBLIM MONMb30BaTENAM HeNb3A "NpocnyLWwmnBaTh" NopThl C ManbIMu HoMmepamu. [Ans aToro:

3.1. Nepenpute K Narke, rae xpaHATcst KOHgUrypauuoHHsle dainsl SePlatform.Domain -
/opt/SePlatform/SePlatform.Domain. YKaxuTe HOBOE 3Ha4YEeHNE NopTa B KOHUIy paLMOHHBIX dhannax
seplatform.net.agent.xml n seplatform.domain.agent.xml

3.2. Ecnnucnonbayete SePlatform.Security, He 3abyabTe ykasaTb HOBOE 3HaYeHWe NopTa AJ1s areHTa
6e3onacHocTu. [Ins aToro nepeniauTe K nanke, rae XpaHAaTcst KOHUry pauMoHHble haiinbl areHTa
6e3onacHocTu - /opt/SePlatform/SePlatform.Security. 3ameHute B KOHUrypaLnoHHoM daine
seplatform.security.agent.xml Homep nopta Net-areHTa Ha HOBOE 3Ha4YEeHMe.

4. YKaxuTe MMsi HEMpMBUIIENMPOBAHHOIO NONb30BaTeNsa BMECTO aeHTudukaTopa root B CnefyLwmx oHUT-
davnax:

> /lib/systemd/system/seplatform.domain.service;
> /1lib/systemd/system/seplatform.net.service;

> /lib/systemd/system/seplatform.server.service;
>

/1lib/systemd/system/seplatform.accesspoint.service

NMPUMEP
BmecTo

User=root
Group=root

yKaxure

User=uma_nonb3oBaTtens
Group=rpynna_nosb30BaTens

5. CkonupyiiTe dain server_launcher. sh u3 nanku yctaHosku SePlatform.Domain B nanku yctaHoBku
SePlatform.Data Server n SePlatform.AccessPoint.

sudo cp /opt/SePlatform/SePlatform.Domain/server launcher.sh
/opt/SePlatform/SePlatform.Server

sudo cp /opt/SePlatform/SePlatform.Domain/server launcher.sh
/opt/SePlatform/SePlatform.AccessPoint

6. Co3paviTe CUMBOIMYECKYHO CChISIKY Ha CKOMMPOBaHHbIN chain B (popmare * . xml:

> nana SePlatform.Data Server:

cd /opt/SePlatform/SePlatform.Server
sudo In -s SePlatform.Data Server.xml server launcher.sh.xml

> nana SePlatform.AccessPoint:

cd /opt/SePlatform/SePlatform.AccessPoint
sudo 1ln -s SePlatform.AccessPoint.xml server launcher.sh.xml
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7. ameHuTe toHuT-chaiinbl cepeurcos cnyx6 SePlatform.Data Server n SePlatform.AccessPoint. YkaxuTe B
chamnax norHbIN NyTb K CKONMPOBaHHOMY dbanny server_launcher. sh B CTpOKe 3anycka ExecStart.
OcTarnbHyo YacTb CTPOKWN OCTaBbTe 6E3 N3MEHEHWIA.

> B oHut-hamne /1ib/systemd/system/seplatform.server.service BMECTO:
ExecStart=/opt/SePlatform/SePlatform.Server/SePlatform.Server 1>/dev/null &
yKaxure

ExecStart=/opt/SePlatform/SePlatform.Server/server_launcher.sh
/opt/SePlatform/SePlatform.Server/SePlatform.Server 1>/dev/null &

> B oHut-cpaiine /1ib/systemd/system/seplatform.accesspoint.service BMecTo

ExecStart=/opt/SePlatform/SePlatform.AccessPoint/SePlatform.AccessPoint -accesspoint
1>/dev/null &

YKaxurte:

ExecStart=/opt/SePlatform/SePlatform.AccessPoint/server_launcher.sh
/opt/SePlatform/SePlatform.AccessPoint/SePlatform.AccessPoint -accesspoint
1>/dev/null &

8. iameHuTe Bnagenbua nanok yctaHosku SePlatform.Domain, SePlatform.AccessPoint n
SePlatform.Data Server BmecTe ¢ nx cogepxumbiM. OTo He06X0AMMO, YTOObI A1 Nonb3oBaTess He
BO3HMKaso OLWMOKM AOCTYyNa K yKa3aHHbIM Nankam.

sudo chown -R mMA mojib30BaTENIA:TpyIla
nosb30Barens/opt/SePlatform/SePlatform.Domain

sudo chown -R uMA nojib30BaTesid:Tpymna
nosb30BaTensa/opt/SePlatform/SePlatform. Server

sudo chown -R mMA mojib30BaTENIA:TpyINa
nosb30Baresns/opt/SePlatform/SePlatform.AccessPoint

9. B KoHpurypaumoHHoM haine Domain-areHTa ykaxuTe nanky Ansa XpaHeHUs BpeMeHHbIX KOHUrypaLun
(kawa), K KOTopou y nonb3oBaTtens ecTb 40CTynN. [1ns aToro nepenaute K nanke, roe XpaHarcs
KoHdUrypauuoHHble dainbl SePlatform.Domain - /opt/SePlatform/SePlatform.Domain. B
KOHpurypaumoHHoM canne seplatform.domain.agent.xml yKaxuTte NonHbIN MNyTb K NOAXOASALLEN Nanke B
KayecTBe 3Ha4yeHust aTpubyTa <StoragePath> Xxml-afieMeHTa <Components>, HANPUMep,
/home/newuser/DomainStorage/cache/server
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10. OTkpowite danin /opt/SePlatform/SePlatform.Server/SePlatform.Data Server.xml naob6aBbTe
CTPOKY «<Config ReadOnly="True"/>»:

<configuration>
<install ServiceName="SePlatform.Server" ExeName="SePlatform.Server.exe" />
<Storage Filename="SePlatformServer.cfg" />

<Connection Port="4572" />

<Backup Path="..\Backups" Time="00:00" StorageDepth="14" />

<Log Path="..\Logs" />

<Dispatch Model="Default" />

<Config ReadOnly="True" />

<Instance ID="9F4443FA-ADD2-42F0-9AB7-BD906DDA238F" />

</configuration>

Takas HacTpolika 3anpeLuaeT peaakTMpoBaTb KoHdurypaumio SePlatform.Data Server yepes cepBucHoe
npunoxexune KoHdurypaTop. Bo3aMoXHOCTb OTKpPbITUA U MIPOCMOTpa KoHury paumm B KoHdurypaTtope npu
3TOM OCTaéTtcs.

11. 3anycTnTe BCe OTKII0UYEHHbIE paHee CepBUCHI 1 pa3peLLmnTe Ux paboTy:

sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo

systemctl
systemctl
systemctl
systemctl
systemctl
systemctl
systemctl
systemctl

start seplatform.domain
enable seplatform.domain
start seplatform.net

enable seplatform.net

start seplatform.accesspoint
enable seplatform.accesspoint
start seplatform.server
enable seplatform.server

12. Tenepb crnepyeT nepesarpy3unTb ornepaLnoHHyto cuctemy. MNMocne aToro cnepyet y6eanTbes, YTo CepBUChHI
3anyLeHbl OT UMEHW HENPUBWIErMPOBAHHOIO NOMb30BaTeNS, BbINOHMB KOMaHAy ps aux. YTobbl
OoT(hMNbTpOBaTh HOPMALLUIO, NPeOCTaBASEMY0 KOMaHA 0N, UCronb3ynTe UnbTp grep:

ps aux | grep seplatform

YT1obbl cMeHUTb Nonb3oBaTens Ans cepeuca areHta SePlatform.License Server:

1. Otkpownte pain /1ib/systemd/system/seplatform.licensing.agent.service

2. B cTpokax

User=root
Group=root

N3MEHNTE «root» Ha HY>XXHOro NOSIb30BaTENS U Ipynny (Hanpumep, Ha NoNb3oBaTens/rpynny ¢ NOHMXEHHLIMU
NpUBUNErnsamMn).
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3. Ytobbl NPUMEHNTb U3SMEHEHHYO KOchmrypau,Mlo, BbIMOJTHATE KOMaHAY:

sudo systemctl daemon-reload

Kntoum Guardant 6yayT paboTaTtb nog nonb30BaTeNeM, OTIINYHbIM OT «root», TONIbKO NOCIE YCTaHOBKM
npaewun gocTyna Kk danny yctporictea (USB-kntody). UTobbl ycTaHOBUTL NpaBuna, ycTaHoBUTE
Guardant Control Center. Nocne yctaHoBku otcoeguHnte USB-kntoy OT nopTa KOMMboTepa u
nopcoeavHnNTe ero CHoBa.

Ecnu nocne yctanoBku Guardant Control Center Bawl knoy no-npexxHemMy He BUAEH B CUCTEME,
HacTpoWnTe NpaBura Bpy4Hyto (HacTporika onucaHa B oL ManbHon okymeHTaumn Guardant:
https://dev.guardant.ru/pages/viewpage.action?pageld=1278017).

YT106bI CMEHUTL Nonb3oBaTens ans cepsuca SePlatform.Historian:
1. Otkponte dhanin /1ib/systemd/system/seplatform-server.service.
2. B cTpokax

User=root
Group=root

N3MEHUTE «root» Ha HY>XHOro Nofib30BaTeNs M rpynny (Hanpumep, Ha Nonb3oBaTensA/rpynny ¢ NOHWXEHHbIMN
npuBUNErusMn).

3. YUTO6bI MPUMEHNTB N3MEHEHHY0 KOH(PUIy paLmio, BbIMOMHUTE KOMaHAYy:
sudo systemctl daemon-reload

4. Ha3Ha4ybTe yKa3aHHOro BbiLLIE MOMb30BaTens BragenbLem nanky ¢ 6a3on AaHHbIX U Nanky ¢ o4epebo
OaHHbIX. [N 3TOro BbINOMTHUTE KOMaHAb!:

sudo chown -R <user>:<group> <DatabasePath> (ana manku c 6a30# AaHHbIX)
sudo chown -R <user>:<group> <FileQueuePath> (pna manku c oyepenbl AaHHbIX)

Ytobbl cMeHnTb nonb3osatend ana SePlatform.HMI, SePlatform.HMI.Alarms u SePlatform.HMI.Trends
[0CTaTOYHO CaMOCTOSITENbHO 3anyCTUTb KOMMOHEHT OT HY>XHOro nonb3oBaTens. [19 KoppeKkTHOM paboTbl NpoekTa
SePlatform.HMI Ha3HauybTe BbIGpaHHOro Nonb3oBaTens BraaesbLeM nanku, B KOTOPOW XpaHUTCA NpoekT. Ona
Ha3HaueHus BnagenbLa nanku BbiNoNHUTE KoMaHay:

sudo chown -R <user>:<group> <ProjectPath>

OrpaHun4ymBanTe NpaBa AOCTYNa K CUCTEMHbIM Nankam

Y106bI NpenoTBpaTUTh HECAHKLMOHMPOBAHHBIN focTyn K dainam OC 1 komnoHeHToB Cuctam Mnatdopm,
peKoMeHOyeM orpaHu4MBaTh Nnpasa A0oCTyna K CUCTEMHbIM Marnkam.

BAXHO
He pekoMeHayeM n3meHsTb NpaBa AOCTyNa K KaTanoram, B KOTOpble YCTaHaB/IMBAOTCS KOMMOHEHTbI
Cwuctam MNnatdopm.
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OuctpnbyTnebl KomnoHeHToB CUCTaM MnaTtdopM He M3MEHSIIOT CTaHAapTHbIE NpaBa AocTyna K
CUCTEMHbIM KaTasioram.

HecobGntoaeHne AaHHON peKoMeHAaLUmMmn HECET Yrpo3y nofgMeHbl KoMnoHeHToB CncTam MNnaTtdopm BpeaoHOCHbIMM
nporpaMmmMamMu, YTO MOXET NPMBECTU K CEpbE3HLIM CO0AM B paGoTe NpoeKTa aBToMaTn3aLum 1 BCero
TEXHOMOrMYeCcKoro npoLecca.

17.2. PekomeHaauuu, npuMeHUMble AJ11 KOMMOHEHTOB
Cuctam NnaTtdopm

lcnonb3yinTe cMCTEeMbl KOHTPOSSA Bepcuit

Y106kl M36exaTh yTpaThl UCXOAHbLIX chainos MO npoekTa aBToMaTu3au 1, peKOMeHAyeM UCMoNb30BaTb CUCTEMbI
KOHTPOINS BEPCUI 151 XPaHEHMUS U KOHTPOISi BEPCMOHHOCTU NCXOAHbIX channoe npoektoe SePlatform.Development
Studio u SePlatform.HMI.

HecobntoaeHve AaHHON pekoMeHAaLnm NoBbILLAET PUCK MCMONb30BaHUSA YCTapeBLLMX BEPCUIN NCXOLHbIX haiinoB
npoekTa aBToMaTu3aL v ans AopaboToK 1 KOPPEKTUPOBOK.

Ncnonb3ynte naponu gna goctyna K SePlatform.Data Server n
SePlatform.AccessPoint

YT06bI NPpenoTBPaTUTL HECAHKLMOHMPOBAHHbIM LOCTYN U3 CEPBUCHBLIX NpunoxeHnin KoHgurypatop, Ctatuctmka u
YnpaBnsioLwmi, HacToATENbHO PEKOMeHAYEeM MCMOoNb30BaTh Naponu ans goctyna k SePlatform.Data Server u
SePlatform.AccessPoint.

HecobntogeHve paHHON peKoMeHAaL MM HECET Yrpo3y HECaHKLMOHNPOBaHHbIX AENCTBUIA:
> U3MeHeHue KOH(Ury paLLui;
> MpOCMOTp CTaTUCTUKW;
D> ynpaBneHne CEpBEPOM WIM PE3EPBHON Napoi CEPBEPOB;
>

HEeCaHKLLMOHNPOBAHHbI n obmeH OaHHbIMU.

HecaHKLUMOHMpOoBaHHbI AOCTYN U AeACTBUA MOTYT CTaTb NPUYMHON CepbE3HBIX C60eB B paboTe KOMMOHEHTOB
Cuctam Mnatdopm, NpoekTa aBTOMaTM3aLmMm 1 BCEro TEXHOIOMMYeCKoro npoecca.
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18. Npasuna 6paHamayapa

115

[ns KoppeKTHoi paboTbl kKoMnoHeHToB CrUCTaMm [naTtdopMm B cucTeme, rae ucnonb3yeTtcsa GpaHamayap,
HeobXxoAUMO HaCTPOUTL NPaBUa As BXOAAWMUX U UCXOAALWMX NMOAKITIOUEHWIA.

B npasunax gna BXogAawmx nogkn toYeHUNn criegyet pa3pewnTtb NoAKNHYEeHNA K NopTaMm, Yepe3 KOoTopbie
komMnoHeHTbl Cuctam MNnaTtdopm nonyyaroT AaHHbIE.

B npaBunax Ans UcxXoaaLmx NnofAKmnoYeHuin crnefyeT pa3peLumTtb NOAKITIYEHUS K NOpTaM, Yepes KoTopble
KoMmnoHeHTbl Cructam MNMnatcopm oTNpaBnsaoT faHHbIE.

18.1. OC Windows

HacTpoiiky npaeun BcTpoeHHoro 6paHamayapa Windows crniefyeT BbINOMHATb TOSIbKO €CINU AaHHbI i
6GpaHOMay3p BKNHOYEH U UCMONb3yeTcs B cucteme. Ecnuv B ccTeMe UCnonb3yeTcst CTOPOHHMIA
GpaHamayap, TO HaCTPOWKY NpaBuI CneayeT BbINOMHATL B HEM.

YT1006bI HAaCTPOUTL NpaBua BCTPOEHHOro 6paHamayapa Windows:

1. BbI30BWTE MEHI0 BbiNoNHMTL KOMBUHaLMel knaBu «Windows»+«R», BBEAUTE KOMAHAY control U HAXMUTE

KHOMKY OK.
Brinonxute et
BeeanTe Mma nporpammel, Nanku, 4oKyMEHTa MAKW pecypoa
= WHTepHeTa, KoTopele TpeByerca oTKPLITE.
OTEpBITE: control e

0].4 OTmeHa OBzop..

Jn6o npogute no nyTuNyck - CnyxebHole » MaHenb ynpaBneHusa - Bpanamaysp 3aumTHuka Windows.

18. MPABUJTA BPAHOMAY3SPA
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2.B OTKPbIBLUEMCA OKHE 3J1IEMEHTOB NaHesnn ynpasieHnaA Bbl6epVITe anemMeHT bpaHamaysp 3auuTHUKA

Windows.

Bce 3nemenTel naHenw YNpaeneHA

u » MNanens ynpaene... » BcesnemenTsl nanenn ynpasneHus

HacTtpoiika napameTpoB koMMsoTepa

Flash Player (32 6uta)

EL Windows To Go

| £ Java
[ AsTosanyck

Cﬂ Bpanamay3p 3awmTHrKa Windu:uWZS)

& Boccranosnenne

2 /[nckoskie npocTpaHcTea
AucneTyep yYeTHBIX 4aHHbEX
) Victopwa dainoe

@ Hactpoikn rpadwim Intel ®
Mapametprl MNposogHnka
(e MNporparmel N yMoaHaHn
9 PervoHansHbIE CTaHARPTEI
E Cucrema

[ Yerpanenme Henonagok

P LlenTp BesonacHoCTH M oBCNYHWMEIH...

.
L LleHTp ynpaeneHna CETAMMK K 0BLLM..

@ INEKTRONUTAHWE

& Nucneruep Realtek HD
Iy 3eyx
Knaematypa

HEHE.I'II:-SE,JJ,E‘-I W HIBWUrayWa

5 Moakntouenns K yaanesHem paBoy..,

PaGoune nankwn

NE'! PesepeHoe KONWPOBAHWE W BOCCTAH..

=] Tenedon n mogem
- -
s ¥cTpoiicTea M npuHTEpSI

@ LlenTp cuHxpoHnsanmnm

&J Wndpoeanue gucka BitLocker

— O

w Mowck B NaHenn ynpasnedua

Mpocmorp: Menkune sHaukn ™

',:B Mail (Microsoft Outlook) (32 Bura)
?E] AJMUHUCTPUPOBAHKME

_'-,L fata n epema

A [dncnerdep yerpoiicts

ﬁ M pakpacHan cease

ﬂ Meiwue

ﬁ, MapameTpbl HHAEKCMPOBAHKWA
Ei MporpaMmMe! v KOMACHEHTE

@ PacnosHaeaHne peun

CeoicTea Bpaysepa

O ynpasneune usetom

96 ¥YETHBIE 33NMCK NONB30BATENER

'@' LlenTp cneumansHex BOIMOKHOCTER

A WpudTe

3. B okHe BpaHamayap 3awmTHuka Windows BbiGepuTe NyHKT ONONHMTE/IbHbIE MapamMeTpbl.

ﬂ Bpangmayzp 3awmtauka Windows

<« v 0« Bce 3nemenTel naHenn ynpaene.. » Bpangmaysp 3awmtHuka Windows

MaHenk ynpaeneHna —
AOMALLHAR CTPaHMLE

* Paspewenue
BE3aMMOJENCTENA C
NPUIOHKEHUEM MK
KOMMOHEHTOM B
Gpanamay3pe 3alUTHUKA
Windows

) Msmenenme napamerpos
YEEAOMASHW A

G Brnrouenne n oTKNHOYEHME

Bpangmay3pa JalWMTHMKa
Windows

G BoccranoBmMTh 3HaYEHMA No
YMONHaHHMHY

@ ,ﬂ,DI‘IDJ‘IHMTEJ'IbeIE I'IEpEMETFIbI)

¥cTpaHeHWE HENDNAAOK B CETH

Cra. Takcke

LlenTp GesonacHocTh 1
oBcny:RUBaHUA

LleHTp ynpaeneHua ceTAMI 1
oBLUMM ACCTYNoM
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— d

v O [Mowck B naHenn ynpasneqna

3alWTUTe CBOM KOMMbHOTEpP € NOMOLLbI0 OpaHamayspa JawnTHuka Windows

EFIEH,\'J,ME}"BFI BELLI,I."THHKE Windows NOMOraET Z3WNTHTE KOMNBHITED OT ZN0YMEBILUNEHHWKDE MAK

EPEIOHOCHBIX NpOrpamm B HHTEFIHETE WK NOKENBHOW CETK,

@ ¥YnpaeneHwWe 3TUMK NapamMeTPami OCYLLECTENAST NpUACHKEHHE NocTaswmka "Kaspersky Endpoint

Security gna Windows"

. @ [JomeHHble ceTk
. @ YacTHble ceTk

. e [ocTeBble UK DEJU.lEﬂ,DCTyﬂHbIE CetTm

MNogknwoueHo )
He nogknwoueHo ()

He nogknwoueHo ()
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18.1.1. NpaBuna pna BxogAaWmMX NOAKII0YEHUN

Y106l HACTPOUTL NpPaBWa A1 BXOAALMX NOAKITHOYEHNI:

1. B oKHe MoHuTOp 6paHAaMay3pa 3awMTHUKA Windows B pexume noBbieHHO 6e30macHOCTM BblGepUTE MyHKT
MpaBuna ansa BXoAAWMX MOAKINYEHUN.

g Monutop Gpanamayzpa 3awmtiuka Windows B pesknme NoBbilWeHHD R BesonacHocTi — O *
®aiin Jeicteme  Bug  Cnpaeka
L AN:4) o HEY
£ Mpasnna Ana BXOAALLMX NOAKHOYEHWI Vs Fpynins -~ Mpodun ~ || Ap e - B
Mpaenna 4ns MCXOJALLEND NOAKAMIHEHNA ) ;
¥ Mpaeuna BesonacHocTi NogkNOYEHNA 9 Microsoft Edge Microsoft Edge Jonen, @l Cospate npaemno..
‘Lﬂ HabBntogerne 9 Microsoft Edge (mDNS-exoaawmii) Microsoft Edge Bce T Ounstposate no npoduaro »
& Microsoft Messaging Microsoft Messaging Bce
9 Microsoft Messaging Microsoft Messaging Bce ¥ GunsTposate N0 cocToaHmo ’
@ Microsoft Messaging Microsoft Messaging Bee S OunbTposate no rpynne »
% Microsoft Rernote Desktop Microsoft Remote Desktop Bua »
@ Microsoft Solitaire Collection Microsoft Solitaire Collection S 06
@ Microsoft Solitaire Collection Microsoft Solitaire Collection = i
Wl A Cmlibmivm Callncdion RAimemenfb Conlibmivn nllambin. 5h JKCNOPTUPOEATE CMCOK...
£ £ — W
2. B KOHTEKCTHOM MEHI0 Unun B obnactu NenAcTeuA Bbl6epI/ITe NyHKT Co3aaTb npaBuno....
@ Monutop Bpanamayzpa 3awmTHuka Windows B pesime NoBLILLEHHOH BesonacHocTH — O *

Qaiin  [edictene  Bua  Cnpaska

= 75 = HE

0 Monutop Gpanamayspa JawmrtHuka Windows & | RERECTRERT LRSI GY BT WY Tt lleticteun
23 Mpaenna Ana EX0AALINX NOAKADHEHNI ~ -
Mpynna Mpodun * || T ana 4 -
Mpaenna ANA MCKOAALLIErD NOAKNIOHEHE o383tk NpasMng... ) Py po , =
i Mpaenna GesonacHoCTH NoAKFOHEHNA Domen @ Cosgars npasuno. . )
= DuneTpoeaTs No Npoduao >
B, Habnroaenme Aowen ¥ Qunbtpoeate no npodunte 4
BUNETPOBATE N0 COCTOAHMID > Jomen
®unLTposaTe no rpynne > Jomen ¥ OuneTpoeaT No COCTOAHMIO 4
Bua N ation Jomen ¥ OunsTposaTk No rpynne 3
Jomen Bua »
OBHoBuTE Jomen
@ OBHoBNTE
KCNOPTMPOBATE CIMCOK... fdomen
Domen |5+ 3KCNOPTMPOEATE CAMCOK...
Cnpaeka
P fowmen Cnpaeka
& AppSetupltility.exe Jomen
0 Awx32ServerConfigurator.exe Jomen
& Awn32ServerConfigurator.exe Jomen
£ > € >

Cozaate npasuno..,

18. MPABUJTA BPAHOMAY 3PA
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3. B OKHe MacTep cO34aHMA nNpaBuia ANA HOBOrO BXOAAWEro MNOAK/NYEHUA BbiOepuTe TUM NoaKIoYeHNs
«lna nopTa» N HAXMUTE KHOMKY [lanee.

ﬁ MacTep cosgaHua Npaenna ANA HOBOMS EXOAALLIEND NOAKMHIHEHIA

Twn npaeuna

BrifepuTe TMN npaewna BpaHamMayspa, KoTopoe TpedyeToR co30aTs.

lanx

& Tun npaeuna I'IpaBHm KaKoro TMNa Bbl X0TMTE COSAATE 7

& [poTokon v NopTsl

@ [efictene O [na nporpamm:

lMpaeuno, yNpaEnAILES NOAKTIDYEHUAMA ANA NPOrPamMMel .
@ [podwne R mp porp

Wran ® Inanopta

Mpaeuno, ynpaenAwLLES NoAKNOYEHWAMA AnA nopTa TCP uma LUDP.

() NMpegonpeaeneHHe

BranchCache - oBHapy#eHue KawWpyou ysnoe (Menonezyet WD)

[paewno, yNpaEnACLLES NOAKTIRYEHUAMA ANA onepawid Windows.

(") Hactpansaemme

Hactpaneaemoe npaemno.

O

4. Bbibepute NpoTOKON, YKaxuTe nopTbl, Asi KOTOPbIX TPEOYETCS pa3peLunTb NOAKITHYEHNE N HAXMUTE KHOMKY
Danee.

MpoToKosbl U MOPTbI, UCMONb3yeMble KoMMoHeHTamu Cructam MNnatdopm aAns BXoaswmx
noAaKnto4eHn, NnpueeaeHsl B pasaene MNopTbl AN BXOAALLMX NOAKM0YeHW (M. cTp. 125).

ﬁ MacTep cozgaHua Npaenna ANA HOBOTS BXOAALLIEND NOAKMHIHEHNA

MpoTokon ¥ NOpTLI

Miawute MNPOTOKONE! K NOPTRI, K KOTOPRIM NPMMEHRETCA AaHHOS NpABWNo0.

lanx

& Tunnpaswna YKaxuTe NpoToKoN, K KOTopomMy ByOeT NPMMEHATECA 3TO MPaBEANo.

@ MMpoTokon v NopTsl (® MNperoken TCP
@ [efictene (") Npetokon UDP
@ [podwne

@ Wma YraxuTe NopTel, K KOTOPEIM BYOST NPMMEHATCA 3T0 MPEBKNG.
i) Bce NopTE

C@ OnpepenedHbe NoKanN:HBE NopTh: |45?2 )
Mpumep: 80, 443, 5000-5010

oo

18. MPABUJTA BPAHOMAY 3PA
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5. Bbibepute fencTere Pa3pewnTb NOAKJIYEHUE M HAXXMUTE KHOMKY flanee.
G MacTep cosgaHus Npaenna ANA HOBOTS EXOAALLIEND NOAKNHIYEHIA *

Neicmeue

YicanuTe nefcTEME, BeINONHASMOE NP COOTEETCTEMK NOOKNKOYEHWMA YCNOBWAM, 3303HHEIM B AaHHOM NpaBvne.

llanx

¥iaxuTe peficTEne, KOTOpOE QON¥HD BEINONHATECA, KOr4a NogKnoYyeHie YyA0ENSTEODAET

& Tunnpaeuna
¥K@3aHHbIM YCNOBUAM,

& [poTokon v NopTsl
(® PaspewmTs NoAxmoyeHue

@ [eicTtere

Brniouan Kak nogknioyeHua, awmuledHee [PSec, Tak W nogKnioyeHnA Ges SawmTs.
@ [podwvne
@ Mma i) PaspeuwmTs Ge3onacHoe NoaxmoYesme

Brnitoyan ToneKO NoOKNOYEHWA C NPOBEPKOA NOANMHHOCTH G noMowksw [PSec.
Moax nioyeHWA ByOyT SaLIALLEHR] C NOMOLLLRD NapameTpos |PSec v MpaewWn, 3a0aHHbIx B
pasaene Npasnn GesonacHOCTH NOAKMoYEHMEA.

(_) BNOKMPCBATL NOAKMOYEHWE

o

6. Ykaxute I'IpOd)MJ'I N, K KOTOpbIM 6yp,eT NPUMEHATbLCA NpaBuIo, yCTaHOBUB COOTBETCTBYOLLINE qanarm, n
HaXmuTe KHOMKyY flanee.

ﬁ MacTep cosgaHus Npaenna ANA HOBOTC EXOAALLIEND NOAKMHIYEHNA *

Mpodrrne

Miawute NpodunK, K KOTopRIM NPUMEHAETCA 3TO NPaBKND.

lanx

& Tunnpasuna [na kakux npotrnel NpUMEHASTCA NpagMno ?

& [poTokon v NopTe

ormerHsst
@ [eictere
MpMMEHRETCA NPK NOAKTIHEHA KOMIBOTEDRE K QOMEHY CBOEA 0praHW3aLmm.
& [Mpotune
@ Mma Yac bt
MpMMEHRETCA, KO A3 KOMMLIOTED NOAKMIOYEH K YACTHOA CETM, HANPUMED AOMA MMM
Ha paboTe.
[] MyBrwraesa

nDHMEHﬂETCﬂ np NoAK NoYEHMA KOMNBDTEDS K oflLECTEEHHOA CETIA.

O

18. MPABUJTA BPAHOMAY 3PA
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7. YKaxuTe ong co3gaBaemoro npasuna MMs, onucaHve u HaxXMuTe KHornky FoToBo.
0 MacTep cosgaHus Npaenna ANA HOBOTS EXOAALLIEND NOAKNHIYEHIA *
Mmna

YikanWTe MMA 11 ONWCAHWE AAHHOMD npasKna.

Wanx
@ Tun npaeuna

& [poTokon v NopTeI

& [eiictene

[ran:
@ [lpotune

|CepBHchle MPMNoXEHMA
& KMma

Ormcanwe (HeobRzaTensHo):

MooxnioyeHwe K cepeepy CEpPBUCHBD NpMNoxeHud CTamicTuka,
KoHmurypaTop v ¥Ynpasnamuyai

OmaeHa

18.1.2. NpaBuna pns ucxoasawmx noaxkniovYeHum

YTtobbl HaCTpouUTb npasuiia gna ncxogAawmx NOAKITHOYEHNIA:

1. B okHe MoHuTOp 6GpaHaMayspa 3awMTHUMKA Windows B pexume MoBbilleHHON 6e30nmacHOCTU BbiGEpUTe NyHKT
NpaBuna ana ucxopasawero NoAKYEHUS.

0 Monutop Epangmayspa 3awmtHika Windows B peskume noBeileHHoi BesonacHocTn — O =
Qain  Jedctene

o= 75 = HE

Bug Cnpaska

18. MPABUJTA BPAHOMAY 3PA

Mpasnna gna exo WX NOAKAMHERNIA .. 1 "~ T4 .

I'IEaBuna ﬁn ucxia,q:-lu.l,ero :o,qmroueHun Wras Tpynna Mpogian * “F‘r Lok — =

E‘E Mpaenna BE3OMACHOCTH NOAKAKOYEHNS 9 Lentp BesonacHocti 3awmrHnka Windo... Lentp 6esonacHoctn 3awm...  Bee &Y Cosparts npasnno..

B, Habnrogerne v} LenTp BesonacHocTw 3awmrHuka Windo... Lentp 6esonacHocti 3awm.,  Bee T Ounstposats no npodunio »
@ Lentp BesonacHoctn 3awmtHuka Windo... Uentp GesonacHocty 3awm...  Bee
@ Uentp BezonacHoctu 3awmtHuka Windo... Lentp Gesonackocty 3awm...  Bee ¥ unsTPOEaTE M0 COCTOAHIID ’
@ Uentp ozmie0e LieHTp oTzeiB0E Bce ¥ OuneTposaTs no rpynne 4
9 Sxpan Gnoxmpoekn Windows no ymonua. Jkpan Gnoknposkn Windo..,  Bee Bua »
& 3xpan Bnokmpoekn Windows no ymonua.. Jkpan Gnoknposkn Windo..  Bee B Obeoswre
@ 3xpan Bnokmpoekn Windows no ymonua.. 3kpan Gnoknpoekn Windo..  Bee =
@ 3xpan Gnoxmpoern Windows no ymonua... 3kpad Gnokwpoekn Windo..  Bee |5 3KCNOpTMPOBATE CANCOK...
V] INEKTPOHHEA NOYTA W YUETHBIE 3AMKUCK INeKTpoHHaA nouTa u yyetr.. Bee Cnpaeka
0 3neicrponnaa NOYTE W YHETHBIE 3aNKUCK BHEPCI'FDHHER noYTa N y4YeT. Bce
& 3nexTpoHHaA NOYTE W yUETHBIE 3aNKCK 3NEKTPOHHAA NOYTE M yyeT.. Bee
0 3nexTpoHHaA NOYTE W YUETHBIE 3aNKCK 3NEKTPOHHAA NoYTa M yyeT.. Bee v

£ £ >
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2. B KOHTEKCTHOM MeHI0 Unu B 06r1acTy ledcTeunA BbiGepuTe NyHKT Co3aaTb NpaBwio. . ..

0 Monutop Epangmayspa 3awmtHika Windows B peskume noBeileHHoi BesonacHocTn

®aiin  [Jedctene  Bua  Cnpaeka

o= 75 = HE

9 Monutop Gpanamayspa JawmrHuka Windows 8

E3 Mpaenna 4ns BXoAALLIX NOAKIDHERNI

=

MNMpaswna ana MOXOAALLETO NOAKAIDYEHNA

Wma Mpynna Mpodun *
Mpaenna AnA NCKOAALLIETD NOAKIHHEHNT
Fu Mpasuna GesonacHocT NOAKAKOYEHNA Cozpate Npaenno.. )Uindn... Uenrp Gesonacrocrn 3awm...  Bee
B Habniogerne Vindo... Lentp BesonacHocty 3awm...  Bee
SIS D AP T i Vindo... Lentp BezonacHoctw 3awm..  Bee
P LU

DuneTpOBaTE NO COCTORHMID * Vindo... Lextp Besonacoctv 3awm... Bee
OuneTposate No rpynne > LlenTp oTseiB0E Bce
B y fona. Jkpan Gnokuposkn Windo.,  Bee
4 on4a.. Jkpad Gnokupoekn Windo..  Bee
OBHoBMTS on4a.. Jkpan Bnokupoekn Windo..  Bce
IKCNOPTUPOBETE CMCOK. . onya.. kpad Bnokupoekn Windo..  Bee
ncu INeKTpoHHaA nouTa u yyetr.. Bee
Cnpaska ncu JNEKTpOHHEA NoYTa U y4eT.,  Bee
& InekTpoHHaA NOYTa W yUETHEIE 3aMMCKH 3NEKTPOHHEA NOYTa U y4eT.. Boe

@ 3nexTpoHHan NouTa W yUETHEIE 3aNMCKH 3NEeKTpOHHEA NoYTa W y4eT.. Boe v

£ > € >
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Co3aate Npaenno..,

Devictena

Mp ANA MCX 0 noal
@ Cozgate npasnao..,

¥ QunbTpoeate no npodunto
¥ DUALTPOBAT MO COCTOAHMID
¥ QunbTpoeate No rpynne
Bug

@ OBHoeuTe

|5+ JKCNOPTMPOBATE CAMCOK...
Cnpaexa

v v v -\UB

3. B OKHe MacTep co3gaHuA npaBwuia ANA HOBOrO MCXOAAWEro MOAK/IoYEHNA BbiGepuTe TUM NOAKIT0YeHNs
«[lnA nopTa» W HAXMUTE KHOMKY Janee.

0 MacTep co3gaHna Npaewna ANA HOBOTC WCXCAALLIEND NOAKNHIYEHHA

Twn npaeuna

BriGepuTe TN Npaenna GpaHamMayapa, KoTopoe TpefyeToR co3aaTh.

Wanx

Twn npaeuna
MNpoTokon v NopT.l
DedicTere

Mpotune

&€ & & & &

Mran

18. MPABUJTA BPAHOMAY 3PA

I'IpaEMno KaKoro TMNa Bbl XOTUTE COSAATE 7

() Nns nporpase:

lMpaeuno, yNpaBnALLES NOAKMIDYEHUAMA ANA NPOrpamMmb.

® [ns nopta

lMpaewno, ynpaenawwes nogknoyeHnary ana nopta TCFP wma UDP.

() MpegonpeaeneHHb:e

BranchCache - knweHT pasmewenHoro K3wa (wcnonesyetcA HTTPS)

Mpaewuno, ynpaenAwLLES NOAKNIOYEHMAMIA ANA onepawid Windows.

i) Hactpansaemme

HacTtpaneaemoe npaswno.

OmaeHa
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4, Bb|6ep|/|Te NPOTOKOJ1, YKaXuTe NnopThbl, 4114 KOTOPbIX Tpe6yeTc;| paspelnTb NoAgKI4YeHne N HaxXMUTe KHOMKy
Nanee.

MpoTokosbl U NOPTbI, UCMONb3yeMble KoMMNoHeHTaMun Cuctam MNnatdopm aAns ncxogaimx
noAKNoYeHU, NpueeaeHsl B pasaene MNopTbl ANS UCXO[ALLMX NOAKIOYEHUN (CM. cTp. 126).

ﬁ MacTep cozgaHus Npaenna ANA HOBOTC WCXOAALLETD NMOAKNHIHYEHWA *

MpoTokon 1 NOpTHI

Yiaxute MNPOTOKONE! M NOPTR, K KOTOPRIM OPMMEHRETCA ASGHHOS NPABMNO.

lanx

& Tunnpaswna YiaxuTe NpoToKon, K KoTopomMy ByOeT NPUMEHATECHA 3TO MPaBKno.

& [poTokon v NopTel ) MNpotoken TCP
@ [efictene (® MNporokon UDP
MNpogune
A [MpMMeHATE 3To MPEBWMNG KO BCEM yAANEHHEIM NOPTaM UMK TOMBKO K ONpEasneHHLIM

¥ AANEHHEIM NOpTam 7

() Bce yaaneHHbE nops

C@ OnpeaeneHHbIE YAANEHHBE NOPTHI |'IE'I.'II32 }
Mpyrep: 80, 443, 5000-5010

O

5. Bbibepute geiicTeue PaspewnTb NOAKJIOYEHUE N HAXXMUTE KHOMKY flanee.
ﬁ' MacTep cozgaHua Npaenna ANA HOBOTS WCKOAALLETD MOAKNHIHEHWA >

Neicmeue

Yikaxute geAcTEME, BRINONHASMOE NP COOTBETCTEMK NOOKNOYEHHMA YCNOBMAM, 330aHHBIM B AaHHOM NpaByne.

lanx

¥iaxuTe peficTEne, KOTOpOE QON¥HD BEINONHATECA, KOr4a NogKnoYyeHie YyA0ENSTEODAET

& Tunnpaeuna
¥K@3aHHbIM YCNOBUAM,

& [poTokon v NopTel
(® PaspewmTs NoAKmoYeHue

& [eictene

BrNioyan Kak nogknoyeHnA, amenHee 1P Sec, Tak v nogKnoyeHna Ges SawmMTs.
@ [lpotune
@ MWmn () Paspewmts 6e30NacHOe NoAKIMoYEHUE

Brniouan ToneKO NogKNYEHWA C NPOBEPKOA NOANMHHOCTH ¢ NoMowkew [PSec.
Moakniouerna ByoyT SaWMWEHs! © NoMoWED NapameTpos |PSec v npasun, sagaHHslx B
pasaene Npasun BesonacHoCTH NOGKMIoYEHHEA

(") BNoKMpoBAaTL NOAKMOYEHME

omee
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6. YKaxute npodunu, K KOTopbiM 6yAEeT NPUMEHATLCS NPaBUIIO, YCTaHOBMB COOTBETCTBYOLLME donaru, 1
HaXMWuTe KHOMKY flanee.

0 MacTep cozgaHua Npaenna ANA HOBOTS WCXOAALLLETD MOAKNHIHEHMA *

Mpodrrne

Yikaxure Npodnnm, K KoTopeIM NPMMEHAETCA 3TO NPasUNo.

Wanax

@ Tun npasuna [nge Kakx Npodunei NPMMEHASTCA NpasKno 7

& [poToKon v NopTel

LomerHsei
& [eiicTEne
MpUMEHRETCA NPW MoK TIGHEHAM KOMMBIETEPAE K AOMEHY CBOSA 0praHW3aLmu.
& [pogune
@ Wma Yac Hbad
MpUMEHRETCA, KOM 43 KOMMLHTED NOQKMIOYEH K YACTHOM CETH, HANPUMED GOMA WMk
Ha paboTe.
[ MyGrwraesa

nﬂHMEHﬂETCﬂ npy MoK NoYEHUA KOMNBDTERS K oflWecTEBEHHOA CeT.

oo

7. YKaxvTte ansa co3gaBaemMoro npasuna uMs, onmcaHne n HaxXmMumTe KHoMKy FoToBo.
0 MacTep cozgaHua Npaenna ANA HOBOTS WCKOAALLETD MOAKNHIHEHWA *
Mmna

YikaxuTe MMA 1 ONUCaHWe OaHHOrD npasnna.

& Twnnpaeuna

@ [lpoToKon U NopTh

@ [eicteve

Vran:
& [podune

|SN|"-"|F' Manager
& Kmn

Crwcanme (HeoBazaTensHo):

MopTel oA padoTsl MoaynA SMMP Manager

oo

18. MPABUJTA BPAHOMAY 3PA
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18.2. OC Linux

HacTpoiiky npaeun 6panamayapa UFW crnepyeT BbINOMHATL TONbKO €Cnv AaHHbI 6paHamayap
YCTaHOBIEH M Ucnonb3yeTcs B cucteMe. Ecnm B cucteme ncnonb3yetca apyroin 6paHomayap, To
HaCTpOWKY NpaBun criefyeT BbIMOMHATL B HEM.

Y7106k ycTaHOBUTL GpaHamayap UFW, BbinonHuTe KomaHay yCTaHOBKM C MOMOLLbIO MAKeTHOro MeHeaxepa
apt:

sudo apt install ufw

YTtobbl HacTpouTb NpaBuna 6paHgmayapa UFW:
1. MpoeepbTe cTatyc UFW komaHaom:

sudo ufw status verbose
2. Ecnn UFW oTkntoYeH, To ero Heobxogumo BKIUNTb. g 3TOro BeINONHUTE KOMaHAy:

sudo ufw enable

3. 3anpeTuTe BCce BXOASALLME U UCXOASLLME NOAKITIOUYEHUS, ECITM OHU HE COOTBETCTBYIOT NpaBuinam UFW,
BbIMOSTHNB KOMaHAb!

sudo ufw default deny incoming

sudo ufw default deny outgoing

4. [Ina HaCTPOWKW NpaBui A1 BXOASALLMX MOAKITHOYEHWIA BbINOMTHATE KOMaHAY, C YKaszaHueM ropra u
NpoToKona, AN KoTopbiX TpeGyeTcs pa3pellnTb NoAKIoYeHNe:

sudo ufw allow in 4572/tcp

MpoTokonbl 1 NOPTbI, UCMONb3yeMble KOMNoHeHTamu CucTam MNnatopm ans BxogsALmx
noAKnoYeHun, npueeaeHsl B pasaene MNopTbl AN BXOAALLMX NOAKM0YEHW (CM. CTp. 125).

5. Ona HaCTpOI7IKl/I npasvn ana ncxogdawinx nogkn FOYEHMIN BbINOSIHUTE KOMaHAay, C yKa3aHuem rnoprtau
NPOTOKONa, ANlA KOTOPbIX Tpe6yeTC$| pa3pewnTb NoAgKIK04YeHne:

sudo ufw allow out 161/upd

MpoToKosbl U NOPTbI, UCMONb3yeMble KoMMoHeHTaMun Cuctam Nnatdopm aAns ncxogaLmx
noAKNoYeHU, NpueeaeHsl B pasaene MNopTbl ANS UCXO[ALLMX NOAKIOYEHUN (CM. cTp. 126).

18.MPABUJTA BPAHOMAY3SPA
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18.3. lNopTbl Ana BXoAALWMUX NOAKITIOYEHUN

MopTbl, Yepes KoTopble KOMMOHEHTbI CMCTaM MnaTdopm nonyyaloT AaHHbIe, NPUBELEHEI B Tabnuue.

KoMnoHeHT MopT MpumeyvaHne
SePlatform.Data Server TCP:4572 Mopknioyenue Kk SePlatform.Data Server npunoxenun
Cratuctuka, KoHdpurypatop, Ynpasnsiowmm
TCP:4388 Mogynb TCP Server - nogkntoyeHne KnMeHToB
TCP:6551 Mogaynb pe3epBupoBaHus - MOPT OCHOBHOrO KaHana Aans
NOAKIIOYEHUA pe3epBHO Napbl
TCP:6552 Mopgynb pe3epBrnpoBaHuS - NOPT pe3epBHOro KaHana A
MoAKIIo4YEeHUA pe3epBHO napbl
TCP:6514 Mognynb Syslog Server - nony4eHue gaHHbiX no TLS
UDP:514 Mognynb Syslog Server - nony4eHnve aaxHbix no UDP
TCP:8080 Mogynb OPC UA - nony4yeHue AaHHbIX Mo NpoToKosy
HTTP/HTTPS
TCP:62544 Mogynb OPC UA - nonyueHnue gaHHbix no npotokony OPC.TCP
TCP:2404 Mogynb IEC Slave - nogkntodeHve onpocyvka
TCP:502 Mogaynb Modbus TCP Slave - nogkntoyeHne onpocyrka
SePlatform.AccessPoint TCP:4976 Moakntodenuve K SePlatform.AccessPoint npunoxexHni
Cratnctuka, KoHdpurypatop
TCP:4949 MonyueHne nctopnyeckux aaHHeix ot SePlatform.Historian
SePlatform.Imitator TCP:4983 Mopkntodenme k SePlatform.Imitator npunoxenun Ctatuctuka,
KoHdurypatop
SePlatform.Historian TCP:3388 MopkntoveHne npunoxeHns CTaTucTnka
TCP:4949 CoxpaHeHune faHHbIX
SePlatform.Domain TCP:1020 SePlatform.Net.Agent
TCP:1010 SePlatform.Domain.Agent
SePlatform.Security TCP:389 LDAP-cepBep - 3anpockl AaHHbIX Nosib3oBaTenen, Ux npas,
KOHp1rypupoBaHve
SePlatform.License Server  TCP:15150 Mopkntoyenre ana 3anpoca NnLeH3un
TCP:15151 MNopkntoveHne npunoxenuns CtTaTucTmka

18. MPABUJTA BPAHOMAY 3PA
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KoMnoHeHT

Mopt

NMpumeyaHune

SePlatform.HMI.WebViewer TCP:8080

HesallyieHHbIe coeMHeHnsA Mo BeG-cokeTy

TCP:4430

BezonacHble coeguHeHns no Be6-COKeTy

SePlatform.Mapping Server | TCP:5432

HocTtyn K paHHbIM Yepe3 PostgreSQL

18.4. MopTbl Ans ucxoasawmx NOAKIOYEHUN

MopTbl, Yepes KoTopble KOMMOHEHTEI CUCTaM MnaTgopM oTNPaBnAT AaHHbIe, MPUBEAEHbI B TAGNULLE.

KoMnoHeHT Mopt MpumeyvaHue
SePlatform.Data Server | TCP:4572 [na npunoxernun Ctatuctuka, KoHgurypaTtop, YnpasnawoLwmm
TCP:3388 MpepocTtaBnenue ctatuctnkm B SePlatform.Historian
TCP:4949 CoxpaHeHue paHHbix B SePlatform.Historian
TCP:4388 Moaynb TCP Server - npegocTaBneHne faHHbIX KITMeHTam
UDP:161 Moayns SNMP Manager - onpoc areHTa
UDP:162 Moaynb SNMP Manager - trap-ysegomnexus
TCP:6551 Mopaynb pe3epBnpoBaHNS - MOPT OCHOBHOTO KaHana ais
NOAKIHOYEHUS K PE3EPBHON Nape
TCP:6552 Mogaynb pe3epBrpoBaHUA - NOPT pe3epBHOro KaHana ans
NOAKIIOYEHUS K pe3epBHOW Nape
TCP:102 Mogayns IEC-61850 Client - onpoc ycTponcTs
UDP:9600 Mogaynb FINS Client - onpoc yctponcTs
TCP:8080 Mogynbe OPC UA Client - nopt HTTP/HTTPS npotokona
TCP:62544 Mogynbe OPC UA Client - nopt OPC.TCP npotokona
TCP:2404 Mogynb IEC-104 Master - onpoc nog4YMHEHHON CTaHUMEN
TCP:502 Moayne Modbus TCP Master -onpoc nog4vHeHHON CTaHLuen
SePlatform.AccessPoint | TCP:4388 Mopkntoyerne k SePlatform.Data Server
SePlatform.Imitator TCP:4949 Mopkntovenve k SePlatform.Historian onga yreHua uctopun,
3anmcu UMTauMOHHbIX OaHHbIX
SePlatform.Domain TCP:1020 SePlatform.Net.Agent
TCP:1010 SePlatform.Domain.Agent
SePlatform.Security TCP:389 KoHdurypaTop, AreHT

18. MPABUJTA BPAHOMAY 3PA
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KOMMOHEeHT Mopt NMpumeyvaHue

SePlatform.Development A TCP:1010 SePlatform.Net.Agent

Studio

SePlatform.HMI.Designer | TCP:4388 OnepaTtuBHble AaHHble SePlatform.Data Server
TCP:4950 NcTopunyeckue gaHHble SePlatform.Historian

SePlatform.HMI.Viewer TCP:4388 OnepatuBHble gaHHble SePlatform.Data Server
TCP:4950 McTopuueckme paHHble SePlatform.Historian

SePlatform.HMI.Alarms TCP:4388 OnepatuBHble gaHHble SePlatform.Data Server
TCP:4950 UcTopuueckue naHHble SePlatform.Historian

SePlatform.HMI.Trends TCP:4388 OnepatuBHbie gaHHble SePlatform.Data Server
TCP:4950 NcTopuyeckue pgaHHble SePlatform . Historian

18. MPABUJTA BPAHOMAY 3PA
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19. Hactpoinka DCOM

Mepen, vcnonb3oBaHuem kommnoHeHToB Cuctam MNMnatgopm B OC Windows nposepbTe HacTpoiiky DCOM.

[nsi KoppekTHoi paboTbl komnoHeHToB CucTam MNnatdopm, paboTatowwux no cneumdukaumnsm OPC, HacTpoiiTe
ceTeBble NapameTpbl U napameTpbl 6e3onacHocT DCOM. Mpu otcyTcTBMM HacTpoliku DCOM Bo3MOXHO:

> OTCyTCTBME coefuHeHus 1 obMeHa AaHHbIMU o cneundukauum OPC DA mexay komnoHeHTamu CUCTaM
Mnatdopm;
> otcyTcTBUe nogktodeHus k SePlatform.Historian;

> HEKOppeKTHOe 0TO6 paxeHne PEXIMOB CEPBEPOB PE3EPBHON Napbl.

19.1. HacTpouka nocrtyna

YTtoObl BCE NOAKITOYaeMble Nonb30BaTeNnu naeHTudmumposanuck Ha komnetotepe OPC-cepBepa nog, CBOUMM
YYETHbIMY 3aMMCAMMU, @ HE MOp, YYETHOM 3aMUChI0 «IoCTb»:
1. Nepengute B MeHio NMyck > CnyxebHble - Windows - MaHenb ynpaBneHusa - Bce 3n1eMeHTbl NaHenu
yrnpasneHusa - lapameTpsl lpoBOoAHUKA.

— O >

EI Bce 3nemeHTbl NnaHenw YNpasneHUA

4~ [EE » Manens.. » Bce3nemeHTsl NaHENM yNpasaeHma v | D 2

HacTpoiika napameTpoB KOMNbHOTEpa Mpocmotp: Menkwe sHadukm ™
| £ Java :B Mail (Microsoft Qutlook) (32 Gura) E; ApTozanyck

I AAMUHWCTPUPOBAHKE
(T
5 fdata n epema
;.l.; dncneTyep yoTpoRcTe
£ Wcropwa dainoe

ﬂ MNanene 33444 W HABEWraynA

M5 MNoaknioueHna K yaaneHHBIM paBoy...

[# Pabouwe nankw

@ PezepeHoe KONMPOBAHWE W BOCCTaH...

| Tenedon u mogem

s ¥cTpoiicTea M NpUHTERE

@ LleHTp cuHxporuzaumm

%@' LWngposanne gncka BitLocker

0 Bpanamay3ap 3awmtHnka Windows
(=]

& [nckoesie npocTpaHcTea

[B Aucnetuep yuetHbi ganHbx

¢ [NapameTpel MHAEKCMPOBaHKMA

[} Mporpammel 1 KOMADHEHTSI

@ PacnosHaeaHne peyn

CeoicTea bpaysepa

L4 Ynpaenerie ugeTom

EE, ¥UETHBIE 33aNUCK NONB30EATENER

@ Uenp cneumanshsn sosmokHocTE

A Wpndte

& Boccrancsnetne

& ducneruep Realtek HD

Iy 3eyx

@ MeiLwe
Mapamerpel MNposogHnka

(o [Mporpammel No yrMoa4aHnm

& Pernonanereie CTaHAapThl

B2 Cucrema

[ ¥cTpaHeHne HENoAa4oK

P LienTp GezonacHocTH U oBCIyKMEEH...
e

=& LlenTp ynpaenesna ceTAMN W oBym...

3 INEKTpONUTaHNE
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2. B oTKpbIBLLEMCHA OKHe MapameTpbl MpoBogHMKa Ha BKNaaKe Bug cHUMuTe onar «Mcnonb3oBaTb MacTep
obuero gocrtyna».

Mapamerpel MNposogHnka x

OBwwne Bua Mowck

MNpeocTasneHue Nanok
Bhl MoxETE MPMMEHMTE 3TOT B (HAaNpUMER,
"TaBnmua" unu "3Haukin") Ko Boen nankam
TaKkoro TMna.

MpUMEHWTE K nankam I Chpoc Braa nanok

JononHWTENEHBIE NApaMETPRI

] BoccTaHasnueaTs NpekHUE OKHA ManoK MpW BX00S B CUCTE A
[] Bcerna omoBpakats SHaukK, @ He 3CKMILI

] Beerna orofipaxats MeHio

[] BuisomTs nonHei MyTe B Saronoske okHa

[] 2anyckaTs okHa € Nankamu B 0TOSNEHOM MpoLEces

] 'crionesosats macTep obiwero pocTyna (pexoMeHoyeTCR)
] Menonssosats hnaki AnA seifiopa 3neMeHToS
CmobBpaxate BykBel MMCKOB

[+*] OmoBpaxate sHaukK GEfAN0E Ha SCKUsEs

[+] Orobpaxats nﬁpaﬁnmmm NpocMoTPa B NaHEnK npu:u::Mu:qu

A Omofpaxats onveadre Ang NanoK W anemesTos nabauerao ¢

19.2. PekomeHayemble HacTpoku DCOM

[ns obecneyeHns paboTocnocobHOCTU KOMMOHeHTOB CUCTaM [1naTdopM BbINOMHWUTE PEKOMEHAYEMbIE HACTPOWKU
6esonacHocT DCOM.

Mepepn HacTponkon DCOM Ha komnbloTepeE:
1. OTKntounTe GpaHamayap.
2. OTknounTEe MacTep obLero gocTyna.

Ona HacToikn napametpoB DCOM ucnonb3yetcsa cuctemHas nporpamma OC Windows Crnyx6bl KOMMNOHEHTOB.
Ilnqa 3anycka nporpamMmmbl Nepenante B MeHIo Myck > CpeAcTBa aAgMUHUCTPUPOBAHUA - Cayx6bl KOMMOHEHTOB,
nnbo B None noucka Ha NaHenu 3af,ay Uru B OKHe BbINOIHUTB BBEANTE KOMaHAy:

dcomcnfg

&, CykBel (nokansHele)

@ MpocmoTp cobemwil (NokansHei) KornetoT...

% CnywBbl KOMNOHEHTOB - O *
%. Qaiin  [eificteme  Bug  Okwo Cnpaexa - &
a
os | xHE - =
Ea KopeHs KoHCOAK = NedcTena
#« Cny#Bbl KOMNOHEHTOE — CrivokBbl KOMMOHEHTOE -

JdononHnTteneHele genctena F
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19.2.1. HacTtpoiika 6e3onacHocty DCOM

YT106bI HAacTpOUTL NapameTpbl 6esonacHocT DCOM:

1. B okHe Cnyx6bl KOMMOHEHTOB BblbepuTe y3en KopeHb KoHconu - Cayx6bl KOMMNOHEHTOB - KoMnbiTepbl -
Mo KomnblTeEp.

2. B KOHTEKCTHOM MEHI0 y3r1a Mo KomnblTep U BbibepuTe NyHKT CBOWCTBA.

% CykBbl KOMMNOHEHTOR - O *
2. daiin  [Jeiicteme Bug  Oxvo  Cnpaeka - &
e | @ XE b= HE D2

[ KopeHb koHconn Mma Deiictemna

.
w @ CnyxBbl KOMNOHEHTOB = "
L | NMpunoxerna COM+ Moii komnstoTep -

| Hactpoiika DCOM

@ MpocmoTp cobermwii (o (JBHOEWTE BCE KOMMNOHEHTEI
2, ChyoxBel (noKaneHEIE)

w [ | Komnetotepel

ik Moii komnetoTep JonoAHUTeNbHEIE JEACTENA [

JoUEeCchl
BCMPEIENEHHEL.,
Bug ¥

Hoeoe okHo oTCHA3
3KCI'ICIF|TI.‘|F|CIEETb CANCOK..,

CeoicTea

OTKpBITHE OKHE CBOACTE BoIBPaH Cnpaska

3. B oTKpbIBLLIEMCSA OKHE CBOMCTBa: Mol KoMmnblTep nepenanTe Ha BKNaaKy CBoMCTBa MO yMOMYaHMUIO:
> ycTaHoBuTe onar «PaspewnTb ucnonb3oBaHue DCOM Ha 3TOM KOMMbHTEpe»;
> ycTaHoBuTe (hrar «BKAWYMTb Ha KomnblTepe WHTepHeT-cayx6sl COM»;
> napameTpy YpoBeHb MpoBepKU MOMIMHHOCTU MO YMOJIHaHUI0 YCTaHOBUTE 3HAYEHNE «MoAKINYUTLCA;
>

napamMeTpy YpoBeHb O/MLETBOPEHUA MO YMOSHaHUI0 yCTAHOBUTE 3HAYEHME «OnpeaenmTby.

Ceoictea: Moil komneroTep ? x
Habop npoTokonos BesonacHocTe COM MSDTC
Dewme MNapamMeTpel CeoicTBa No yMonyYaHD

PaspewnTe vcnonezosanwe DCOM Ha aTom koMb Tepe

BrntounTe Ha KomnetoTepe MTepreT-cnyxbe COM

Ceoictea ceAsk DCOM no ymonuaHam

YpoBeHs NPOBEPKI NOANMHHOCTA ONPEAENAET BES0NACHOCTE Ha
YPOBHE MaKETOE.

YDDEFE-‘HI: NPOBEPKK NOANWHHOCTA MO ¥MONYaHKID

Mook NoYdTECA w

yl:IDBEHb- ONHUUETBODEHWA YEA3BIBAET, MOTYT N NDMNOXEHWA
ONpenEnATE, KTO K HAM DEDEUJ.EETCH. ¥ BRINONHATE ONEQELMEA OT
WMMEHK YYETHOW S3MMck KNMeHTa.

yl:IDBEHb ONULETBOPEHMA NO YMONYSHMID

COnpegeniTe '
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4. MNepenpuTte Ha BKNaaKy besonacHocTb COM U B rpynne MpaBa [ocTyna HAXMWUTE KHOMNKY U3MeHUTb

orpaHun4eHud. . ..

Ceoictea: Mol komnetoTep ?
Ofwme MNapamMeTpel CeEoACcTEa NO YMONYEHWD
HaBop npoTokonoe besonacHocTe COM MSDTC

MNpaga nocTyna

MoXHO W3MEHATE CHIMCOK N, KOTOPEIM N0 YMONYSHAD
paspelled 0oCTYN K NPMNOXEHKMAM. Takxe MoxHD
YCTAHIBENMEATE OrpEaHWYEHMA Ha NPMNOXEHNA, KOTopRIE
anpefenAT CEOKX coBCTEEHHEIE paspelleHAR.

DCTCIDEIXHDZ WSMEHEHWE DaspelleHWA Ha AoCTyN MOXeT
NOBMNMATE Ha cnocoBHOCTE NPMNoAEHKMA BRINONHATE
Sanyck, NoaKnoYEHKWA 1 HOpManeHo PYHKUMOHWPOBaTE.

I WzreH s OrpaHAYEHHA. .. I MzMEHTE SHAYEHWA No YMONYSHAKD ...

5. B oTKpbIBLLEMCS OKHE Pa3peweHne Ha AOCTY:

> [o6aBbTe rpynnbl «Bce» U «<AHOHUMHbIA BXOJ».

> Kaxpov rpynne yctaHoBuUTe donarn «PaspewnTb» A1 NYHKTOB JIOKANbHbIA JOCTYN U YAANEHHbIA

JoCTyn.

o

PazpelleHue Ha gocTyn ? >

OrpaHiyeHA B UenAx Ge30nacHOCT

rl:l','l'll'lbl WK NoNe30E3ATENA!

82 Bee
SR AHOHWMMHBIR BXOO

NofaenTs... Yoanue
PaspeleHnA ANA roynnk
"BHOHWMHEIW BXOO" Paspewnte 3anpemite
MNokaneHeH oocTyn ]

[

¥oaneHHsId oocTyn

Pa3spelueHune goctyna gns rpynn «Bce» U «AHOHUMHbIA BXOA» npepocTasnset goctyn k OPC-cepsepy

131

6OMbLIOMY KOJNTMYECTBY CTOPOHHUX KITMEHTOB, HO MOXET CHU3UTb YPOBEHb 6830MacHOCTM KOMMbIOTEpa.
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Ceoictea: Moil komneroTep ? x
Dwme MNapameTpel CeoicTBa No yMonyaH
Hafop npoTokonos BesonacrocTs COM MSDTC

MNpaea nocTyna
MoXHo MSMEHATE CTIMCOK ML, KOTOPEIM MO YMONYSHAKD
pPaspELWEH AOCTYM K NPMN0KEHUAM. TaKXE MOXHO
YCTEHSENMBATE OrPaHUYEHMA Ha NOMNOXEHUA, KOTOpBIE
OMpenenAlnT CEOW COBCTEEHHEIE DASPELUEHINA.

DCTCIDEIZJKHDZ W3MEHEHWE DASPELWEHMA Ha AOCTYN MOXET
NOBMMATE Ha CcrocoBHOCTE NPMNO¥EHUA BEINONHATE
FanyCck, NoAKNDYEHKWA W HOPManeHD PYHKUMOHWPOEaTE.

MzreHrTe OrpaHUYeHnA. .. I MZMEHMTE 3HAYEHWA NO YMONYEHAKD ... I

19
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6. B rpynne MpaBa AocTyna HaXMWUTE KHOMKY U3MEHUTb 3Ha4YeHUA MO YMOMYAHUW. . ..

7. B OTKpbIBLLEMCS OKHE PaspeleHne Ha [OCTYN BbIMOMHUTE aHaNOrMyHble HAaCTPOWKM:

> [ob6aBbTe rpynnbl «Bce» U «<AHOHUMHbIA BXOJ».

> Kaxpgow rpynne yctaHoBuTe brnaru «PaspewnTtb» 4519 NYHKTOB JIOKanbHbIA JOCTYN U YAANEHHbI

AocCTyn.

8. B 0KHe CBoiicTBa: Moit KomnbloTep Ha BKNaake besonacHocTb COM B rpynne PaspeleHnss Ha 3anyck M

aKTUBaLMI0 HAXXMUTE KHOMKY U3SMEeHUTb orpaHu4YeHus. ...

CeoicTea: Mol KomMneraTep ?
DAwme MNapameTpel CeoACTEa N0 YMONYEHKMHD
HaBop npoTokonos bezonacrocTe COM MSDTC

MNpaea pocTyna
Mo*Ho MSMEHATE CNMCOK MK, KOTOPEIM MO YMOMYaHWID
paspeleH ADCTYN K MPUNOXKEHMAM . Tak¥e MOXHD
YCTAHABNWBATE OrPEHWYEHWA HE NPMNOXKEHWA, KOTOPRIE
ONPEREnAoT CEOM COBCTEEHHEIE PaZpELEHIA

C'CTCIFIEIZJKHDZ W3MEHEHWE DASpPEeWEHWA Ha ADCTyN MOXEeT
MOBNWATE Ha cnocofHOCTE NPMNO¥EHWA BRINONHATE
3ANYCK, MOAKNRYEHWA W HOpManeHD PYHKUMOHWPOESTE.

WzrmeHnts OrpaHAYEHAR. .. MzmeHnTe sHaueHA no ¥MONYaHKHD. ..

PESFIE-'LIJE-'HHH Ha 3anyCk. ¥ K THEILMD

MoxHo MSMEHATE CHIMCOK NALL, KOTOPEIM MO YMONYSHMR
paspelleHd 3aNYCKaTE NPUMNOKEHWA MNKW SKTHEMPDOEaTE 0B bEKTEI.
Tarxe MoxHD YCTAHABENWEATE OrpaHHMYEHMA HAE NPMNOXEHKMA,
KOTOpEIE ONpedenAleT CEOK cofCTEEHHBIE paspeleHAn.

CcTopoXHD: MSMEHEHWE DA3PEILEHMA HE SanNYCK 1

! AKTWB ALK MOXET NOBNMATE Ha cnocofHoCT
MPUNOXEHMA BBINONHATE SAMNYCHK, NOAKTHOYEHAR 1
HOPMANEHD PYHKLMOHWPOBSTE .

I MzrmeHnTs OrpaHAYeHnA. .. I MzMEHTE 3HEYEHWA NO YMONMYSHAKD. ..

.HACTPONKADCOM
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9. B OTKpbIBLLIEMCSH OKHE Pa3pelleHMe Ha 3anyck U aKTUBALMIO:
> [OobaBbTe rpynnbl «Bce» U «AHOHUMHBIA BXOA».
> Kaxgou rpynne yctaHoBuTe donaru «PaspewnTb» A1 BCEX BApUaHTOB 3anycka 1 akTMBaLuu.

PaspelleHKE Ha 3aNYCK W BKTUMEALMHD ? x

OrpaHyyeHyAa B UenAx Ge30nacHoCT

rl:l','I'II'II:-I WK NONe30E3ATENA!

82 Bee
SR AHOHWMMHBIR BXOO

Faspewerua gna rpynne

"AHOHWMMHEIA BxO0" Paspewnte 3anpemite

MoKaneHLIR Sanyck
¥ OaneHHLIR sanyck
MokaneHan akTWBaLAA

REEE
NN

YoaneHHan akTMBaLMA

Pa3spelueHune goctyna gns rpynn «Bce» U «AHOHUMHbIA BXOA» npepocTasnset goctyn k OPC-cepsepy
60MbLIOMY KONMMYECTBY CTOPOHHUX KITMEHTOB, HO MOXET CHU3UTb YPOBEHb 6€30MacHOCTM KOMMbIOTEpPa.

10. B rpynne PaspeweHra Ha 3anyck WM aKTUBaLMI0 HAOXMUTE KHOMKY U3MEHUTb 3HAYeHUs MO YMONYAHUI. . ..

Ceoicrea: Mol komnetoTep ? et
Dewme MNapameTpel CeofcTBa Mo yMON4YEHWID
Hafop npoTokonos BesonacrocTs COM M5DTC

MNpaea nocTyna

Mo¥HO W3MEHATE CIMCOK NIALL, KOTOPEIM MO YMONYSHAD
paspeller 0OCTYN K NPMNOXEHKMAM. Takxe MoxXHD
YCTAH3AENMBEATE OrpaHWYEHMA Ha NPMNOXEHWA, KOTOpRIE
anpefenAT CEBOKX coBCTEEHHEIE paspelleHAR.

DCTCIDEIZJKHDZ WIMEHEHWE DASPEeLeHWA Ha AoCTyN MOXEeT
MOBNWATE Ha CNoCoBHOCTE NN EHKMA BEINONHATE
Fanyck, NoaKNYEHKWA W HOpManeHD PYHKUMOHWPOEaTE.

WareHTs OrpaHAYeHAA. .. MzMEHTE 3HAYEHA NO YMONYaHAKD ...

PEISI:IE.'IJJE-'HHH Ha ZanyCe W K THEILMID

Mo¥HO W3MEHATE CIMCOK NIALL, KOTOPEIM MO YMONYSHAD
paspeleH0 3aNyCEaTe NPMN0XEHMA MNKM K TMEMDOEdTE OO BEK ThI.
Takxe mMoxHo YCTAHaABENMEATE OrpaHWYEHMA HA NPMNOXEHWA,
KOTOpEIE ONpeaenAT CEBOKX coBCTEEHHEIE PaspelleHAa.

CeTopoXHo: MSMEHEHWE PA3DEILEHWIA HA SaNYCH W

! AKTUBELMID MOXET NOBNWATE HA chocoBHOCTE
MPMNOXEHMA BRINOMHATE SAMYCK, NOOKMEYEHMA 1
HOPMENEHD PYHKLMOHWPOBATE .

WameHrTs OrpaHAYEHWA. .. I HMsMeHnTE 3HaYsHWA No YMOMYEHWID ... I
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11. B OTKpbIBLLEMCS OKHE Pa3pelleHne Ha 3anycK U aKTUBaLMI0 BbINOMHUTE aHanormiHble HaCTPOMKU:
> [OobaBbTe rpynnbl «Bce» U «AHOHUMHBIA BXOA».

> Kaxpgon rpynne yctaHosute cbnarm «Pa3pewnTb» OJ15 BCEX BApMAHTOB 3aryCcKa U akTuBaLun.

[ns npumeHeHns HacTpoek 6e3onacHocT DCOM nepesarpy3sute OC Windows.

19.2.2. HacTtpoiika 6esonacHoct DCOM o6bekToB

BbinonHuTe HacTpoliky 6e3onacHocT DCOM ansa cnepyowmx NpuiioXeHiA:;

> OpcEnum - OPC-yTtunuta, KoTopas ucnonb3yeTcs Ana 4ocTyna K AaHHbiM yaaneHHoro OPC-cepsepa,
dopmupyeT cnmcok goctynHbix OPC-cepBepos;

SePlatform.HDAServer - cepeep OPC HDA,;
SePlatform.OPCDAServer - cepeep OPC DA,
SePlatform.OPCAEServer - cepeep OPC AE;
DCOM o6bekT SePlatform.Historian.Server;

vV V V V V

pononnutenbHble konun SePlatform.HDAServer, SePlatform.OPCDAServer,
SePlatform.OPCAEServer.

YTtobbl HacTpouTb NapameTpbl 6e3onacHocT DCOM ykasaHHbIX 06EKTOB:

1. B okHe Cnyx6bl KOMMNOHEHTOB BblbepuTe y3en KopeHb KOHCOM - Cyx6bl KOMMNOHEHTOB - KoMnblTepbl -
Moi komnbloTep - HacTpoitka DCOM.

2. B KOHTEKCTHOM MeHI0 06 bekTa BbIGEpUTE NYHKT CBOIWCTBA.

. CoyowBbl KOMMOHEHTOR - O *

%. Maiin  Jeiictene  Bug Oxkno  Cnpaexa
e n@EXE 6 BE D

[ KopeHb koHcoan

- . . . A | Medcrens
v 1 CnywBbl KOMNOHEHTOB 3 3 3 3

; Hactpoika DCOM -
v [ Komnerotepl MucleusToa..  Office Office Offline Files .
w (1 Moit komnetoTep Class Licensing ... Licensing ... Service AononnuTenshile peAcTan 4

| Mpunosxkerna COM+ ) ) )
| Hactpoiika DCOM 3 3 % ﬁ

| Paboratoume npoLeccsl || o qetitings  OOBEBio  OPC Enum
Broker Enrollment x84 Categ...

| Koopawnatop pacnpeser
2] NMpocmotp cobumuii (lokaneHbii) Bua >

. CnysBol (nokaneHbIE) 3 3 3 3 CeoicTea

OpenSearch Orchestrator  Out Of Proc Parameter...
Descriptio... Service Mapi Han...

PaymentsSve PDFPrevHn... PDFShellinfo Pen
< o4 Workspa... Y
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3. B oTKpbIBLLIEMCSA OKHE CBOMCTBA Ha BKazke 06wue napaMmeTpy YpoBeHb NpoBepKU MOAIMHHOCTU

YCTaHOBUTE 3HAYEHUE «[o yMo4HaHUIo».

1O ATMHHOCTH: Mo yronyaHmo

Ceoicrea: OpcEnum ? et
KoHeuHBIE ¥3NERI YnocToBEpEHWE
OBwme PazmeleHme BesonacHocTe
DBwwre ceoitcTea 3Toro npunoxeHrAa DCOM

HMra mpunoxenwA:  OpcEnum

Kop npunoxerma:  {13486044-4821-1102-A494-1CB30GC 10000}
Twn npunoxenwa:  Local Service

¥poBeHb NpoBepKK »

Mran cnyxBel: OpcEnum

4. Ha Bknaake besonacHoCTb B rpynnax Pa3peweHns Ha 3anyck M aKTUBauuio M PaspeweHue Ha JocCTyn

135

yCcTaHoBWTE Nnepekntoyatens «fMo ymondanuio». B rpynne PaspeweHnsa Ha M3MeHeHMe HACTPOeK yCTaHOBUTE

nepeksntoyartenb «HacTpouTb» U HAXMUTE KHOMKY USMEHUTD. . ..

Ceoiictea: OpcEnum

KoHeuHele yank
Dewme Pazmewenne

F'EISFIELIJE-'HHH H3 3anyCK KM aK TMELHD

(® Mo ymonuaHio

() Hactpoute

Fazpewerua Ha gocTyn

(®) Mo ymonyarie

() HactpouTs

F'EISFIELIJE-'HHH H3 U3MEHEHWE HACTPOEK

() Mo ymonuaniio

19. HACTPOVIKADCOM
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YnocTosepeHne
BesonacHocTe

MzmMeHUTS ...

MamMEHWTE ...
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5. B OTKpbIBLLIEMCSH OKHE Pa3pelleHne Ha U3MEHEeHUe HACTPOMNKM:
> [OobaBbTe rpynnbl «Bce» U «AHOHUMHBIA BXOA».
> Kaxpgow rpynne yctaHoBuTe (prnaru «PaspewnTb» A1 NYHKTOB MonHeii gocTyn 1 Read.

Paspellere HE M3MEHEHKE HACTPORKN ? *

BesonacHocTe

MpyNnkl MNK NONES0BETENA:
H2 Bce
SR AHOHWMHBIRA BXO0

FaspeweHwa ana rpynnsl

"AHOHWMHBIA BXOO" Paspewnte Janpems
MonHeIA apcTyn ]
Read Ul

Ccobeie paspeweHA

19.3. MuHumanbHble HacTponku DCOM

B cnyuasix, korga TpeboBaHuAMy 6e3onacHoCTV 3anpeLleH AoCTyn ANA rpynn «Bce» 1 «AHOHUMHbIA BXOA», Ans
obecneyeHust paboTocnocobHOCTU KOMMOHEHTOB CCTaM [NnaTdopMm BbINOMHATE MUHUMaSbHbIE HACTPONKK
6e3onacHocT DCOM.

Mepepn HacTponkon DCOM Ha komnbloTepe:
1. OTkntounTe GpaHamayap.
2. OTKnounTe MacTep obLuero gocTyna.

3. Kak ans nokanbHOro KommnboTepa, Tak 1 A8 KoMMbioTepa, COCTOSALLLEro B AOMeHe, onpeaenunre
nonb30BaTens UK rpynny nonb3oBaTenen, KoTopbiM 6yaert npegoctasneH goctyn Kk DCOM ob6bekTam.

[lns 6onee rubKoro ynpasneHns 4OCTYNOM B HaCTpoKax 6e30nacHOCTM CNONb3YTe:
> cosaaHHylo rpynny nonb3oBaTenen (qanee rpynna «Users»);

> BCTPOEHHYIO rpynny «Mosb3oBaTtenun DCOM».
Mocne cozpanus rpynnbl fo6aBbTe B HEE Nonb3oBaTesen.

Y nonb3oBaTernen, KOTopbiM TpeGyeTcs OCTYN K HacTpanuBaeMomy koMnbtoTepy no DCOM, fonxHO 6bITb
paspelLeHue Ha goctyn K DCOM Ha 3ToM KomnbloTepe.

Ha cepBepHOM KoMnNbloTepe A06aBbTE NONbL30OBATENSA B rPy NNy, KOTOPOW BblAaHbl pa3pewerns 8 DCOM. Ecnu
CepBeEpPHbIi KOMMbIOTEP HAXOAUTCA HE B AIOMEHE, TO CO3,aNnTe NOKanbHOro Nof1b30BaTeNd C TEM Xe UMEHEM 1
MaporieM, YTo Ha KIIMEHTCKOM KOMboTepe, M fo6aBbTe B rpynmny, KOTOPOW BblAaHbl pa3pelueHus B DCOM.

Ina HacToiikn napameTpoB DCOM ucnonb3yetcs cuctemHan nporpamma OC Windows Crnyx6bl KOMMNOHEHTOB.
[nqa 3anycka nporpammbl nepenaute B MeHio Myck > CpefAcTBa aAMUHUCTPUPOBAHUA - Cnyx6bl KOMMOHEHTOB,
nunbo B norie nomcka Ha naHenu 3agady Uin B okHe BbinoHUTbL BBEAUTE KOMaHAY:

dcomcnfg
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S, Cnyx6Bel (nokaneHee)

g MpocmoTp cobemui (JokansHbIi)

Cny#Bbl KOMNOHEHTOE

JononHWTeneHeIE 4eACTENA

F. CriyoxBbl KOMMOHEHTOE - O x
%. Qaiin  [eificteme  Bug  Okwo Cnpaexa - &
o | = = = B i
e nmE L BE D|2:
[ | KopeHe koHconwn = Nencrena
2. Cny®Bbl KOMMOHEHTOE gl
rY

3

19.3.1. HacTtpoiika 6esonacHoctn DCOM

YT100bl HAacTpoUTb NapameTpbl 6e3onacHocT DCOM:

1. B okHe Cnyx6bl KOMNOHEHTOB BblOepUTE y3€en KopeHb KOHCOMM - Ciyx6bl KOMMNOHEHTOB - KoMMboTepbl -

Moi KomnblTEp.

2. B KOHTEKCTHOM MeHI0 y351a Mot KomnbiTep U Bblbepute NyHKT CBOACTBA.

v 13 CnyxBel KOMNOHEHTOE
w [ Komnetotepel
1L Moii koMneroTEp
2] NMpocmotp cobemii (Mo
2 CnyxBel (NOKANEHEIE)

OTKpEITHE OKHE CEOWCTE BRIBPaH

| Npunoskenna COM-+
| Hactpoiika DCOM

JBHOEWTE BCE KOMMNOHEHTEI

Bug

HoBoe okHo oTcHoga
IKENoPTMPOBATE CMCOK. .,
CeoiicTea

Cnpaeka

JOUECCHI

gaCNPeaeneHHel...

Mot komnstoTep

JononHUTENEHEIE AEACTEMA

% CykBbl KOMMNOHEHTOR - O X
%, ®ain  Jeficteme  Bug  Okwo Cnpaeka - g
e nEIXEBAz BE 0| XHES

[ KopeHe koHcoan Mma Neiicremna

3. B oTKpbIBLIEMCS OKHE CBoOMCTBA:

Mot KoMnblTep nepeiauTe Ha BKNaaky CBOMCTBa MO YMOYaHUIO:

> ycTaHoBuTe onar «PaspewnTb ucnonb3oBaHue DCOM Ha 3TOM KOMMbHTEpe»;

> napameTpy YpoBeHb NpoBepKU MOAIMHHOCTU MO YMOJIYAHUI0 YCTAHOBUTE 3HAYEHNE «MOAKIYNTLCAR;

> napameTpy YpoBeHb ONMUETBOPEHUA MO YMOJIYAHWUI0 YCTaHOBUTE 3HAUYEHME «OnpeaenuTb».
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Ceoictea: Mol komneroTep ? et
Hafop npoTokonos besonacHocTe COM MSDTC
OBwme MapameTpei CeoicTBa Mo yMONYaHID

PaspewnTe wenonezosanwe DCOM Ha aTom KomMneoTepe

[ Bk nroumTe Ha komnbtoTepe MHTepreT-ciyxEe COM

Ceoictea ceazn DCOM no ymonuyanmo

YpoBeHb NPOBEPKI NOANMHHOCTA ONpeasnAeT BesonacHoCTE Ha
YDOBHE MaKETOE.

yDDBEHb NPOBEPKK NOANWHHOCTA MO ¥YMONYaHKKD

Mooy TECA '

yFIDBEHb ONHUUETBOPEHWMA YKA3BIBAET, MOTYT N NDMNOXEHWA
onpenenATe, KTO K HAM DEDELLI.EETCFI. W BEINONHATE onepauaEd oT
MMEHK YH4ETHOR SaNMcK KNMeHTa.

yl:IDBEHb CONHULETBOREHMA NO YMONYaHMID

CnpegeniTe w

CUCT3OM NNATDOPM. OBLLEE ONMNCAHUNE

4. MNepenpute Ha BKNaaKy besonacHocTb COM 1 B rpynne MpaBa [OCTYNa HAXMUTE KHOMKY U3MeHUTb

orpaHun4yeHuA. ...

Ceofictea: Moii komneroTep ? X
Dfwme MNapameTtpkl CeoACcTEa NO YMONYEHMID
Hafiop npoTokonos BezonacHocTs COM MSDTC

Mpaga oocTyna

MoXHO W3MEHATE CIMCOK ML, KOTOPBIM MO YM0N4aHMD
paspeleH 0oCTyYN K NPMNOXEHKMAM. Takxe MoxHD
YCTAHABENMEATE OrpaHWYEHMA Ha NDMNOXEHWA, KOTODRIE
anpeaenAwT CEOKX coBCTEEHHbIE PasSpeUEHAR.

':'CTCIFII:I.‘JKHI:IZ W3MEHEHWE PASPEWEHMA Ha AOCTYN MOXET
NOBNMATE Ha cnocoBHOCTE NPUNO¥EHWA EEINONHATE
3anycK, NoAKNDYEHKWA W HOpManeHD PYHKUMOHWPOEaTE.

I WameHrTs OrpaHAYEHWA. .. I WM3MEHMTE 3HaYeHWA No YMONMYSHALD ...

19. HACTPOVIKADCOM
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5. B OTKpbIBLLEMCS OKHE Pa3peweHne Ha AOCTyn rpynnam ycTaHoBuTe donarv «Paspewntb» UK «3anpeTUTb»:
> AndArpynnel «Users» paspeLunTe NoKanbHbli U yaaneHHblii 4ocTyn;
> ONArpynnbl «Bce» pa3peLunTe ToNbKO NoKarnbHbIA AOCTY;

>  ONArpynnbl «Monb3oBaTenyn XypHanoB NPOM3BOANTENbHOCTU» Pa3peLLUTe NTOKanbHbIN U yaaneHHbli
JOCTy;

> pnA rpynnbl «Monab3osatenu DCOM» pa3peLlnTb NoKanbHbIN K yﬂ,aJ'IEHHbII7I L0OCTynmM.

Pazpewienue Ha gocTyn ? x

Orpanuyerna B uenAx BesonacHoOCTA

Mpy¥Mnkl MNKM NONBS0BATENM:
ST
BCE MAKETEI NPMNOAEHWA
5-1-15-3-1024-2405443485-8740361 22-4286035555-1823
SR MonbsosaTeny ¥ypHANOE NPOWSE0OMTENEHOCTH |

82 Nonesosarem DCOM { “Monbsosatena
< >
[ofaeuTs... Y¥oanute
Paspewerka anA rpynnel "Boe" Paspewmte Zanpemte
TNokaneHei gocTyn L]
¥ naneHHeIA oocTyn ] ]

6. B rpynne NpaBa AocTyna HaXMUTE KHOMKY U3MEHUTb 3HaA4eHUA MO YMOJIYaHMK. . ..

Ceoictea: Mol komneroTep ? et
Ofwme MNapamMeTpel CeEoACcTEa NO YMONYEHWD
Hafiop npoTokonos BesonacHocTs COM MsSDTC

MNpaga nocTyna

MoXHO W3MEHATE CHIMCOK N, KOTOPEIM N0 YMONYSHAD
paspelled 0oCTYN K NPMNOXEHKMAM. Takxe MoxHD
YCTAHIBENMEATE OrpEaHWYEHMA Ha NPMNOXEHNA, KOTopRIE
anpefenAT CEOKX coBCTEEHHEIE paspelleHAR.

CcTopo#HO: MSMEHEHWE DAZDEILEHWA HA AOCTYM MOXET
MOBMWATE Ha CNOCOGHOCTE NPMNOXEHWA BEIMNONHATL
SaNYCK, NOAKTHYEHMA M HOPMENEHD BYHKLMOHWPOBATE .

WzreH s OrpaHAYEHHA. .. I MzMEHTE SHAYEHWA No YMONYSHAKD ... I
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7. B OTKpbIBLIEMCS OKHE Pa3pelieHne Ha AOCTYN rpynnam yCcTaHoBUTE (riark «PaspewnTb» WK «3anpeTuTb»:
> ans rpynnbl «SELF» paspeLluunTe NoKanbHbIN U yaaneHHbI 4OCTY;
> Ans rpynnsl «CUCTEMA» pa3peLunTe TONbKO NoKanbHbI OCTY;

> pnA rpynnbl «AAMUHUCTpaTOpbl» PA3peLLInTe NoKanbHbIN U yﬂ,aﬂeHHbIVl 0ocCTyn.

Pazpewienue Ha gocTyn ? x

BesonacHocTs no ¥MONYIHWHD

Mpy¥Mnkl MNKM NONBS0BATENM:
2 Bee
SR CUCTEMA
82 AnvHvcTpaTope | " AMUHUCTRPaTopRI)
SR AHOHWMHBIRA BXO0O

LoBaEnTs... Yoanute
Paspewerwua onA rpynnel "SELF" Paspewmte Zanpemte
TNokaneHei gocTyn L]
¥ naneHHeIA oocTyn ]

8. B oKHe CBoiicTBa: Moit KomnbloTep Ha BKNaake besonacHocTb COM B rpynne PaspeleHnss Ha 3anyck M
aKTUBaUMi0 HAXMUTE KHOMKY USMEHUTb OrpaHuYeHus. ...

Ceofictea: Moii komneroTep ? =
DAwme MNapameTpel CeoACcTEa NO YMONYEHKD
HabBop npoTokonos BasonacrocTs COM MSDTC

MNpaea pocTyna

MoXHO W3MEHATE CIMCOK NKLL, KOTOpBIM MO YMONYaHKMR
paspeler OoCTYN K NPMNOXEHMAM. Takxe mMoxHo
YCTAHABNWEATE OrpaHWYEHMA HA NPMNOXEHWNA, KOTODEIE
anpeienAT CEOM cofCTEEHHEIS pas3peweHAn.

JoTopo¥HO: MSMEHEHWE DA3PEILEHWMA HE QOCTYMN MOXET
MOBMWATE Ha CNoCoBHOCTE NPUNOXEHWA BEIMNONHATE
3AMycK, NoAKMoYEHA W HOPMANBHD PYHKLWMOHWMPOBATE.

MamernTe OrpaHAYEHAA... MameHnTE 3HaYeHA no YMONMYSHALD. ..

PESFIE-'LIJE-'HHH Ha 3anyCk. ¥ K THEILMD

MoXHO W3MEHATE CIMCOK NKLL, KOTOpBIM MO YMONYaHKMR
PaspeleHd 3aNyCKaTe NPUMNOXEHWA MNKW K TMEMPOBEATE 0B bEK T
Tar#e MoxHD YCTAHABNWEATE OrpaHUYEHMA HA NPUNOXEeHKMA,
KOTOPEIS ONpeAcnA T CEOKX cofCTEEHHEIE paspeWeHAA.

CcTopoXHD: MSMEHEHWE DA3PEILEHMA HE JaNYCK 1

! AKTWB ALK MOXET NOBNMATE Ha cnocofHoCTE
MPUNOXEHWA BEINONHATE SANYCHK, NOAKNHOYEHIAR 1
HOPMANEHO PYHKLMOHWDOBaTE .

I WzrmeHTs OrpaHAYeHAA... I MzMEHMTE 3HAYEHMA No YMONMYaHAKD. ..
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9. B OTKpbIBLLEMCS OKHE Pa3peweHne Ha 3anmyckK U aKTMBALMIO Fpynnam yCTaHoBUTE donaru «PaspewnTb» Unn
«3anpeTuTb»:

>  Onsarpynnbl «Users» paspeLumTe NoKanbHbIN U yAarneHHbl 1 3anyck, oKanbHY0 U yaaneHHyo
aKTMBaLUIO;

> 4N rpynnbl «Bce» pa3pelunTe TOSbKO JIoKarbHbIM 3aMyCcK U aKTUBaLUIO;

>  ANnarpynnel «Monb3oBaTenu XypHanoB NPOM3BOAUTENLHOCTU» Pa3peLluTe NOoKanbHbIN U yaaneHHbI i
3anyck, NoKanbHyo 1 yAaneHHyo akTUBaLuIo;

> [narpynnbl «Monb3osatenn DCOM» paspelunTe NoKanbHbIN U yAaneHHbIN 3anycK, NOKarnbHYH 1
yOarneHHyo akTUBaLMio;

> [nArpynnbl «AAMUHUCTPATOPbI» PAa3peLLNTE NOKarbHbIV U YAaneHHbI 3anyckK, JTOKanbHYyo 1
yOarneHHyo akTUBaLmio.

Paspeluerie Ha 3anyck W aKTMBALMHD ? pod

Orpaniyerna B uenAx BesonacHoOCTA

TPyMNL MK NoNbS0BATENW:

aee [
BCE MAKETHI MPHUMOXEHWA
5-1-15-3-1024-2405443485-874036122-4286035555-1823

82 AgpavHmcTpaTope | WAgMUHWC TRaTo PRI )
SR MNonbsosaTeny ¥XYpHANOE NPOWSE0OMTENLHOCTH | R
£ >
LoBaEnTe... ¥oanute
Paspewerua ana rpynnel "Boe" Paspewmte Janpemte

TNokaneHsi anycK
YoaneHHbIA 3anycK
JNokaneHas aKTMBELMA

OERIDE
NN

YpaneHHan aK TWBALMA
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10. B rpynne Pa3speweHns Ha 3anyck WM aKTUBALMI HAXMUTE KHOMKY U3MEHUTb 3Ha4YeHUs Mo yMOoAYaHuw. . ..

Ceoictea: Moil komneroTep ? x
Dwme MNapameTpel CeoicTBa No yMonyaH
Hafop npoTokonos BesonacrocTs COM MSDTC

MNpaea nocTyna

MoXHO W3MEHATE CIMCOK NIALL, KOTOPEIM MO YMO0NYaHAD
paspeler 0oCTYN K NPMNOAEHKMAM. Takxe MoxHD
YCTAH3AENMBEATE OrpaHWYEHMA Ha NPMNOXEHWA, KOTOpRIE
anpenenAT CEBOKW coBCTEEHHEIE paspelleHAn.

DCTCIDEIZJKHDZ W3MEHEHWE DASPELWEHMA Ha AOCTYN MOXET
NOBMMATE Ha CcrocoBHOCTE NPMNO¥EHUA BEINONHATE
FanyCck, NoAKNDYEHKWA W HOPManeHD PYHKUMOHWPOEaTE.

MzreHrTe OrpaHUYeHnA. .. MZMEHMTE 3HAYEHWA NO YMONYEHAKD ...

PESDE.'IJJE-'HHH Ha 3anyCce W 3K TMBILAD

MoXHO W3MEHATE CIMCOK NIALL, KOTOPEIM MO YMO0NYaHAD
pPaspeleHD 3anNyCKaTe NPMNoXKEHMA MKW K TMEMDOEdTE 0BG BEK ThI.
Takxe mMoxHo YCTAHaAENMEATE OrpaHWYEHMA HA NPMNOXEHWA,
KOTOpEIE ONpeaenAnT CEBOKW coBCTEEHHEIE pPaspelleHA.

CcTopo®HO: MSMEHEHWE PA3DEILEHWRA HE SaNYCK W

! AKTWBELIAD MOXET NOBNWATE HA chocoBHOCTE
MPMNOXEHWA BBINONHATE SAMNYCK, NOAKNOYEHKA 1
HOPMAENEHD PYHKLMOHWPOBETE .

HMameHuTe orpaHryeHma. . I MaMeHUTE 3HAYEHWA MO YMONYEHWID ... I
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11. B OTKpbIBLLEMCS OKHE Pa3pelleHne Ha 3anyck U aKTUBauMIio Fpynnam yCTaHoBUTE (oriarm «PaspewnTb» UMK
«3anpeTuTb»:
> Andarpynnbl «CUCTEMA» pa3peLumnTe JIoKanbHbIN 1 yaaneHHbIn 3anycK, TOKanbHY0 1 yaaneHHyo
aKTMBaumIo;
> AndArpynnbl «kABGMUHUCTpaTOPbI» pa3peLLnTe NOoKarnbHbIN U yAaneHHbI 3anyck, TOKanbHY0 1
yhaneHHyo akTuBaLmio;

> ons rpynnbl « AHTEPAKTUBHBIE» paspeLumnTe oKanbHbIN U yAareHHbl 1 3anycK, ToKanbHY0 U yaaneHHyo
aKTMBaLMIO.

Paspeluerie Ha 3anyck W aKTMEALMHD ? pod

BesonacHocTs no ¥MONYIHWHD

Mpy¥Mnkl MNKM NONBS0BATENM:

H2 Bce

82 AppuricTpaTope | WAgMUHWC TRaTo PRI )
82 MHTEPAKTWEHEIE

S AHOHWMHBIA BXO0

[ofaeuTs... Y¥oanute

Paspeweria ana rpynnel "CUCTEMA"
Paspewmte Zanpemte

TNoKaneHei sanycK
YoaneHHbIA 3anycK
lNokaneHan aK TMEELMA

RIEEE
oonn

yﬂaﬂEHHa A dKTHEdUMA

prnna «Bce» HEABHO BKJT1H0YaET B cebs Y4YEeTHY0 3anncb «CUCTEMA» N He BKJ1loYaeT Y4YEeTHYy0 3annucb
«AHOHUMHbIA BXOA».

Ecnu ucnonb3oBaHue rpynrbl «Bce» HE COOTBETCTBYET TpeboBaHNsAM 6e30MacHOCTH, TO A1 COXPaHeHNs!
pabotocnocobHocT OC 065A3aTenbHO SBHO MpONULLMTE NpaBa AO0CTYNa U pa3peLLeHns Ha 3anycK 1
aKTuBauuo ond rpynn:

> «CUCTEMA»;
«LOCAL SERVICE»;
«NETWORK SERVICE»,

«AAMUHUCTpPATOPbLI» (JTOKANbHbIE);

vV V V V

«Monb3oBaTenu» (OKarnbHbIE).

Onsa YKa3aHHbIX BblLUe rpynn HaCTDOIZTe TOJNbKO OrpaHn4yeHusa, He n3SMeHAA 3Ha4eHnA No yMOoIn4aHuio:

1. OTKponTe 0KHO Cryx6bl KOMMOHEHTOB U BbibepuTe y3en KopeHb KoHconu - Cayxbbl KOMMNOHEHTOB -
KomnbloTepbl » Mo# KomnbloTep.

2. B KOHTEKCTHOM MEHI0 y31a Moii komnbiTep 1 BblbepuTe NyHKT CBOCTBA.
3. B oTKpbiBLUEMCS OKHE CBOWCTBA: Mol KOMNbHTEp Nepenaute Ha BKNnaakKy besonacHocTb COM.

4. B rpynne NpaBa AocTyna HAXMMWTE KHOMKY U3MEHUTb OrpaHU4eHuUs....
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5. B OTKpbIBLUEMCSH OKHE Pa3pelleHMe Ha [OCTYyn:

>

vV V V V

>

ANsi rpynnbl «<Users» paspeLumnTe noKanbHbIA 1 yAaneHHbI 4oCTy;

Ans rpynnbl «CUCTEMA» pa3peLunTe TONbKO NoKanbHbIA AOCTY;

Ans rpynnbl «LOCAL SERVICE» pa3peluuTe TONbKO NOKasnbHbIi OCTY;

Ans rpynnbl «<NETWORK SERVICE» pa3peLunTe TONbKO NoKanbHbIA AOCTY;

ANS rpynnbl «AGMUHUCTPATOPLI» PA3PELLNTE NTOKaNbHbIN U yAaNeHHbI N AOCTY;

AnAa rpynnbl «fMonb3oBaTenn» pa3peLlnTe TONbKO fToKarn bHbI L0OoCTyn.

6.B rpynne PaspelleHna Ha 3anyck U aKTUBaLMIO HAXMUTE KHOMKY USMEeHUTb OrpaHu4eHus....

7.B OTKpbIBLLEMCA OKHe Pa3pelleHne Ha 3anyckK UM aKTUBALMK BbINOMHUTE:

>

ANA rpynnbl «Users» paspeLunTe NoKanbHbIN 1 yAaneHHbIN 3anycK, NOoKanbHY0 U yAaneHHyo

aKTUBaLUIO;

>
>
>
>

ANA rpynnbl «CUCTEMA» pa3peLumnTe TONbKO foKasnbHbl A 3aMyCK U akTUBaLLUIO;
ANA rpynnbl «LOCAL SERVICE» pa3peLunTe TONbKO JIOKanbHbl 3anyCK U akTUBaLLUIO;
Ans rpynnbl «<NETWORK SERVICE» pa3peLunTe TONbKO f0KanbHbIN 3anyCcK 1 akTMBaLUIo;

ANS TPYNMbl «AGMAHUCTPATOPLI» PA3PELLMTE JIOKANbHbIV U YAaNEeHHbI M 3anycK, TOKanbHY0 U

yAaneHHY akTueauuio;

>

ANs rpynnbl «Monb3osaTenu» paspeLunTe TObKO JIOKasbHbIN 3aMyCK Y aKTUBALMIO.

19.3.2. Hactpoiika 6esonacHoct DCOM o6bekToB

BbinonHuTe HacTpoliky 6e3onacHocT DCOM ans crnepyowmx cepBepHbIX NPUIOXEHWIA:

> OpcEnum - OPC-yTunuTa, KoTopas UICnonb3yeTca Ana [oCcTyna K AaHHbIM yaaneHHoro OPC-cepeepa,
dopmupyeT crnncok aocTtynHbix OPC-cepBepos;

vV V V VvV V

SePlatform.HDAServer - cepsep OPC HDA,;

SePlatform.OPCDAServer - cepeep OPC DA,;

SePlatform.OPCAEServer - cepeep OPC AE;

DCOM o6bekT SePlatform.Historian.Server;

pononHutenbHble konun SePlatform.HDAServer, SePlatform.OPCDAServer,

SePlatform.OPCAEServer.

Ecnuny rpynnbl «Users» HET pa3peLLeHnii B rnobanbHoi 6esonacHocT DCOM gna OC, To eé paspelueHus
B KOHKpeTHoM DCOM o6bekTe urHopupytotca OC.

YT06b1 HacTpouTb He3onacHocTe DCOM ykasaHHbIX NPUNOXeEHWIA:

1. B okHe Cnyx6bl KOMMOHEHTOB BblbepuTe y3en KopeHb KoHConM - Cyx6bl KOMMOHEHTOB - KoMmnbloTepb -
Moi komnbloTep - HacTpoitka DCOM.
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2. B KOHTEKCTHOM MeHI0 06beKTa BbliGepuTe NyHKT CBOWCTBA.

&
e Cny#Bbl KOMNOHEHTOB - = x

%, Main  Jeficteme  Bug  Okwo Cnpaska - 8 %

e HFEXE 6 HE D|2E

[ KopeHe koHCoam # | NewcrBna
W L (Eflmﬁbl KOMMOHEHTOB ﬁ ﬁ ﬁ ﬁ Hactpoiika DCOM -
v [ KomnetoTepe MucleusToa... Office Office Offline Files

v (& Moii komnstoTep Class Licensing ... Licensing ... Service AonenHuTentHele AeicTenA L
| Mpunoxenna COM+

| Hactpoiika DCOM ﬁ ﬁ ﬁ t

| Paboraroume npoLeccel || o certtings  OOBEBic  OPC Enum
_| Koopawrarop pacnpeger Broker Enrollment  x64 Categ... B 5
2] Mpocmotp coBemui (TokaneHeiii) A

o, CnykBel (nokaneHele) % ﬁ i i Caoiicrea

OpenSearch  Orchestrator  Out Of Proc  Parameter...
Descriptio... Service Mapi Han...

g @ & &

PaymentsSve PDFPrevHn... PDFShellinfo Pen
i v Workspa... <

3. B oTKpbIBLUEMCSI OKHE CBOMCTBA Ha BKJ1agKe 06ume napaMmeTpy YpoBeHb NpPOBEPKU MOAIMHHOCTH
YCTaHOBUTE 3Ha4YeHne «Mo yMonyaHmio».

Ceoicrea: OpcEnum ? x
KoHeuHsle yank YnocToBepeHne
Ofiwme PazmeweHne BesonacHocTs

DBwmKe ceofcTEa 3Toro npunoxeHuA DCOM

Mran npunoxenwa:  OpcEnum
Kop npvnoxeqan:  {13486044-4821-1102-4494-3CBI06C 10000}

Twn npunoxenwa:  Local Service

YpoBeHE NpoBepkK

Mo yronuaHmo e
MOOMMHHOCTH: ym

Fra cnyxob: QpcEnum

4. Ha BKnagke besonacHocTb B rpynne PaspeweHna Ha 3anycK M aKTUBaLMI YCTaHOBUTE Nepekntovatesnb
«HacTpouTb» U HAXMUTE KHOMKY U3MEHUTB. . ..

Ceoicrea: OpcEnum ? et
KoHeuHele yank YnocToeepeHne
Oewme PasmeweHne BesonacHocTe

PESDELIJEHH:F! Ha 3anyCck KM aKTHEaLMiD

() Mo ymonuaHiio

@ HEICTI:IDHTb e L LT T e ey l.
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5. B OTKpbIBLLIEMCSH OKHE Pa3pelleHa Ha 3anyck U aKTUBALMIO:
>  Onarpynnbl «Users» paspeLlunTe NoKanbHbI U yaaneHHbI M 3anyCcK, OKanbHY0 U yAaneHHYo
aKTuBaLumio;
> pnsarpynnbl «CUCTEMA» paspeLunTe NoKanbHbI 1 yaaneHHbI M 3anyCcK, OKanbHyo U yAaneHHy o
aKTuBaLumio;
>  Onarpynnbl «AGMUHUCTPATOPLI» Pa3peLLnTe NOKanbHbIN U yAaneHHbIA 3anyCK, NOKanbHYo 1

yAaneHHy akTneauuio.
6.B rpynne PaspelieHna Ha AOCTYyn yCTaHOBUTE Nepekrtovatenb «HacTpouTb» U HAXXMUTE KHOMKY

U3MeHUTb. ...
Ceoicrea: OpcEnum ? x
KoHeuHsle yane YnocToBepeHne
Dewme Pasmewenne BesonacHocTs
PaspelieHna Ha SanycK W K TMBALMID
() Mo ymonuaniio
® Hacrpoums MamernTs. .

FaspeweHna Ha gocTyn

() Mo ymonuario

7. B oTKpbIBLLEMCS OKHE Pa3peweHne Ha AOCTY:
> Onarpynnbl «Users» paspeLuunTe NoKanbHbIA U yaaneHHbIn 4OoCcTyn;
> Andarpynnbl «CUCTEMA» pa3peLumnTe TONMbKO NOKanbHbIN JOCTY;
> ANndArpynnbl «kABGMUHUCTpaTOpbI» pa3peLLnTe NoKarnbHbIN U yAaneHHbIA A0CTY.
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8. B rpynne Pa3peweHns Ha M3MEHeHUe HACTPoOeK yCTaHOBUTE NepekroyaTterlb «<HacTpouTb» U HAXMUTE

KHOMKY U3MeHUTb. . ..

KoHeuHBIE v3NERI YnocToBEpEHWE
D6iwme PazmeleHme besonacHocTs

PEISI:IELIJE.'HMFI Ha 3anyCck KM aKTHEaLMHD

() Mo ymonuare

(®) HacTponTs MNameHuTs... |

FazpeweHna Ha gocTyn

() Mo ymonuaniio

{®) HactpomTs WameHnTs...

PEISI:IELIJE.'HMFI Ha M3MEHEHWE HACTROEK |

() Mo ymonyarie

9. B oTKpblIBLLIEMCSA OKHE Pa3peuweHne Ha U3MEHeHWe HaCTPOMKM:

>  Ans rpynnbl «Users» paspeLumTte NosHbIi 4OCTY;
>  ONnArpynnbl «CUCTEMA» pa3peLunTe NosHbIM A0CTY;

> 0N rpynnbl «AGQMUHUCTPaTOPbI» PA3PELLNTE NOSHbIN AOCTY.

Mocne nepeyctaHoBkn SePlatform.Data Server unu nepepernctpaumm ero cnyx6bl cbpacbiBaloTcs
HacTponkn COM cepsepos: SePlatform.OPCDAServer, SePlatform.HDAServer n

SePlatform.OPCAEServer.

[nqa 3anpeta aBToMaTM4ecKoro 3anycka npmsasaHHon Kk DCOM 06bekTy cnyx6bl, B 9TOM 06bekTe
3anpeTuTe NoKarnbHbIN U yAaneHHbi 3anyck (HO akTuBaLus AorXHa 6bITb paspelueHa) ans Bcex 6es

147

UCKITI0YEHUs yYeTHbIX 3anuceil. [JaHHoe NpaBuiio He pacnpocTpaHsieTcs Ha 06bekT Opcenum. [ns o6bekTa
Opcenum Heo6GX0AMMO Pa3peLLUTb Kak foKarnbHbIM U yAaneHHbI 3amnyck, Tak U JTIoKarnbHyIo 1 yaaneHHyto

aKTMBaLMmio.

19.3.3. 3anyck cnyx6el DCOM o6beKkTa OT MMeHU nonb3oBaTens

B o6bI4HOM cnyyae, npu paboTte 3anpoc (KIMEHT) - OTBET (CepBep), MO OTHOLLEHUIO K HAacTporikaMm 6e30MacHoCTM

DCOM - HeBaxHO OT Kakoro nonb3oBaTtens 6yaeT 3anyLueHa cnyxba (npouecc), kK kotopor oTHocutca DCOM
06bekT. KnneHTty Heo6XoAMMO NuLb yKasaTb AaHHble YYETHOWM 3anucK ¢ paspeLleHHbIM JocTynom k DCOM

0OBbEKTY.
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B cnyuae callback dyHkuuin (Hanpumep noanucka rpynnbl Yepes uHtepderic IOPCDataCallback) DCOM
NpPOU3BOAUT CMEHY POSiEN, KOria CepBep CTaHOBUTCA KITUEHTOM, a KITUEHT - cepeepoM. Takum obpa3om, cepBep
NpPOU3BEAET NOMbITKY MOAKITHOUYEHUS K KITMEHTY, UCNOMNb3Y S AaHHbIE YYETHOW 3anucK, Nnog KOTOPOoM OH 6 bl 3anyLUeH.
MoaToMy, ANs yCnewHoro NoAKIoYeHNs cepBepa, KIIMEHTY HEOBXOAMMO 3HaTb 3Ty YYETHYHO 3anucb, IN60
nokaneHo, nmbo U3 foMeHa.

OcobeHHOCTU Ncnonb30BaHWs aBTo3anycka Yepes DCOM:

> [pu Cnonb30BaHWM CUCTEMHON YYETHOW 3anucK B HacTpoiikax yaoctoBepeHuss DCOM ob6bekTa gns
3anycka 6yaeTt ncnonb30oBaTbCH yUYETHAs 3anNnCh, yKasaHHasi B NapaMeTpax BXo4a CiyXobi.

> [pu yKasaHum y4eTHO 3anncu Nofib3oBaTensi B HacTporkax yaocTtoepeHns DCOM o6bekTa ana 3anycka,
37Ta Xe y4eTHan 3anvcb OyaeT 3anMcaHa B napameTpax Bxofa Cryxobl.

> VI3MeHeHuWe y4eTHOM 3an1cu B napamMmeTpax Bxoda CnyX0bl He pacnpoCTpaHsIETCSA Ha YYETHYO 3anucb B
HacTpolnkax yaoctoepeHns DCOM obbekTa ans 3anycka. lNoatomy npu aerosanycke yepea DCOM cnyxb6a
6yperT 3anyLieHa oT y4eTHOM 3anncu, ykazaHHoM B NapamMeTpax BXoaa, HECMOTPS HA HACTPOMKK y,0CTOBEPEHUS
B DCOM obbekTe.

Mpu 3anycke cnyx6bl SePlatform.Server oT UMeHU Nonb3oBaTens 6e3 NpaB aAMUHUCTpaTopa:

1. B dhaninoBon cucteme 3aganTe:

> npasa gocTyna nonb3oBaTens K katanory C: \Program Files\SePlatform\SePlatform.Server:

>

vV V V V

>

MOSTHbIN LOCTY;

N3MEHEHNE;

YTEHWE W BbIMNOSTHEHNE,;
CMUCOK COAEPXMMOro Nanku;
YTeHUe;

3anncb.

> npaBa ZocTyna nonb3oBaTens K Katanoram ¢ dainosbiMu ovepeasimu mogynein OPC AE Server,
History Module (nyTv ykasaHbl B HAacTpoiikax Mogyns):

>

vV V V V

N3MEHEHNe;

YTEeHue " BbIMNOJTHEHUE;
CMNCOK COAEepPXMOro nanku,
yTeHune,

3annchb.
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2. B HacTpoikax JlokanbHow nonutukun 6esonacHocT (Myck - CnyxebHbie - MaHenb ynpasneHua -
AZMUHUCTpUpOBaHue - JlokanbHas noauTuka 6GesonacHocTu) BbibepuTe y3en NapameTpbl 6e30MacHOCTH -
JlokanbHele MOAMTUKM - HasHayeHue npasB Mosib3oBaTensa U paspelinTte 6110KUMPOBKY CTpaHWL, NamMsTv ans
nonb3oBarens.

T2 NlokansHas noAnTrka Be3onacHoCTH - O ¥

Qaiin  [eficteme  Bua  Cnpaska

e 1EXKE 2 HE

T2 MNapamerpel GesonacHocT Monutuia Mapametp Besonachoctn ™

A MoanTren yyeTHE 3anncei -
& ¥ Apxweaumn Gainoes v KaTanoros AgmuHucTparopel, Onep..

=
via _FIKlflanbIE roauTII NOKNPOBKE CTPaHNL, B NAMATH CHUCTEMA, NMokanbHaa y...
OAWTWKR 3yauTa

g, VA | BoccTanoenenne Gaiinoe v KaTanoros Appaunuctpatopel, Onep..

1, HasHaueHne npae nonk3oEaTena

= | Bxog B K34ECTBE NAKETHOMD 3343HUA AgruHnctparopel, Onep...

2 Mapamerpel BesonacHocTi 8 5 NETWORK SERVICE SOL

| Monutop BpaHgmay3pa 3awmTHuka Windows | | BXOA B KEUECTEE CyHbe! ESQL..
| BeinonHeHwe 33434 No 0BCNy:KNBAHWIO TOMOB AgruHNCTpaTopEl

| Monutukw gucneryepa cnucka ceTei

| MoAMTUKM GTKPBITORS KMo | AoGaeneHne paBoqux cTaHUWA K AOMEHY

_' Motk OrpaHMYEHHOTO NCNOE30BAHNA NP _,ﬂ,DC'I'}fI'I K AWCNeTHepy YHETHRIX JaHHBIX OT WMEHW JOEBEREHH...

_| MonuTukk yNpaeneHna NproKeHUAME | AocTyn K KoMMBLOTERY W3 CETH Bee Agumunncrpatopel,...
g Moautuen IP-BezonacHocmi Ha "fokaneHBIA Kt | 3aBepLUeHHE paBoTel CUCTEMBI AgranHuctparopel, MNone.
| Kongurypauyma paclumpeHHoi NoANTIEN Y4 | 3arpyzka W EBITpy3Ka ApaiBEpoB YCTPORCTE AgMUHKWCTpaTCpEI >
< »|| < >

19.4. HacTtpouka ces3u cepsepa APROL OPC-Server c
moaynem OPC DA Client

YT06b1 HacTpouTb cBS3b cepeepa APROL OPC-Server ¢ mogynem OPC DA Client:

1. B okHe Cnyx6bl KOMMOHEHTOB BblbepuTe y3en KopeHb KoHconu - Cayx6bl KOMMNOHEHTOB - KoMnbloTepbl -
Mo komnblTep - HacTpoiika DCOM -» APROL OPC-Server.

2. B KOHTEKCTHOM MeHI0 y3na APROL OPC-Server 1 Bblb6epuTe NyHKT CBOMCTBA.

% CykBbl KOMMNOHEHTOR - O *
2. daiin  [Jeiicteme Bug  Oxvo  Cnpaeka - &
= = = (ORI
e R XE & BED|2ZZE
2 appwiz.cpl - Deiictena
L g
o APROL OPC-Server APROL OPC-Server -
& Authentication Ul C Bug >
_zzl_ Authentication Ul C Hogoe okHo oTCHga JonoAHUTENbBHEIE AEACTEMA [
& Authentication Ul C
& Authentication Ul T Ceoiictea
& AuthHost
o C
2 AutoMdmNotificati rpaska
_‘3‘- AvailableNetworksExperienceF ‘
< >

OTkpbITHE CKHE CECWCTE BoIBpanHore obbekTa,
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3. B oTKpbliBLIEMCS OKHe CBoiicTBa: APROL OPC-Server Ha BKafike YAoCToBepeHue yCTaHOBUTE
nepekntoyaTerb «YKasaHHblli NoNb30BaTeNb» U YKaXWUTe AaHHble YYETHONM 3anncK, U3-nof KoTopoi 6yaert

3anyckatbcst APROL OPC-Server.

CeodcTea: APROL OPC-Server ?
Dwme FasmeleHme besonacHocTe
KoHeuHkle y2ns ¥nocToBepeHne

Kakyto yueTHYH 33MMCk Bbl XOTMTE MCNONES0EATE [NA SaNYCKa 3Toro
MPMNOXEHMA T

() Terywmit nonssosaTens

() 3anycramwmi nonb30saTens

X

(@) YiazaHHbIil Nnonb308aTenks
MNonesosatent: |F~dministratur | O6sop...
Mapone: ||-|||-|||-|||-| |
MNoaTEep*x oeHueE: |-----|-------|- |

4. B koHurypaumm SePlatform.Data Server ans mogyna OPC DA Client HacTpolite napameTpbl Fpynnbl:

> napameTpy AnroputM onpefenieHus paboTocnocobHOCTU cepBepa yCTaHOBUTE 3HAYEHNE «Io

CTaTycy»,

> napametpy pynna Bcerga akTUBHA yCTaHOBUTE 3HAYEHME «[la»;

> napameTpy TaimMayT BbiNOJSIHEHUA OMepauuii C CepBepoM, CeKyHf YCTaHOBWUTE 3HAYEHME «30» Ui

bonee.

CurHanes: MOD.}']'IH Cramicika nEpEMETDbI ¥3Na KOHPWrypawid Modyna

Elﬁ Moy e 2 | El
...B3 Logics Module
.25 OPC DA Client 1

HassaHwe rpynnkl cepeepos

=% Cnucok rpynn cepeepos KonwyecTso cepeepos

£ TN

3HaueHne KOHTDONBHOMD CKMrHana

[epyog 0BHOBNEHWEA GAHHBLX, MC 1000
Anropum onpeageneHuA padoTocnocoGHoCTW cepeepa Mo craTycy I
KoHTRpoNEHEIR cyurHan

0

-l TCP Server Module

AnropuTia oNpeasneHUA aKTWEHOMD CEPEEPa

VHTepEaN NepenogrioYEHWA, CEKYHD

TalrMayT 0XMASHKA SKTUBHOMD CEPESPE, MC

Ipynna Bcer ga aKkMeHa Na I
MHTepEan 3anpoca cOCTOAHWA CEPBEPa, CEKyHA, 1
TaiMaYT BEINONHEHMA 33NDOCE COCTORHWA CEPBEDS, CEKYHA 10
TaiirayT BeINONHEHMA ONEPaLAR C CEPBEPOM, CEKYHA 30 I
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20. Pabota B OC Linux

HekoTopble npoaykTel Cuctam Mnatdopm moryT pabotatb Ha KoMnbloTepax nog ynpasneHnem OC cemelicTBa
Linux (B aokymeHTaumm Ha npoaykTbl - OC Linux). Takne npoayKTbl NOCTaBNAOTCA B BUAE * . deb 1 *. rpm NakeToB u
nocre yCTaHOBKM (DY HKLMOHNPYIOT B BUAE CEPBUCOB.

Hwuxe npuseaeHa o6Luasa nHopmaLmsa A8 Bcex KOMMNOHeHToB, paboTatoLmx B OC cemeiicTsa Linux.

Moppo6HocTh 0 ToM, paboTaeT nu komnoHeHT B OC cemeicTBa Linux 1 Ha3BaHWe ero nakeTta/cepeuca
CMOTPUTE B JOKYMEHTALMN HA KOHKPETHBLIA KOMMOHEHT.

Moanepxusaemble OC cemencTBa Linux

> Ubuntu
> Astra Linux
> PEOOC

> ALT Linux

YcraHoBKa/ypaneHue

B PE[, OC (rpm-nakerthbl):

> YcTaHOBUTb MakKerT:
sudo rpm -i <ums nakeTta>
> Ypanutb Naker:

sudo rpm -e <uMA nakeTa>

B ALT Linux (rpm-nakeTbl):

> YcTaHoBUTb NakeT:
sudo apt-get install <uma nakeTta>
> Ypanutb Naker:

sudo apt-get remove <uma nakeTta>

B Ubuntu, Astra Linux (deb-nakeTbl):

> YcTaHoBUTbL Maker:
sudo dpkg -i <umAa nakeTta>
> Ypanutb naker:

sudo dpkg -r <uma naketa>
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[MpeKkTopus pacnonoXeHusi CepBMUCOB:
> PEQOOC, ALT Linux:
/usr/lib/systemd/system
> Ubuntu, Astra Linux:
/1lib/systemd/system

[vpeKTopusa yCTaHOBKMU:
> [Onascex OC cemencTsa Linux:
/opt/SePlatform/<uma npopykTta>

(Astra Linux) Cnucok cepsucoB

1. OTKpounTe NaHenb ynpaBneHus.
2. Bbibepute rpynmny Cuctema.

3. Nepengute B pa3aen UHMUMaNM3aumMa CUCTEMbI.

KomaHnpbl paboTtbl ¢ cepBucamum

> 3anycTtutb cepBuc:
sudo systemctl start <uma cepsBuca>
> OcTaHoBUTb CEpBUC:
sudo systemctl stop <umsa cepsuca>
> [lepesanycTtutb cepsuc:
sudo systemctl restart <uma cepsuca>
> TekKylee cocTosHME cepBuCa:
sudo systemctl status <uma cepsBuca>

> [locMoTpeTtb XypHan:

sudo journalctl -u <uma cepBuca> -n <konu4ectBo> -f

roe:

CUCT3OM NNATDOPM. OBLLEE ONMNCAHUNE

D> -n <KONM4YecTBO> - BbIBECTU NOCeAHNEe N CTPOK CTPOK XypHana (onuuoHarnbHbl aTpubyT).

> -f- BbIBOAWTb XYypHan B peXume peanbHOro BpeMeHm (OnuunoHanbHbI aTpubyT).

(Astra Linux) NoaknioyeHne yCTaHOBOYHbIX peno3uTopues

MoHTupoBaHWe obpa3a ancka

Ecnun anck ¢ OC cmoHTupoBaH B CD-ROM, pgononHutenbHbIX AencTBuUin He TpebyeTcs.

20. PABOTAB OC LINUX
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Ecnn OC 6bina ycTaHoBneHa ¢ NoMoLLbto 3arpy3o4dHoro Flash-Hocutens:

1. Ckonupy#Te 06pa3 avcka B BuAe * . iso danna Ha XECTKUN AUCK B OTAENbHYIO ANPEKTOPMIO (AUPEKTOPUIO
MOHTUPOBaHMS).

2. MopakntounTe 06pa3 gucka:

sudo mount -o loop <nyTb Ao ob6bpasa>.iso /<AWPEKTOpUA MOHTUPOBAHUA>

MoakntoyYeHne BHELLHUX PENO3UTOPUEB

1. MepenpuTe B oupeKTOopurio /etc/apt 1 oTKpowTe pain sources.list.
2. [lobaBbTe CTPOKY:

deb [trusted=true] file://<nyTb AO AMPEKTOPUU MOHTUPOBAHUA> <AUPEKTOPUU C
AncTpubyTmusamm>

rae <gUpekTopuu ¢ AUCTpUBYTMBaMM> - CTIMCOK AUPEKTOPUI, MEPEUMCIIEHHbIX Yepes npobern.
3. O6HOoBUTE 6a3y AaHHbIX NaKETOB:

sudo apt update

Moppo6Hee o nopknoYeHun pernosutopues ¢ naketamm B OC Astra Linux:
https://wiki.astralinux.ru/pages/viewpage.action?pageld=3276859

20.1. (Astra Linux) Co3naHue nonb3oBaTensa Operator ¢
OorpaHW4YeHHbIMU NpaBamMu

OTkponTte naHenb ynpasneHns (MeHto Myck).

Co3paaHue nonb3oBaTess

1. MNepenigute B rpynny besonacHocTb.
2. OtkpownTe pa3gen NonuTuka 6e30nacHoOCTy.

3. Nepengute Ha y3en Monb3oBaTenu.
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4. [o6aBbTe HOBOrO MOMNb30BaTENs KHOMKOIA .

YKaxuTte UMs nonb3osartens v noaTeepauTe aodasneHue.

=) YnpaeneHue nonntukou 6esonacHocTu - Monb3oBaTens: oper

®aiin  Mpaeka Hacrpoiikn lMomous

@ o + — G ‘OGuuHue v‘

v~ Bl zheleznyastra Monb3oBaTens: oper
>- & Ayaut -
Y L O6uwme ‘ o BnokmpoBka = . Ayaut -~ Mpueunerw

>~ & lpynnbi ‘
>~ (@ 3amkHyTas nporpammHasc... || /M%: oper
>~ &/ MaHpaTHble aTpubyTi Mepeu4YHan rpynna: | Z oper

W MaHaaTHLI KOHTPONL Leno...

Aom. kaTanor: /home/oper

2] MonwuTop 6ezonacHocTi
>~ | Hactpoiiku 6ezonacHocTy O6onouka: /bin/bash
>~ = MONUTUKM yUYeTHOI 3anncK GECOS: oper...

v- 2 Monb3oBatenn

2 administrator

* oper HavmeHoBaHne ~ GID CucremHan
>~ &3 Mpusunerum 2 video 44 na
>~ [Z] Ycrpoiicrea u npaeuna 2 users 100 aa
2 plugdev 46 aa
= oper 1002  Her
Z fly-kiosk 1003  Her

5. 3apante I'IepBOHaLIaJ'IbeII7I naporsb rnonb3oBaTtend, HaxaB KHOMKY U3MeHUTb.

2 Ynpaenenue nonuTukoii GesonacocTy - Monb3oBaTenb: oper - & X

@aiin  Mpaeka Hactpoiikn Momows

@ ° + - s O6biuHBIE V‘
~ I zheleznyastra Mons3osatens: oper
17 Ay Z o6ume o Brokmposka L Ayaut | i Mpuennernm ‘ 12 MPA % Cpok peiictama ‘ﬂ Fpaduueckinii knock Fly
> &I rpynnel = = = =
> (@ 3amkmyTas nporpammuanc.. | | MR oper u: 1001 O
> W/ ManaatHbie aTpubyTe NepenuHan rpynna: | 2 oper v | Naponk
W ManaatHeIii KOHTPONE Leno...
JAom. karanor: /home/oper NepemecTuTe W3MeHUTb
) MonuTop 6esonacHocTn
> | Hactpoiiku 6esonacHoctn Obonouka: Ibin/bash [[) Neuarars
>~ S MoauTnku YUYETHOM 2anucKH GECOS: oper...
v Z. Nonb3osatenn —
Z administrator Fynne
_ HaumeHosaHme ~ GID  CucTemHas
> & Npusunerun 2 video 44 Aa
> E YcrpoicTea v npaenna 2 users 100 Aa
2 plugdev 46 Aa
I oper 1002 HeT
& fly-kiosk 1003 Her
2 floppy 5 Aa
2 dialout 20 Aa
2 cdrom 24 A3
2 audio 29 na

6. YcTaHoBMTE NpaBa nonb3oBatens (nogpobHee «Fl1x).
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[lna cozpgaHnsa goMallHero Katanora HoBOro nosb3oBaTens HeobxoaAnMo XoTs 6bl OAVH pa3 BOUTU B
CYCTeMY oA, 3TUM MoJIb30BaTeNeM.

HacTtpownka pexuma rpacpmyeckoro Knocka

1. Cozpaitte CKpuNT AN 3anycka npuroxeHus (Hanpumep, npoekta SePlatform.HMI).
2. MNepenpgute B rpynny besonacHocTb.

3. Otkpownte pa3gen NonuTuka 6e30nacHoOCTy.

4. MNepenignTe Ha y3en Nonb3oBaTenu.

5. MNepengute Ha BKNaaKy Mpaduyeckuini KMock.

6. Bknrounte pexmm rpadm4eckoro Kmocka.

</ YHPBMEHME nonuTUKoi 6esonacHocTy - HBCYPDﬁKM KWMOCKa nonb3oBarTens: oper

®aiin  MNpaeka Hactpoiikn Momowe

G Bce v

v~ B zheleznyastra Mone3oeatens: oper
oo Ayawt - - - . .
-~ O6wwe -2 bnokvpoBka ‘I Ayaut - Mpueunervm 12 MPA Z. Cpok aeiictena [} Ipapmueckumii knock Fly

>- & Tpynnel

M| Pexxum rpaduueckoro knocka Fly

v

[# 3amkHyTan nporpaMmHas c...

>~ &/ ManaatHuie aTpubyThI Pa3speLéHHble NPUNOXEHNA:

#® Startsh

MaHAaTHBI KOHTPOL LEeNo...

] MowwuTop 6ezonacHocTit

| Hacrpoiiku 6esonackocTi
= MonnTnkm yueTHoi 3anucK
v~ 2. Nons3osatenn

2 administrator

-
-

>~ & Npvennervmn

> D YCTpoiicTBa 1 Nnpaewna

7. No6aBbTe pa3pelLéHHOe [N BbINOTHEHNS NMPUNOXeHNe, HaxaB ~ 1 BbIGpaB co3aHHbIN CKPUMT.

2/ Ynpasneuue nonuTHKo#N GesonacHocTH - Hatrpaﬁun KWOCKa NoNb3oBaTenn: oper - & X

®aidn  Npaexka HacTpoiikn Momoule

o e v
~ Il zheleznyastra Monb3ocBatens: oper
> Ayawr o - >, _ -
— Ofwme -2 Baokupoeka L Ayaut | -2 MNpusanernm i MPA Z Cpok geiicrems ﬁ Ipaduueckmii kmock Fly
> & Tpynnsi

3- @ 3aMKHYTaR NPOMPIMMHEN C... M| Pexum rpaduueckoro kMocka Fly

PaspelléHHble NPUNOKEHUA:

v

o/ MaHaatHbie aTpUlyTei
" MaHaaTHBIA KOHTPONL UEno... ® startsh

[} Monutop 6esonacHocTi

v

1. Hacrpoiiku Gezonacroctin
>~ J= MonuTHKK yueTHoM 3anuck
~- 2 MNoneb3osatenu

L administrator

-
-

> ,_-_ MNpuBunerun

> [Z] vcrpoiicrea v npasuna

B ! Bce Heo6xo HacTPOiikK ByAyT BbINONHEHB! IBTOMATUMECKW ANA BCEX YPOBHeH NONb30BaTeNs.

CUCTEMHBIIA KNOCK

8. HaxmMuTe NpuMeHNTb M3MeHeHMsA Ha NaHernu MHCTPYMEHTOB.
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HaCTp0I7IK8 aBTOMaTU4eCKOoro Bxoaa nosib3oparte’sid

1. MNepengute B rpynny Cuctema.
2. OTkpoWnTe pa3gen Bxog B cuctemy.

3. MNepeiauTe Ha BKNaAKy JONONHUTENBHO U pa3peLunTe Nosib30BaTesIio C OrpaHUYeHHbIM HabopoMm npaB
aBTOMAaTUYECKUI BXO[, B CUCTEMY.

Bl Hacrpoiika rpadpuueckoro Bxoga - 0O x
OcHoBHOe Awnanor Tema BolknoueHme [lMons3oeateny  [AononHWTENBHO
1 —
BHuMmaHwue! [] Paspewmts Bx0 603 Napons
MpounTanite cnpaBky!
He TpeByeTcs Naponk ANs
M| PaspelunTs aBTOMaTUYECKWiA BXOA B CUCTEMY @astra-admin
Monb3oBaTtens: oper v @astra-console
p— @audio
[) 3a6nokmupoeats ceanc
@cdrom
ABTOMaTUYecku BbI6MpPaTL NonbL30BaTens @dialout
odi
® Her el
— - @flo
(_) Mpeabigywnia PPy
@fly-kiosk
(_) YkasaHHblii: administrator v _
- @lpadmin
n 1Tk QPOKYC Ha nosie BBOAa Naponsa @netdev
Mpouee
(] AsTomaTnueckwii Bxoa B cuctemy nocne c6os X-cepeepa L3
(] PaspewmTe yaaneHHsIii Bxoa
Cnpaska C6pocnTe Mo ymonuaxHuno Aa NpumeHUTL OTtmeHa

HacTpoWka anekTponuTtaHus Ans BbIKIIOYEHUSA nepexona B CNALWMNA peXnUM npu
6espencTesumn

1. MNepengute B rpynny Cuctema.

2. Otkpownte pasgen Opopmienue Fly.
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3. MNepenpute B rpynny bnokupoBka 1 CHUMUTE (prnar bokMpoBaTb 3KpaH.

& Odopmnenme Fly - current.themerc - 0O x
(] Bnoknpoeats 3kpaH
n Uepez: OMUH. c
O6owm Echm: (] MonwuTop norawen
(] KomnsTep B pexume cHa

. (] Nepekntouenme Ha apyryto ceccuio
Temsi [ ] Kpblwka HoyT6yKa 3akpeiTa

T \ |

WpndTsl

Mpw HeBepHOM napone: 3azepxKa Mexy nonbiTkamm 2cek. O

- YpoBeHb 3ByKOBOro CUrHana 50% C

Mpw 61OKMpOBKe 3anpeTuTk: || MepeknioueHne Ha KOHCONL UK APYTYIO CECCUIO

(] NoaxnioueHne rpaduuecknx NporpaMm n3 ceTi

S¢pdekThl

4. HaxmuTe KHOMKY HacTpoika 3/1eKTPonuTaHus.

5. B OTKpbIBLLEMCSH OKHE CHUMUTE dhnar Bbik/le4eHUe MOHUTOpA.

A dnexkTponutaHue - 0 x
HacTtpoiika 6n10K1pOBKM 3KpaHa...
3Heproc6epexeuue P P P
| [C) Buikntouenve monuTopa I
[lonomwnenbnble A~ -
napameTpbl 10MMH O Tec
[ con
epez 10MumH O Tect
] ru6epHauns
Yepes 10 MuH C Tect
[] Beikntouenmne
10mMuH O Tect

3anpeT nepexkrniyeHna mexay suptyanbHbiMu TepMmunHaiamum

1. MNMepenpuTe B AMPEKTOPUIO HACTPOeEK rpachmnyeckon cpefpl /usr/share/X11/xorg.conf.d/.
2. CozpanTte hann KoHdUrypawumm c MUMeHeM 50-novtswitch.conf.

3. 3anuwuTte B hann cneayoLime CTPOKK:
Section "ServerFlags"
Option "DontVTSwitch" "true"

EndSection

4. Mepe3arpy3unTe onepaLMoHHY0 CUCTEMY .

20. PABOTAB OC LINUX




158 CUCT3M NNTAT®OPM. OBLLEE ONWCAHUE

Pa3peu1eH|/|e nepeksyeHna Mmexay suptyarnibHbiMu TepMUuHanamMmum

1. MNepenguTe B AUPEKTOPUIO HACTPOEK rpacpuyeckon cpefpl /usr/share/X11/xorg.conf.d/.
2. Y panute co3faHHbiv dann (ctp. 157) koHdurypauum ¢ onarom 3anpera.

sudo rm 50-novtswitch.conf
3. MNepesarpy3unte onepaLyoHHY0 CUCTEMY.

sudo shutdown -r now
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NcTopusa usmeHeHui

Pepakuusa 2

> B rnaee /I3MeHeHve y4ETHOIN 3an1cK, OT MMEHWN KOTOPOW 3aryCKaeTcs ciyx0a nameHeHbl MIMeHa CEpBUCOB
B OC Linux gns SePlatform.Data Server, SePlatform.AccessPoint n SePlatform.Historian (ctp. 108).

Pepakuusa 3
> AKTyanusmpoBaHbl onucaHus nogcmctemsl 6esonacHocTu SePlatform.Security (cTp. 33), npunoxeHus
SePlatform.HMI.SecurityConfigurator (cTp. 28) u moaynsa SePlatform.HMI.Security (cTp. 31).

> AkTyanusupoBaHbl pucyHku B pasgenax 5. SePlatform.AccessPoint (cTp. 15), SePlatform.Trends,
SePlatform.Alarms n 8. SePlatform.HMI (cTp. 21).

Pepakuus 4

> [Job6aeneH pasgen 19. Hactpoirika DCOM (cTp. 128).

Pepakuusa 5

> B pa3pgene besonacHoe agMuHucTpuposaHue (cTp. 106) o6HOBNEH nepeveHb aHTuBMpycHoro M0,
coBmecTtumoro ¢ Cuctam MNnatdopm .
> O6HoBneH pa3aen N3ameHeHne yuéTHOM 3anncu, OT UMEHWN KOTOpOoI 3anyckaetcs cnyxo6a (cTp. 108) (B
yactn OC Linux):
> AkKTyanusnpoBaHo onucaHue cMeHbl nonb3oBatens ans cepsuco SePlatform.Data Server u
SePlatform.AccessPoint.
> OnucaHue cMeHbl nonb3oBatens ansa SePlatform.Historian BoiHeceHo B oTAenNbHbI 610K,
> [o6aeneH 610K ¢ onucaHneM cMeHbl Nonb3oBaTens Ans cepsuca areHta SePlatform.License Server.

> OGHoBneH nopsaaok cMmeHbl nonb3osatens ana SePlatform.HMI, SePlatform.HMI.Alarms n
SePlatform.HMI.Trends.
> [ob6aeneHa ccbifika Ha pokyMeHnTaumo SePlatform.Security.

Pepakuus 6

> B paspgene VI3ameHeHne y4é€THONM 3anmcu, OT UMEeHW KOTopoii 3anyckaeTca cnyxba (ctp. 108) (B yactn OC
Linux):
> B MHCTpYyKUMM cMeHbl nonb3osatens ana cepeucos SePlatform.Data Server,
SePlatform.AccessPoint n SePlatform.Domain B n. 13 po6aesneHa komaHaa export |grep DISPLAY.

> WcnpaeneHbl oneyaTku.

Pepakuusa 7

> AKTyanusmpoBaHbl pUCYHKW, UCTNIPaBEHbI OneYaTKu.

NCTOPUA N3MEHEHUN
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Pepakuus 8

> OG6GHoBneHbl cxembl B rnaeax 2. Apxutektypa Cuctam MNnatdopm (cTp. 7), 4. SePlatform.Historian (cTp. 13),
5. SePlatform.AccessPoint (cTp. 15).

>  AKTyanusupoBaHbl pUCYHKU, UCTIPaBIEHbI ONeYaTKu.

Pepakuusa 9

> O6HoBNEH NYHKT 3anpeT nepeknoyeHns Mexay BUpTyanbHbIMU TepMuHanamm (ctp. 157)
> B nyHKT AnnapaTHbii kntod Guardant Sign go6aeneHa MHCTPYKLMS MO CaMOCTOSTENbHON yCTaHOBKe

Apavieepa (cTp. 39)

Pepakuua 10

> B pazgen 16. JluueHsunposaHne Cuctam MNnatdopm gobasneHa MHopmaLusi o ycTaHoBKe
SePlatform.License Server 8 OC Windows.

> B rnaee 18. [NpaBuna 6paHgmayapa:
> M3MeHEeH NopT NoyYeHns UCTOPUYECKMX AaHHbIX Ansa komnoHeHToB SePlatform.HMI.Designer,
SePlatform.HMI.Viewer, SePlatform.HMI.Alarms n SePlatform.HMI.Trends;
> pnakomnoHeHToB SePlatform.Development Studio n SePlatform.Domain nsmeHeHb! noptbl 4
SePlatform.Net.Agent.

Pepakuusa 11

> BHyTpeHHVE N3MeHeHUs1, UCrpaBieHbl ornevaTKu.

Pepakuusa 12

> BHyTpeHHVIe N3MEHEHNA, CoOOPXNMOEe AOKYMEHTa HE USMEHUINOCh.

Pepakuua 13

> O6HosneHa apxutekTypHas cxema SePlatform.Data Server (cTp. 12).
> AkTtyanusuposaHa rnaea Pabota B OC Linux (cTp. 151).
> O6HosneH pasaen ViameHeHne y4€THO 3anucu, oT UMeHn KoTopou 3anyckaeTca cnyx6a (ctp. 108).

> [na knwoyen Guardant ykazaH agpec cepeepa 06HOBNEHNUS NNLLEHIW.

NCTOPUA N3MEHEHUN
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