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1. PykoBOACTBO Nosib3oBaTens

1.1. O npopgykTe

SePlatform.HMI.Security - 310 paclumpeHue cpepbl pa3zpaboTtku u ncnonHeHust SePlatform.HMI.

PacLumpeHve npepctaBnsieT cobomn 6MbnMoTeKy KOMMNOHEHTOB, NMO3BOMAIOLLMX B3aUMOAENCTBOBATL C NOACUCTEMOMN
6e3onacHocTu SePlatform.Security n3 npoektos SePlatform.HMI.

Nop, B3anmoaencTenem noapasymMmeBaeTCA:

>

vV V V V

pervcTpaums nonb3oBaTens B nogcucteme 6e3onacHoCcTy (BXo4) C UCNONb30BaHMEM YUYETHbBIX AaHHbIX;
NMPOCMOTP TeKYLLEen KoHUry paumm nogcuctembl 6esonacHoctn SePlatform.Security;

M3MeHeHue TeKyLLen KoHpury paumm nogcuctembl 6esonacHoctn SePlatform.Security;

nony4yeHue nHcopmMaLmm o ctaTyce onepaLuii nofib3oBaTens;

BbIXOZ, U3 nopcuctTemMbl 6e3onacHoCTy.

KomnoHeHTbl pacumpenus SePlatform.HMI.Security o6palyatotesa k nogcucteme 6e3onacHoOCTH
SePlatform.Security ¢ nomowsto API: cBoiicTB, dyHKLMIA M cobbiTuiA. MoagpobHee - B CnpaBoYHOM

pykosoacTse (cTp. 47).

1. PYKOBOOCTBO NOJIb3OBATENA
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MecTto SePlatform.HMI.Security Bo B3aumopencrtasum SePlatform.HMI u
SePlatform.Security

Bzanmopeiicteue SePlatform.HMI n SePlatform.Security ¢ nomowybto SePlatform.HMI.Security moxHo onucatb
cnegytoLen unnicTpauuen:

SePlatform.HMI

{ SePlatform.HMI.Security

|/2-\]
S
[2m o]
LDAP-ceprep
Koudurypatop f:::l

!

SePlatform.Security

I SePlatform.Security :

1. KomnoxeHT SePlatform.HMI.Security oTnpaBnset 3anpoc Ha NpoCMOTP Unu 3MeHeHNe KOHUry paumum
noacuctembl 6esonacHoctv B AreHT SePlatform.Security;

2. AreHT SePlatform.Security HaxoauTt HyXHyto nHcdopmaumio Ha LDAP-cepeepe nnum 3anucbiBaeT HOBYHO
KoHpurypaumo Ha LDAP-cepsep;

3. AreHT SePlatform.Security npegoctaesnsier pesynbtat onepaumm B npoekt SePlatform.HMI ¢ nomouubto
komnoHeHToB SePlatform.HMI.Security.

NHdbopmauua Ha LDAP-cepBepe Takxe MOXeT ObITb U3MeHeHa ¢ nomoLbto KoHdurypaTtop
SePlatform.Security.

1.2. MNoproTtoBka K paboTe

1.2.1. TpeboBaHUs K OKpPYXEHMUIO

[ns pabotbl pacwunpenns SePlatform.HMI.Security gonxHbl 6b1Tb YyCTaHOBNEHSI:
> cpepna pa3paboTku n ucnonHenus SePlatform.HMI;
> noacucTtema 6ezonacHoctn SePlatform.Security;

> komnoHeHT SePlatform.Domain - ansa obecneyeHns cBA3N MeXay KOMMOHEHTaMM pacLUMpPeHus
SePlatform.HMI.Security n nogcuctemon 6esonacHoctn SePlatform.Security.

1. PYKOBOOCTBO NOJIb3OBATEINA
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Ecnu paboTaeTe ¢ Be6-Bepcuelt NpoekTa aBToMaTn3aLum, yCTaHOBUTE AOMNOMHUTENbHO
SePlatform.HMI.WebViewer - ans ucnons3osanus npoektos SePlatform.HMI B Be6-uHTepdelice.

1.2.2. YcTraHoBKa, yaaneHve unu BocctaHoBfIEHWe

OC Windows

[na ycTtaHoBKW, yaaneHust unu BocctaHoBnennsa SePlatform.HMI.Security 3anyctute ycTaHoBOYHbI I chaiin
seplatform.hmi.security-<lng>-<arch>-<version>.msi ncnegymnre nHCTpyKUusaM mactepa. Ecnu
ycTaHaBnuBaeTe Beb-Bepcuto, 3anyctuTe dain seplatform.hmi.security.webviewer-<lng>-<arch>-
<version>.msi.

B Ha3BaHuM dhanna <1ng> - 3TO A3bIK pacLUMpeHust, <arch> - LLenesas NpoL,.eccopHas apxmuTekTypa, a
<version> - HOMep BepcuUu pacLLUnpeHnd.

B pesynbTaTe ycTaHoBKU B 6ubnvoTeke komnoHeHToB SePlatform.HMI gonxeH nosiBuTbCS OHUT Security.
BMONMOTEKE KOMNOHEHTOE &

o,

hd CBLWE 3NEMEHTBI

&b BorpoenHbie

&J bazoeele

& AP

& Mpadmkn

& Orpywenne

& OPC

v & Security

a‘ﬂ KoHTekeT BesonacHooTy
&% Cnucok nonesosarencii
El:i] Hactpoiika BesonacHoomu: KoHTpons LENCCTHOCTH
> CTpoKoBBIA 3NEMEHT BEICNaCHOCTH
ok Bynescknii 3nemeHT Be3onacHoCTy
Eﬁ Hacrpoiika BesonacHoctu : Menegxep
LE_] Hacrpoiika BesonacHoctu: [Npunosenne
L;_] Hactpolika BezonacHocti: MNonesceatens

[;E;] Hactpofika BesonacHocTi: Mpynna
MacTep koHdUrypupoBaHua Security

WMHdopmagma anyenznpoeanna : Monyyedne

& saL
& Tabnuuel
& BuzyaneHble

1. PYKOBOOCTBO NOJIb3OBATENA
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OC Linux

KomaHabl Ha YCTaHOBKY 1 yaaneHune Hy>XHO 3anyCKaTb C npaBsamMu cyneprnofnib3oBarena.

Ons yctaHosku SePlatform.HMI.Security Bbi3oBUTE NakeT ¢ KOMaHOOM Ha YCTaHOBKY B 3aBUCUMOCTH OT
MCnonb3yemMoro NakeTHOro MeHeaXxepa:

> rpm-naker:
sudo rpm -i seplatform.hmi.security-<lng>-<version>.rpm

nnu, ecnn ncnonb3yerte Be6-Bepcmo:

sudo rpm -i seplatform.hmi.security.webviewer-<lng>-<version>.rpm
> deb-naker:
sudo dpkg -i seplatform.hmi.security-<lng>-<version>.deb

nnu, ecnn ncnonb3yerte Be6-Bepcmo:

sudo dpkg -i seplatform.hmi.security.webviewer-<lng>-<version>.deb

B Ha3BaHuM nakeTa <1ng> - 3TO A3blK KOMMOHEHTA, a <version> - HOMep BEPCUN pacLUUPEHNS.

B pe3ynbTarte ycTaHoBKU B 61Gnoteke kommnoneHToB SePlatform.HMI gonxeH nosButbCs lOHUT Security.
Ons ynanenust SePlatform.HMI.Security Bbi3oBUTE KOMaHAY Ha yaaneHue NpuiioXeHusi B 3aBUCUMOCTM OT

MCMNoNb3yemMoro nakeTHoro meHepxepa:

> rpm-naker:

sudo rpm -e seplatform.hmi.security-desktop
unu, ecnu ncnonb3yerte Beb-Bepcuio:

sudo rpm -e seplatform.hmi.security-webviewer
> deb-naker:

sudo dpkg -r seplatform.hmi.security-desktop

Unu, ecniv ucronb3yeTte Be6-BEPCUIo:

sudo dpkg -r seplatform.hmi.security-webviewer

1. PYKOBOOCTBO NOJIb3OBATEINA



SEPLATFORM.HMI.SECURITY. PYKOBOOCTBO NOMb30BATESA 9

1.3. YnpaBneHue gOCTYNnoM B NpoeKTax

Mpexae Yem M3y4uTb 3TOT U CrieayoLLme pasaesibl PEKOMEHAYETCH 03HAaKOMUTBLCS C:
> ocHoeamu pa3paboTku npoekToB B [lnsanHep SePlatform.HMI;
> HasHauveHueMm ¥ npuHuunom paboTel nogcuctemsl 6e3onacHocTu SePlatform.Security;
> MpuHLMNaMu KoHGUry pupoBaHus nogcuctemsl 6esonacHocTn SePlatform.Security.

B pa3pene npoaeMoHCTpupoBaHo npumeHeHne komnoHeHToB SePlatform.HMI.Security ans pasrpaHuyenus
JocTyna nonb3osaTenei B npoektax SePlatform.HMI. [Ons aToro onucan npoekT-npumep, umutupyowmii APM
CUCTeMbI YNpaBneHns HaCOCOM U pe3epByapoM. [JocTyn K yNpaBneHuto UMUTUPYEMOIN CUCTEMON perynupyeTcs
nopcuctemoi 6ezonacHoctn SePlatform.Security u 3aBucuT OT NpaB TekyLLero nonb3oBaTensi.

[na paboTbl C NPOEKTOM-NPUMEPOM A0XHbI OblTb YCTaHOBIEHbI:
> [OunzanHep SePlatform.HMI - gna npocmotpa, 3anycka u MmoandrKaumm NpoeKkTa;
> SePlatform.Security - ans co3gaHus y4eTHbIX 3anuceii nonb3oBaTenen 1 Npas.;

> SePlatform.Domain - ona obecneyeHnsa B3anMoaencTens KOMMOHEHTOB NoACUCTEMbl 6e30nacHOCTH
SePlatform.Security;

> SePlatform.HMI.Security - ans B3aumopgeincteua SePlatform.HMI n SePlatform.Security.

Takxe ans pabotbl Heo6Xo[UMbI:
> annbl npoekTa-npumMepa AccessControl. hmi;
> dain koHdurypaumm SePlatform.Security Configuration.Example.bak.

Ckavaiite apxuB ¢ ykasaHHbIMM chaitnamu. OTKpoiTe npoekT-npumep B [nsanHep SePlatform.HMI.
BoccTaHoBuTe pe3epBHYt0 Konuto 13 haiina koHdurypauum SePlatform.Security.

BAXHO

Ecnuy Bac nmeetca cobctBeHHasi KoHdury pauus SePlatform.Security, coxpaHuTe ee peaepBHyto
KOMUIo, Npexze Yem NpUCTYNUTb K paboTe C MPOEKTOM-NPUMEPOM.

Y6enutecsb, uto B SePlatform.Security nossunucs:

> y4eTHble 3anucu nonb3oBarernen «MBaHoB» U «MeTpoB», COCTOALLMX B rpynnax «Jiucnet4yepbi» u
«OnepaTopbl» COOTBETCTBEHHO;

> MpuWNoXeHne «YnpaBieHne cocTosHUeM o6opyAoBaHMA», COAEpXaLLee:
> [ABaNOrMYecKux npaea: «YnpaejieHme HacocoM» U «YnpaBneHue pesepeByapom»;

> 0[IHO CTPOKOBOE MPaBo «JocTyn K 060pyAOBaHMIo».

Ha3HaueHue npoekTa-npumepa

MpoekT-npumep nmutmpyet APM, KoTopoe No3BOnseT:

> 3anycTuTb NPOEKT Mog, Nonb30BaTeNeM Mo YMOYaHWUIo U BOCMOMb30BaTbCs 06LLEeA0CTYMHBIMU (OYHKLMSMU
APM 6e3 BBOAA YyYETHbIX JaHHbIX;

> BOWTU C JINYHBIMU YYETHBIMUW AaHHBbIMUY (NMOrMH/Naponb);
> BOCNonb3oBaTbCA PYHKLMAMU, AOCTYMNHBIMU TOSIbKO OAHOMY U3 NOMb30BaTenei:

> MOonb30BaTeNto, COCTOSALLEMY B rpyrne «AucneTyepbi», OCTYMHO YNpaBJieHe pe3epByapoMm, Ho
HEA0CTYMHO YNPaBfeHne COCTOSIHMEM Hacoca;

1. PYKOBOOCTBO NOJIb3OBATENA
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> MOonb30BaTeNto, COCTOSALLEMY B rpyrne «0nepaTopsl», 4OCTYMHO YPaB/ieHne COCTOSHUEM Hacoca, HO
HEA,0CTYMNHO YNpaBneHne pe3epByapoM;
> BblATH, HE MNOTEPSIB BO3SMOXHOCTM BOCMOMb30BaTLCA 00LLEA0CTYNMHLIMMU (OYHKLUAMU.

CocraB npoekTa-npuMmepa

['maBHasa skpaHHasa hopMa npoekTa - MainForm:

| BoitTi BiiiTi |

| ¥3HaTE DASPELIEHIA |

BKAKOMHMTE Hacoo

HanonHWTe pesepsyap

1500 MM

OCylwWTh pesepeyap

MHpopMaWwoHHDE coobWweHre:

Ha rnaBHyto cbopmy pobaeneHbi:
> SecurityContext - anemeHT Tuna KoHTekcT 6e3onacHocTu (CTp. 47), ob6ecneunBaioLLnii B3aMMOLENCTBIYE C

SePlatform.Security;
> BoolTokenProxy_ControlTank - aneMeHT Tuna byneBckuit anemeHT 6e3onacHocTu (CTpP. 74), NPpUBA3aHHbLIN

K npaBy, perynupytoemy AOCTYM K YPaBieHUo pe3epByapoM;
> BoolTokenProxy_ControlPump - 3aneMeHT Tuna ByneBckuit 3nemMeHT 6e30MacHOCTU, NPUBA3aHHbIN K
npasy, perynupytoLiemMy A0CTYM K YNpaBneHnto HaCoCoM;

> StringTokenProxy - anemMeHT Tuna CTpoKoBbii d1ieMeHT 6e3onacHocTH (CTP. 72), MPMBA3aHHbIN K Npasy,
copepxallemMy TEKCTOBble pa3peLLeHuns U 3anpeTbl 060MxX Nonb3oBaTesnen.

BTopas cpbopma npoekTa - hopma Bxoaa AuthorizationForm:

Bxon

Ha cdopmy Bxopa AuthorizationForm AobaBrneHbi:
> UserList-3nemeHT Tuna CNUcok nonb3oBaTeneil (CTp. 60), no3BonswoLWmi paboTaTb CO CMIMCKOM YYETHbIX
3anuceit u3 nopcrcteMbl 6e3onacHocTn SePlatform.Security;
> SecurityContext - anemeHT Tuna KoHTeKcT 6e3onacHocTu, obecnevmBatoLLmii B3aUMoLENCTBME C

SePlatform.Security.

1. PYKOBOACTBO MONb30OBATENA
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34eCb 1 B Apyrux NpoekTax-npumMepax Ha Kaxaon (hopme pasmeLLeH CBON 35ieMeHT Tuna KoHTekcT
6e3onacHocTu. Takoe peLleHre He aBnaeTcs obasaTtenbHbiM. MoXHO NpuMeHnTb Ntoboe nogxoasiiee aAns
NpoeKTa peLLeHne, Hanpumep:

>  1CNOSb30BAaTb CCbINKMN HA 9NIEMEHT Tuna KoHTeKcT 6830I‘IaCHOCTM, paCI'IOJ'IO)KeHHbIﬁ Ha O,ELHOVI n3
dopM NpoeKTa;

> ncnonb3oBaTb O4MH rnobanbHblI 9N1EMEHT TUMNa KOHTEKCT 6e30MacHOCTM.

Mcnonb3oBaHue npoekTa C npaBamu rnosib3osartens no YMOJIHaHUIO

SaI'IYCTVITe NPOEKT-NpuMep B paHTaVIM. I'IpM 3anycCkKe OTKPOETCA rfaBHOE OKHO!:

| BoiTi BblATI |

| ¥3HATE PaspeLlEHHA |

BrAWOYMTE Hacoo

HanonHWTE pesepeyap

1500 rm

OCylwKTe pesepeyap

MHhOpPMALMOHHDE ConDLLEHME:

|Eb| BOLWWNK KaK guest |

Mpu 3anycke rnaBHOro OkHa anemMeHT SecurityContext obpatunca k AreHT SePlatform.Security ans nonyyerus
MHOpMaLIUM O TEKYLLIEM MONb30BaTene 1 ero npaBax. B cuctemy HUKTO He Bollen, noaToMy AreHT
SePlatform.Security npegocTtasun nHopmMaumto o nosib3oBaTtesie, Ybs y4eTHas 3anuch UCMoSb3yeTcs Mo
YMOMYaHUIO - «guest».

B kauecTBe nonb3oBatens no YMOJ14aHUIO MOXHO YKasaTb noboro u3 nMerLnxca B noacuctemMme
6e3onacHoctu SePlatform.Security.

Monb3oBartenb «guest» He UMeeT NpaB Ha yrnpaBlieHne CUCTEMON, NMO3TOMY KHOMKW BKIKWUMTL Hacoc, HanonHnTb
pesepsyap 1 OcyuuTb pesepsyap HeAOCTYMHbI. O TOM, YTO TEKYLLMM NOSIb30BaTeSIeM SIBAETCS «guest», HAMMCAHO
B MHCPOPMaLMOHHOM COOGLLIEHUM B HVXHEN YacTy IMaBHOMO OKHa.

1. PYKOBOACTBO MONb30BATENA
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@ MPUMEYAHWE

TeKcTbl COOBLLEHMIT O COCTOSHUM NOAKITHOYEHMS MOMeELLeHbl B 06paboTunkm cobbIThin anemMeHTa
SecurityContext. Huxe npuBegeH kog obpaboTunka cobbitua CurrentUserChanged (cTp. 58),
aKTMBUpYIOLLLErocs NMpy CMEeHe TEKYLLLEro Nonb3oBaTens:

CTpykTypa obbekTa H X
o,
Haa OnucaHne &
% [aHHeIe

ﬂ'ﬁ SecurityContext KonTekcr BesonacHooTh

@% BoolTokenProxy_ControlT... Bynesckuii anement GesonacHocTi v
CobbiTia g X
o,
raa AapaktepucTien  OBpabotynk

* CurrentUserChanged

BeincAHuTe kKog //BRIBOS cOOBLUEHWMA © CMEHE TEKYLLIErD NCALICEATENA
Handler_4 Text_SysMessage. Text = "Bel Bownn kak " + user;
Allowed. Text = "¥3HaTe paspeweHmna’;

» ConnectedChanged

Bxop, ¢ nM4HbIMK y4€THbiIMU OaHHbIMU

Ina Toro, 4YTOObI BOWTU C NIUYHBIMU y4Y€THbIMU AaHHbIMU, HAXXMUTE KHOIMKY BonTu. OTKpoeTCH OKHO BXoaa:

ivanow | ‘#

Bxon

JlorvH MmoxHo BBeCTU NMn60o Bbl6paTb 13 BblMagarLero cCnncka.

1. PYKOBOACTBOMOJIb30OBATENA
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3a npepocTaBneHne CNncka y4eTHbIX 3annceil oTBeYaeT afieMeHT UserList. [pu 3anycke okHa BXoAa C NMoMOLLbO
dyHkumn BeginUpdate() (cTp. 63) 6611 3anpoLLeH CINCOK YYETHbIX 3anvcen 13 nogcucteMsl 6e3onacHocTu

SePlatform.Security (cm. kog 06paboTyrka cobbiTus cdopmbl Bxopaa). Koroa o6HoBrneHne 3aBepLumniioch,
aKTMBMPOBAsIoCb COBbITHE (cTp. 63) anemeHTa UserList. O3HaKOMbTeCh C KOLOM 06paboTurka

3TOro cobbITUsI, HaNMcaHHOM Ha a3bike SePlatform.Om. [na nony4yeHns NOrMHOB YYETHbIX 3anuceii UCnosib3yeTcs
dyHkuma GetLoginName() (cTp. 62):

CTpykTypa obbexTa g X
QL
Hran Onucanwe
v [ AuthorizationForm Tun Ha ocHoee Qopra
Mpadnyeckne oBreKTEI
*  [aHHBbIE
2 Userlist Cnucok None3ceaTensi

#g SecurityContext  Kowreker BesonacHocT

CoBbTHaA g X
Q,
Hran Xapaktepuctven  OBpaBoTum
UpdateStarted
* UpdateFinished
BeinonHWTe Kog, -
Handler_1 | PensakTupoeaTe
|:| AuthorizationForm.UserList.Handler_1 - M cxogHwii kog, >

ComboBox_UserList.Clear();"

/founcTra - BeNaAamLero - cnucka - nepes - obHoBneHrem
irvvar-=-831

while- (i-<-Count)"
JlonAa-Boex-ydeTHuX - Sanucel - (Count )

17

-+ ComboBox_UserList.AddItem(GetloginName(1i) ) ;"
=+ //nobaBneHne B+ BHNaLaHWWiA * CNWCOK  BCEX * NoruHoEY
= 1+=1;"

13

Azeik: [Om * || 100% | 11:1 0K OTHeHE
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Mcnonb3oBaHue NnpoekTa C JIMYHON YY4EeTHOIN 3anuchbio

Bbi6epute NorvH «ivanov» U3 BbINaAatoLLLErO CNCKa U BBEAMTE Naporb «ivanovly». Haxmute KHonky Bxos. OKHO
BXO[,a 3aKPOETCH, a Ha IMaBHOM OKHe CTaHyT AOCTYrMHbI KHOMKM HanoNHUTL pesepByap U OCyunTb pesepByap:

| BoiTi BT |

| ¥3HaTb DaspelIeHIA |

BRAKOYHMTE HacoC

7500 MM

HanonHuTE pe3epsya§

OCylwKMTe pesepeyap

WMHhOpMALMOHHDE CooDLWEHWE:

|Eb| BOWNW KaK ivanow

I'IpM HaXaTum KHoMnKu Bxoa:

1. Bbina Bbi3BaHa dyHKuUMA Asynclogin() (cTp. 53) anemenTa SecurityContext, BXOgHbIMUW NapameTpamu
0119 KOTOPOW ABNAKTCA FTOMUH M Naposb:

CTpykTypa ofibexTa g X
Q,
rana Onucanne 2
hd AutharizationForm Tun Ha ccHoee Popma
v [padudeckne oBBeKTEI
k| SystemButton_ln CHCTEMHARA KHOMKE
TextEdit_Password MNone eeoga W
Cofbimia g X
Q.
ran Xapaktepncten  OBpabBoTunk
FocusChanged
* ButtonPreszed
Handler_1 Beincanute kog: SecurityContext. Asynclogin(ComboBox_UserList. Text, TextEdit_Password Text):

2. AreHT SePlatform.Security npyHan BBegeHHbIE yYeTHbIE AaHHbIE M 3aperucTpupoBarn «ivanov» Kak
TEKYLLLero nonb3oBaTensi.

3. AreHT SePlatform.Security 06HOBMN TeKyLLMe 3HaYEeHWsI NPaB B COOTBETCTBUM C KOHbUry paumen
SePlatform.Security pnsa Tekyuiero nonb3oarens.

4. OnemeHTbl Bool TokenProxy_ControlTank, BoolTokenProxy_ControlPump v StringTokenProxy nony4vnm
MHOPMaLMIO O HOBbIX 3HAYEHWSX NpaB.

1. PYKOBOACTBO MONb30OBATENA
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5. KHoMKKM ynpaBneHns pe3epByapoM CTarnu AOCTYMHbI, TaK Kak UX CBOWCTBA aKTUBHOCTU CBA3aHbl CO
3HayeHveM 6yneBcKoro npaea:

CTpykTypa obbexkTa g X
ram OnucaHne 2
v [F] MainForm Twun Ha occHoee Qopma

¥ [paguueckne obbekThl

(ok| SystemButton_FillTank CHETEMHEA KHONKE
ok| SystemButton_DrainTank  Cwcremuan kHonka W
FEOEKTOp CBOHCTE g X
CeolicTBO XapaktepucTikn  3HadeHne
S OtoBpaxasmoe MmMA SystemButton_FillTank
'@' KapawHaneHoe yncno 1
v B Bwmoueno RW true
HauaneHoe sHaveHne <HE ONpEeseneHo>
Belumcnaemoe s3Ha4YEHNE o [f] BoolTokenProxy_ControlTank.Value

HaxmuTe KHOMKy Y3HaTb paspeleHus. HazBaHmne KHOMKM n3aMmeHuTcs. Tenepb Ha Heli OyaeT HanMcaHo, Kakoe
obopyaoBaHve [oCcTyNHO nonb3osaTtento. O3HakoMbTech C 06paboTynkomM CobbITUSA 3TON KHOMKMW.
AnemeHT StringTokenProxy NpefoCTaBsAET 3HaUYeHNe paspeLleHnst TEKYLLLEro Nosib30BaTess C NOMOLLbIO

dyHkumm GetAllowed() (cTp. 73).

HaxmuTe KHOMKY BolidTu. Byaet BoiaBaHa dyHkums LogOut() (cTp. 54) anemenTa SecurityContext. B
MH(OPMAaLVOHHOM COODLLEHWN Bbl YBUANTE, UTO TEKYLLMM MOMb30BaTENEM CHOBa CTan «guest», a KHOMKU
ynpaBneHus pe3epeyapoM HeOCTYMHbI.

OTKpOITE OKHO BXOLa Y BBELMTE A,pyrie YYETHbIE IaHHbIE: NOMUH «petrov» U Naposb «petrovly.

1. BHoBb 6yaeT Bbi3BaHa yHKLMst Asynclogin() anemeHTa SecurityContext, u Ha CTOpoHe AreHT
SePlatform.Security «petrov» 6yAeT 3aperMcTpMpoBaH Kak TeKYLLUIA NoSib30BaTeNb.

2. BbinonHnutcs yCcnoBuve akTUBHOCTU, CBA3aHHOE C NPaBOM Ha YyrnpaBJieHNe HaCoCOM, U KHOMKa BKlYMTbL Hacoc
CTaHeT O0CTynHa.

1. PYKOBOACTBO MONb30BATENA
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3. I'IpM HaXaTun Ha KHOMKY Y3HaTb pa3pelieHUd NoaBUTCA TEKCTOBOE ONUCaHne pa3peLleHns TekyLero
nonb3oBartena.

| BolTi | BbIATH |

I Bam aocTyned Hacoc

[
lag”

BrAKHYHMTE Hacoo

HanmonHWTe pesepeyap

1500 MM

OcywTs pesepsyap

MHpopHawoHHoe coobWweH1e:

|Eh:-| BOLUNM K3k petrow

I'Ionpo6y|7|Te npuv nonbITKe BXOA4a BBECTU cnyqa|7|Hy|o KOMOWMHALMIO CMMBOJIOB B K@4eCTBE NorMHa uunu napong:

ivanoy w

Bxoa

Tak kak BBeeHbl HECYLLLECTBYIOLLME YYeTHble faHHble, AreHT SePlatform.Security oTknoHWT nonbiTKy BXoaa.
AkTuBUpyeTcA cobbiTue LoginRejected (cTp. 59) anemeHTa SecurityContext, n B none BbIBOAa MHHPOPMaLIMOHHOTO
Co00LLEHNSA MOABUTCS COOTBETCTBYOLLEE NpeaynpexaeHue:

| BoiTi | | Bt |

| ¥3HaTE DASPELIEHIA |

BrAKYHMTE Haooo
5Mna

HanonHWTe pesepeyap
5Mna

OCywMTE pesepeyap 1500 Mm

MHpopMawoHHoe coobweHre:

|HEEE|:|HI:IIE YYETHBIE OaHHEIE,

1. PYKOBOACTBOMOJIb30OBATENA
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1.4. CobcTBEHHas popma Bxoaa

Korga nonb3oBaTenb BBOAUT NUYHbIE yUeTHble AaHHble B npoekTe SePlatform.HMI, nogcuctema 6e3onacHocTu
UKCUPYET €ro Kak TEKYLLLETO NONb30BaTeNs, U MOXET NPeAoCTaBNATb MHAOPMALMIO O HEM CTOPOHHUM
npunoxeHuam. na ynobcTea pernctpaumm B nogcmcteme 6€30nacHOCTM MOXHO UCMOMb30BaTh COOCTBEHHYO

dopmy BXxopa.

[na co3gannsa cobcTBeHHON hopMbl BxoAa HEOOX0ANMbI KOMMOHEHTbI paclumperus SePlatform.HMI.Security. B
pa3fene onncaHo, Kak C MX NOMOLLIbHO:

>  UCNonb30BaTb OrpaHUYEHNE ANUTENbHOCTI CECCUli NoNb30BaTenewn;

> 1Cronb3oBaTb OrpaHMYeHne CpoKa AeNcTBUS nNaponei;

> MeHdaTb Nnaposin B y4eTHbIX 3anncax.

Paspen onucbiBaeT pacLuMpeHHbIi cLieHapuin npuMeHeHus komnoHeHToB SePlatform.HMI.Security. B
6onblnHCTBE cnyyaes B npoekTax SePlatform.HMI goctaTtouHo o6ecneuntb BXOZ 1 BbIXOZ NONb30BaTeNs
Tak, Kak onvcaHo B pazgene 1.3. YnpasneHue gocTynom B NpoekTax (cTp. 9).

Ilnga HarnagHOCTU onucaH NpoekT-npumep hopMbl BXoAa.
1. CkayvaiiTe apxuB C NPOeKTOM-NpuMepoM AuthorizationForm.hmi 1 oTkpoiite B [ln3anHep
SePlatform.HMI.
2. 3anyctute KoHdurypatop SePlatform.Security ans npocmoTpa TekyLein KoHdurypaLmm noacucTeMsl
6e3onacHocTu.

CocrTaB npoekTa-npumepa

OcHoBHasi hopma npoekTa-npumepa - AuthorizationForm:

BoiTi

BbIATI

MZMEHMTE Maponks M BONTK

CooblleHHE O COCTOAHMM
CoofieHHe 0 ANMTENEHOCTH TEKYLLEH CEC0M

CooflleHHe o cpoke ASACTEWA Napana

®dopma AuthorizationForm npegHasHayeHa onsa BblBoAa MHAOOPMaLMOHHBLIX coobLweHuiA. Ha Hell pacnonoxeHbl
3NeMeHTbl YNpaBneHus, Nons BbiBoAa CUCTEMHBIX COOOLLEHUIA U iBa arieMeHTa Tuna Taiimep. Kpome Toro, Ha
dopme Haxoputca SecurityContext - anemeHT Tuna KoHTekcT 6e3onacHocTy (CTp. 47), obecneymsatoLmin

B3anmopeiictaue c SePlatform.Security.

1. PYKOBOOCTBO NOJIb3OBATENA
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®dopma Bxopa - hopmMa ¢ UMeHeM LoginForm:

Bxon

dopma LoginForm npefHa3HayeHa Ans BBOAA YYETHbIX AaHHbIX. Ha hopmy nobaBneHb!:

> SecurityContext - anemeHT Tuna KoHTekcT 6e3onacHocTu, obecneynBaoLLnin B3aMMoaencTemne ¢
nopcuctemon 6e3onacHoCTy;

> UserList-3anemeHT Tvna Cnucok nosnb3oBaTenei (CTp. 60), no3BonstoLLmMiA paboTaTb CO CMIMCKOM YYETHbBIX
3anvcen u3 nogcmcteMbl 6e3onacHoOCTy.

dopma nameHeHusa naposns - gopma ¢ uMeHeM ChangePasswordAndLoginForm:

| ~ |

WSMEHMTE 1 BOWTIK

dopma npegHa3HayYeHa ANsa UsMeHeHWs! Naposs 1 perucTpauum B nogcucteme 6e3onacHOCTY C HOBbIMUY YHETHBIMU
AaHHbIMK. Ha dopmy AobaBneHbi:
> SecurityContext - aniemeHT TUna KoHTekcT 6e3onacHocTu, obecrneynBaoLLnin B3aMMoaencTeme ¢
noacucTemMon 6e30nacHoOCTY;

> UserList-3neMeHT Tuna CNMcoK nosb3oBaTesiel, No3BoNALLMA paboTaTk CO CNIUCKOM YYeTHbIX 3anucei
U3 noacucTemMbl 6e30nacHoOCTU.

YBenomrneHne 06 orpaHN4YeHUn ANUTENbHOCTU CEeCCUM

[ns Toro, 4To6bl OrpaHNYUTL AJIUTENBHOCTL CECCUM MONb30BaTENS, HEO6X0AUMO HAaCTPOUTbL COOTBETCTBYHOLLEE
npaBo MakcumanbHoe Bpemsa ceccuu (SessionDurationLimit) B KoHdurypaTtop SePlatform.Security. O6patute
BHUMaHVe Ha BKNafKy Y4ETHOMN 3anvcu Nonb30BaTens «MBaHoB»: AJ1s1 HEFr0 3TO NPaBo yxe

[06aBreHo, ANUTENBHOCTbL CECCUM - 2 MUHY ThI. [10 UCTEYEHMM ABYX MUHYT MOCIE BXOAA CECCUs 3aBepLUaeTCs, 1
TEKYLLMM MONb30BaTENeM CTaHOBUTCS MOMb30BaTENb MO YMOMYaHMIO.

C npaBom MakcumanbHoe Bpemsa ceccum (SessionDurationlLimit) cBsizaHbl CBOMCTBaA anemeHTa SecurityContext:

> SessionDurationLimit (cTp. 49) - XpaHUT 3HayeHWe, 3anncaHHoe B NpaBo MakcUManbHoe BpeMA ceccuu
(SessionDurationLimit);

> SessionExpiresin (cTp. 50) - XpaHUT 3HaYeHVe BpeMeHU, OCTaBLLEroCs A0 3aBEPLLEHNA CECCUN TEKYLLLEro
nonb3oBarens.

1. PYKOBOOCTBO NOJIb3OBATEINA
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Ortkpoiite hopmy Bxoaa LoginForm. O3HaKOMbTeCh C KOIOM 06paboTymka cobbITUS anemeHTa Timer_

Session, HanucaHHOM Ha a3bike SePlatform.Om. CeoiicTBo SessionExpiresin npumensieTcs ana BbiBoga
coob6LLeHNs 06 ocTaBLLIEMCS [0 3aBEpLLEHNSA CECCUN BPEMEHMU:

if (SecurityContext.SessionExpiresIn == 0)

//ecnn BpemMA [0 WCTEYEHMA CeCcCuM MNoJb30BaTeNId paBHO @, CeccuAa He OrpaHu4eHa
Text_SysMsgSessionDuration.Text = "[nuMTenbHOCTb CeCCUM He OrpaHuyeHa";
else

//B NpOTUBHOM Cny4ae BbIBOAUTCA 3Ha4dYeHUe BpeMeHU, OCTaBllerocA OO UCTeYHeHUM ceccum,

nepeBefeHHOE B MUHYTbI
Text_SysMsgSessionDuration.Text="[lo KOHUa ceccun OCTaNoOChb
+String.ToString(SecurityContext.SessionExpiresIn/60+1)+" MUHYT(-bl)";

}

3anycTtute NpoekT B paHTanM. OTKpoeTCcs OKHO BbiOOpa AeNCTBUs - OCHOBHOE OKHO NpoekTa. [ns nonb3oBaTtesns no
YMOJYaHUIO «guest» ANUTENbHOCTb CECCUM HE OrpaHuyeHa, 0 Yem byaeTt HanucaHo B MHGOpMaL,MOHHOM

COO00LLIeHNI:

BowTi

BT

MEMEHWTE MNapont 1 BoHTH

Bbl BownK Kak guest

JNMTENEHOCTE CECCMM HE OFPaHU<EHa

Baw napone vcTedeT 4epes 1193047 yacos

Haxmute KHOIMKY BoiTw. OTKpOeTCFl OKHO BXopa:

|MBaHDB MeaH V|

Bxon

1. PYKOBOOCTBO NOJIb3OBATENA
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/3 BbinagatolLiero cnucka BblbepuTe MMA «MBaHoB» U BBEAUTE Maposb «ivanovl». OKHO BXO[a 3aKpoeTcs, a B
MH(OPMALIMOHHOM COOBLLLEHNI OCHOBHOIO OKHA MOSABUTCA YBEeAOMJIIeHUE O TOM, YTO:

> TEKYLMM MNosib30BarteriemM ctarsi rnosib3oBaTtesib C JIOTMHOM «ivanov»;

> [0 3aBepLUEHUst CECCUM TEKYLLLErO Nofb30BaTeNsi 0OCTanoch 2 MUHYThI:

BoiTi

BT

MEMEHMTE NEPOME 1M BOHTK

Bbl BOLWAK Kak ivanow

[0 KOHLUA CECoMM OCTanock 2 MMHYT(-k0)

Baw naponb MCTeYeT 4epes 46 Jacos

O ToM, Kak Ao6aBuTb B BbiNadatoLLmMii CIMCOK JIOMMHbI YYETHBIX 3anucen, noapobHee HanucaHo B pasfene
1.3. YnpaBneHue goctynom B npoekTax (cTp. 9).

Mpy BBOAE YYETHBIX AaHHbIX BUAETH MM B BbINaAAOLWEM CMMCKE NpUBbIYHEE, YEM NOrvH. MoaToMy B
AaHHOM NpUMepe BblNafatoLLIMA CMIMCOK 3aMONHAETCS HE NTOrMHAMK, a oTobpaxaeMbiMu UMeHamu. [Ons
aToro BmecTo cpyHkuUumn GetLoginName() (cTp. 62) ncnoneayertca dpyHkuua GetDisplayName() (cTp. 62)
anementa UserList. PyHkuna GetDisplayName() Bo3BpalLaeT oTobpaxaemoe MMs yHETHOM 3anucu.

YBepomneHue 06 uCTe4eHUU Cpoka AeiCTBUA Napons

[nsa Toro, 4Tobbl yCTAHOBUTL CPOK AENCTBUSA NApons yYeTHOW 3anucK, HeobXoAMMO HaCTPOUTL NpaBo Cpok
AeiicTBua napons (PasswordAge) B KoHdurypaTtop SePlatform.Security. [na nonb3oBaTtens ¢ MeHeM «MBaHoB»
MaKCuMarbHbI CpOK ,El,el7ICTBVIFI napond- 2 AHA. ‘-lepe3 ABa OHA nocne nsMmeHeHnA napona nonbliTKU BXoaa
OTKJTOHAKTCA I'IO,D,CVICTeMOI;I ©6e3onacHoCTM.

C npaBom Cpok pgeitctBuA napons (PasswordAge) cBazaHo cBorcTBo PasswordExpiresin (ctp. 51) anemeHTa
SecurityContext. OTO CBOWCTBO XpaHUT OCTaBLLEECS BPeEMS AeNCTBUS Naposis.

Otkpoiite hopMy Bxoaa LoginForm. O3HaKOMbTECh C KOAOM 06paboTynka cobbITus anemeHta Timer_
Password, HanncaHHoM Ha si3bike SePlatform.Om. CeoiictBo PasswordExpiresin npumensietca gna BbiBoaa
coobLeHns 06 NCTeUYEHUM CpoKa AeCTBMS Napons:

if (SecurityContext.PasswordExpiresIn == 0)
//ecnn BpemA A0 UCTeYeHUA CpoKa AEeNCTBUA MaponA paBHO O, CpOK AENCTBUA MapoNA He OrpaHuyeH

{

Text_SysMsgPswdExpiration.Text = "Cpok peicTBuA napons He orpaHuyeH";

}

else

{

1. PYKOBOOCTBO NOJIb3OBATEINA
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//B NMPOTUBHOM CJiy4ae BbLIBOAUTCA 3HAYeHME BpPEMEHW, OCTaBWErocA A0 UCTEYEHUU Cpoka AeiAcTBUA
naponf, nepeBefeHHOe B 4Yachl

Text_SysMsgPswdExpiration="Baw naponb ucteyeT 4yepes
+String.ToString(SecurityContext.PasswordExpiresIn/3600+1)+" 4yacoB";

}

3anycTuTe NPOEKT B paHTaiiM. BoaguTe ¢ y4eTHbIMU AaHHbIMU «MBaHOB». B MHGOPMALIMOHHOM COOBLLIEHUM
OCHOBHOTO OKHa MOoSIBUTCS YBeAOMJIeHME O TOM, YTO:

> TeKyLnM nonb3oBaresiemMm ctal nonb3oBartesib C JIOrMHOM «ivanov»;

> Ccpok nencreua napond TeKkyuwiero nosib3oBartesnia UCTeYeT B yKazaHHOe BpeM4A:

BoiTi

BT

MEMEHMTE MNEP0ME W BOMTK

Bbl BOWAK KaK ivanoy

Ao KoHUA CECOMM 0CTanock 2 MUHYT (-bi)

Baw naponb WCTedeT Jepes 43 Jacos

U3meHeHue naposis y4eTHOWN 3anucu

Korga HGO6XOD,VIMO peann3oBaTtb BO3MOXHOCTb USAMEHEHNA NapoJid, MOXHO NCMNOJ1b30BaTb beHKU,VIIO

AsyncLoginWithPasswordChange() (cTp. 53) anemeHta SecurityContext.
OtkpoiiTte hopMy n3MeHeHust naponsa ChangePasswordAndLoginForm. O3HakoMbTechb ¢ 06paboTunkom cobbiTus

KHOMKN USMEHUTb U BOWUTMU:

SecurityContext.AsyncLoginWithPasswordChange(UserName[ComboBox_
UserList.SelectedIndex],TextEdit_OldPswd, TextEdit_ NewPswd);

//BbinonHeHne ¢yHkumm AsyncLoginWithPasswordChange, BxogHbMM napameTpamu AnA KOTOpPOW ABNAKTCA
JIOFUH, CTapblil Naponb W HOBbIA Maponb

Close();

BxogHbimun napameTtpamu yHkumm AsyncLoginWithPasswordChange() sBnaioTca NorviH, TEKYLLWUIA 1 HOBbIN
naporsb, BBEAEHHbIE B COOTBETCTBYOLLME NONS.

1. PYKOBOOCTBO NOJIb3OBATENA
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3anycTute NpoeKT B paHTaM U HAXMUTE KHOMNKY U3MeHUTb naponb U BoiTH. OTKPOETCH OKHO M3MEHEHWS Mapons.
Bbi6epuTe 13 BbiNaaaroLLEero Cnncka MMs YY4eTHOM 3anuMcu «<MBaHos», BBEAUTE TEKYLLMI NApoSb YYETHON 3anucu
«ivanovl», @ 3aTeM NpuaymanTe n BBEAUTE HOBbI Naponb. Haxmute KHOMKY USMEHUTb M BOWTU:

|MBaHDB “4

hvanuvl

hvanuvl

M3MEHMTblnBDﬁTM

23

OKHO M3MeHeHUs napond 3aKpoeTcA, a pe3ynbTaT ornepawnm noABnUTCA B I/IH(bOpMaLl,I/IOHHOM €006 LLIEHNN OCHOBHOIO
okHa. Ecnu onepauuna 3aBepLunTCcA 6e3 oLWmnboK, 6y,u,eT ocyulecTBliEeH BXO4 C HOBbIMUW YY4€THbIMU AAHHBbIMI.

I'Iaponb He yaacTCA USBMEHUTb, €CJTN He BblllesT MUHUMarn bHbI CpOK ero pencteusa. Coenatb 3TO MOXET

TONbKO NoNb30BaTenb ¢ NpaBamu agMuHucTpatopa B KoHgurypatop SePlatform.Security.
MuHMManbHbIA CPOK AENCTBUA NApond yKa3aH B Npaee Cpok AgeiicTeuAa napons (PasswordAge).

1.5. CobCTBEHHbIN KOHDUrypaTOp NOACUCTEMBI
6e3onacHocTH

B pasgene npoaemMoHCTpMpoBaHO co3faHne CobCTBEHHOTO KOHGMrypaTopa nogcuctemMbl 6e3onacHocTy
SePlatform.Security.

OnucaHo, Kak ¢ NOMOLLIbI0 KOMMOHEHTOB paclunpenmns SePlatform.HMI.Security:

> nony4yatb AaHHble 06 YYETHbIX 3anucax non b30BaTeJ'IeI7I, rpynnax non b3oBaTenen u NpunoXxeHnax,
umetoLmxca B noacucteme 6esonacHoct SePlatform.Security, n3 npoektos SePlatform.HMI;

> MEHSITb UMEIOLLMECS YYETHbIe 3anucu, rpynnbl U npunoxenus u3 npoektos SePlatform.HMI;
> co3paBaTh HOBbl€ YYeTHbIE 3anvcu, rpynnbl U npunoxenns ns npoektos SePlatform.HMI;

> coxpaHsATb pe3epBHble konuu KoHdury paummn SePlatform.Security n BocctaHaBnuBaTtb UX.

Pa3fgen onuckbiBaeT paclUMpeHHbIi cLeHapuil npuMmeHeHus komnoHeHToB SePlatform.HMI.Security. B
GOMbLUNHCTBE CIy4YaeB co3haBaTb COOCTBEHHbIN KOHGMIypaTop He 06A3aTeNnbHO: AJ1 KOH(MIY pUPOBaHus
noacucTembl 6e30MacHOCTM [oCcTaTouHO ucnonb3oBatb KoHpurypatop SePlatform.Security.

OnuncaHHbI NpoeKT-NpUMep NpeacTaBnaeT coboi NpocTenwnini KOHGUrypaTop nogcucTeMbl 6e3onacHoOCTy.
1. CkayaiTe apxvB C NPOeKTOM-Npumepom OwnConfigurator.hmi un otkponTe B [InzanHep SePlatform.HMI.

2. 3anyctute KoHdurypaTtop SePlatform.Security ans npocmoTpa koHurypaLum noacucTemsl
6e3onacHocTy.

1. PYKOBOOCTBO NOJIb3OBATEINA
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MpoeKT-NpMMep NO3BOJIAET CO34aTh HOBbIE U MPOCMATPUBATb MMEIOLLMECS YYETHbIE 3anucK
nonb3oBateneil. Co3aaHne 1 NpocMOoTp Py Nofb30BaTenei U NPUNOXEHU MOXHO peann3oBaTtb C
MOMOLLIbIO aHaNOrMYHbIX KOMMOHEHTOB, MX CBOMCTB, (YHKLIMIA M COBbITUIA, YKa3aHHbIX B NpUMeYaHnn K

Kaxaomy nogpasgeny.

MpocMOTp y4eTHbIX 3anucen nosib3oBaTeneu

HDOCMOTp N USMEHEHNEe TeKyLLI,eI7I KOH(bVII'yan,VIVI noacuctemMbl 6€30MacHOCT BO3MOXEH TOSNbKO Ans
nonb3oBartena c npaBamun agMnUHUCTpaTopa.

OtkpoiiTe hopMy NPOCMOTpa YHETHbIX 3anucei nonb3osartenen ViewlUserForm B NpoeKTe-npumepe.

MHOpMALMA 0 NoNb30EaTENE

Fpynnbl, B KOTOPEIX
COCTOMT NOMb30BaTENk:

MprNoeKEHKA, -
COAEMRKELLHWE NpaBa,
Ha3HaYeHHBIE
NoNE30EETENK:

Ha cdopmy ViewUserForm nobaeneHsbi:

> SecurityManager - anemMeHT Tuna Hactpoiika 6e3onacHocTu: MeHemkep (CTp. 76), NO3BOMSAIOLLMNIA
3anpaluvBaTth 1 yaansTb UMEKLMECS YYETHbIE 3anncu, rpynibl U NPUIIOXEHNS;

> SecurityManagerUser - anemeHT Tuna Hactpoiika 6e3onacHocTtu: Monb3oBaTenb (CTP. 97), NO3BONAKOLLNNA
006aBNATb HOBbIE U MEHATb MMEHLLMECS YYETHbIE 3anMcK Nofb3oBaTene.

N3BneueHne cnucka YYETHbIX 3anuncen n3 nogcncTemsl 6e3onacHoCTH

[ns u3BneyeHus crmcka y4yeTHbIX 3annceil UICMoNb3yTCA BO3MOXHOCTU 3fIeMeHTa SecurityManager:

1. Mpwu 3anycke okHa chopmbl ViewUserForm Bbi3biBaeTca dMyHKUna RequestUsersList() (cTp. 78),
3anpaluvBatoLas CNMcoK YYeTHbIX 3anucei u3 nogcucteMbl 6e3onacHocTu SePlatform.Security.

2. Ecnu cnncok nonyyeH, akTuBupyeTcs cobbiTue (cTp. 82).

1. PYKOBOOCTBO NOJIb3OBATENA
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PesynbTat akTMBaUmm cobbiTus - CMMCOK YYETHbIX 3anucen nonb3oBaTenem -
xpanutca B nepemeHHon JSONUsersList. [JaHHble xpaHatca B popmate JSON. O3HaKOMbTECh C KOOOM
06paboTunka cobbITus anemMeHTa SecurityManager U3 npoekTa-npumMepa,

HanmncaHHOM Ha A3blke JavaScript.

var usrs = JSON.parse (JSONUsersList) ;

//npeobpaszoBanre maHHHX u3 bopmaTa JSON B OOBEKT

for (var i = 0; i < usrs.data.length; i++)

{

//0Jia Kaxmooro MacCMBa BHYTPM OOBEKTa USTS

unit.Global.UserName[i] = usrs.data[i].symbolicId;

//VI3BJIeUEeHME MMEHM [OJIb30BATEJNI M IOMEIEeHVE eTro B TUIOBAJIbHYK MNepEeMEeHHY
unit.Global.UserId[i] = usrs.datali].uid;

//u3BieueHne uid mosb30BATEJIS M IIOMEleHMe ero B IJIOBaJIbHYKn IepPeMeHHYIO
ComboBox Users.AddItem(unit.Global.UserName[i]) ;

//noGaBneHme VIMEHM TIOJIb30BAaTEJIA B BHIIAIAOUMNM CIMCOK

HaHHbI ckpynT nssnekaet u3 JSON-cTpykTypbl normHbl (symbolicld) n nx ngeHtudukatopsl (uid). 4na ynobeTea
OarnbHeNLwero Mcnonb30BaHWs U3BJIEYEHHbIE faHHbIe MOMELLATCS B rnobanbHble nepeMeHHble UserName[ | n
UserId[ ] cOOTBETCTBEHHO.

3anycTtute npoekT-npumep B paHTanm. OTKpoeTcs OKHO Bbi6opa AencTBuS.

HaxmuTte KHomKy MocMoTpeTb MHPOpMaumio o nosib3oBaTenAx. OTKPoeTCst OKHO NpoCcMoTpa UHcopmaLum o6
Y4YETHbIX 3anucsx nonb3oBaTtenen. B BbinagatoLwmin CNMcoK Nonagy T NTOrvHbI BCEX YHETHbBIX 3anncen us
nogcuctemMbl 6€30MacHOCTM.

MpyMnkl, B KOTOPBIX
COCTOMT MoMb30EaTENG!

MpunoskeHMa,
COAepHaLLME NpaBa,
HE3HE4EHHLIE
NoNL30ESTENHD !

AHanoruyHo us nogcuctemsl 6e3onacHoctn SePlatform.Security n3snekatoTca crnmcku rpynn u
NPUIOXEHWUIA:

> 4N nony4yeHnsa cnucka rpynn ucnonb3ynre dyHkumio RequestGrouplList() (ctp. 77), cobeiTne
(cTp. 81) n nepemenHyto JSONGroupList anemeHTa SecurityManager;

> 4N nonyyeHns cnucka NpunoxeHuii ucnonb3ynre dyHkumio RequestAppList() (cTp. 77), cobbiTve
(cTp. 81) n nepemenHyto JSONAppList anemeHTa SecurityManager.
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MpocMoTp nHopmaLmMm o nonb3oBaTene

[na Toro, 4Tobbl NPOCMOTPETL MHOPMALLMIO O BblGpaHHOM M3 BbiNagatoLLEro CIMCKA yYETHON 3anucu, eé
HeobXxoAUMO cHavyana 3arpy3uTb B 3fIEMEHT SecurityManagerUser. 3TO MOXHO CAENaThb C NOMOLLbIO (OyHKLMN
Load() (cTp. 99), BXOAHBIM NapamMeTpoM A8 KOTOPOW ABNAETCA YHUKaNbHbIN uaeHTudKnkaTop Bbl6paHHOh y4eTHON
3anucu (uid). O3HakoMbTeCh C Kogom 06paboTynka cobbITUS KHOMkn UHpopmauma o nonb3oBaTene.

SecurityManagerUser.Load(unit.Global.UserId[ComboBox_Users.SelectedIndex]);
//3arpy3ka uHbopmaumm o BbIBpaHHON yYeTHoOW 3anucu B 0bbekT SecurityManagerUser no
naeHTudukaTopy
Groups_List.Text =
//04mncTKka uUHGOpMauUMOHHOrO Mona npu Bbibope HoOBOW Y3
Apps_List.Text = "";

//04nCTKa MHPOPMALMOHHOIrO MonA npu Bbibope HoBOWN Y3

wn o,
)

Mocne 3arpy3Ku flaHHbIX akTUBUPYETCA cobbIThe (ctp. 107) snemeHTa SecurityManagerUser.
O3HakombTeCb C KOAOM 06paboTymka 3Toro cobbITUA, HaNMCaHHOM Ha A3blke JavaScript.

JSONGroupList = SecurityManagerUser.GetGroupsList () ;
//TolydyeH e CHOMCKa TPYIN, B KOTOPHX COCTOMUT I[OJIb30BATEJb
JSONAppList = SecurityManagerUser.GetApplicationsList () ;
//TOJIyueHus CHMUCKa NPUIIOXEHMIM, COIOepXallMxX NpaBa II0JIb30BaTelid
var grpslst = JSON.parse (JSONGroupList) ;
var applst = JSON.parse (JSONAppList) ;

for (var v of grpslst.data)

//ons BCeX BDJIEMEHTOB KOJUIJIEKLUM

{

Groups_List.Text += v.groupName + "\n";

//noBaBiieHue HABBAHUS TIPYINH B CHOMCOK

}

for (var v of applst.data)

//0Jia BCexX BJIEMEHTOB KOJIJIEKLUU

{

Apps List.Text += v.appName + "\n";

//nobaBijieHVe HA3BaHMUA MNPUIIOXEHMS B CIMCOK

}

[aHHble 06 y4eTHOM 3an1cu U3BMEKAOTCS U3 afieMeHTa SecurityManagerUser nyTeM 0bpalleHns K ero CBOMCTBaM
1 pyHKUMaM. Hanpumep:

> dyHkuma GetGroupsList() (cTp. 101) Bo3BpaLLaeT AaHHbIe O rpynnax, B KOTOPbIX COCTOUT MONb30BaTenb, B
JSON-chopmare;

> dyHkuua GetApplicationsList() (cTp. 101) Bo3BpaLLaeT faHHbIE O NPUNOXEHUSX C NpaBamy,
Ha3Ha4eHHbIMM nonb3oBarento, B JSON-popmare.

MomecTrB faHHbIe B NnepeMeHHble JSONGrouplist n ISONAppList, MOXHO n3Brneds n3 JSSON-CTpyKTypbl
Heobxoaumyto nHcpopmaumio.
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3anycTuTe NpoekT-npumep B paHTanM. OTKpoeTcs OKHO Bbibopa AencTeus. Haxmure KHOMKy MocMoTpeTb
uHpopmaumio o nonb3oBaTensax. OTKPOETCA OKHO MPOCMOTpPa MHAOPMaLIMKN 06 YHETHBIX 3anncax Norb3oBaTenen.
Bbi6epuTe no60i NOrvH 13 BbiNagaroLLero Cncka u HaxXmMmuTe KHOMKY UHdopMaums o nonb3oBaTtene. B none
BbIBOAA MHOPMaLMK NOABATCA AaHHbIE O rpynnax u NpUnoXeHusXx.

MpocmoTp MHGOpMaLKMK © NONE30BATENAX — | pod

petrov hd

MHDOpMALMA 0 NONb30BATENE

pyNnel, B KOTOpBIX OnepaTopel
COCTOMT NONB30BATENE:

MpUAOHEHKMA, SePlatform, Security
COOEPHAELLME NPaBa, YMpPasneHWE COCTOAHMEN
HasHa4eHHEIS ofopyaoBaHMA
NOMNbI0BETENH!

Co3paHne HOBOM y4YeTHOM 3anucu nonb3oBaTens

OTkponTe hopmy co3aaHNA HOBOW y4YeTHOW 3anucu NewlUserForm B NpoekTe-nNpuMmepe.

Narud | |

Mapone | |

DPamMinua | |

OTobpa#asmos MMA | |

lpynna =

[ofaenTe nonssoBaTens

WMHthopMaLMA o cTaTyce AobasneHua
NonbI0BaTENA

Ha cdopmy cozpaHus HoBow y4eTHom 3anucu NewUserForm nobaBneHsbl:

> SecurityManager - anemMeHT Tuna Hactpoiika 6e3onacHocTu: MeHemkep (CTP. 76), NO3BONSAIOLLMIA
3anpawmBaTbh U yaansiTb UMEOLMECS YYETHbIE 3anUCK, Py Mnbl U NPUNOXEHWS;

> SecurityManagerUser - 3anemeHT Tuna Hactpoiika 6e3onacHocTu: Monb3oBaTenb (CTp. 97), NO3BONANOLLNNA
[06aBNATb HOBbIE U MEHSTb CYLLECTBYIOLLME YYETHBIE 3arnMcK NoNb30BaTenei.
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[na no6aBneHns HOBOW YYETHOM 3anncu UCnonb3ynTe pyHKLMKM U CBOMCTBA 31eMeHTa SecurityManagerUser.
O3HakombTecb C Kogom 06paboTymka cobbITuA KHOMKM 06aBUTb Nonb30BaTeNs, HanMcaHHOM Ha
a3blke SePlatform.Om.

SecurityManagerUser.New();

//co3paHue HoBoW Y3 mnonb3oBaTensd

SecurityManagerUser.Login=TextEdit_Login;

//npucBoeHnMe noruHa HosBoW Y3

SecurityManagerUser.SetPassword(TextEdit_Pswd);

//npucBoeHne naposis HosBou Y3

SecurityManagerUser.Surname=TextEdit_Surname;

//npucBoeHne damunmm HoBoWn Y3
SecurityManagerUser.DispalyName=TextEdit_DisplayName;

//npucBoeHne otobpaxaemMoro MMeHu HoBoW Y3
SecurityManagerUser.AddGroup(unit.Global.GroupId[ComboBox_Group.SelectedIndex]);
//Bbi30B OyHkuun AddGroup ans pob6aBneHUA CO3[aBaeMOro nosb3oBaTenia B BbibpaHHy B Bbinagawwem
cnucke rpynny

SecurityManagerUser.Save();

//coxpaHeHne BBeLEHHbIX AAHHbIX

3nechb:

> dyHkuma New() (ctp. 104) cospaert, a dyHkuma Save() (cTp. 99) - coxpaHsaeT HOBYIO YYETHY0 3anucb B
nogcucrteme 6e3onacHoCTY;

> cBoNcTBa anemenTa SecurityManager (Login, Surname, DisplayName (cTp. 97)) nonyvatot 3HaveHus,
BBELEHHblE B TEKCTOBbIE MOSIS;

> dyHkuuma SetPassword() (ctp. 100) npuHMaeT BBEAEHHOE 3HAYEHNE B Ka4ecTBe Napons;

> dyHkuma AddGroup() (ctp. 105) npuHumaeT uid rpynnbl, BbIGpaHHO M3 BbINaAatoLLEro Crmcka, B kayecTse
BXOQHOro napamerpa v fobaBnseT nonib3osareNs B COOTBETCTBYOLLYHO rpynny.

Monb3oBaTento MOXHO Ha3HaYNTb TONbKO OAHY rpynny.

BAXHO
BynbTe BHMMaTenbHbl Npu paboTe ¢ NpoeKToM-npuMmepoM. OnmcaHHble HUXe AeNCTBUSA BeAYT K UISMEHEHMIO
KoHdpurypauumn SePlatform.Security.

3anycTtute npoekT-npumep B paHTanm. OTKpoeTcs OKHO Bbi6opa AencTBuS.
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Haxmute KHornky Co3aaTb HoBoro nosnb3oBaTens. OTKPOETCH OKHO CO3,aHMA HOBOWM y4eTHOM 3anucu. MNonpobynTte
BBECTM [laHHble HOBOW YYETHOM 3anncu U HaxaTb KHOMKY flo6aBUTb nonb3oBaTtens. CucTtema BepHeT coobLueHne 06
yCMeLHOCTH onepawuu.

Naorun |semenu:u'-.-' |
Mapons |SEI'I'IEI'II:I'-.I' 1 |
Damrnua |CEMEHDE: |

CTobpakasMoe MMA |CEMEHDB |

Mpynna Onepatopsl e

NofaBlTe Nones0BaTENA

Monb3oBaTEND YMEWHD Co34aH

B KoHdurypaTop SePlatform.Security Haxmute KHoMKy 06HOBUTb 1 y6eauTech B TOM, YTO HOBas y4eTHas 3anncb
co3paHa.

[

{,} Hazan - E PaBoune Mecta o DuneTp ~ "';& a
Fia Mpynnul <4 floBasuTs £33 =t i
o= OBHoBEMTE Mpunaxerig i :h]}k:c nopt & Excel fpocuarp Egﬂm P
pone K
Orobpaxaemos vva Jonssocte MNogpasgensHue Mpymns Poau
manager
Wearoe Jucnetuepol
Metpoe Oneparopki
CemeHoE Oneparopsl

Habop nonen BBoga n HEO6XOAMMOCTb MX 3aMOSTHEHUST MOXHO OnpefensTb B Xoae pa3paboTku
cobcTBEHHOro KoHGMrypaTtopa. [Ans noacuctemsbl 6e3onacHocT SePlatform.Security o6s3atenbHbiMu
ABNSAOTCS:

> 3HaueHue cBoWcTBa Login;

> 3HauyeHue cBOWCTBa Surname;

> 3HaueHue cBoncTBa DisplayName;

> pe3ynbTar Bbi3oBa (pyHkuum SetPassword().

OcTarnbHble CBONCTBA, (OYHKLIMM 1 OFPAHNYEHNS HA UX 3HAYEHMSI NMPUMEHSIOTCA UCXOAA U3 TpeBGOoBaHMiA K
pa3pabaTbiBaeMoMY KOHUrypaTopy.
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Ecnu 66l Npy co3aaHum HOBOW YYETHOW 3anmcu He HbIno 3anosiHeHo XoTA Obl 0QHO M3 06s13aTenbHbIX AN
noacucTemMbl 6€30MacHOCTM NOMEN, COXPaHUTb YYETHbIE AaHHbIe He YAanoch Obl.

Narud |SEITIEI'II:I'-.I' |
Mapons |semenu:w 1 |
PaMrnua |CEMEH|:|B |

OTobpaasmoe uMA

pynna OnepaTopel A

Aof@enTs Nonss0BaTEnA

Owbka B npouecce BbINONHEHWA 3anpoca Ha
CO¥pPaHEHKWE daHHBIX

O3HakombTeCh C Kogom 06paboTunka cobbITus (ctp. 107) anemeHTa SecurityManagerUser.
CTpykTypa obbexTa g X
s Onucanuwe ()
Ej'.'-ﬂ SecurityManager Hactpofka BesonacHocTh @ Menegsep
&5 SecurityContext KonTeket BezonacHocTi
L.,._] SecurityManagerlser Hactpodka BesonacHocTv: MNonesceaTtens
W
Cofbrmmsa & X
ran KapaktepucTuen  OBpabBoTunk
LoadComplete
LoadFailed
SaveComplete
v SaveFailed
Handler 2 BeinonnuTe kog: //BBIB0S cOOBLUEHWA NPKW HEYCMELLHOM 33EEPLLIEHMN CNERALWK

Text_SysMsg Text = GetErrorDescriptionByCode(FailReasonCode);

Mopcrctema 6e30MacHOCTM HE NMPUHMMAaET HOBYHO YYETHYO 3anncb 6€3 3anosiHeHns o6a3aTenbHoro nons. TekcT
OLINGKM MOXHO Nony4uTh ¢ nomoLubio dyHkumn GetErrorDescriptionByCode() (cTp. 107), BXoAHbIM napameTpoM
0N KoTopon siBnsieTca nepemMeHHas FailReasonCode, XxpaHsLasi Kog ownbKu.
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MonpobyiTe BBECTU NAPONb, HE COQEPXaLL M LIAP W/ NI COCTOALLMIA MEHEE YEM N3 CEMW CUMBOJTOB.

NorkH |semennu |

MNapone |sem 1 | I
DaMrnma |CEMEHDB |

CTofpasasmoe 1MA |CEMEHDEI |

Ipynna Onepatopbl w

OobaEnTe None30BaTENA

Maponk He MOHET COASMKATE MEHbLWE 7
CHMMBONOE

MpoBepka TpeboBaHUI1 K Naposto HacTpoeHa Npu pa3paboTke NpoeKkTa-NpuMepa 1 BbINoTHAETCS B 00paboTumnke
cobbITnA anemeHta TextEdit_Pswd. Cama nogcucteMa 6€3onacHOCTU He HaknaabiBaeT TpeboBaHUi

K cof.epXaHuo Naporsi Co34aBaeMoi yYETHOM 3anucu.

AHanoru4yHo B noacucteme 6esonacHoct SePlatform.Security cospatotcs rpynnbl v npunoxeHus:

> [nAaco3paHusa rpynn nonb3oBaTenei Mcnonb3yiTe yHKLUM U CBOMCTBA 3fieEMeHTa Tuna HacTpoiika
6e3onacHocTn: pynna (cTp. 108);

> [nAaco3paHusa NpunoXeHuin ucnonb3ayiiTe YHKLUM U CBOMCTBA 3fIEMeEHTa Tuna HacTpoiika
6e3onacHocTu: Mpunoxenune (cTp. 86).

Co3paHue u BOCCTaHOBJIEHWEe pe3epBHOI Konuu

OTKpoiiTe hopMy ynpaBneHnsi pe3epBHbIMU KONUsIMU Backups B NpoeKTe-npumMepe.

Mony4YuT CRMCoK Nonb30BaTENEN

¥AanUTE NoNL30EaTENA

Coznate Bekan BoccTaHoEWMTE M3 Bakana

Coobuwesue o Gakane

Ha copmy Backups nobasneH SecurityManager - anemeHT Tuna HacTpoiika 6e3onacHocTn: MeHemkep (CTp. 76).
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CospaaHue pe3epBHOM Konumn

Ilnqa co3paHus pe3epBHbIX KOMWIN UCTIONb3YHTCA BO3MOXHOCTU 3fieMeHTa SecurityManager:

1. Mpw HaxaTum KHoMKK Button_CreateBckp Bbi3biBaeTcsa dyHKuusa ExportConfiguration() (ctp. 80),
co3pgatowas chaiin pe3epBHOIN KONUM B yKa3aHHOM pacronoxeHun. B AaHHOM criyyae pe3epBHas Konus
co3faeTcs B nanke TekyLuero nonb3osatens OC. O3HakoMbTeCh C KOAoM obpaboTumka KHOMKK
Button_CreateBckp:

SecurityManager.ExportConfiguration(FileSystem.CurrentUserFolder + "/export.ldb")
2. MNocne BbINONMHEHUA Oy HKLMN aKTUBMPYETCA OAHO U3 CobbITUN SecurityManager: B Cny4vae yCrneLwHoro

CO34aHnNsA pe3epBHON KOMum - (cTp. 85), B NpOTUBHOM Cry4ae -
(cTp. 86). O3HaKOMbTECH C 06paboTYMKaMM 3TUX COOLITUI.

BAXHO
BynbTe BHMMaTenbHbl Npu paboTe ¢ NpoeKToM-NpuMmepoM. OnucaHHble HUXe AeNCTBUSA BeAYT K UISMEHEHMIO
KoHdpurypauumn SePlatform.Security.

3anycTtute npoekT-npumep B paHTanm. OTKpoeTcs OKHO Bbl6opa AeicTBuS.
HaxmuTe KHOMKy YnpaBneHue pe3epBHbiMA Konuamu. OTKPOeTCs OKHO chopMbl Backups. MonyynTe cnncok

nonb3oBarenein, Haxas Ha COOTBETCTBYHOLLYH KHOMKY.

Mony4uTh CrMCOoK I'II:IJ'II:-3I:IBEITE.I'IEll';"I\L

manager
petrov
SEMENOV
ivanov
¥OanMTe NoNb30BaTENA
Co3nate Gekan BoccTaHoBuTe M3 Bakana

Cooblyexue o Bakane

HaxmuTe KHomKy Co3paaTb 63kan. byaet BbiaBaHa yHkumsa ExportConfiguration():

> B Cllyy4ae yCneLHOro BblMonHeHNs yHKLMM CO34acTCH pe3epBHas KOnus 1 NOSBUTCA COOTBETCTBYOLLEe
coobLLeHue;

> B cny4yae HeycCneLwHOoro BblNOMHEHNA beHKLl,VII/I noABUTCA COO6LLLeHVIe C TEKCTOM OLLUUNOKMN.

BoccTaHoBneHue pesepsHOM Konuu

[lna BoccTaHoBNEHNs pe3epBHbIX KOnui ucnon b3yHTCA BO3MOXHOCTU 3J1IEMEHTA SecurityManager:

1. Mpu HaxaTum KHonKK Button_OpenBckp Bbi3biBaeTca dpyHkuusa ImportConfiguration() (ctp. 80),
BOCCTaHaBMMBatoOLLLas pe3epBHY0 KONWIO U3 yKasaHHoro daina. B aaHHoM criyyae pesepBHast Konus
BOCCTaHaBnvBaeTca U3 danna, pacrnonoxXeHHOro B nanke Tekyuiero nonb3osarens OC. O3HakoMbTeCh C
KopoM obpaboTtyrka KHOMKW Button_OpenBckp:

1. PYKOBOOCTBO NOJIb3OBATENA
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SecurityManager.ImportConfiguration(FileSystem.CurrentUserFolder + "/export.ldb")

2. Mocne BbINONHeHUs hyHKLIMN aKTUBUPYETCHA OQHO U3 COObITUI SecurityManager: B Crny4ae yCneLHoro
BOCCTaHOBIEHVSA KOHUIy pawum - (cTp. 86), B NpOTUBHOM Cry4ae -
(cTp. 86). O3HaKoMbTeCh ¢ 0bpaboTunKamMm 3TUX COObITHN.

BAXHO

ByabTe BHAMaTeNbHbI Npy paboTe ¢ NPOEKTOM-NpUMePoM. OnmcaHHble HUXe AENCTBUSA BEAYT K USMEHEHUIO
KoHdpurypauumn SePlatform.Security.

3anycTuTe NpoekT-NpumMmep B paHTaiiM. OTKpoeTCcA OKHO BbiGopa AeNCTBuS.

HaxmuTe KHOMKY YnpaBneHue pesepBHbiMu konuamu. OTKPOETCH OKHO (popMbl Backups. Nonyunte cnmcok
nonb30BaTenen, Haxas Ha COOTBETCTBYHOLLYIO KHOMKY.

Mony4YuTh CRMCoK I'IEIJ'Ib3EIBETE.I'IEll-;1\

g

manager
petrov

SEMENDY
ivanov

¥AanuTE NonbL30EaTENA

Coznate GsKan BoCCTaHOBUTE M3 GaKana

Coobuwedue o bakane

[ns HarnsiAHOCTU MOXHO YA,anuTb OAHOro U3 nonb3oBaTenei. [ns 31oro HaxXmMuTe YaanuTb nonb3oBaTens
1 B OTKPbIBLLEMCS OKHE yaanuTe Nnobyto YYeTHYI0 3anucb, KpoMe 3anncu agMuHucTpaTopa. 3atemM
BEPHUTECH K OKHY YNpaBrieHus pe3epBHbIMU KonusMU. [onyynTe Crmcok nonb3oBaTenen, Haxas
COOTBETCTBYI0 KHOMKY. Y 6eauTech, YTo yYeTHas 3anuch Gbina yaaneHa.

HaxmuTte KHOMKy BoccTaHoBUTb U3 63Kkana. byaet BoiaBaHa dyHkuusa ImportConfiguration():
> B CnyyYae yCreLHoro BbINofHeHNs byHKLMN BOCCTaHOBUTCA pe3epBHast Konus u3 anna;

> B Cny4yae HeyCrneLwHOoro BblNOJTHEHNA beHKLI,VIVI noABUTCA COO6UJ,eHVIe C TEKCTOM OLLNGKWN.

BHoBb nony4yute Cnncok non b30BaTeren, Haxas COOTBETCTBYH KHOIKY. Y6enutech, 4To yAaneHHaa
y4yeTHaA 3anmcb BOCCTaHOBJ1€Ha.
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1.6. KOHTpOJb LLENOCTHOCTU

B pa3gene onucaHo Kak nony4atb MHGopMaLmio 06 N3MeHeHMsIX B dhainax 1 narnkax ¢ MoMOLLbH KOMMNOHEHTOB
pacwupenusa SePlatform.HMI.Security. [1ns aToro npeactaBneH NpoeKkT-NpUMep, KOHTPOSMPY IOLLMIA LLeNOCTHOCTb
yKasaHHOW nanku 1 eé coaepXumoro.

Paspgen onncbiBaeT pacLuMpeHHbIii cLeHapuii npumereHns komnoHeHToB SePlatform.HMI.Security.
MokasaHo, kak co3faBaTb 9TalnoH COCTOSIHUSI (DaloB, 3anyckaTb MNPOBEPKY LIENOCTHOCTU 1 UCMONb30BaThb

pe3ynbTaT NpoBepku B npoekTax SePlatform.HMI.

[ns 03HaKoOMNeHusi C 3TUM pa3aenoMm:
1. CkayvaiiTe apxuB C NPoeKToM-NpuMepoM IntegrityControl.hmi n otkpoiite B [uzanHep SePlatform.HMI.
B apxuB Takxe BKIloueHa nanka controlled objects. B npoekTe-npumepe 6yaeT NpoBepaTbCs COCTOSHNE
3TON Manku 1 BXoaawmx B Hee painnos.
2. MNepenpute K HacTpolikamu nogcuctemsbl 6esonacHocTn SePlatform.Security. B koHdury pauvoHHom daiine

seplatform.security.agent.xml, pacnonoxeHHom B C:\Program
Files\SePlatform\SePlatform.Security (ons Windows)unns /opt/SePlatform/SePlatform.Security

(ans Linux), BKIOYMUTE pEXNM KOHTPOSS LLeNOCTHOCTU. [nA 3TOoro HasHaybTe aTpnbyTy ICMode Tera
<Options> 3HavyeHne paBHoe eanHuLe.

<Options LoggerLevel="2" ICMode="1" ... />

3. B KoH(urypaumoHHom channe seplatform.security.ic.xml, pacnonoXeHHOM 30ECh Xe, yKaxuTe
KOHTPOSIMPYEMYIO MarnkKy C BIIOXEHHbIMU B Hee (hannamMmu, 3aganTe Tanmep NpoBEPKM YKa3aHHbIX hairoB 1
onpenenuTe CePbe3HOCTb HApPYLLEHWI LLENOCTHOCTU (halnos.
3.1. YT06bl YKa3aTb KOHTPONMPYEMYIO NANKy, Ha3HauybTe aTpubyTy IC file Tera <ICList> 3Ha4YeHue,
ABndoLLeecd NoNnHbIM NyTeM K nanke controlled objects U3 cka4aHHOro apxuBsa.

<SePlatform.Integrity.Control>

<ICList>
<IC file="D:\controlled objects"/>

</ICList>
</SePlatform.Integrity.Control>

3.2. Utobbl 3apaTh TaiMep NPOBEPKM YKa3aHHbIX hannos, HasHaybTe aTpubyTy ICPeriodSeconds Tera
<Options> 3Ha4YeHVe UHTepBarna NpoBepok, Hanpumep, pasHbiM 300 CeKyHA.

<SePlatform.Integrity.Control>

<ICList>
<IC file="D:\controlled objects"/>

</ICList>
<Options ICPeriodSeconds="300"/>
</SePlatform.Integrity.Control>

Ecnu Heobxopumo, 4TOObI MpoBEepKa NpoBoauiack TOIbKO MO 3anpocy Nofib30BaTens, yKaxute atpubyTty
ICPeriodSeconds 3Ha4YeHUe «0».
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3.3. Utobbl onpepenutb CEPLE3HOCTb HApPYLLEHWUI LLeNoCTHOCTU (hainos, fobaBbTe B Ter <Options>
HOBbl€ aTpnbYThl N HA3HAYbTE MM 3Ha4YEeHUs TUNa bool. HoBbIMM aTpGyTaMmn MoryT ObiTb:
> aTtpubyT ICErrorObjectNotExist, onpeaensoLmin cCepbE3HOCTb HapyLLeHus "OBbeKT He
cywecTtByeTt".
> aTpubyT ICErrorDateChanged, onpeaensowmii CepbE3HOCTb HapyLLeHns "IaMmeHnnach gata
obbekTa".
> aTpubyT ICErrorFileChanged, onpeaensowmii CepbE3HOCTb HapyLLeHns "3MeHnnoch
coaepxvmoe chamna".
> aTtpubyT ICErrorNewObject, onpeaenstolnin cepbe3HOCTb HapyLweHus "O6HapyXeH HOBbI

0bbeKkT".
Ecnu ykazatb HoBOMY aTpubyTy 3Ha4YeHUe true, TO HapyLLEHWe AaHHOro Tuna 6yaeT cuMTaTbCs OLMOKON,
ecnu false - HapyLleHne faHHoro Tuna dyaert cuntatbes nNpeaynpexaeHvem. Mo ymonyanuto Bce

HapyLLEHNs CYUTAIOTCS OLLUMBKaMMU.

BrnoxeHHble B KOHTpOnMpyemyto narnky ainbl 1 nankm MOXHO UCKIYaTb U3 KOHTPONs uenoctHocTw. Ons
3TOro yKaxure MosHbIv NyTb K UCKITl0YaeMbiM chaiinam v nankam 3[1ecb Xe B KayecTBe 3HayeHus aTpubyTa

IC fileTera<ICExclude>.

<SePlatform.Integrity.Control>

<ICList>
<IC file="D:\controlled objects"/>

</ICList>

<ICExclude>
<IC file="D:\controlled objects\3.txt"/>

</ICExclude>
<Options ICPeriodSeconds="300"/>

</SePlatform.Integrity.Control>

MpoekT-npumep

®dopma npoekTa-npumepa - IntegrityControl.:

CoznaTe aTanoH

MpoBEpKa LENDCTHOCTH

Mony4uTE PESYNETAT NPOBEDKK
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Ha cdopmy nobaBneHsbi:

> SecuritylIntegrityControl - anemeHt Tuna Hactpoiika 6e3onacHocTU: KOHTPO/Ib L@NOCTHOCTH (CTP.
64), no3BonALLNIN yNpasnsaTe NPOBEPKaMM KOHTPONUPYyeMbIX hannos;

> SecurityContext -anemeHT Tvna KoHTekcT 6e3onacHocTy (CTp. 47), obecneunBatoLLmii B3anMOAencTeme ¢
SePlatform.Security.

Co3paHue 3TanoHa coctosiHMA ¢ainnos

[N NnpoBepKM TEKYLLEro COCTOSHWUA KOHTpONupyembix ¢hannos HeobxoamnmMo CBepsTh UX C BEPCUEN, KOTopast
oTBevaeT TpeboBaHuAM pa3pabarbiBaemMoro NpoekTa. Takasi Bepcus HasblBaeTCs 3TanoHoM. Ons Toro, 4todbl
€o3[aTh 3TanoH, HeobXoAMMO NPUBECTU haiinibl B HYXXHOE COCTOSIHWE, a 3aTeM CO3aTb 3TalNlOH Ha OCHOBE
TeKYLLLero CoCTosiHNA hainos.

O3HakoMbTeCh C KoAoM 06paboTumka cobbITUs KHOMKWN Co3AaTb 3TasIoH:

CTpykTypa obbexTa g X
Mran Onncanmne 2
v [ IntegrityControl Twun Ha ccHoee Dopra

¥ [padmqeckne cOLEKTEI

k| Button_Create Knonka v
CobbITHa g X
Q,
Kras Xapaktepuctven  OBpabBoTunk
MouseMove

»  MouseClick

BeinonnuTe kog: Meeizoe dyHEumMK Create_|C_Etalon gna cozganua 3tanoHa
Handler_1 COCTOAHKMA KOHTPONMpYeMB: GaAn0e M Nanok (NoACYET KOHTPOAEHOA CymMmel]™/
Securitylntegrity Control.Create_|C_Etalon();

Mpu BbI30Be hyHKLMM Create_|C_Etalon() (cTp. 67) anemeHTta SecurityIntegrityControl dopmupyeTca 3TanoH
COCTOSIHUA KOHTponuvpyembix hannoB. OH XxpaHUTCA B BUAE 3alLiMdPOBaHHOIO pamna seplatform.security.ic_
etalon.xml.

3anycTuTe NpoekT-npumep B paHTaiiM. OTKpoeTCsi OKHO Bbibopa aencTeus. Haxmute KHOMKy Co3aaTh 3TasoH:

CoznaTe 3TanoH

[
b

MpoBEpKE LENOCTHOCTH

MonyuMTe PESYNETAT NPOBEPKA

ITanoH Cco3naH
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anI HaXaTum KHonku Co3gaTb 3TaJIoH:

1. Bbina Bbi3BaHa yHkums Create_|C_Etalon(), noacumtasluas KOHTPOsibHY0 cyMMy ¢hansiosB 1 3anvicasLuas
eé B (pann seplatform.security.ic_etalon.xml.

2. AKTMBMPOBAsiocb cobbiTue (cTp. 68) anemeHTa SecurityIntegrityControl, B pe3ynbrarte
Yero NoABUNOCH COOBLLEHNE «ITaNnoH co3aaH».

CobbiTne (cTp. 69) anemenTa SecurityIntegrityControl no3sonser obpabaTbiBaTb
owmnbKM npoliecca cosaaHus atanoHa. Noacucrtema 6e3onacHOCTY BO3BpaLLaeT TEKCT ONGKN B
nepemeHHyto errorMessage.

MpoBepka TekyLiero cCocToAsHuA annos

MpoBepKa TeKyLLero CoCTosiHUA hannos NpeacTaBnseT cobo CpaBHEHNE TEKYLLLEN KOHTPOIbHOM CyMMbI C
STanoHHOMN.

O3HaKoMbTeCh C KOOOM O6pa60T‘-IVIKa cobbITHA KHOMKW MNpoBepKa LeNoCTHOCTU:
CTpykTypa ofibexTa F X
s Onwcanme 2
Etn| Button_Update Knonka
A Text_SysMsg Tekcr
bin| Button_GetlC KHonka W
CobeiTha g X
s KapaktepucTuen  OBpaboTank
MouseMove

* MouseClick

BeinonnuTe kog: /epizos dyHeumn Update |C ana npoeepkw cocToAHKWS
Handler_1 KOHTROAMpyEMBE $aAN0E U Nanok (No4CHET TEKYLLEA KOHTRONBHOR CymMmbl]™/
SecuritylntegrityControl.Update_[C();

Mpu BbI30Be dyHKLMM Update_IC() (cTp. 66) anemeHTa SecurityIntegrityControl npoucxogut cpaBHeHne
TEKyLLEero CoCToAHNA hansioB C 3TarIOHOM.
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3anycTuTe NpoekT-NpuMep B paHTaiiM. OTKpoeTcsa OKHO BbiGopa AencTeus. HaxmuTe KHorKy Mposepka
LIeNOCTHOCTH:

CoznaTe 3TanoH

MpoBEpKE LENOCTHOCTH

5

MonyuTe PESYNETAT NPOBEPKA

KDHTFIEIJ'II:HEIH CyMMaE NOCHMTaHS

Mpy HaxaTum KHOMKM MpoBepKa LeNoCTHOCTH:

1. bbina Bbi3BaHa yHKUMA Update_IC(), nogcumTaBLuasi KOHTPONbHYH CyMMY (haiinoB 1 CpaBHUBLLASA eé C
3TanoHOM.

2. AKTrBMpoOBarnock cobbiTue (cTp. 68) anemeHTa SecurityIntegrityControl, B pe3yneTare
Yero nosiBUNOChb COOBLLEHNE O TOM, YTO KOHTPOSbHAsi CyMMa nocuymTaHa.

CobbiTne (cTp. 68) anemeHTa SecurityIntegrityControl no3sonser obpabaTbiBaTh
ownBKM NpoLiecca NoacyeTa KOHTPOSTbHOM CYMMbI M CpaBHEHMSI C 3TanoHoM. [Moacuctema 6e3onacHoOCTU
BO3BpaLLaeT TEKCT OLLIMOKN B NepeMeHHyto errorMessage.

Mony4yeHue TekyLwero coctoaHmsa annos

[nsa nonyyeHus pesynbTaTa NPOBEPKYU LLENIOCTHOCTU hainioB, ero Heo6xoANMO BbI3BaTb.
O3zHakombTeCh C KOgoMm 06paboTymka cobbITuA KHOMKW Mony4nTb pesynbTaT NpoOBEpKM:

CTpykTypa obbexTa F X
oL
ras Onucanne 2

Ay Text_SysMsg Teker

Etn] Button_GetlC Knonka

JaHHele W
Cobermua 5 X
Q.
ran KapaktepucTuen  OBpaboTynk
Mousebdove

* MouseClick

Handler_1

1. PYKOBOACTBO MONb30BATENA

BeincanuTe kog: epizos gyHeumn Get_|C_List ans nonydeHna pesyneTaTos
NPoBEPKN COCTOAHWA KOHTpoAMpYEeMblx dainoe v nanok™/

SecuritylntegrityControl.Get_[C_List();
Text_SysMsg. Text = "
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Mpu BbI3oBe yHKLMM Get_IC_List() (cTp. 66) anemeHTa SecurityIntegrityControl npoucxoauTt nonyyexve
pe3ynbTaTa NpoBepKu LLeNocTHOCTU. B cnyyae ycnewwHoro 3aBepLueHmns onepauum ak TuBupyetcs cobbltve

(cTp. 69) anemeHTa SecurityIntegrityControl. O3HaKOMbTECh C KOAOM 06paboTunka JaHHOro
cobbITHS, HanUcaHHOM Ha si3blke JavaScript.

DebugTool.Log (IC List JSON) ;
//moMelmeHye B JIOT IIOJIHOTO Pe3yJbTaTa MNPOBEPKM LEJOCTHOCTY GaijoB
var IClst = JSON.parse(IC List JSON);
//npeobpaszoBauyre IaHHHX u3 dopmaTa JSON B OOBEKT
for (var i = 0; 1 < 10; 1i++)
{
if (IClst.data[i] !'= undefined)

//npoBepka napaMeTpa status, xpaHgmwero cocTosHue odarnia

if (IClst.data[i].status == 0)

//mpoBepka cocTogHMS OGarnma: banyi He OBJT M3MEHEH

{

Text SysMsg.Text += "®daiinm "+IClst.data[i].name+" He Obul M3MeHeH"+"\n";
}

if (IClst.data[i].status == 8)

//mpoBepka CoOCTOsSHMSA daria: He Opula JIM HapylleHa LeJIOCTHOCTDH

{

Text SysMsg.Text += "®ain "+IClst.data[i].name+" Geur maMeHeH"+"\n";
}

if (IClst.data[i].status == 4)

//npoBepka Hanmuuus oania

{

Text SysMsg.Text += "o@amn "+IClst.data[i].name+" Obl ynmajieH UIu
nepemMemeH"+"\n";
}
}
}

Pesynbtat npoBepku xpanHutca B nepemeHHon IC_List_JSON B oopme JSON.

CobbiTne (cTp. 71) anemeHTa SecurityIntegrityControl no3sonser obpabaTtbiBaTh
OLMBKM NoNyyYeHus pesynbTaTta NpoBePKYU LenocTHOCTH ¢haiinoB. MNoacuctema 6e3onacHOCTV BO3BpaLLaeT
TEKCT OLINGKM B NepeMeHHyto errorMessage.
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3anycTuTe NpoekT-Npumep B paHTaiiM. OTKpoeTcsa OKHO BbiGopa AencTBuS. HaxmuTte KHOMKy MonyunTb pesynbTaT
npoBepKMu:
KoHTponk uenocTHoCTH JHypHan BpeMEHM MCMONHEHWA B X

{

“date_last_check™ "10,12.2022 16:51:48%,
“creator”: ” "
"date_etalon_created™ "10, 12,2022 16:50:24",
“data™ [

| Co3aaTe 3TanoH | {

D" 07,
"ParentID”; "-17,
Dir™ "17,
| "hasRefvalue™ 0%,
"name”: "C:\\Wsers\controled objects”,
™MD5_onStart™ ™,
"date_onStart™ "10,12.2022 16:49:0587,
| "status™ ™,
"™MD5_current™ ™,
"date_current™ ™,
"™MD5_etalon™ ™,
"date_etalon™ ™

| MpoBEQKE LENOCTHOCTH

| Mony4iTe PE3YNLTST NPOBEPKM

aiin C:\Users\controled objects He Brin MameHeH
dain 1.twt He Bbln MzMEHEH

tarn 2. txt He Bein MsmMeHeH E’
Daiin 3.txt He Bein MsMeHEH D" "1
"ParentID™; 07,
Dir™ 07,
"hasRefialue™ "1%, 7]

daiinbl He ObINM U3MEHEHDI, 0 YeM roBopuTCSH B coobLueHnn. C pesynbtatoM npoepku B hopmate JSON MoxHO
03HaKOMUTbLCS B XypHan BpemeHu ucnosiHeHus. PacwindpoBka peaynbraTta npuBegeHa B onucaHum csomctea IC_
List_JSON komnoHeHTa HacTpoiika 6e3onacHocTu: KOHTpOsb LLenocTHOCTH (CTp. 64).

BHecuTe n3MeHeHus1 B KOHTponvpyemble chainbl. Hanpumep, HanuwnTe 4to-HMbyab B dhaine 1.txt, a dpann 3.txt
ynanute. BeinonHuTe NpoBepKy LIeNOCTHOCTY U BbI3OBUTE pe3ynbTaT NPOBEPKU:

CoznaTe 3TanoH

MpoBEpKE LENOCTHOCTH

Many4iTe PESYNETAT NPOBEPKA

daiin C:\Usersicontroled objects He Bein smeren
afin 1. bt Bein M3MEHEH
®ain 2.t He B M3MeHEH
®aiin 3. twt BN yAENEH WAK NEpeMeLlLeH
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PaclumdpoBka coobLueHuit 0 NpoBepke LeNnocTHOCTH daitnos

Co06LeHVS O BbIMOITHEHWI MPOBEPKU LIENOCTHOCTU chaiinoB MOXHO Nony4yaTthb B Apyrve npunoxenus. Hanpumep, B
Service - LogViewer coobLeHns NpUXoaaT aBTOMaTUYECKM MOCTE BKITKOYEHNUA KOHTPOMA LEeNOCTHOCTY B
HacTpoikax AreHT SePlatform.Security. Coo6LleHVs UMeOT creayoLwmin Bua;

MpoBepeHo XXX / YYY obbekToB. O6HapyxeHo HapyweHui AA, owmbok Al, npepynpexaeHuh A2. CKpbITO

3TanoHoM BB.

3nech:
> «XXX» - KONUYECTBO haiinoB, KOTOPbIE 3anMcaHbl B 3TanoH. 3TO YMCO NOCTOAHHO, ECRM 3TanoH He

nepecosaaeatb.
> «YYY» - haKTMYecKoe Konn4ecTBo hanos B MOAKOHTPONbHbIX Narnkax. KOHTponb LLefiocTHOCTH
BbINOMHAETCA A9 BCeX 3TUX (painos, U3 KOTOPbIX TOIbKO XXX 3anncaHbl B 3TanoH.
>  «AA» - 0bLLIee KONMYECTBO HapyLLeHuid. Cpeaun HUX:

>  «Al» - KONUYECTBO HAPYLUEHWI, CUMTAIOLLMXCSH OLLIMOKaMu.

>  «A2» - KONIMYECTBO HapyLLUEHWUI, CYUUTAKOLLUXCS NpeaynpexneHusaMun.
Kak onpepenutb TUn HapyLLEHWs: ONMCcCaHo B Havasne 3Toro pasgena, B NyHKTe 3. 3 HAaCTPOMKM KOHTPOrS

LLeJTOCTHOCTU.
>  «BB» - KONIMYECTBO CbaVIJ'IOB, K KOTOPbIM He yOanocCb nony4ntb 40CTYN HA MOMEHT CO34aHNA 3TalloOHa. He

BXOAST B 00LLYI0 CTAaTUCTUKY OLLNGOK.
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1.7. KoHurypuposaHue areHTta 6e3onacHoCTH

HacTtpoiika cnyx6bl SePlatform.Security.Agent (Ha OC Windows) nnu SePlatform.Security.service (Ha OC
Linux) 06bI4HO BbIMOHSIETCA B KOHDUry paLMoHHOM chaiine seplatform.security.agent.xml, pacrnofioXeHHOM B
C:\Program Files\SePlatform\SePlatform.Security (ana Windows)unus
/opt/SePlatform/SePlatform.Security (ana Linux). MogpobHee Ha3Ha4YeHWe 1 HaCTpPorKa CryX6bl OnucaHbl B
nokymeHTe Ha SePlatform.Security, B pazgenax «0 npogykTe» U «HacTpoiika KOMMOHEHTOB» COOTBETCTBEHHO.

B aToM pasgerne npoaeMoHCTPUpoBaHa BO3MOXHOCTb KOHDUry pupoBaHUsa areHTa 6e30mnacHoCTU U3 NpoeKTa
SePlatform.HMI c nomoLubto komnoHeHTa pacunpenust SePlatform.HMI.Security. [lnsa aToro onmcaH npoekT-
npuMep, B KOTOPOM MOXHO 03HaKOMUTLCSH C TEKYLLIMMM HACTPOKaMU areHTa ¢ MOMOLLbH 9K3eMMiisipa KOMMOHEHTa

MacTep KOH$UrypupoBaHua Security.

[na 03HaKOMNEeHWs C 3TUM pa3fienoMm:
> Ckavaitte npoekT-npumep u otkpoiite ero B [lnsanHep SePlatform.HMI.

> O3HakoMbTeCh C HacTporikamu noacuctembl 6esonacHoctn SePlatform.Security: otkpoiiTte
KOHpurypaumoHHbiv hann seplatform.security.agent.xml, pacnonoxXeHHbi B C: \Program
Files\SePlatform\SePlatform.Security (ons Windows)unnB /opt/SePlatform/SePlatform.Security
(ans Linux).

CocTaB npoeKkTa-npumepa

EpunHcTBEHHas dhopma B npoekTe - ConfiguringService.

MyTh K KOHOWMYDELMOHHOMY daliny:

} \Program Files\SePlatform\SePlatform. Security\seplatform. security . agent., xmi

MpoUMTaTE TEKYLLYHD KOHMIyPaLWMD areHTa DesonacHocT

Met-areHT | | KaTanor agMuHMcTpaTopa LDAP

LDAP | | KopHesoi kKaTanor

I:l CoegMHEHWE 3AWMLLEHD

[] KoHTponk LERoCTHOCT BRINONHASTCA

[ ] BeneTcs ayamt coofweHmii

MapaMeTpel NEPEOMD ONMCAHHOMD B KOHMMYDaALMOHHOM daline
cepBepa-noTpelrTenA coolweHWA ayaouTa:

Host | | ProgID | |

Port | | ServerType | |
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Ha cpopmy pnobasneH anemeHT Tmna Mactep KoHpurypuposanua Security (ctp. 116) - Configurator. Ans
NoNyYeHns TEKYLLMX HAaCTPOeK areHTa 6€30nmacHOCTU CHavana Hy>Ho Bbi3BaTb pyHkumio Read() (cTp. 122)

anemMeHTa. OyHKLUSI BbI3bIBAETCA MO HAXaTUo Ha KHOMKY ReadConfigurationButton. O3HaKOMbTECH C
06paboTunKom cobbiTus KHOMKMU:

CTpykTypa ofbekTa g X
s Onwcanme 2
v [ ConfiguringService Tun Ha ccHoee Popma

¥ [padwndeckne oBLerThl

k| ReadConfigurationButton  Knonka

W
CoBbiTha g X
Q,
Mran Aapakrepuctukn  OBpaBoTunk

MouseMove
v MouseClick

Handler_1 Beinonnute kog: Configurator.Read(FileSystern. Read TextFile(FilePath. Text]):

PenakTop CBOMCTE Cofibmia

Mpu BbI30BE hYHKLUM BbINOMHAETCH 06 paLLeHne K KoHUry paLMoHHoMY dainy, nyTe K KOTOPOMY yKa3aH B
KayecTBe BXOAHOro napameTpa yHkumW. B gaHHoM criyvae nyTb K chaviny XxpaHuTca B TEKCTOBOM none FilePath,
pacrnofioXeHHOM B BEPXHEN HYacTW OKHa NpoeKTa-npumepa. B crnyyae ycnelwHoro 3asepLueHus onepauum:

> 3HayeHus U3 KOHGUrypaLmoHHoro daina 3anncbiBalTCa B aneMeHT Configurator. UTobbl 06paTuTbes K
HUM, UCMONb3YITCSA CBOWCTBA U DY HKLIMM KOMIOHEHTA.
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> AKTuBUpYyeTCs cobbiTue (cTp. 134) anemeHTa Configurator. O3HaKOMbTECH C KOAOM
0bpaboTunka AaHHOro COObITUS:

//3anucb B nor vHGopmauum 06 yCnewHoM BbIMOJIHEHWW Omnepauuun
DebugTool.Log("KoHdurypauusa npounTtaHa");

//BbI30B KOMaHA, 3anucbiBalwnx MHOOPMaLMK O HACTpPOMKAX areHTa
//B cooTBeTCByHWMX nona ¢Gopmel U B Nor

WriteBasic.Invoke();

WriteAudit.Invoke();

Ins ynobcTtBa AeincTBUst, BbIMOMHAEMbIE NpW HAacTyNieHnn cobbITusA, pasaerneHbl Ha ABe KOMaHAb! -
WriteBasic niWriteAudit

> KomaHga WriteBasic 3anMcbiBaeT B COOTBETCTBYHOLLME MOSIA OCHOBHYHO MH(DOPMaL, M0 O HACTPOMKax
areHTa 6e30MacHOCTM - napameTpbl ucnonb3yemoro Net-areHta, LDAP-cepBepa, faHHble agMUHUCTpaTopa
1 KOPHEBOTO KaTanora, CBELEHUs1 0 BEAEHWUN ayAnUTa, KOHTPOse LEeNoCTHOCTU U 3aLULLLEHHOCTU COELMHEHMS
areHta ¢ LDAP-cepBepom. O3HaKoMbTeCh C KOAOM 06paboTynka cobbiTus KOMaHAbl:

//3anucb 3Ha4yeHu cBoMcCTB snemeHTa Configurator B TekcToBble nons
Host.Text = Configurator.NetHost;
Port.Text = String.ToString(Configurator.NetPort);
LDAPHost.Text = Configurator.LdapHost;
SecureConnectionCheckbox.State = Configurator.UseSecureConnection;
ICModeCheckbox.State = Configurator.ICMode;
AuditCheckbox.State = Configurator.TraceAudit;
User.Text = Configurator.LdapUser;
Catalog.Text = Configurator.LdapDN;
/*Cnucok LDAP-cepBepoB - 3TO MaccuB,
nosToMy AN obpalleHWs K ero 3HayeHuaAMm ucnosb3lyeTca uukn while*/
i: int4 = o;
while (i <= Configurator.LdapCount)
{
LDAPHost.Text = Configurator.GetLdapHost(0);
LDAPPort.Text = String.ToString(Configurator.GetLdapPort(0));
i+4=1;

}

1. PYKOBOOCTBO NOJIb3OBATENA
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> KomaHnga WriteAudit 3anucbiBaeT B COOTBETCTBYHOLLME NOSA MHAOPMALIMIO O HACTPONKax
NOAKITIOYEHUSA NMEPBOrO ONMUCAHHOIO B KOHGMry paLMoHHoM dhaiine cepeepa-notpedburens, a B nor -
MHPOPMaLMIO O KaTeropusix BaXXHOCTUN COOBLLEHNI U CUrHanax, NpepHa3HavYeHHbIX A1 3anucy CoobLLLEHWI
B laHHOM cepBepe. O3HaKoMbTeCh C KOAoM 06paboTynka cobbITus KOMaHbl:

/*3necb u3BnekaetTcA UHPOpPMaUMA TONIbKO O MEepBOM OMUCAHHOM B
KOHOUrypaunoHHOM daitne cepBepe-noTpebuTene ayauTta
(MH@ekc BO BHYTpeHHeM MaccuBe anemeHTa Configurator - 0).
Ecnm B BaweMm KOHOUTrypauuoHHOM ¢aiine onmcaHo 6osblie cepBepoB-noTpebuTenei,
Heobxoaumo 6yaeT pacuvMpuTb GopMy WM nepenucaTb Koh, A06ABUB Bbi30B
ewe oaHoro uuknaa while*/
AuditHost.Text = Configurator.GetAuditServerHost(9);
AuditPort.Text = String.ToString(Configurator.GetAuditServerPort(0));
AuditProgID.Text = Configurator.GetServerProgId(0);
AuditServerType.Text = Configurator.GetServerType(9);
i: int4 = o;
while (i < Configurator.GetSeverityCount(®0))
{
DebugTool.Log("KaTeropua BaxHocTu: "+Configurator.GetSeverityCategory(0,i)+";
3Ha4veHue: "+String.ToString(Configurator.GetSeverityValue(0,1i)));

i+=1;
}
k: int4 = 0;
while (k < Configurator.GetSignalsCount(0))
{

DebugTool.Log("Ha3BaHue curHana: "+Configurator.GetSignalName(©,k)+"; Pexum 3anucu:
"+String.ToString(Configurator.GetSignalMode(0,k))+"; Tun curHana:
"+Configurator.GetSignalType(0,k));

k += 1;

}

3anycTtute npoekT-npumep B paHTanm. OTKpoeTcs OKHO KoHpurypupoBaHue areHta 6e3onacHocTu. B none BBoaa
yXe yKasaH nyTb K KoHGUrypaumoHHomMy dhanny cnyx6sl AreHT SePlatform.Security. Haxmute KkHonky NpountaTth
Tekyuylo KoOHPUrypauuw areHta 6e3onacHoCcTU. TEKCTOBLIE MOSS OKHA 3aMofiHATCA MHPOPMaLMEN O TEKYLLMX
HacTpomnkax areHTa 6e3onacHoCTW.
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[ Kondmwrypuposarue arenta BesonacHocty — O *

MyTh K KoHQWrypaLMoHHOMY daliny:

} \Program Files\SePlatform'sePlatform. Security\seplatform. security.agent. xml

MpoUMTETE TEKYLLYID r:l:qu:I:uqqupauwm areHTa DesonacHoCTK

)

Met-areHT | 127.0.0.1

| KaTtanor agMuHmucTpaTopa LDAP

|1III 10 | ||:n=Manager,dc=maxcrc,dc=cnm |
LDAP |12?.|:|.|:|.1 | K.opHEBOM KaTanor
|389 | |=SEF‘Iath:rmSEI:L|ritg.r,dc=maxcr-:,|:||:=|:|:|m|

I:l CoSAWHEHHE 3aMWLEHD

KDHTFIDJ'II: UENOCTHOCTH BERINONHAETCA

[] BeaeTca ayauT coofiweHui

MapaMeTpel NEPBOra OAMCEHHOMD B KoHGWMM YPaLMOHHOM dialine
CEpBEPa-NOTPEAMTENA cooBWEHWA ayamMTa:

Host 127.0.0.1

| ProgID |.-5.P.GPCD.-5.Ser'-.-'er |

Port 4338

| ServerType |GF‘C |

B XypHane BpeMeHM WUCMOSHEHUA MNOSBUTCA MHCPOPMALMIO O KaTEropusix BaXHOCTU COOBLLEHUI U CUrHanax,

npefHa3HaYeHHbIX AJ1 3anMcy COOBLLEHWI B ;AHHOM CEpBEpE:
HypHaEN BPEMEHK MCMONHEHKA g X

KoHdurypawa npodmTana

KaTeropua easHocTi: Critical; 3HaqyeHwe: 300
Kateropya saxHoCcTH: Important; 3Ha4enwne: 200
KaTeropua sarwHocTi: Info; 3HaueHue: 100
KaTeropua BawHocTI: Debug; 3HaqveHue: 0

HazeaHwe curHana:
HaseaHwe curHana:
HazBaHwe curHana:
HassaHwe curHana:
HazeaHwe curHana:
HazBaHwe curHana:
HassaHwe curHana:
HazBaHwe curHana:
HazeaHwe curHana:
HaseaHwe curHana:
HazBaHwe curHana:

HazeaHwe curHana

DynEvents.MormalDynSignal; Pexam sarmmor: 1; Tun cardana: Mormal
DyrEvents, AdminDynSignal; Pesam 3anmoi: 1; Tun curdana: Admin
DyrnEvents.UserMameDynSignal; Pexuam 3anmmon: 1; Tun aardana: UserMame
DynEvents. DisplayMameDynSignal; Pexam sanmaa: 1; Tin carnana: DisplayiMame
DyrEvents, GroupMameDynSignal; Pestiam samiod: 1; Tun oursana: GroupMame
DyrnEvents. WorkstationMameDynSignal; Pexaam sanmom: 1; Tun ourdana: WorkstationMame
DynEvents.MormalMessage; Pexum sanmon: 23 Tun asrnana: Mormal

DyrEvents, AdminMessage; PeskiaM 3amioi: 2; Tun curHana: Admin
DynEvents,.UserMameMessage; PexiM 3anuvon: 2; Tun curHana: UserMame
DyrEvents.DisplayMameMessage; PesxiaM 3amikod: 2; Tun curbana: DisplayMame
DynEvents. GroupMameMessage; PexM 3anuod: 25 Tun adardana: GroupMame

: DynEvents. WorkstationMameMessage; Pesam sarmon: 2; Tun curnana: WorkstationMame

1. PYKOBOACTBO MONb30BATENA

45



46 SEPLATFORM.HMI.SECURITY. PYKOBOOCTBO MNONb30BATEIA

CpaBHUTE 3HAYEHNS B OKHE NMPOEKTa CO 3HAYEHUAMMU, YKa3aHHbIMU B KOHUry paLMoHHoM chaiine - oHu 6yayT
coenapaTb. Hanpumep:

MNet-areHT 127.0.0.1 KaTtanor agMuHMcTpaTopa LDAP

K.opHeBol KaTanar

LDAP

[=] seplatform securty agent xml E3

1 <SePlatform.Security.Agent>

2 <EntryPointNethAgent Address="127.0.0.1" Fort="1010"/>

3 = <LdapHosts>

i <LDAPServer Eddress- Pn:nrt=->

5 - </LdapHosts>

T <LdapPassword value="GODPTEWzSLsVCTInObwhNEzg]9Xh,/f+8EYTE" />
8 <LdapSecure valus="False"/ >

MoppobHee ¢ ocTanbHbIMK CBOUCTBAMMU, (PYHKLMSMU M COOBITUSIMU KOMMOHEHTa MacTep KOHGUIypUpoBaHUs
Security MOXHO 03HaKOMUTLCSA B CNPaBO4HOM pyKoBoacTse (CTp. 116).

1. PYKOBOOCTBOMOJIb3OBATENA
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2. CnpaBo4HOe pyKOBOACTBO

47

2.1. KoHTekcT 6e3onacHoctu (SecurityContext)

KoMMoHeHT npegHa3HayeH Ana B3aumoaencTaus ¢ nogcuctemon 6ezonacHoctn SePlatform.Security. 310
Mo3BONSET:

> OCYyLLEeCTBIIATb BXOA4 C YYETHbIMU JAHHBbIMU U BbIXOA4,;

> ynpasndrb VIHCbOpMaLLVIeVI O TeKyLlleMm nosrb3oBaTesie: pa3peleHnamMmun, 3anpetamu, y4eTHbiIMn iaHHbIMUA,
Nnonb30BaTeliIbCKUMU cecCnamMum;

> nony4yaTb MHopmaumio o coeamHeHnn ¢ AreHT SePlatform.Security;

Kpome TOro, KOMMNOHEHT obecneurBaeT 06MeH OaHHbIMUN MeXAYy OCTalbHbIMW KOMIMNOHEHTaMU pacLUNpeHNA
SePlatform.HMI.Security u noacuctemoit 6e3onacHoctn SePlatform.Security.

2.1.1. CBouncrBa

CurrentUser

JloruH Tekywero nonb3osBatens. Tun 3HayeHns - string.

TonbKo ANsi YTEHMS B pEXMME paHTarma.

MPUMEP
Bbi30B: SecurityContext.CurrentUser

Mpumep 3HaveHns: «ivanov».

C mMomeHTa BBOA@ KOPPEKTHBIX YHYETHbIX AaHHbIX NoAcucTeMa 6€30MacHOCTU PErMCTPUPYET BOLLEALLIETO
KakK TekyLLero nonb3oBatens. [ns Bcex CBONCTB, (YHKLMN U COObITUIN NPEeOCTaBNAETCA KOHTEKCT
TeKyLLero nonb3oBaTterns.

CurrentUserld

Y HuKanbHbIN ngeHTudgurkaTop (uid) TekyLiero nonb3osaTens. Tun 3HayeHns - string.

TonbKo ANsi YTEHMS B pEXUME paHTarma.

MPUMEP
Bbi30B: SecurityContext.CurrentUserld

BI/I,CI, 3Ha4YeHua: a|phaZXXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX

Mpumep 3Ha4YeHns: «alpha:c3a997bl-326e-42ee-8907-e359fcl7feb7».

Y H1KanbHbI naeHTUdgmKaTop hopMupyeTcs NoacUcTeMoi 6€30MacHOCTY B MOMEHT CO34aHNS YYETHON
3anucu.

2. CIIPABOYHOE PYKOBOOCTBO
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CurrentUserDisplayName

OT06paxaemoe MMs TEKYLLEro nonb3oBaTtens. Tun 3HayeHus - string.

TonbKo onsa YTeHus B pexunme paHTaVlma.

NMPUMEP

Bbi30B: SecurityContext.CurrentUserDisplayName

Mpumep 3Ha4YeHns: «MBaHOBY.

GuestMode

Mpun3Hak rocteBoro pexvma. Tun 3HaveHus - bool.

TonbKo AN YTEHUS B pEXUME paHTalima.

MPUMEP

Bbi30B: SecurityContext.CurrentUser
3HaueHue:
> «true» - TEKYLLMM MONb30BaTENEM ABNAETCA NONb30BaTENb MO YMONYaHUIO;

> «false»- TeKyLLl,VII?I nonb3oBartesib Bowesn ¢ JINYHbIMUW YHETHbIMU AaHHBbIMW.

Connected

CocTosHue coepmHenns ¢ AreHT SePlatform.Security. Tvn 3HauyeHus - bool.

TonbKo onsa YTeHus B pexunme paHTaﬁma.

MPUMEP
Bbi30B: SecurityContext.Connected

3HayeHue;
> «true» - ecTb coepguHeHue ¢ AreHT SePlatform.Security;
> «false» - HeT coepuHenus ¢ AreHT SePlatform.Security.

ConnectionError

TekcT owmnbku coeguHerusn ¢ AreHT SePlatform.Security. Tvn 3HaueHus - string.

TonbKOo ANS YTeHWs B peXyuMe paHTanma.

MNPUMEP
Bbi3oB: SecurityContext.ConnectionError

[MpuMep 3HaueHus: «CoeauHeHne ¢ Net areHTom pa3opBaHo. Koj oumbkul».

2. CMMPABOYHOE PYKOBOOCTBO
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SessionStartTime

MeTka BpemMeH/ Havana TeKyLLen ceccum nonb3oBartens. Tun 3HadeHus - timestamp.

TonbKo onsa YTeHus B pexunme paHTaVlma.

NMPUMEP

Mpumep BbI3oBa: Text_Msg.Text = DateTime. ToString(SecurityContext.SessionStartTime)
Mpumep 3HaveHns: «13.08.2021 09:20:14» nocne npumeHeHus pyHkuum DateTime.ToString().

InactiveRemainTime

OcTaBLueecs BpeMs HEaKTUBHOCTU Nonb3oBatens. Tun 3HavyeHns - uint4, eanHuL.a usmepeHmns - CekyHaa.

TonbKo AN YTEHMS B pEXMME paHTaliMa.

B momeHT, Korga nonb3oBaresb nepecTaeT B3aumopencteosatb ¢ APM, 3anyckaeTtca Tanmep,
OTCYMTbIBAIOLLMIN OCTaBLUEECSH BPEMSA HEAKTUBHOCTW.

3HayeHne MakCMManbHOro BpeMeHV HeaKTUBHOCTU 419 TEKYLLLEro Nnonb30BaTtend yKka3aHo B npase
MakcumanbHoe Bpems 6e3peiicTBuA, MuH (MaxIdleTime). HasHauuTb npaBo MoxHo B KOHGUrypaTop
SePlatform.Security.

Mo ucteyeHmu YKa3aHHOro B npaBe BpeMeHn CeCChd TeKyLLEero nofib3oBaresid asToMaTu4eckun
3aBepLlaeTcA.

NMPUMEP

Bbi30B: SecurityContext.InactiveRemainTime

[na oTcnexuBaHna akTMBHOCTY A0MXEH BbINOMHATHCA npouecc SePlatform.Security CheckActivity
Executable, 3anyckaembin yTunuton seplatform.security.useractivity.exe.

SessionDurationLimit

MakcumanbHasa anuMTenbHOCTb ceccumn TeKyLlero nonb3oBaTtend. Tun 3HaueHus - uint4, eguHnua N3MepeHns -
CeKyHaa.

TonbKo onsa YTeHus B pexunme paHTaﬂma.

3HayeHne MakcMMarnbHOWM ANIUTENbHOCTU CECCUM A1 TEKYLLLEro NOSIb30BaTenNs ykasaHo B Npase
MakcumanbHoe Bpemsi ceccuu, MuH (SessionDurationLimit). HazHauuTb npaBo MOXHO B
KoHdurypatop SePlatform.Security.

2. CIIPABOYHOE PYKOBOOCTBO
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MPUMEP

Bbi30B: SecurityContext.SessionDurationLimit

Mpumep 3HaYeHnA: «120».

SessionExpiresin

OcTaBLueecs BpeMSA [,0 3aBepLUeHns TeKyLLen ceccun. Tun 3HaveHus - uint4, eguHyLa 3MepeHust - cCekyHaa.

TonbKo AN YTEHUS B pEXMME paHTarma.

B MomeHT, Korga nonb3oBaTtenb coBepLlaeT BXxon, C NIN4HbIMU YY4ETHbIMU AaHHbIMW, 3anyCcKaeTca Taﬁmep,
OTCUUTbIBAKOLLUIA OCTaBLLIEECS BpemMA 00 3aBepLieHna ceccun.

3HaueHne MakCcUMarbHOro BpeMeHMW ANMTENbHOCTY CECCUM A1 TEKYLLLEro Nonb30BaTens ykasaHo B Npase
MakcumanbHoe BpeMsi ceccuum, MUH (SessionDurationLimit). HazHaunTb npaBo MOXHO B
KoHdurypaTtop SePlatform.Security.

Mo ucTeyeHmMn ykasaHHOro B NpaBe BPEMEHN CECCUS TEKYLLIErO NOSIb30BaTeNa aBTOMaTU4eckun
3aBepLiaeTcA.

MPUMEP

Bb130B: SecurityContext.SessionExpiresin

Mpumep ncnonb3oBaHWs: Y BeaomneHne 06 orpaHn4eHnn AnuTenbHocTn ceccum (cTp. 18).

PasswordExpires

Hanwnuue orpaHnyeHunin cpoka genctausa napond. Tun 3HaveHus - bool.

TonbKo AN YTEHUS B peXUME paHTanma.

3HayeHve onpeaenaeTca HannuneM y TeKyLLLero nofib3oBaTterns Npasa Cpok AeACTBUA naponsd, AHewn
(PasswordAge). HasHaunTb npaBo MoxHo B KoHdurypatop SePlatform.Security.

MNPUMEP
Bbi3oB: SecurityContext.PasswordExpires

3HayeHue:
> «true» - eCTb OrpaHW4YeHns Cpoka AenCcTBuUs napons;

> «false» - HET OrpaHUYEHUIn CpoKa AeCTBIA Naporns.

PasswordExpiresSoon

YBeOoMIieHre 0 CKOPOM UCTEYEHWUM CPpOKa AeNCTBUA naponsa. Tun 3HadeHus - bool.

TonbKo onsa YTeHus B pexunme paHTaVlma.

2. C[IPABOYHOE PYKOBOOCTBO
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3HayeHne CBONCTBA CBSA3AHO CO 3HaYeHusiMu npaB Cpok geincTBuA naponsd, gHeil (PasswordAge) u
YBegomneHue o cMmeHe napons, paHei (PasswordNotifyForChange) Tekyliero nonb3oBaTens.
OcTaBLUeecs BpeMa AeNCcTBUA Napons CpaBHNBAETCS CO CPOKOM YBELOMIIEHNS O CMEHe Napors.

HazHauutb npaBa moxHo B KoHurypaTtop SePlatform.Security.

NPUMEP

Bbi3oB: SecurityContext. PasswordExpiresSoon
3HayeHue:
> «true» - OCTaBLUEeCH BPeMs AENCTBUS MApOns BHYTPU CPOKa yBEAOMIIEHNA O CMeHe Napons;

> «false» - OCcTaBLleeCHd BpemMs nencreus naponA BHe CpokKa yBeAOoMJ1EHNA O CMEHe Napond.

PasswordEXxpiresin

OcTaBLueecs BpeMs OencTBms napons. Tun 3HavyeHus - uint4, eguHmLa U3MepeHust - CeKyHaa.

TonbKo gnsa uTeHus B pexunme paHTa|7lma.

B MOMeHT, Korfa nonb3oBaTefnb MEHAET naposnb, 3arnyckaeTca Taﬁmep, OTCUMTbIBaIOLLMI OCTaBLUEECS
BpeMA nencTeus naponsa.

3HauyeHve cpoka AeNCTBUA Naporns AN TEKYLLEro Nonb30BaTerns yka3aHo B npaBe Cpok AeicTBUA napons,
AHeli (PasswordAge). HasHaunTb npaBo MoxHo B KoHdurypaTop SePlatform.Security.
Mo McTeYEeHU yKa3aHHOro B MpaBe BPEMEHH MOMbITKM BXOA,A MONb30BaTers OTKIIOHATCS NOACUCTEMON

6e3onacHocTn SePlatform.Security. Y3HaTb 0 TOM, 4TO CPOK AEACTBUSA NAPOSIsi UCTEK, MOXHO C NOMOLLIbIO
cobbITnA LoginRejected kKommnoHeHTa KoHTeKcT 6e3onacHocTH (CTp. 58).

NPUMEP

Bbi30B: SecurityContext.PasswordExpiresin

Mpumep ucnonb3oBaHus: Y BeAomneHne 06 nctedeHumn cpoka aencTans napons (ctp. 20).

LoginError

TekcT owmnbkm Bxoaa. Tun 3HaYeHus - string.

TonbKo gnsa YTeHus B pexunme paHTa|7lma.

MPUMEP
Bbi30B: SecurityContext.PasswordExpiresin

Mpumep 3HayeHns: «Ha y3ne 'LOCAL' 3adukcupoBaHa owmbka: Cnyx6a 'SECURITYAGENT' He
3aperucTpupoBaHa».

LoginRejectReason

anIHVIHa OTKJIOHEHUS BXOf,a MOL4CUCTEMOMN 6e3onacHocTu. Tun 3Ha4YeHus - string.

2. CIIPABOYHOE PYKOBOOCTBO



52 SEPLATFORM.HMI.SECURITY. PYKOBOOCTBO MNONb30BATEIA

TonbKo gnea YTeHus B pexunme paHTaﬁma.

Moacrctema 6€30NacHOCTM OTKITOHSIET BXO[, npu:
> BBO[E HEBEPHbIX YYEeTHbIX AaHHbIX;
> NCTeYeHnn CpoKa nencreud napon4;

> OTCyTCTBWM NpaB Ha BXop,

MPUMEP
Bbi30B: SecurityContext.LoginRejectReason

Mpumep 3Ha4YeHns: «HeBepHble y4eTHble AaHHble».

PasswordChangeError

TeKkcT owmnbKM, BO3HMKAIOLLEN NPK NOMbITKE CMeHbI Napons. Tun 3HayeHus - string.

TonbKo onsa YTeHus B pexunme paHTaVlma.

NMPUMEP

Bbi30B: SecurityContext.PasswordChangeError

Mpumep 3Ha4yeHns: «He Bblllen MUHUMaNbHLIA CPOK AEWCTBUSA Maponsa».

GroupCount

KonwnyecTBo rpynmn, B KOTOPbIX COCTOMT TEKYLLMI Nofib30BaTenb. Tun 3HayeHus - uint8.

TonbKo ANs YTEHUS B pEXMME paHTarMa.

MPUMEP

Bbi30B: SecurityContext.GroupCount
Mpumep 3HaYeHns: «2».

2.1.2. ®yHKUUHU
Login
void Login(string login, string password)

BbinonHsaeT nonbiTKy BXoAa.
AkTuBUpYeT cobbiTue LoginStarted (cTp. 58).

BxopgHble napameTpbl:
> noruH (Tun 3HaveHus - string);

> naporb (TN 3Ha4yeHus - string).

2. C[IPABOYHOE PYKOBOOCTBO
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MPUMEP

Bbi30B: SecurityContext.Login("login", "password")
Pe3ynbrart:

> BXOA NPOV3BELEH;

> BXOf He NPpOou3BELEH.

NcnonHenne dyHKL MM OCTaHaBNMBaET Apyrue NpoLecchl B MPOeKTe A0 TEX Nop, NoKa BXof He byaeTt
BbIMOIMHEH UMW HE BO3HWKHET onbKa BxoAa. [103ToMy NpoekT B peXuMe UCMONHEHN MOXET 3aBucaTh.
[nsa sxoga ny4wwe vcronb3osatb dyHKUMIO AsyncLogin.

AsyncLogin
void AsyncLogin(string login, string password)

BbINONHAET NOMbITKY aCMHXPOHHOIO BXOAA.
AkTusmpyert cobbliTue LoginStarted (cTp. 58).

BxogHble napameTpbl:
> norvH (Tun 3Ha4eHus - string);

> naporb (TN 3Ha4yeHus - string).

NMPUMEP

Bbi30B: SecurityContext.AsyncLogin("login", "password")
Pesynbrart:

> BXOA NPOV3BELEH,;

> BXOf He Npou3BeLEH.

AsyncLoginWithPasswordChange

void AsynclLoginWithPasswordChange(string login, string oldPassword, string newPassword)

BbINONHAET NOMbITKY aCMHXPOHHOIO BX0OAa C M3MEHeHneM napons.
AkTuBmpyert cobbliTue LoginStarted (cTp. 58).

BxogHble napameTpbl:
> norvH (Tun 3Ha4eHus - string);
> cTapbli naponb (Tun 3HaveHus - string);

> HOBbIV Maporb (TUN 3Ha4YeHus - string).
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MPUMEP

Bbi30B: SecurityContext.AsyncLoginWithPasswordChange("login”, "oldpassword", "newpassword")
Pesynbrart:
> naporib U3MEHEH, BXOA, NPON3BELEH;

> naporib He N3MEeHEeH, BXOf, He NPOV3BELEH.

N3MeHnTb Naporb HeNb3s, €CIAN HE UCTEK MUHMMarbHbIN CPOK AEUCTBUS Mapons, yKa3aHHbI B npaBe Cpok
OeACTBMA naponA, fHeit (PasswordAge).

ChangePassword

bool ChangePassword(string oldPassword, string newPassword)

BbinonHser nonbITKY NSAMEHeHNA NaponAa AnAd TeKyLliero nosib3oBarternAa.

BxoaHble napameTpbl:
> cTapbli naponb (Tun 3HaveHus - string);

> HOBbI Maporb (TN 3HaYeHus - string).

NPUMEP

Bbi30B: SecurityContext.ChangePassword("oldpassword", "newpassword")
Pe3ynbTart:
> Naporib U3MEHEH;

> naposib He USBMEHEH.

N3mMeHnTb Naponb Henb34, ECN He UCTEK MUHUMaT bHbIA CPOK AENCTBUA Mapons, yKa3aHHbIi B npaBe Cpok
helcTBuA naponsa, AHei (PasswordAge).

Logout

void Logout()

BbinonHaeT BbIXOA4 Nonb30BaTens.

PyHKUMA He TpebyeT BXOAHbIX MapaMeTpoB.

MNPUMEP
Bbi3oB: SecurityContext.Logout()

Pe3yn bTaT: 3aBepLleHne ceccun. TeKyLLI,VIM nonb3oBaTtesieM CTaHOBUTCA NOoJib30Barteslb, YbA y4eTHadA
3anncb yKa3aHa no ymMmosn4aHuto.
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Group

string Group(uint8 groupNumber)

MpepocTaBnseT Ha3BaHWe rpynnbl, B KOTOPO COCTOUT TEKYLLMI NONb30BaTeNb, N0 €€ HoOMepy B CM1CKe.

BxoaHow napameTp - NopsAKOBbI HOMep rpynnbl B CIMCKE rPynn TEKYLLEro nofib3oBaTtens (TUn 3HadeHus - uint8).

Hymepauus rpynn nonb3oBaTesns B CNMCKe HAUMHAETCS C «@»,

NMPUMEP
Bbi30B: SecurityContext.Group(0)

GroupDisplayName

string GroupDisplayName(uint8 groupNumber)

npe,D,OCTaBJ'IFleT 0T06pa>KaeM0e nMA rpynnbl, B KOTOpOI7I cocTout TeKyLLl,VII;I nonb3oBarenb, Nno eé HOMepY B CMNUCKe.

BxopgHon napameTp - NopsaaKoBbIA HOMEp rpynmbl B CAXCKE rpynn TEKYLLEro nonb3oBaTtens (TUn 3HayeHns - uint8).

Hymepau,vm rpynn nosib3oBaTens B CMMCKE HAYNHAETCSH C «O».

MPUMEP
Bbi30B: SecurityContext. GroupDisplayName(0)

[Mpymep ncnonb30BaHus:

LogAudit

void LogAudit(string message, uint4 importance)

DyHKLMA, 3anncbiBaoLLasn coobLLeHne ayamuTa C yKa3aHHON BaXHOCTbLIO.

Ay[uT - 370 3anUcb COOBLLLEHNI OT MoACMCTEMbI 6e30onacHoCTM B 6a3y AaHHbIX Ha cepBepe.

BxogHble napameTpbl:
> coobLeHne, KOTopoe Heo6XOoAMMO OTMNPaBUTL Ha ayauT (TWUM 3HaYeHNs - string);

> ypOBeHb BaXHOCTU COODLLIEHUS, OLLEHEHHBIN Mo YeTpexbanbHoi wkane, rae 0 - Hanbonee BaxHoe
coobuieHve, 3 - HaumeHee BaXHOe COOobLLeHMe (TUN 3HaueHus - uint4).

MoppobHee HacTpoliKa 1 UCMonb30BaHWe ayauTa coobLLeHui onncaHbl B AoKyMeHTaumm Ha SePlatform.Security.
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MPUMEP

Bbi30B: SecurityContext.LogAudit("O6HoBMN 3anuck B XypHane",2)

LogAuditExt

void LogAuditExt(string message, uint4 importance, string type)

CDYHKLI,VIFl, 3anucbiBatoLLada C006LL|,eHI/Ie ayauTta C yKa3aHHbIMUW BaXHOCTbIO U TUMOM.

AyauT - 370 3anUcb COOBLLLEHNI OT NoACMCTEMbI 6e30onacHoCcTM B 6a3y AaHHbIX Ha cepBepe.

BxogHble napameTpbl:
> coobLeHne, KOTopoe Heo6XOoAMMO OTMNPaBUTL Ha ayauT (TWUM 3HaYeHNs - string);

> ypOBeHb BaXHOCTU COODLLEHUS, OLLEHEHHBIN MO YeTpexbanbHoi Wwkane, rae 0 - Hanbonee BaxHoe
coobuieHre, 3 - HaumeHee BaxHOe CoobLLeHMe (TUn 3HaueHus - uint4);

> Tun cooblienns. 3aeck cneayeT ykasaTb OfQHO U3 3HAYEHUI, ONUCaHHbIX NP HAacTpolike ayanTa B
KoHdurypaunoHHom daine SePlatform.Security - seplatform.security.agent.xml. o ymonyaHuto -
«Normal» nnu «Admin».

MonpobHee HacTpoliKa 1 UCnonb3oBaHWe ayauta coobLeHui onncaHbl B AokyMeHTaumm Ha SePlatform.Security.

MNPUMEP
Bbi3oB: SecurityContext.LogAuditExt("O6HoBMN 3anuck B xypHane",2,"Normal")

ForceStopUserSession

void ForceStopUserSession(string login, string netName)

3aBepLUaeT TEKYLLY0 CEeCCUI0 NOoNb30BaTens.
3aBepLUUTb CECCUI0 MOXHO Kak Ha flokanbHoM APM, Tak 1 Ha yaaneHHom APM, Bxopswem B ceTb SePlatform.Net.

BxoaHble napameTpbl:
> IOrWH Y4eTHOM 3anucu nonb3oBaTens (Tun 3HaveHus - string);

> wumsyana B cetn SePlatform.Net (Tun 3Hayenwns - string). [1ns 3aBepLueHus ceccum Ha nokanbHom APM
ums y3na B cetn SePlatform.Net ykasbiBaTb He HyXHO.

MNPUMEP
Bbi3oB: SecurityContext.ForceStopUserSession("login","NetName")

ResetUserFailedLoginCounter

void ResetUserFailedLoginCounter(string login, string netName)
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C6paCbIBaeT CHYEeTHUK HeyJa4HbIX NOomnbITOK BXOA4a Nnojib3oBarena.

C6pocuTb CHETYMK MOXHO Kak AJ1s1 NOMnbITOK BXxoAda Ha nokanbHom APM, Tak 1 Ha yganeHHom APM, Bxoasiiem B
cetb SePlatform.Net.

BxoaHble napameTpbl:
> IOrWH y4eTHOM 3anucu nonb3oBaTens (Tun 3HavyeHus - string);

> wumsyana B cetn SePlatform.Net (Tun 3Hayenus - string). [1na cbpoca cyeTumka Ha nokanbHoMm APM nms
y3na B cetn SePlatform.Net ykasbiBaTb He HyXHO.

[lns ucnonb3oBaHWs cYeTYMKA HeyAauHbIX MOMbITOK BXOAA NOMb30BaTesNto A0SXHO 6biTb HA3HAYeHO NpaBo
KonuyecTBO HeycnewHbiX MOMLITOK BXOAA A0 BpeMeHHoW 6nokupoBku, wt (MaxAttemptsCount).

NMPUMEP
Bbi3oB: SecurityContext.ResetUserFailedLoginCounter("login”,"NetName")

RemoteGetLoggedUsersList

void RemoteGetLoggedUsersList(string netName)

3anpalumBaeT CNMCoK TEKYLLUX Nofib3oBaTenen Ha yaaneHHon paboyeii ctaHuum B cetn SePlatform.Net.

BxopgHoit napametp - ums paboueii ctaHumm B cetn SePlatform.Net (Tun 3HayeHus - string).

MNPUMEP
Bbi3oB: SecurityContext.RemoteGetLoggedUsersList("NetName")

Pe3ynbTart:

> B Cny4ae yCneLHoro 3aBepLUeHns onepaLmm akTuBupyeTcsa cobbiTue
RemoteGetLoggedUsersFinished (cTp. 60);

> B CRny4ae HeyCrneLHOro 3aBepLUEeHNs onepaLnm akTuBnpyeTcs cobblTne
RemoteGetLoggedUsersFailed (cTp. 60).

B cnyyae ycneluHon akTrBauum cobbiTus CMUCOK MOMECTMUTCS BO BHYTPEHHee
XpaHunuie KOMMNOHeHTa. YTob6bl BOCMONb30BaThHCA AaHHbIMW U3 CMUCKa, I/ICI'IOJ'Ib3yI7IT€ beHKLl,I/II/I
GetRemoteLoggedUserCount() n GetRemoteLoggedUserBylndex().

GetRemoteLoggedUserCount

uint4 GetRemoteLoggedUserCount()

Bo3BpalLaet KonnyecTBo TeKYLLMX Nonb3oBaTenen Ha yaaneHHon paboyeii ctaHumm. MoXeT Mcnonb30BaThCs
TONbKO nocne Bbi3oBa dyHKL MM RemoteGetLoggedUsersList (cTp. 57).

qDyHKLI,VIFI He Tpe6yeT BXOAOHbIX MapaMeTpoB.
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MPUMEP

Bbi30B: SecurityContext. GetRemoteLoggedUserCount()

GetRemoteLoggedUserBylndex

string GetRemotelLoggedUserByIndex(uin4 index)

BosBpallaet norvH o HOro U3 TeKyLLMX Nonb30BaTenel Ha yaaneHHom paboyen ctaHumn. MoXeT ncnonb3oBaTbCs
TONbKO nocre Bbi3oBa yHKUuM RemoteGetLoggedUsersList (cTp. 57).

BxopgHoii napaMeTp - NopsiaKoBbI HOMEP MoNb30BaTens B CMUCKe, NofyYeHHOM B pe3yfbTaTe Bbl30Ba (hyHKLUM
RemoteGetLoggedUsersList() (Tvin 3HaueHus - uint4).

HyMepauMﬂ nonb30BaTerien B CMUCKE HAYMHAETCA C «O».

NMPUMEP

Bbi30B: SecurityContext. GetRemoteLoggedUserBylndex(4)

2.1.3. CobbiTuna

CurrentUserChanged

CwmeHa TekyLLero nofb3oBarens.
AKTMBUpYETCS B MOMEHT PErNCTpaLLmn NoACUCTEMOi 6€30MacHOCTM HOBOIO TEKYLLLEro Nonb30BaTensi.

BozBpaluaeT forvH TeKyLLLEero nosib3oBartenisi B iapameTp user, TUM 3HayeHus - string.

Mpu 3anycke npoekTa SePlatform.HMI B paHTaiim cobbiThe akTUBUpYETCS ABaXAbI.

B nep.bli1 pas - Npy HavyanbHo MHULManM3aL M npoekTa. BTopoit pa3 cobbiTe akTUBMPYETCS, KorAa areHT
nepefaet B MPOEKT UHGIOPMALUIO O TEKYLLEM MOSib3oBaTerne.

MPUMEP
an/IMep mcnonb3oBaHus: Micnonb3oBaHue NnpoeKTa C NpaBamMu nosfb3oBarend no yMmos4aHuo !CTE. 11 )-

ConnectedChanged

CwmeHa cocTosiHus coeimHerus ¢ AreHT SePlatform.Security.
AKTUBMPYETCA B MOMEHT paspblBa Unu nosierieHust coeanHeHns ¢ AreHT SePlatform.Security.

BosBpallaeT cocTosHMe B NapamMeTp connected, TMN 3Ha4YeHus - bool. MNapameTp MOXeT NpUHUMaTb 3HaYEeHUs:
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> «true» - ecTb coeguHenue ¢ AreHT SePlatform.Security;
> «false» - HeT coeguHeHus ¢ AreHT SePlatform.Security.

PasswordExpiration

YBenomrieHne 06 UCTEYEHUM CpoKa AeicTBUA Napons.

AKTUBMPYETCA NPY BXO/E C YYETHLIMU AaHHLIMM B CryYae, ecriv oCTaBLLIEeecsa BpemMs AeiCTBUA Naposs HaxoamTca
BHYTPMW CpPOKa YBEAOMJIEHUSI O CMEHE NMapors.

BosBpallaet Bpems, ocTaBLLEeecs [0 OKOHYaHWA [eicTBIUA naponsd, B napaMeTp timeRemain, TUN 3HayeHus - uint4.

CobbiThe MOXHO UCMONb30BaTh NMPY HANMYMK Y TEKYLLLETO MOSIb30BaTESSA NpaBa YBeAOMIEHME O CMeHe
napons, AHeit (PasswordNotifyForChange). HazHauutb npaBo MoxHo B KoHurypatop
SePlatform.Security.

LoginFailed
BO3HMKHOBEHME OLLNOKMN Npu NonbITKe BXoaa.

AKTUBMpYeTCA Npu npobrnemax coeanHeHusi ¢ AreHT SePlatform.Security.

BosBpallaet TekcT onbKmM B napameTp errorMessage, TUN 3Ha4eHus - string.

LoginStarted

3aI'IyCK nonbITKN BXoAa.

AKTUBMPYETCA B MOMEHT Nepenayun BBeleHHbIX YYEeTHbIX AaHHbIX nogcucTeme 6esonacHocTn SePlatform.Security.

LoginRejected

OTKMoHeHWe NomnbITKU BXoAa noacuctemoit 6esonacHoct SePlatform.Security.

AKTUBMpPYETCA B MOMEHT BXOAa MNpu:
> BBO/E HEBEPHbIX YYETHbIX AAHHbIX;
> WCTEYeHUU CpoKa AeNCTBUS Napors;

> OTCYTCTBWW MPaB Ha BXOA.

MPUMEP
I'Ipmmep NCNonb30BaHUA: ,D,eMOHCTpaLI,VIFI pasrpaHn4yeHna gocTyna B NpoeKTax !CTE. 9)

AuditFailed

Owwnbka ayanta coobLeHWIA.
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AypuT - 3T0 3anuch coobLueHnn B 6a3y AaHHbIX Ha cepeepe.

BozBpaluaet TekcT ownbKmM B napameTp errorMessage, TWM 3Ha4eHus - string.

ForceStopUserSessionFinished

TeKyLLl,aFI ceccuda nosib3oBaTenA 3aBepLleHa.

AKTMBUpYyeTCA B Cry4ae ycreLHoro 3asepLuenus onepauum ForceStopUserSession() (cTp. 52).

ResetUserFailedLoginCounterFinished

Cuetumk Heyaa4dHbIX NOoMnbITOK BXOA4a Nnonb3oBartend c6pomeH.

AKTMBMpYyeTCA B Cnyyae ycnewHoro 3asepLueHns onepaunmn ResetUserFailedLoginCounter() (cTp. 52).

RemoteGetLoggedUsersFinished

MonyyeH cnucok TeKyLLIMX Nofib3oBaTenein Ha yaaneHHon paboden ctaHuum B cetn SePlatform.Net.

AKTMBUpYyeTCA B Crny4ae ycneLHoro 3asepLuexus onepauum RemoteGetLoggedUsersList (cTp. 57). Cnnvcok
noMelLL.aeTcs BO BHy TPEHHEE XPaHUULLLE KOMMOHEeHTa. YTobbl BOCMONb30BaThCS AaHHLIMU U3 CMINCKA, UCMONb3YITe
dyHkuum GetRemoteLoggedUserCount (cTp. 57) n GetRemotelLoggedUserBylIndex (cTp. 58).

RemoteGetLoggedUsersFailed

He ypanock nony4ntb CNNCOK TEKYLLMX NMonb3oBaTeren Ha yaaneHHon paboyei ctaHumm B cetn SePlatform.Net.
AKTMBUpYyeTCA B Crny4ae HeycreLHoro 3asepLueHns onepauun RemoteGetLoggedUsersList (cTp. 57).

BosBpalaet Homep own6Ku B nepeMenHyto errorCode. MNepeMeHHas MOXET NPUHUMAaThL CreayoLLMe 3HaYEHNs:
> «1» - He yaanoch OTNpaBuTh 3arpoc Ha yaaneHHy o MaLlvHY.

>  «2» - MfA yAarneHHoMW MallVHbl COBNagaeT C UMEHEM FOKasrbHON.

2.2. Cnucok nonb3oBatenen (UserList)

KOMMOHEHT, NO3BONAOLLMIA:
> wu3BneKaTb CNMCOK Mnosib3oBaTtenen noacuctembl 6esonacHoctn SePlatform.Security;

> 06HOBMNATb U3BJEUYEHHbIN CNNCOK Monb3oBaTesein.

2.2.1. CBoncrtBa

KoHTekcT 6e3onacHOCTU

Ccblinika Ha anemMeHT Tuna KoHTekcT 6e3onacHocTu, 06ecneumBatoLLmii B3aUMOAEWNCTBIE C MOACUCTEMON
6e3onacHocTn SePlatform.Security.
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Heobxoammo 3anonHnTb Ans B3aumopencTaus ¢ nogeuctemoin 6esonacHoctn SePlatform.Security.

Count

KonnyecTBo nonb3oBaTenei B CNMcke, U3Bre4YeHHOM 13 noacucteMbl 6e3onacHocTy. Tun 3HayveHus - uint8.

TonbKo onsa YTeHus B pexunme paHTaVlma.

61

NMPUMEP

Bbi3oB: UserList.Count

MpymMep ncrnonb3osaHns: Bxop, ¢ NMYHBIMU YHETHBIMU A@HHbIMY (CTP. 12).

IsUpdatePending

CTtaTyc 06HOBEHMs cnmncka nonb3oBaTtenen. Tun 3HayeHus - bool.

TonbKo AN YTEHUS B pEXUME paHTaliMa.

MPUMEP

Bbi30B: UserList.IsUpdatePending
3HaueHue:
> «true» - CNUCOK Nonb3oBaTenen 06HoBNSETCS;

> «false» - CNUCOK Mosib3oBaTtenen He obHoBNAeTCA.

HasError

Hanwnuve ownbok Npn n3BnevYeHnmn nnn 06HOBMEHNM CrKCKa Nonb3oBaTtenei. Tun 3HadeHus - bool.

TonbKo onsa YTeHus B pexunme paHTaﬁma.

MNPUMEP
Bbi3oB: UserList.HasError

3HayeHue;
> «true» - ecTb OLLNOKY;

> «false» - HET OLLNOOK.

Error

TeKCT oMb KN, BO3HMKLLEN npn n3BnevyeHnmn nnn 06HOBNEHNM CNUCKa Nornb3oBaTenei. Tun 3HavyeHns - string.

TonbKo ANS YTeHWs B peXyuMe paHTanma.

MNPUMEP
Bbi3oB: UserList.Error
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2.2.2. ®yHKUUHU

GetLoginName

string GetLoginName(uint8 number)

MpenocTaBnseT N0rMH NONb30BaTENS MO HOMEPY B CNUCKE (TUM 3HaveHus - string).

BxoaHon napameTp - NopsaKOBbI HOMEP JTIOorMHa Nofib30BaTernsl B CUCKe (TWM 3Ha4eHus - uint8).

Hymepau,vm NOrVHOB MONb30BAaTENEN B CMUCKE HAUMHAETCSA C «@».

NMPUMEP
Bbi30oB: UserList. GetLoginName(0)

Mprmep UCMoNb30BaHus - 3anofTHeHe KOMoHeHTa ComboBox forMHaMu BCeX Norb3oBaTernei noacucTembl
6e3onacHocTh B 06paboTumke cobbiTusA ak3emnnsapa UserList:

i: var = 0;

while (i < Count)

//Bns Bcex y4yeTHbix 3anucein (Count)

{

ComboBox_UserList.AddItem(GetLoginName(i));

//pobaBneHne B BbiNaJawWWMi CMMCOK BCEX MMEH MoJb30OBaTesen
i+=1;

}

GetDisplayName

string GetDisplayName(uint8 number)

npe,D,OCTaBJ'IﬂeT nMAa nonb3oBaTtesia no Homepy B Crncke (TI/II'I 3Ha4yeHnA - string).

BxopgHon napameTp - NopsaKoBbIA HOMEP MMEHW NONb30BaTeNs B CNUCKe (TN 3HaveHns - uint8).

Hymepauvm MMEH MNonb30BaTeNen B CNNCKEe HAYMHAETCS C «0».
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MPUMEP

Bbi30B: UserList. GetDisplayName(0)

MprMep Ncrnonb30BaHWS - 3aMofHeHe KOMMOHEHTa ComboBox 0TO6 paxaemMbiMy UMEHaMU BCEX
nonb3oBaTernen nogcucteMbl 6e3onacHoCTU B 06paboTumke cobbiTus aK3emnnspa
UserList:

i: var = 0;

while (i < Count)

//8na Bcex y4deTHbix 3anuceit (Count)

{

ComboBox_UserList.AddItem(GetDisplayName(i));
//0obaBneHve B BbiMagawluii CNUCOK BCeX WMEH noJsib3oBaTenen
i+=1;

}

BeginUpdate
void BeginUpdate()

3anyCKaeT n3BreyeHne unu o6HOBMNEHNE CCKa Nob3oBaTenen.

CDyHKLI,Mﬂ He Tpe6yeT BXOAHbIX MNapaMeTpoB.

NMPUMEP
Bbi30B: UserList.BeginUpdate()

PesynbTart: akTuBauumsa cobbitua UpdateStarted (cTp. 63).

2.2.3. CobbiTuA

UpdateStarted

3anyu.|,eHo n3BneveHve unmn obHoBNeHne cnnucka nonb3oBaTenen.

AKTMBUpYyeTCS B pe3yrnbTaTe yCrneLHoro 3asepLueHuns onepauum BeginUpdate() (cTp. 62).

UpdateFinished

V3BneyeHne nnm o6HOBMNEHME CNUCKa NOMb30BaTENEeN 3aBEPLLEHO.

MPUMEP
MpyMep ncrionb3osanHus: Bxop, ¢ NMMYHLIMU YHETHLIMU A@HHbIMY (CTP. 12).
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2.3. Hactpoiika 6e3onacHoct: KOHTpOsib LLeSIOCTHOCTH
(SecuritylntegrityControl)

Mopcuctema 6e3onacHocTn SePlatform.Security no3sonsieT KOHTPONMPOBaTb LLENOCTHOCTb YKa3aHHbIX halnos u
nanok. Ha ocHoBe KOHTPONbHOM CyMMbI (haiinoB 1 Nanok co3faeTcs aTanoH coctosHus. Korga Heobxoamnmo
MPOBEPUTBL MX LLeNOCTHOCTb, CYATAETCA TEKYLLAA KOHTPOMbHAsA CyMMa 1 CPaBHMBAETCS C 3TaNOHHbIM 3HAYEHNEM.

KoMnoHeHT HacTpoiika 6e3onacHocTu: KOHTponb LEeNoCTHOCTU NpefHa3HavyeH ans:
> co34aHud 3TanoHa CocToAHNA hannoB 1 nanok;
> BbINOSIHEHNS NPOBEPOK COCTOSHMA (halIioB U Narok;

> nony4yeHust nicpopmaLmm 06 M3MeHeHUsX B daiinax v nankax.

NPUMEP

CueHapuii NnpMeHeHns KOMMoHeHTa onucaH B pasaene 1.6. KoHTtpornb LenoctHocTy (cTp. 33).

2.3.1. CBouncrBa

KoHTekcT 6e30nacHOCTU

Ccblfnika Ha anemeHT Tuna KoHTekcT 6e3onacHocTu, obecrneynsaloLLmii B3aMMmoaencTame ¢ noacucTemMon
6e3onacHoctn SePlatform.Security.

Heobxoaumo 3anonHuTb A1 B3aMMoaencTBus ¢ nogcuctemont 6esonacHoct SePlatform.Security.

IC_List_JSON

PesynbTaT npoBepku LLenocTHOCTM dhannos 1 nanok. MNMpegocTtaenserca B popmate JSON. Tun 3HaueHus - string.

TonbKo ANs YTEHUS B pEXMME paHTarMa.
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MPUMEP

Bbi30B: SecuritylntegrityControl.IC_List_ JSON

Pesynbtar
{
"date last check": "01.01.2021 00:00:01",
"creator": "Guest (name)",
"date etalon created": "01.01.2021 00:00:00",
"data": [
{
"Ip": "O",
"ParentID": "-1",
"Dir": "1",
"hasRefValue": "0O",
"name": "C:\\Users\\controled objects",

"MD5 onStart":

"date onStart":

"status": "4",

"MD5 current":

"date current":

wn
4

"MD5 etalon":
"date etalon":

s

"TD" . "l"
. 4

mwn
4

"01.01.2021 00:00:00",

mwn
4

mwn

wn

"ParentID": "O0O",

"Dir": "O",

"hasRefValue":

"O",

"name": "exl.txt",

"MD5 onStart":

"date onStart":

"status": "4",
"MD5 current":

"date current":

mwn
4

"MD5 etalon":
"date etalon":

"cadf2174b6£f£3£2d027ee2393££0a392",
"01.01.2021 00:00:00",

"cadf2174b6£f£3£2d027ee2393££0a392",
"01.01.2021 00:00:00",

mwn

OcHoBHOI1 siBNsieTcA cneaytoLas MHhopMauus:

> date_last_check - pata nocnegHei NpoBepKy LLENOCTHOCTH;

> date_etalon_created - garta co3gaHus 3TanoHa;

> Dir-donar gupektopum:

> «1»: NpOBEpPSEMbI OO BEKT - AUPEKTOPUS;

>  «@»: MPOBEPAEMBbI 0O BHEKT - hann;

> status - cocTosiHME NpoBEpPAEMOro obbekTa:
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>  «@» - ONOOK HeT;

> «4» - haiin He CcyLLeCTBYET, MO0 YyKa3zaHa CUMBOSTMYECKAsA CChINTKa Ha HECYLLLECTBY HOLLMIA
dain/gupexkToputo, NM60 HeAOCTaTOYHO NpaB Afs YTeHus aina;

D> «6» - UI3SMeHUNach garta usMmeHeHus parna, npyu 3TomMm KOHTpPosibHasA cyMMa ¢paina coBnagaer ¢
3TarnoHHOK;

D>  «8» - HapyLLEeHa LEeNnoCTHOCTb (hanna (KOHTPOsbHbIE CYMMbI HE COBMaAatoT);

> «16» - 0OHapyXeH HOBbI (hain (019 HEro HET 3TaNOHHOMO 3HAYEHMSI).

2.3.2. ®yHKUMU

Update_IC

void Update_IC()

BbinonHsieT NpoBepKy LLenocTHOCTU halnos 1 Nanok:
> BbIYMCNAET TEKYLLYIO KOHTPOSbHYIO CYMMY;

> cpaBHuBaeT pe3ynbTaT C 3TaJIOHHbIM 3Ha4YEeHUNEM.

CDyHKLI,Mﬂ He Tpe6yeT BXOAHbIX MNapaMeTpoB.

MPUMEP
Bbi30B: SecuritylntegrityControl.Update_IC()

PeaynbTart:
> B cCny4ae yCreLHOro 3aBepLUeHns onepauumy aktuempyetca cobbitne UpdateFinished (cTp. 68);
> B Cry4ae HeyCneLIHOro 3aBepLueHuns onepau v akTuempyetcsa cobbiTue UpdateFailed (cTp. 68).

Get _IC List

void Get_ IC List()

3anpaluvBaeT pe3ynbTaT NPoBEPKM LLeNOCTHOCTY ¢haiirios 1 Narnok.

qDyHKLI,MFI He Tpe6yeT BXOAOHbIX MapaMeTpoB.

MPUMEP
Bbi3oB: SecuritylntegrityControl.Get_IC_List()

Pe3ynbrart:
> B Cny4ae ycneLuHoro 3aBepLUeHns onepaLum akTueupyetca cobbliTve ListisReady (ctp. 68);
> B cCny4ae HeyCneLlHOro 3aBepLueHuns onepalum akTueupyeTca cobbiTue GetlistFailed (cTp. 68).
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Create_IC_Etalon

void Create_IC_Etalon()

Co3paeT aTanoH Ha OCHOBE TEKYLLLEro COCTOAHUS halnnoB 1 Nanok:
> BbIYMCNAET TEKYLLYIO KOHTPOMbHYIO CYMMY;

> COXpaHAET 3Ha4yeHne B Ka4eCTBe 3TallIOHHOrO.

qDyHKLI,VIFI He Tpe6yeT BXOAOHbIX MapaMeTpoB.

67

MPUMEP
Bbi3oB: SecuritylntegrityControl.Create_|IC_Etalon()

Pe3ynbrart:
> B Crny4ae ycneLuHOro 3aBepLUeHns onepaLumn akTuempyetcs cobbiTne CreateFinished (cTp. 68);
> B cCny4ae HeyCneLHOro 3aBepLueHns onepaum akTuBupyeTcs cobbiTue CreateFailed (cTp. 68).

UpdateRemote_IC

void UpdateRemote_IC(string netName)

AHanorunyHo dyHkuum Update_|C(), Ho Ha yaaneHHoi paboyeit ctaHuum B cetn SePlatform.Net.

BxopgHoit napametp - ums paboueii ctaHumm B cetn SePlatform.Net (Tun 3HayeHus - string).

MNPUMEP
Bbi3oB: SecuritylntegrityControl. UpdateRemote_|C("Netname")

Pe3ynbTart:
> B Crny4ae yCneLuHOro 3aBepLUeHns onepauumn akTusmpyetcs cobbitne RemoteUpdateFinished (cTp.
68);
> B Cny4ae HeyCneLIHOro 3aBepLueHuns onepawmm akTueupyetcsa cobbiTne RemoteUpdateFailed (cTp.
68).

GetRemote IC_List

void GetRemote IC_List(string netName)

AHanornvHo dyHkumm Get_|IC_List(), Ho Ha yaaneHHomn pabodeit ctaHuum B cetn SePlatform.Net.

BxopnHoit napametp - ums paboueii ctaHumm B cetn SePlatform.Net (Tun 3HaueHusn - string).
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MPUMEP

Bbi30B: SecuritylntegrityControl. GetRemote_IC_List("Netname")

Pesynbrart:
> B Cry4ae yCneLHOro 3aBepLLeHns onepaLum akTveupyetcs cobbiTne RemoteListisReady (cTp. 68);
> B Cry4ae HeyCneLIHOro 3aBepLUeHuns onepaum akTuempyetcsa cobbiTne RemoteGetlListFailed (cTp.

68).

CreateRemote IC Etalon

void CreateRemote_IC_Etalon(string netName)

AHanornvHo dyHkuum Create_|C_Etalon(), Ho Ha yaaneHHomn paboyei ctaHumm B cetn SePlatform.Net.

BxopnHoit napametp - ums paboueii ctaHumm B cetn SePlatform.Net (Tun 3HayeHusn - string).

MPUMEP
Bbi3oB: SecuritylntegrityControl.CreateRemote_IC_Etalon("Netname")

Pe3ynbTart:
> B Crny4ae ycneLuHOro 3aBepLUeHns onepaLum akTmeupyetca cobbiTre RemoteCreateFinished (cTp.
68);
> B Crny4ae HeyCneLHoro 3aBepLueHuns onepawum akTuempyetcsa cobbiTue RemoteCreateFailed (cTp.
68).

2.3.3. CobbiTusa

UpdateFinished

BbinonHeHa npoBepka LLenoCTHOCTM (halinoB.

AKTMBUpYyeTCS B Cnyyae ycnewHoro 3asepLueHuns onepauunn Update_|C() (cTp. 66).
UpdateFailed

He yaanocb BbINOMHUTL NPOBEPKY L,eNOCTHOCTH (palnos.

AKTUBMPYETCA B CryYae HeycneLlHoro 3asepLueHuns onepauum Update_|C() (cTp. 66).
BosBpaluaet TekCcT ownbKM B nepemeHHyto errorMessage.

CreateFinished

Co3paH aTanoH cocTosHus anos.

AKTMBUpyETCA B Cnyyae ycneLwHoro 3asepLueHuns onepauumn Create_|C_Etalon() (cTp. 66).
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CreateFailed

He ynanocb co3gaTtb 3TanoH COCTOsIHUA (aliroB.
AKTUBMPYETCA B Cry4ae HeycneLHoro 3asepLueHuns onepauum Create_|C_Etalon() (cTp. 66).

BosBpallaet TekCT onMbKM B NepemMeHHyto errorMessage.

ListisReady

MonyuyeH pe3ynbTaTt NPOBEPKYU LLeNOCTHOCTY (hainnos.
AKTMBUpyeTCA B Cnyyae ycnewHoro 3asepLueHns onepaunmn Get_IC_List() (cTp. 66).

BosBpawaet gaHHble B JSON-chopmaTe B nepemeHHyto IC_List_JSON.

2. CIIPABOYHOE PYKOBOOCTBO
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MPUMEP

PesynbTtat npoBepku B JSON-chopmare:

{
"date_last_check": "01.01.2021 00:00:01",
"creator": "Guest(name)",
"date_etalon_created": "01.01.2021 00:00:00",
"data": [
{

"ID": "e",

"ParentID": "-1",

"Dir": "1",

"hasRefValue": "0",

"name": "C:\\Users\\controled objects",

"MD5_onStart": "",

"date_onStart": "01.01.2021 00:00:00",

"status": "4",

"MD5_current": "",

"date_current": "",

"MD5_etalon": "",

"date_etalon":

s
{
"Ip": "1",
"ParentID": "0",
"Dir": "O",
"hasRefValue": "0",
"name": "ex1l.txt",
"MD5_onStart": "cadf2174b6ff3f2d027ee2393ff0a392",
"date_onStart": "01.01.2021 00:00:00",
"status": "4",
"MD5_current": "cadf2174b6ff3f2d027ee2393ff0a392",
"date_current": "01.01.2021 00:00:00",
"MD5_etalon": "",
"date_etalon": ""

OcHoBHoOW iBNAieTCA crneaytoLwas nHpopmaLms:
> date_last_check - gata nocnegHer NpoBepPKN LLENOCTHOCTH;
> date_etalon_created - pata co3faHus aTanoHa;
> Dir-dnar gupektopum:
D>  «1»: NPOBEpPsIEMbI1 0O BEKT - AUPEKTOPUS;
>  «@»: NpoBepsieMblii 06bEKT - chaiin;
> status - cOCTOsiHME NPOBEPAEMOro 06 bekTa:
>  «@» - OIMOOK HET;
> «4» - paiin He CyLLeCTBYET;

>  «8» - HapyLleHa LenocTHOCTb (hainna (KOHTPOSbHbIE CYMMbI HE COBMaaatoT).
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GetListFailed

He ypanock nonyuntb pe3ynbTaT NPOBEPKU LLeNMOCTHOCTM (halsos.
AKTUBMPYETCA B Cry4ae HeycneLHoro 3asepLueHuns onepauum Get_IC_List() (cTp. 66).

BosBpallaet TekCT onMbKM B NepemMeHHyto errorMessage.

RemoteUpdateFinished

BbinonHeHa npoBepka LenocTHOCTV (hainoB Ha yaaneHHon paboyeii ctaHuum B cetn SePlatform.Net.
AKTMBUpYyeTCS B Cnyyae ycnelwHoro 3asepLuexHus onepauum UpdateRemote_IC() (cTp. 66).

RemoteUpdateFailed

He ypanocb BbINONMHUTL NPOBEPKY LLENOCTHOCTM (halinoB Ha yaaneHHon paboyeit ctaHuum B cetn SePlatform.Net.
AKTMBUpYyeTCA B Cry4ae HeycreLHoro 3asepLueHns onepauumn UpdateRemote_IC() (cTp. 66).

BosBpallaet TekCT onbKM B NepemMeHHyto errorMessage

RemoteCreateFinished

CospaH 3TanoH cocTosHus haiinoB Ha yaaneHHon paboyeit ctaHumm B cetn SePlatform.Net.
AKTUBMPYETCA B Cry4ae ycneluHoro 3aseplueHns onepauum CreateRemote_|C_Etalon (cTp. 66).

RemoteCreateFailed

He yaanocbk co3paTb 3TanoH cocTosiHMS hainnoB Ha yaaneHHon paboyeii ctaHuum B cetn SePlatform.Net.
AKTMBUpYyeTCS B Cny4ae HeycrnelHoro 3asepLueHus onepauumn CreateRemote_IC_Etalon (cTp. 66).

BozBpaluaet TekcT onGKM B NepeMeHHyto errorMessage.

RemoteListisReady

MonyyeH pe3ynbTaT NPOBEPKU LLENOCTHOCTM haltnoB Ha yaaneHHon paboyei ctaHumm B cetn SePlatform.Net.
AKTMBUpYyeTCA B cny4ae ycneLHoro 3asepLueHus onepauum GetRemote_|C_List (cTp. 66).

BozBpaluaeT faHHble B JSON-chopmate B nepemeHHyto [C_List JSON.
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RemoteGetListFailed

He ypanock nony4ntb pe3ynbTaT NPOBEPKU LLEeNoCTHOCTM (halinoB Ha yaaneHHon paboyeli CTaHLun B CETH
SePlatform.Net.

AKTMBUpYyeTCA B Cny4ae HeycreLlHoro 3asepLueHus onepauun GetRemote_|IC_List (cTp. 66).

BosBpalliaet TeKCT oINGKM B NepeMeHHyto errorMessage.

2.4. CtpokoBbIi aneMeHT 6e3onacHocTu (StringTokenProxy)

KomnoHeHT, obecneunBaloLLmii CBA3b CO CTPOKOBbLIM MpaBoM noacuctemsbl 6e3onacHocTy SePlatform.Security.

CBF|3b no3BongdeTt nonyanb pa3peLueH|/|ﬂ n 3anpeTb| and TeKyIJ.l,eFO nonb30BaTend.
7
2.4.1. CBoncrtBa

KoHTekcT 6e30nacHOCTH

Ccblnka Ha anemMeHT Tuna KoHtekcT 6e3onacHocTu, o6ecneyrBaloLLmii B3aMOENCTBUE C NOACUCTEMON
6e3onacHocTu SePlatform.Security.

Heobxoaumo 3anonHnTb ANns B3aMoaencTeus ¢ noacuctemoit 6esonacHoctn SePlatform.Security.

MpunoxeHune (Application)

Nms npunoxeHua, K KOTOpoMy OTHOCUTCA NnpaBo, CBA3aHHOE C 3J1IEMEHTOM. Twn 3Ha4YeHus - string.

MPUMEP
Bbi3oB: StringTokenProxy.Application

lMpuMep 3HayYeHs: «YnpaBneHne cocTosiHueM o6opyAOBaHUSA».

lMpaBo (Right)

Nms npaBa, C KOTOPbIM CBA3aH 3J1IEMEHT. Tun 3Ha4YeHus - string.

NMPUMEP

Bbi30B: StringTokenProxy.Right

Mpumep 3HaYeHUsI: «YnpaBieHne pesepByapom».

AllowedCount

KonunuecTBo pa3peLLeHnin TEKYLLIEro Norb30BaTens B NpaBe, CBA3aHHOM C 3/IEMEHTOM. Tun 3HayeHus - uint4.

TonbKo ANs YTEHUS B pEXMME paHTarMa.
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MPUMEP

Bbi30B: StringTokenProxy.AllowedCount
Mpumep 3HayYeHns: «1».

ForbiddenCount

KonnyecTBo 3anpeToB TeKYLLLEro Nosib30BaTens B NpaBe, CBA3aHHOM C 3/IEMEHTOM. Tun 3HayeHus - uint4.

TonbKo ANsi YTEHUS B pEXUME paHTarma.

MPUMEP
Bbi3oB: StringTokenProxy.ForbiddenCount

[MpuMep 3HaueHUs: «2».

Connected
CocTosHune nognMcku Ha npaeo. Tvn 3Ha4eHus - bool.
Moanncka - 3To COCTOAAHME COeAMHEHNA SfIEMEHTA C YKa3aHHbIM NPaBOM.

TonbKo AN YTEHUS B pEXUME paHTalima.

MPUMEP

Bbi30B: StringTokenProxy.Connected
3HaueHue:
> «true» - NIOQNMCKA aKTUBHA;

> «false» - NOANUCKA HEAKTMBHA.

Error

Owwnbka nognucku. Tun 3HayeHus - string.

TonbKo onsa YTeHus B pexunme paHTaﬁma.

MPUMEP
Bbi30B: StringTokenProxy. Error

MprMep 3Ha4YeHUsT: «He ypanocb MOJyYUTb 3HAYeHUWE TOKEeHa npaBa. 06beKT He HalAeH B XpaHunuue
LDAP»

2.4.2. ®yHKUMU

GetAllowed

string GetAllowed(uint8 number)
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npeﬂOCTaBﬂﬂeT paspelueHne TekyLero nonb3oBsaTend U3 npaesa, CBA3aHHOIO C 3J1IEMEHTOM.

BxopgHon napameTp - NopsaaKoBbI HOMEp pa3peLleHus B CICKE paspeLleHunii TEKyLLEero nonb3osartens (Tvn
3HauyeHus - uint8).

HyMepauus pa3peLLeHmnii HaUMHAETCS C «@».

GetForbidden

string GetForbidden(uint8 number)

rlpe,D,OCTaBJ'I AET 3anpeT TeKyLlero nonb3oBartend 13 npasa, CBA3aHHOIO C 3JIEMEHTOM.

BxopHov napameTp - NopsiAKOoBbLIA HOMEP 3anpeTa B CMNCKE 3aMpeToB TEKYLLEro Nonb30BaTtens (TUn 3HaueHus -
uint8).

Hymepauus 3anpeToB HaYMHAETCA C «@».

2.4.3. CobbiTusa

ValueChanged

CmMeHa TeKyLLEero 3Ha4yeHus npasa.

BoszBpaluaeT TekyLLee 3Ha4eHre B napameTp value, Tun 3Ha4eHus - bool.

ConnectedChanged

CmeHa CoCTosIHMA NOAMMUCKU Ha npaeo.

BozBpalLaeT TekyLlee 3HaYeHne B NapaMeTp connected, TN 3Ha4eHus - bool.

2.5. byneBckuit anemeHT 6e3onacHocTtu (BoolTokenProxy)

KoMMoHeHT, obecneunBatoLLuin CBS3b C FIOMMYECKUM NpaBoM nogacuctembl 6esonacHoctn SePlatform.Security.

CBFI3b NO3BOJ1AET OTCI1EXMBATb U3SMEHEHNE 3HaYEHUA NpaBa AlA TeKyLlJ,eFO nonb30BaTend.
2.5.1. CeouncrtBa

KoHTekcT 6e3onacHOCTH

Ccbinka Ha anemeHT Tvna KoHTekcT 6e3onacHocTu, obecneynBaloLmii B3aMmoaencTeme ¢ noacucteMon
6e3onacHocTn SePlatform.Security.
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Heobxoammo 3anonHnTb Ans B3aumopencTaus ¢ nogeuctemoin 6esonacHoctn SePlatform.Security.

MpunoxeHue (Application)

MIMA npunoxeHns, K KOTOPOMY OTHOCUTCS NpaBo, CBA3AHHOE C 3f1IeMEHTOM. Tun 3HayeHus - string.
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MNPUMEP
Bbi3oB: BoolTokenProxy.Application

[MpuMep 3HauYeHUs: «YnpaBneHne COCTOSAHUEM O6OpYAOBaHUA®.

Mpaso (Right)

Nms npaBa, C KOTOPbIM CBA3aH 3J1IEMEHT. Tun 3Ha4eHus - String.

NMPUMEP
Bbi3oB: BoolTokenProxy.Right

MpyMmep 3HaYEHNS: «YnNpaBaeHne HACcoCoM».

Value

3HaveHne YKa3aHHOro npasa gJia TeKyLiero nosib3oBarend. Tun 3Ha4eHusa - bool.

TonbKo gnea YTeHus B pexunme paHTaﬁma.

NMPUMEP
Bbi30B: BoolTokenProxy.Value

3HayeHue:
> «true» - 0OCTYNHO TEKYLLEMY MONb30BATENHO;

> «false» - HEAOCTYMHO TEKYLLIEMY MOb30BATENHO0.

Connected
CocTtosHue nognMcku Ha npaeo. Tun 3Ha4eHus - bool.
Moanncka - 3To COCTOAAHME COeAMHEHNA SfIEMEHTA C YKa3aHHbIM NPaBOM.

TonbKo AN YUTEHUS B pEXUME paHTaliMa.

MPUMEP

Bbi30B: BoolTokenProxy.Connected
3HaueHue:
> «true» - NIOQNMCKA aKTUBHA;

> «false» - NOANUCKA HEAKTMBHA.
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Error

Owwnbka noanmcku. Tun 3HayeHus - string.

TonbKo onsa YTeHus B pexunme paHTaVlma.

MNPUMEP
Bbi30B: BoolTokenProxy.Error

MprMep 3HayYeHUst: «He yAanocb MoOJlyYUTb 3HAYeHUWEe TOKeHA npaBa. 06bLEKT He HalAeH B XpaHunuue
LDAP»

2.5.2. CobbiTusa

ValueChanged

CmMeHa TeKyLLEero 3Ha4yeHus npasa.

BoszBpaluaeT TekyLLee 3Ha4YeHre B napameTp value, Tun 3Ha4eHusa - bool.

ConnectedChanged

CmeHa CoCTosIHMA NOAMMUCKU Ha npaeo.

BozBpallaeT TekyLlee 3HaYeH1e B NapaMeTp connected, TN 3Ha4eHus - bool.

2.6. Hactpoiika 6e3onacHoctu: MeHepxep
(SecurityManager)

KoMMOHEHT npepHa3HayeH Ansa:
> MOnyYeHus CNMCKOB YYETHbIX 3arnucei, rpynn nosib3oBaTesien v NpuioXeHui;
> ynaneHusi y4eTHbIX 3anuceit, rpynn rnofb3oBaTenei U NPUoXeHuit;

> €03[aHuA U BOCCTaHOBNEHUS pe3epBHbIX Konuii KoHury paumm SePlatform.Security.

Vcnonb3yeTca ans koHdury pupoBaHusi nogcmucteMbl 6e3onacHocTu SePlatform.Security u3 npoekTtos
SePlatform.HMI.

2.6.1. CBouncrtBa

KoHTekcT 6e30nacHOCTU
Ccbinka Ha anemeHT Tvna KoHTekcT 6e3onacHocTu, obecneynBalo i B3aMmoaencTeme ¢ noacucteMon

6e3onacHocTn SePlatform.Security.

Heobxogumo 3anonHuTb Ana B3aumoaencTeus ¢ nogcmuctemoin 6esonacHoctn SePlatform.Security.
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AgentStatus

Tekyulee coctosiHne AreHT SePlatform.Security. Tvn 3HaueHus - uint1.

TonbKo onsa YTeHus B pexunme paHTaVlma.

NMPUMEP

Bbi30B: SecurityManager.AgentStatus.

2.6.2. ®yHKUMHU

RequestAppList

void RequestApplList()

3anpalumnBaeT CrMCOK BCEX MPUITOXEHWI, UMetoLLMXCa B nogcucteme 6esonacHocTn SePlatform.Security.

qDyHKLI,VIFI He Tpe6yeT BXOAOHbIX MapaMeTpoB.

HDOCMOTp CrnnckKa npun OXEHWUN OOCTYynNeH TOJMIbKO NoJsib3oBaTesiaM C npasamMmun agMHUCTpATopa.

MNPUMEP
Bbi30B: SecurityManager.RequestApplList()
Pesynbrart:

D> B CNyy4ae yCneLIHOro 3aBepLUeHns onepauum akTueupyetcs cobbiTne RequestAppListComplete
(cTp. 81);
> B Cry4ae HeyCrneLIHOro 3aBepLUeHuns onepawum akTuempyetcsa cobbiTue RequestAppListFailed (cTp.

81).

RequestGroupList

void RequestGroupList()

3anpalumBaeT CrMcoK BCEX Fpy N Nnosib3oBaTernen, uMetoLumxcs B nogcucteme 6esonacHoctn SePlatform.Security.

DyHKLMA He TpebyeT BXOAHbLIX NapamMeTpoB.

MpocMOoTp cnrcKa rpynn nofib3oBaTeriei AoCTyNeH TONbKO MoNb30BaTenAM ¢ NpaBamu agMUHUCTPaTopa.
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MPUMEP

Bbi30B: SecurityManager.RequestGroupList()
Pesynbrart:

> B Clyy4ae yCneLlHOro 3aBepLUeHunst onepauum akTueupyetcs cobblTve RequestGroupListComplete
(cTp. 81);

D> B Cly4ae HeycneLHOro 3aBepLUeHms onepauum akTueupyetcs cobblTne RequestGroupListFailed

(cTp. 81).

RequestUsersList

void RequestUsersList()

3anpalumBaeT CNMCOK BCEX YYETHLIX 3anucel, umetomxcs B nogcucteme 6esonacHoctu SePlatform.Security.

PyHKUWMA He TpebyeT BXOAHbIX MapaMeTpoB.

npOCMOTp CMNNCKa YYeTHbIX 3anucen OOCTYNEeH TONbKO NoJib30oBaTeNiaAM C npasamMmum agMUHUCTpATopa.

MPUMEP
Bbi30B: SecurityManager.RequestUsersList()

PeaynbTart:

> B CRny4ae yCneLwHoro 3aBepLueHus onepawum aktuenpyetcs cobblthe RequestUsersListComplete
cTp. 81);

> B Clly4ae HeyCneLwHOro 3aBepLUeHmns onepauum akTusupyertca cobbliTve RequestUsersListFailed

(cTp. 81).

NPUMEP

MprmMeHeHne dyHKLMn noapobHee onvcaHo B 1.5. Co6CTBEHHbIN KOHAUIY paTop NOACUCTEMBI
©6e3onacHocT (CTp. 22).

DeleteApplication

void DeleteApplication(string appName)

Ynpansaet npunoxexHue n3 nogcucTemMbl 6e3onacHocTu.

BxoaHow napameTp - UMs NPUoXeHns (TUn 3HaveHus - string).

Y paneHune NpunoxXeHUin AOCTYMHO TONbKO MONb30BaTENAM C NPaBaMu agMUHUCTPATOpA.
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MNPUMEP
Bbi30B: SecurityManager.DeleteApplication("YnpaBneHue coctosiHuem obopynoBaHma”)
Pe3ynbrart:

> B Clyy4ae yCneLlHOro 3aBepLueHns onepauum akTueupyetcs cobbiTue DeleteApplicationComplete
(cTp. 81);
> B Cly4ae HeyCneLlHOro 3aBepLueHuns onepauum akTueupyetcs cobblTve DeleteApplicationFailed

(cTp. 81).

DeleteGroup

void DeleteGroup(string groupUID)

Ypangaer rpynny non b3oBaTenen us nogcucteMbl 6€3onacHoOCTW.

BxopgHon napameTp - yHUKanbHbl naeHTudmkaTop (uid) rpynnbl Buaa alpha: xxxx-XXXX-XXXX-XXXX-XXXXXXXXXXXX (TVn
3HauyeHwust - string).

Y paneHue rpynn nonb3oBaTenel AOCTYMHO TONbKO Nofb30BaTenaM C npaBaMu agMUHUCTpaTopa.

NPUMEP

Bbi30B: SecurityManager.DeleteGroup("alpha:d01969e0-ae05-4548-9375-2533b326a588")
Pe3ynbTart:

> B CMy4ae yCneLuHOoro 3aBepLueHns onepauumn akTusmpyetcs cobeitne DeleteGroupComplete (cTp.
81);
> B Cny4ae HeyCneLlHOro 3aBepLueHuns onepauum akTuempyetca cobbiTne DeleteGroupFailed (cTp.

81).

DeleteUser

void DeleteUser(string userUID)

Ypangaet YEeTHY0 3annucb U3 NoOACUCTEMDbI 6e30nacHoCTu.

BxoaHoi napameTp - YHUKanbHbl ngeHTudukatop (uid) yueTHomn 3anncu Buaa alpha: xocoox-XXKX-XXXX-XXXX-
XXXXXXXXXXXX (TN 3HaYeHus - string).

Ynanexve Y4YeTHbIX 3anucen AOCTYNHO TOJTIbKO NOJib30BaTeNiAM C npasamMun agMHUCTPATopa.
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MPUMEP

Bbi30B: SecurityManager.DeleteUser("alpha:d01969e0-ae05-4548-9375-2533b326a588")
Pesynbrart:

> B Cry4ae yCneLuHOro 3aBepLUeHns onepauumn akTueupyetcs cobbiTne DeleteUserComplete (cTp.
81);

> B Cly4ae HeyCrneLIHOro 3aBepLueHuns onepau v aktuempyetcsa cobbiTue DeleteUserFailed (cTp. 81).

GetErrorDescriptionByCode

string GetErrorDescriptionByCode(uintl FailReason)

Bosspau.l,aeT TEKCTOBOE ONMUcaHme OO OK, BO3HMKALLNX npu 3anpoce n yaaneHmm ﬂpVIJ'IO)KGHI/II?I, rpynn
nonb3oBartenemn n Y4YeTHbIX 3anucen.

BxopgHon napameTp - nepemeHHas FailReason (Tvn 3HayeHus - uint1).
ExportConfiguration

void ExportConfiguration(string fullPath)

Cospaet (unv nepe3anucbiBaeT) dhain pe3epBHOi Konum TekyLuen koHdurypauum SePlatform.Security B
yKasaHHOM MecTe.

BxopHon napameTp - NOsHbIM NyThb K cO38aBaeMoMy hanny BMecTe C UMeHeM dpainna (Tun 3HadeHus - string).

MPUMEP
Bbi30B: SecurityManager.ExportConfiguration("D:/export.ldb")
PeaynbTart:

> B Clly4ae yCneLHOoro 3aBepLueHmns onepauum aktueupyetcs cobbiTne GetConfigurationFinished
(cTp. 85);

> B Clly4ae HeyCneLwHOoro 3aBepLUeHmns onepauum aktueupyetcs cobbiTne GetConfigurationFailed

(cTp. 86).

ImportConfiguration

void ImportConfiguration(string fullPath)

BocctaHaBnusaeT pe3epBHyt0 konuo koHdurypauum SePlatform.Security u3 ykasaHnHoro caina.

BxopHon napameTp - NOMHbIV My Tb K hainy pe3epBHON KON BMECTE C UMeHeM dpanna (Tun 3HadeHus - string).
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MPUMEP

Bbi30B: SecurityManager.ImportConfiguration("D:/export.Idb")

Pe3ynbrart:
> B Cry4ae yCneLlHOro 3aBepLUeHNs onepaunmn akTueupyetcs cobbiTne SetConfigurationFinished (cTp.
86);
> B Cry4ae HeyCneLIHOro 3aBepLUeHuns onepawmm akTuempyetcs cobbiTue SetConfigurationFailed (cTp.
86).

2.6.3. CobbiTuA

RequestAppListComplete
MonyyeH cnmMcok NpunoxeHuin, MetoLmnxcs B nogcucteme 6esonacHoctn SePlatform.Security.
AKTUBMpYETCSA B CIyYae yCneLHOro 3aBepLueHns onepauum RequestAppList ().

BozBpaluaet faHHble B JSON-chopmate B nepemeHHy o JSONAppList.

NMPUMEP
Pe3ynbTtat 3anpoca cnucka npunoxenui B JSON-cbopmare:

{
"data":[
{
"applicationName": "YnpaBneHue cocTosHuem obopypoBaHua",
"applicationType": "CustomApp"
3
{
"applicationName": "SePlatform.Security",
"applicationType": "SystemApp"
}
]
b

B naHHom npumepe:

> NpuroxeHue YnpasaeHue cocTosHMEM o6opyAoBaHUSA CO3/aHO Nosib3oBaTerieM C npasamu
aIMUHMCTpaTopa, 0 YeM roBOPUT TWM NpunoxeHuss CustomApp;

> npunoxeHue SePlatform.Security - cMCTEMHOe NpUoxeH1e, B KOTOPOM ornpeaeneHbl CUCTEMHbIE
npasa.

RequestGroupListComplete

MonyyeH cnmMcok rpynn nonb3oBaTeneil, Metowuxcs B nogcucteMme 6esonacHoctn SePlatform.Security.
AKTMBUpYyeTCA B cny4ae ycreLHoro 3asepLueHns onepaunn RequestGrouplList() (cTp. 77).

BozBpaluaet faHHble B JSON-chopmate B nepemeHHyto JSONGrouplList.
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MPUMEP

PesynbTat 3anpoca cnucka rpynn B JSON-chopmare:

{
"data":[
{
"description™: " ",
"displayName": "[Oucnet4epnbl”,
"uid": "alpha:d01969e0-ae05-4548-9375-2533b326a588"
¥
{
"description": " ",
"displayName": "OnepaTopbl",
"uid": "alpha:de893741-9258-45b2-a6la-e79fd87aellc"
}
]
}

Y HuKanbHbI 1 ngeHTudgmkatop (uid) dopmupyetcst nogcucteMon 6e30nacHOCT B MOMEHT CO34aHus
NPUNOXEHUS.

RequestUsersListComplete

MonyyeH cnmMcok nonb3oBaTesnen, UMetoLLmMxcs B nogcucteme 6esonacHoctn SePlatform.Security.
AKTMBUpYyeTCA B Cnyyae ycrneLHoro 3asepLueHns onepaunn RequestUsersList() (cTp. 77).

BozBpaluaet gaHHble B JSON-chopmare B nepemeHHyto JSONUsersList.
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MPUMEP

PesynbTat 3anpoca cnucka nonb3oBartenen B JSON-copmare:

{
"data": [
{
"uid": "alpha:1161a849-8849-43de-9ba0-e57c7045acbf",
"employeeType": "",
"departmentNumber": "123",
"mail”: "ivanov@qw.qw",
"telephoneNumber": "123456",
"description": ""
"givenName": "MeTp",
"initials": "MNeTpoBu4",
"sn": "MeTtpoB",
"displayName": "MNeTpoB MNeTp MeTpoBuy",
"symbolicId": "petrov",
"groups": [
"OnepaTtopb!™
1,
"roles": ""
s
{
"uid": "alpha:8d330867-fe85-4b07-89fa-2a995736ac42",
"employeeType": ""
"departmentNumber": "123",
"mail”: "petrov@qw.qw",
"telephoneNumber": "456789",
"description": ""
"givenName": "WBaH",
"initials": "WBaHoBMY",
"sn": "MBaHOB",
"displayName": "WBaHoB MBaH",
"symbolicId": "ivanov",
"groups": [
"IncneTyepsl”
1,
"roles": ""
}
]
}

Y HuKanbHbI 1 ngeHTudmkatop (uid) dopmupyetcst nogcucteMon 6e30nacHOCT B MOMEHT CO3aHus
YyYeTHOMN 3anucu

NPUMEP
MpumeHeHre cobbITuA NogpobHee onucaHo B 1.5. Co6CTBEHHbI KOHUIypaTop nogcucTeMbl 6e30omnacHoCTH

(cTp. 22).
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RequestAppListFailed

Owmnbka npv NoyyYeHUn cnucka nNpuroxeHnin nogcuctembl 6esonacHoctn SePlatform.Security.
AKTUBMpYETCS B CITy4ae HeyCneLIHOro 3aBepLueHuns onepauum RequestAppList().

BosBpallaet Homep ownbku B nepemeHHyto FailReason, Tvn 3HayeHus - uint1.

MonyunTb TEKCT OLIMBKM MOXHO, Bbi3BaB hyHKLUMo GetErrorDescriptionByCode() (cTp. 77).

RequestGroupListFailed

Owmnbka npv nosyyeHn cnucka rpynn nonb3oBaTenen nogcuctemsl 6esonacHoctn SePlatform.Security.
AKTMBUpYyeTCS B Cry4ae HeycrneLHoro 3asepLueHns onepauuv RequestGrouplList() (cTp. 77).

BosBpallaeT Homep ownbkK B nepemeHHyto FailReason, Tun 3HayeHus - uint 1.

MonyunTb TEKCT oWMBKM MOXHO, Bbi3BaB pyHkuUmo GetErrorDescriptionByCode() (cTp. 77).

RequestUsersListFailed

Owwnbka npu NonyyeHun cnucka nonb3oBaTtenei noacucteMsl 6esonacHoctn SePlatform.Security.
AKTMBUpYyETCS B Cryyae HeycneLuHoro 3asepLueHns onepauuv RequestUsersList() (cTp. 77).

BosBpalyaet Homep ownbKu B NnepeMeHHyto FailReason, TN 3Ha4YeHus - uint 1.

MonyunTb TEKCT OWMOKM MOXHO, Bbi3BaB pyHkuUuo GetErrorDescriptionByCode() (cTp. 77).

DeleteApplicationComplete

MpunoxeHue yaaneHo n3 nogcuctembl 6esonacHoctn SePlatform.Security.

AKTUBMPYETCA B Cry4ae ycneLuHoro 3aeepLueHns onepauum DeleteApplication() (ctp. 77).

DeleteGroupComplete

I"pynna nonb3oBaTtenen yganeHa us nogcuctemol 6esonacHoctn SePlatform.Security.

AKTMBUpYyETCS B Cnyyae ycnelwHoro 3asepLuexus onepauumn DeleteGroup() (cTp. 77).

DeleteUserComplete

YyeTHan 3anuck yaaneHa ns noacuctemol 6esonacHoctn SePlatform.Security.
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AKTMBUpYyeTCA B crny4ae ycneLHoro 3asepLueHus onepauum DeleteUser() (cTp. 77).

DeleteApplicationFailed

Owunbka npy yaaneHnm npunoxeHus us nogcuctemol 6esonacHoctn SePlatform.Security.
AKTMBUpYyETCA B Cnyyae HeycneLHoro 3asepLueHus onepauumn DeleteApplication() (cTp. 77).

BosBpalyaet Homep ownbKu B NnepeMeHHyto FailReason, TN 3Ha4YeHus - uint 1.

MonyunTb TEKCT OWMOKM MOXHO, Bbi3BaB pyHkuUuo GetErrorDescriptionByCode() (cTp. 77).

DeleteGroupFailed

Owmbka npv yaaneHum rpynnbl nosib3oBatenen n3 noacuctembl 6esonacHoctn SePlatform.Security.
AKTUBMPYETCA B Cry4ae HeycneLlHoro 3asepLueHuns onepauum DeleteGroup() (cTp. 77).

BosBpallaet Homep ownbku B nepemeHHyto FailReason, Tun 3HayeHus - uint1.

MonyunTb TEKCT OWNBKM MOXHO, Bbi3BaB hyHkLUMo GetErrorDescriptionByCode() (cTp. 77).

DeleteUserFailed

Owmnbka npy yaaneHnm y4eTHoi 3anncu u3 nopcmctemol 6esonacHocTn SePlatform.Security.
AKTMBUpYeTCA B Cny4ae HeycrnelHoro 3asepLueHus onepauum DeleteUser() (cTp. 77).

BosBpallaeT Homep ownbKku B nepemeHHyto FailReason, Tun 3HayeHus - uint1.

MonyunTb TEKCT owWMBKM MOXHO, Bbi3BaB pyHkuUmo GetErrorDescriptionByCode() (cTp. 77).

AgentStatusChanged

N3meHeHune TekylLuero coctosHus AreHT SePlatform.Security.

Bce BoaMoxHble cocTosiHus AreHT SePlatform.Security onucaHbl B cBoricTBe AgentStatus (cTp. 76).

GetConfigurationFinished

daiin peaepsHoi konun KoHdury pauun SePlatform.Security cozaaH (unu nepesanvcan) ycneLuHo.

AKTMBMpYyETCS B Cnyyae ycrneLHoro 3asepLuexus onepauum ExportConfiguration (ctp. 80).
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GetConfigurationFailed

Owwubka npv co3gaHum (unu nepesanucu) darnna pesepsHon konuu koHpury paummn SePlatform.Security.
AKTUBMPYETCA B Cry4ae HeycneLlHoro 3asepLueHuns onepaumv ExportConfiguration (cTp. 80).

BozBpallaet kog ownbKK B nepeMeHHyto FailReason, Tun 3HadeHus - uint1. Ecnu koa olmbKu paBeH:

>  «2» - He yAanocb 9KCnopTupoBaTb KoHdurypauwmio n3 LDAP (Hanpumep, He CcyLuecTByeT KOPHEBOro
KaTanorauT.A.);

>  «3» - HeT npaBa Ha YTeHue KOHUry paLum;

>  «4» - He yaanocb OTKpbITb dhain And 3anucu KOHUry paLuu.

SetConfigurationFinished

PesepBHasn konua koHdurypauum SePlatform.Security BocctaHoBneHa ycneLuHo.

AKTMBUpYyeTCS B Cny4ae ycneLHoro 3asepLuexus onepauum ImportConfiguration (cTp. 80).

SetConfigurationFailed

He ynanock BocCcTaHOBUTL Pe3epBHYHO Konuto koHdurypauum SePlatform.Security.
AKTMBUpyETCS B CnyYae HeycrneLuHoro 3asepLueHus onepauuv ImportConfiguration (ctp. 80).

BosBpaluaet kof, owmnbKm B nepeMenHyto FailReason, Tun 3HadeHusi - uint1. Ecnu kog, oMbk paBeH:
> «1» - haiin pe3epBHOIN KoMK NOBPEXEH;

«2» - He yAanochb 3a4ncTuTb 6a3y aaHHbix LDAP nepen npyMeHeHneM KoHury paumuy;

«3» - Mpou3oLLIa BHyTPeHHsia owmnbka LDAP;

«4» - POU3oLUIa HemnpeaBuaeHHasi OLIMOKa Ha CTOPOHE areHTa;

«5» - y NONb30BaTeNs HET NpaBa Ha pefakTUpoBaHWe KOHUry pauuu;

«6» - pyrye ownbKY;

vV V VvV V VvV V

«7» - He yaeTcs OTKpbITb dhann ¢ KOHpurypaumen.

LastActionError

OwunbKa BbINOTHEHMA NOcneaHero AencTBus.

AKTUBMPYETCA B pe3yribTaTe BHECEHUS B KOHDUry paLuio NoACcUCTEMbl 6€30MaCHOCTY TakMX USMEHEHUI, KOTopble
MOryT NpuMBECTM K HapyLleHuio paboTel SePlatform.Security. Takum geicTBuem siBnseTcs, Hanpumep, yaaneHue
YYEeTHOI 3anMcu eaMHCTBEHHOrO aAMMHUCTpaTopa.

BosBpallaet TekcT onbKmM B NnepemenHyto ErrorMessage, Tun 3Ha4eHus - string.

2.7. Hactpoiika 6e3onacHocTtu: lNpunoxeHue
(SecurityManagerApplication)

KOoMMOHEHT npegHa3HayeH A 3arpy3ku MHGopMaLmMm o NpusioXeHUM:
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> vMetoLlemcs B nogcucteme 6e30nacHOCTM - A1 IPOCMOTPA Y USMEHEHUs 3ToM MHpopmaLmu;

> cosaaHHoM u3 npoekTa SePlatform.HMI - ans panbHenwen otnpasky B nogcuctemy 6e30nacHoCTM.

2.7.1. CBoucrBa

MeHemxep KOHpUrypupoBaHus 6esonacHoCcTu

Ccbinka Ha afieMeHT Tuna HacTpoitka 6e3onacHocTu: MeHemkep, obecneuvBatoLLui paboTy C yHYETHBIMU
3anucsaMu, rpynrnamMu ronb30BaTenei U NpUoXeHUsIMU.

Copaepxut cBoiicTBo KoHTeKCT 6e30nacHOCTU Ans yKasaHus CCbINIKM Ha 3N1eMeHT Tuna KoHTeKcT
6e3onacHoCTM.

Heobxopumo 3anonHnTL AN B3aMMoAencTBrs ¢ nogcuctemon 6esonacHoctn SePlatform.Security.

Uma npunoxeHus (ApplicationName)

MIMA npunoxeHns, 3arpy>XeHHoro B 3f1ieMeHT. Tun 3HaveHus - string.

MNPUMEP
Bbi3oB: SecurityManagerApplication.ApplicationName.

[MpuMep 3HauYeHUs: «YnpaBneHne cOCTOSAHUEM O6OpYAOBaHUA®.

ApplicationIlD
UaeHTudumkaTop (id) npunoxeHus, 3arpy>XeHHOro B dnemeHT. Tun 3HayeHus - string.
CoBnagaeT ¢ UMEeHEM MPUNOXEHNS.

TonbKo AN YTEHUS B pEXUME paHTaliMa.

MPUMEP

Bbi30B: SecurityManagerApplication.ApplicationID.

Mpumep 3Ha4YeHns: «YnpaBneHne cocTosiHueM 060pyAOBaHMA®.

IsChanged

YBepomneHue 06 N3MEeHEHUN B NPUINOXEHUN, 3arpy>XKeHHOM B 351IeMeHT. Tun 3HaueHus - bool.

TonbKo AN YTEHUS B pEXUME paHTarma.
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MPUMEP

Bbi30B: SecurityManagerApplication.IsChanged.
3HaueHue:
>  «true» - NpunoxeHue 6b1N10 U3MEHEHO;

> «false» - HET UBMEHEHWIA B NPUITOXEHNM.

MpuHumaeT 3HaveHue «false» npu:
> 3arpy3Ke NpuUIoXeHNs B NIEMEHT;

D> CcoxpaHeHUM NPUNOXeHNs B NoACUCTEMY 6€30MacHOCTM.

2.7.2. ®yHKUMU

Load

void Load(string appID)

3arpy>|<aeT MHCbOpMaLl,IMO O NMPpUINoXeHnn 3 nogcucTemMsbl ©e30MacHOCTU B 3/IEMEHT.

BxopgHon napameTp - ID npunoxeHus (Tvn 3HayeHus - string).

NPUMEP

Bbi3oB: SecurityManagerApplication.Load("YnpaBneHue coctosiHuem obopynosaHusi')

Pe3ynbrart:
> B Crny4ae ycneLHoro 3aBepLUeHnsa onepaLum akTieupyetcs cobbitre LoadComplete (cTp. 96);
> B Cry4ae HeyCneLHOro 3aBepLUeHns onepawum akTuempyetcs cobbiTue LoadFailed (cTp. 96).

Save

void Save()

OTnpaensaeT MHOpMaLMIo O NPUIIOXEHUN B MoacucTemy 6e3onacHocTu nocne:
> PpenaKkTMPOBaHWS paHee Bbirpy>XXeHHOro U3 NoACUCTEMbl 6E30MaCHOCTY NMPUSTIOXEHMS;

> co3pgaHusa npunoxenus us npoekta SePlatform.HMI ¢ nomoubto dpyHkunm New() u CBOWCTB 3neMeHTa.

qDyHKLI,MFI He Tpe6yeT BXOAOHbIX MapaMeTpoB.

MPUMEP
Bbi3oB: SecurityManagerApplication.Save()

Pe3ynbrart:
> B Cry4ae ycneLHOro 3aBepLUeHns onepaLum akTmeupyetca cobbiTre SaveComplete (ctp. 96);
> B cCny4ae HeyCneLHOro 3aBepLueHns onepaLm akTuBupyeTca cobbiTne SaveFailed (cTp. 96).
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GetTokensList

string GetTokensList()

MpenocTaBnaeT CNMCOK Npae U3 NPUNOXEHNS, 3arpyXXEHHOTO B 35IEMEHT.
DyHKLMA He TpebyeT BXOAHbIX NapamMeTpoB.

Bozepaluaet gaHHblie B JSON-bopmare.

2. CIIPABOYHOE PYKOBOOCTBO
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MPUMEP

Bbi30B: SecurityManagerApplication.GetTokensList()
PesynbTat 3anpoca cnucka npae B JSON-copmarte:

{
"data": [
{
"tokenID": "YnpaBneHue Hacocom",
"tokenType": "bool",
"tokenName": "YnpaBneHue Hacocom",
"tokenDescription": "MpaBo pgocTtyna Kk Hacocy",
"tokenValues": [
{
"allow": "FALSE",
"deny": "TRUE",
"subjects": [
{
"type": "group",
"name": "AucneTtyepbl"
}
]
¥
{
"allow": "TRUE",
"deny": "FALSE",
"subjects": [
{
"type": "user",
"name": "petrov"
}s
{
"type": "group",
"name": "OnepaTtopbl"
}s
{
"type": "role",
"name": "HavanbHuk y4acTtka"
}
]
}
]
}
]
}
GetRolesList

string GetRolesList()
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MpepocTaBnseT CANCOK porew U3 NPUMOXEHNs, 3arpy>XeHHOro B 31IEMEHT.
DyHKUWMA He TpebyeT BXOAHbIX MapaMeTpoB.

BozBpaluaet ganHbie B JSON-hopmare.

MPUMEP
Bbi3oB: SecurityManagerApplication.GetRolesList()

Pe3ynbTat 3anpoca cnucka ponen B JSON-chopmare:

{
"data": [
{
"roleID": "alpha:4ce9483e-e137-41c2-bflc-343e9b731f20",
"roleName": "dispatcher"
}
]
}
GetRoleRights

string GetRoleRights(string roleUID)

npe,D,OCTaBJ'IﬂeT CMUCOK NpaB, Ha3Ha4Y€eHHbIX TeKyLLl,el7| ponun.

BxopgHon napameTp - yHUKanbHbl naeHTudgurkaTop (uid) ponu Buaa alpha: xxooixi-XXXX-XXXX-XXXX-XXXXXXXXXXXX (TVn
3HauyeHwus - string).

BozBpaluaet gaHHbie B JSON-hopmare.
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MPUMEP

Bbi30B: SecurityManagerApplication. GetRoleRights("alpha:4ce9483e-e137-41c2-bf1c-343e9b731f20")
PesynbTat 3anpoca cnucka ponen 8 JSON-chopmare:

{

"data": [

{
"appName": "YnpaBneHue cocTosHMEM obopynoBaHuA",
"tokenType": "bool",
"tokenName": "YnpaBneHue pesepByapom",
"tokenDescription": "lMpaBo ynpaBneHua pe3epByapom”,
"ownerId": "alpha:4ce9483e-e137-41c2-bflc-343e9b731f20",
"tokenValueAllow": "TRUE",
"tokenValueDeny": "FALSE"

s

{
"appName": "YnpaBneHue cocToAHWeM ob6opyAoBaHuA",
"tokenType": "bool",
"tokenName": "YnpaBneHue Hacocom",
"tokenDescription": "lMpaBo ynpaBneHua Hacocom",
"ownerId": "alpha:4ce9483e-e137-41c2-bflc-343e9b731f20",
"tokenValueAllow": "FALSE",
"tokenValueDeny": "TRUE"

}

]

}
New
void New()

OcB0o6GOXaaeT 35IEMEHT OT 3arpy>XeHHON B HEro MHAOpMaL M AJ1S CO34aHNUS HOBOTO MPUITOXEHUS.

CDyHKLI,Mﬂ He Tpe6yeT BXOAHbIX MNapaMeTpoB.

MPUMEP
Bbi30B: SecurityManagerApplication.New()

Mocne co3paHnsa HOBOro NPUIIoXeHNsa He 3abyabTe 3arpy3uTb ero B noacuctemy 6€30nacHOCTY C MOMOLLbIO
dyHKUMM Save().

CreateToken

void CreateToken(uintl tokenType, string tokenName, string decsription)
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Cospaer npaBo B NPUINoOXeHnu, 3arpy>kXeHHoM B 3JTIEMEHT.

BxogHble napameTpbl:
> Tun npasa (TMn 3Ha4eHus - uint1);
> «O» - CTPOKOBOE,
>  «1» - JIOTMYECKOE;
> M4 npaBa (Tun 3HaveHus - string);

> onucaHue (Turn 3HayeHus - string).

93

MPUMEP
Bbi30B: SecurityManagerApplication.CreateToken(1,"right","description")

ChangeToken

void ChangeToken(string tokenID, uintl tokenType, string tokenName, string decsription)

MeHseT T1n, uma 1 onncaHne npasa B NpUioXeHun, 3arpy>keHHoM B 3JIEMEHT.

BxopgHble napameTpbl:
> |ID npaBa (Tun 3Ha4yeHus - string);
> Tun npasa (Tun 3HayveHus - uint1):
> «@» - CTPOKOBOE;
> «1» - NI0rM4ecKoe;
> HOBOe UMSA npasa (TN 3Ha4YeHus - string);

> HOBOe onucaHune npasa (TUN 3Ha4veHus - string).

NPUMEP

Bbi3oB: SecurityManagerApplication.ChangeToken("tokenID",1,"newname","newdescription")

BxogHoli napameTp Tun npasa He 6yaeT TpeGoBaTbCs B 6YAYLINX BEPCUSIX.

DeleteToken

void DeleteToken(string tokenID)

Ypangaet npaBo U3 NPUINOXeHUa, 3arpy>XeHHoro B 3J1IEMEHT.

BxopgHon napameTp - ID npasa (Tvn 3HayeHus - string).

MPUMEP
Bbi3oB: SecurityManagerApplication.Delete Token("right")
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CreateRole

void CreateRole(string roleName, string appName)

Cozpaet porb B yKka3aHHOM MpUnoXeHuu.

BxopgHble napameTpbl:
> vM4 ponu (TUn 3HadeHus - string);

> VIMSA NPUIIOXEHMS!, B KOTOPOM CO34aeTCs Posib (TUM 3HaYeHus - string).

NPUMEP

Bbi3oB: SecurityManagerApplication.CreateRole("role","app")

ChangeRole

void ChangeRole(string roleUID, string roleName)

I'IepemmeHOBblsaeT POJ1b U3 NPUINTOXEHUA, 3arpy>XEeHHOro B 3JIEMEHT.

BxogHble napameTpbi:

> yHuKanbHbIn ngeHtTudukartop (uid) ponum Braa alpha: XXxXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX (TUM 3Ha4YeHns -
string);

> HOBOE UMSA ponu (TUn 3HaveHus - string).

NMPUMEP
Bbi30B: SecurityManagerApplication.ChangeRole("alpha:4ce9483e-e137-41c2-bf1c-
343e9b731f20","newrolename")

DeleteRole

void DeleteRole(string roleUID)

Ypangaet POIb U3 NPUINoOXeHnd, 3arpy>kXeHHoro B 3J/1IEMeHT.

BxoaHoi napameTp - yHUKanbHbl ngeHTudukaTtop (uid) ponu Buaa alpha: xxosx-XXXX-XXXX=XXXX-XXXXXXXXXXXX (TUM
3Ha4eHus - string).

NPUMEP

Bbi3oB: SecurityManagerApplication.DeleteRole("alpha:4ce9483e-e137-41c2-bf1c-343e9b731f20")

RoleAddRight

void RoleAddRight(string appName, string roleUID, string rightName, uintl rightType, string
allowedValue, string forbidenValue)
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npe,D,OCTaBJ'IFleT anAa yKa3aHHOI7I PO NPaBO NMPUIOXEeHUA, 3arpy>XeHHOro B 3JIeMeHT.

BxogHble napameTpbl:
> UMSA NPUITOXEHUA (TUN 3Ha4YeHus - string);

> YHuKanbHbln ngeHtudukatop (uid) ponum Braa alpha: XxxxXxXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX (TUM 3Ha4YeHus -
string);

> M4 npasa (Tun 3HaveHus - string);
> Tun npasa (Tun 3HaveHus - uint1):
> «@» - CTPOKOBOE;
> «1» - NI0rM4ecKoe;
> paspeluaroLLee 3HayeHne (Tun 3HaveHus - string);

> 3anpelatoLlee 3Ha4eHue (Tun 3HadeHus - string).

MNPUMEP
Bbi3oB: SecurityManagerApplication.RoleAddRight("appname”,"alpha:4ce9483e-e137-41c2-bf1c-
343e9b731f20","pravo",0,"0TKpbITO", "3aKpbITO")

RoleChangeRight

void RoleChangeRight(string appName, string roleUID, string rightName, string allowedValue,
string forbidenvalue)

MeHset gns yKaBaHHOVI PO 3Ha4YEeHUA npaBa NpUIoXeHnd, 3arpy>keHHoro B 3J1IEMEeHT.

BxopgHble napameTpbl:
> VMS NpUNoXeHus (TMn 3HayveHus - string);

> YHuKanbHbln ugeHtTudukartop (uid) ponu Braa alpha: XxxxxxxX-XXXX-XXXX-XXXX-XXXXXXXXXXXX (TUM 3Ha4YeHns -
string);

> uvM4 npasa (Tun 3HaveHus - string);
> HOBOe pa3peluatoLlee 3Ha4YeHne npasa (Tun 3HaveHns - string);

D> HOBOE 3arnpeLllarLee 3Ha4yeHne npaea (Tun 3HaveHus - string).

MPUMEP
Bbi30oB: SecurityManagerApplication.RoleChangeRight("appname",“alpha:4ce9483e-e137-41c2-bf1c-
343e9b731f20","pravo","3akpbIT0","0TKpPbLITO")

RoleDeleteRight

void RoleDeleteRight(string appName, string roleUID, string rightName)

Ynandaet gn4a yKa3aHHOl7| PO NpaBo NMPUIOXeHUA, 3arpy>XeHHOro B 3JIEMEHT.

BxogHble napameTpbl:
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> UMSA NPUITOXEHUA (TUN 3Ha4YeHus - string);

> yHuKanbHbl ugeHtudukartop (uid) ponum Braa alpha: XxxxXxXxXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX (TUM 3Ha4YeHus -
string);

> M4 npasa (Tun 3HaveHus - string).

MNPUMEP
Bbi30B: SecurityManagerApplication.RoleDeleteRight("appname”,“alpha:4ce9483e-e137-41c2-bf1c-
343e9b731f20","pravo")

GetErrorDescriptionByCode

string GetErrorDescriptionByCode(uintl FailReasonCode)

BOBBan.laeT TEKCTOBOE onmcaHne OLUVI6OK, BO3HMKAOLWUKX MPU 3arpy3kKe n CoXxpaHeHnn I'IpVIJ'IO)KeHl/Il7l.

BxopaHoi napameTp - nepemeHHas FailReasonCode (Tun 3HayeHus - uint1).

2.7.3. CobbiTuA

LoadComplete

MHpopmaLma o NpunoxeHnn 3arpyXeHa B 35IEMEHT.

AKTUBMPYETCA B Cry4ae ycneLHoro 3aesepLueHns onepatum Load() (cTp. 88).

SaveComplete

MHdbopmauma o npunoxeHnn coxpaHeHa B nogcuctemy 6esonacHoctn SePlatform.Security.

AKTMBUpYETCS B Cryyae yCrneLHoro 3asepLuexuns onepauum Save() (cTp. 88).

LoadFailed

MHpopmaLma o NpunoxXeHn1 He 3arpyXXeHa B 95IEMEHT.
AKTUBMPYETCA B CryYae HeyCcneLlHoro 3asepLueHuns onepauum Load() (cTp. 88).

BosBpallaet Homep ownbku B nepemerHyto FailReasonCode, Tun 3HaveHus - uint1.

MonyunTb TEKCT OWIMBKM MOXHO, Bbi3BaB yHkLUMo GetErrorDescriptionByCode() (cTp. 88).

SaveFailed

MHdbopmauma o NpunoxeHnn He coxpaHeHa B noacucteMy 6esonacHoctu SePlatform.Security.

AKTMBUpYETCA B Cny4ae HeyCrneLHoro 3asepLueHus onepauum Save() (ctp. 88).
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BosBpallaet Homep ownbku B nepemerHyto FailReasonCode, Tun 3HaveHus - uint1.

MonyunTb TEKCT OLIMBKM MOXHO, Bbi3BaB hyHKLUMo GetErrorDescriptionByCode() (cTp. 88).

2.8. Hactpoiika 6e3onacHoctu: MNMonb3oBaTenb
(SecurityManagerUser)

KoMnoHeHT npegHa3HayeH Ans 3arpy3ku nidopmamm 06 y4eTHoW 3anucu:
> wumeloLLelcs B nogcucteme 6e30nacHoOCTY - As NPOCMOTPa U U3MEHEHWS 3TOW MHG OpMaLMK;

> cospgaHHol u3 npoekta SePlatform.HMI - ana panbHenwelh oTnpaBku B noacucteMy 6e30nacHoCTy.

MNPUMEP
CueHapuii npMMeHeHNs1 CBOMCTB, pyHKLMIA M COBbITUIN KOMMOHeHTa NpuBeaeH B pasgene 1.5. CobCcTBeHHbI
KOHurypatop nogcuctemMbl 6esonacHocTy (CTp. 22).

2.8.1. CBoucTBa

MeHepxep KoHpurypupoBaHusa 6e3onacHoCTU
Cchblnka Ha anemeHT Tina HacTpoiika 6e3onacHocTu: MeHemxep, obecrneymnBaoLmin paboTy C yYETHLIMU

3anucamMmu, rpynnamm nonb3oBarenemn n npunoxeHnamu.

Copepxut cBoicTBo KoHTEKCT 6e30MacHOoCTM AN yKasaHUs CCbINTKU Ha 9N1EMEHT Tuna KOHTeKCT
6e3onacHocTMm.

Heobxoaumo 3anonHnTb ANns B3aMMoaencTaus ¢ noacuctemoit 6esonacHoctn SePlatform.Security.

UserlD

Y HuKanbHbIn naeHTndukatop (uid) yd4eTHoOn 3anucu, 3arpy>XeHHON B 9f1eMeHT. Tun 3HaveHus - string.

TonbKo ANS YTeHWs B peXyuMe paHTanma.

MPUMEP
Bbi3oB: SecurityManagerUser.UserlD

Bupa, 3Ha4eHns: alpha: XXXXX=XXXX-XXXX-XXXX-XXXXXXXXXXXX
Mpymep 3Ha4YeHns: «alpha:ab5cc552-a515-48ab-9e82-436aabfebdfc».

Login, Name, Surname, MidName, DisplayName, Position, Unit, Email, Phone,
Comment

CBoWncTBa y4YeTHOWN 3anucy, 3arpy>XeHHOW B 3NIEMEHT:
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> JOruH;

> ums;

> damunus;

> OTYeCTBO;

> oTobpaxaemoe nms;

>  [ONXHOCTb;

> nopgpasfenexve;

> appec aNeKTPOHHON MoYThI;
> Homep TenedoHa;

>

KOMMeEHTapui.

Tunbl 3HaYEHWUN BCEX YKa3aHHbIX CBOWCTB - string.

MPUMEP
Bbi30B: SecurityManagerUser.DisplayName

[MpumMep 3HayYeHus: «MBaHOBY.

ForcePassChange

TpeboBaHne cMmeHeHbl Napons Npu crneayowem Bxoae. Tun 3HaveHus - bool.

MPUMEP

Bbi30B: SecurityManagerUser.ForcePassChange
3HaueHue:
> «true» - TpeboBaTb CMeHy Naporss;

> «false» - He TpeboBaTb CMeHy Naporssi.

Disabled (IMonb3oBatenb 3abrnokmpoBaH)

XpaHuT nHdopmMaLmio o ToM, 3a610KMPOBaH N Nofib3oBatenb. Tun 3HadeHus - bool.

NMPUMEP

Bbi30B: SecurityManagerUser.Disabled
3HaueHue:
> «true» - NoNb3oBaTenb 3ab6OKMPOBaH;

> «false» - Nonb30BaTenb He 3a610KMPOBaH.

IsChanged

YBepomneHve 06 3MeHeHUN B yHETHOM 3anncu, 3arpy>XeHHOMN B 3rieMeHT. Tun 3HaveHus - bool.

TonbKo onea YTeHus B pexume paHTaﬁma.

2. CMMPABOYHOE PYKOBOOCTBO



SEPLATFORM.HMI.SECURITY. PYKOBOOCTBO NOMb30BATESA 99

MPUMEP

Bbi30oB: SecurityManagerUser.IsChanged
3HaueHue:
> «true» - yyeTHasa 3anucb Oblna USMEHEH3;

> «false» - HET UIBMEHEHUIA B Y4ETHOM 3anncu.

MpuHumaeT 3HaveHue «false» npu:
> 3arpy3ke y4YeTHON 3anncuy B ANIEMEHT;

D> CcoXpaHeHWU y4eTHOIN 3anmcK B noacucteMy 6e30MnacHOCTH.

2.8.2. ®yHKUUKU

Load

void Load(string userUID)

3arpyxaet nicopmanmio 06 y4eTHoM 3anncu U3 NoAcUcTeEMbl 6€30MacHOCTU B 3IEMEHT.

BxopgHon napameTp - yHUKanbHbl naeHTudumkaTop (uid) y4eTHon 3anmcu Buaa alpha: XxXxXxxxxx-XXXX-XXXX-XXXX-
XXXXXXXXXXXX (TWM 3Ha4YeHus - string).

MPUMEP

Bbi30B: SecurityManagerUser.Load("alpha:ab5cc552-a515-48ab-9e82-436aabf6bdfc")

Pesynbrart:
> B Cry4ae yCneLHOro 3aBepLUeHns onepaLuy akTieupyetcs cobbitne LoadComplete (cTp. 107);
> B Cry4ae HeyCneLHOro 3aBepLUueHns onepawm akTuempyetcsa cobbiTue LoadFailed (cTp. 107).

Save

void Save()

OtnpaenseT uHopmaLmio 06 y4eTHol 3anncu B nogcucteMy 6€30omnacHoCTU Noche:
> peaakTMpPOBaHWS paHee BbirpyXeHHOI U3 NoAcucTeMbl 6e30MacHOCTU YYETHOMN 3anucy;
> cospgaHus yyeTHor 3anucu u3 npoekTa SePlatform.HMI ¢ nomolubio dyHkLMn New() 1 CBOMCTB aniemMeHTa.

PyHKUMA He TpebyeT BXOAHbIX MapaMeTpoB.

MNPUMEP
Bbi3oB: SecurityManagerUser.Save()

Pe3ynbrart:
> B Cry4ae yCneLHOro 3aBepLUeHNs onepaLyum akTmeupyetcs cobbiTne SaveComplete (ctp. 107);
> B Cny4ae HeyCneLHoro 3aBepLUleHns onepawum akTuempyetcsa cobbiTue SaveFailed (cTp. 107).
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SetPassword

uint2 SetPassword(string password)

YcTaHaBnNMBaEeT Naposib A1 YYETHON 3amn1cK, 3arpy>XXeHHON B 351IEMEHT.

BxopHoi napameTp - naponb B BuAe CTPoky. PyHKLUA BO3BpaLLaeT Kof, OO KM yCTaHOBKM napons. Koabl owmbok
aHanornyHbl NpuseAeHHLIM B onvcaHumn dyHkumm ValidatePassword() (ctp. 100).

Moacuctema 6e3onacHocTn SePlatform.Security He HaknaabiBaeT TpeGOBaHWIA K COAEPXaHWIO Napors.
TpeboBaHUsA K MAposio yCTaHaBNBAOTCS NyTEM Ha3HAYeHWsl NPaB U3 CTaHAAPTHOrO NPUIIOXEHNs
SePlatform.Security.

ValidatePassword

uint2 ValidatePassword(string password)

|_|p0Bep$|eT yCTaHaB1MBaeEM bl Nnaposib Ha COOTBETCTBMNE Ha3HAYEHHbIM NMapoJy1bHbIM MONMNTUKaM, 6e3 YCTaHOBKMU
naponda nosib30BaTesito.

BxoaHon napameTp - naponb B BUAE CTPOoKW. PyHKLMA BO3BPALLL@ET KO, HECOOTBETCTBMS NAPOSbHbIM MONMUTUKAM.
Ecnn dyHKUMA BO3BpaLLaeT «@», OLLIMOOK HET.

Koapl ownbok, BoO3Bpawaembix $yHKUMei

Bosspawaemoe OnucaHue ownbku

3HayeHue

1 He ucnonb3yetcs.

2 [lnvHa napons He COOTBETCTBYET Tpebyemoil.

4 B napone oTcyTCTBYHOT LMpbI.

8 B napone oTcyTCTBYHOT CMMBOJSIbI BEPXHETO peErMcTpa.

16 B napone oTcyTCTBYHOT CUMBOJSIbI HYUXHETO perncTpa.

32 B napone oTcyTCTBYIOT cneLuanbHble CUMBOMbI.

64 OwnbKa Npy YTEHWUN 3HAYEHWI NpaB, YCTaHABNMBAIOLLMX CITOXHOCTb Napons s
nonb3oBaTensi.

128 [Maponb [onXeH oTnuYaTbCs OT NPeabIAYLLMX Naponen.

256 Maponb He AonXeH cogepxatb npobenbl.

512 OwwmnbKa Npy YTEHNN 3HAYEHUSA NpaBa, YCTaHABIMBAIOLLErO MUHUMANbHYO AJINHY
napons.
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Bosspawaemoe OnucaHue ownbku
3HayeHue
1024 Maponb He MOXeET ObITb MyCTbIM.

I'Ile BO3HMKHOBEHUN HECKOJTIbKNX 0LIJ|/I60K, MX KOAbl CKllaablBalOTCA. Hanpmmep, Mony4eHo 3Ha4YeHne «18». o310
CyMMa «2» U «16», rae «2» - HegonyctuMmas AJinHa napons, a «16» - OoTCy TCTBME CMMBOJIOB HUXHETO perncTpa.

Moacuctema 6e3onacHocTn SePlatform.Security He HaknagbiBaeT TpeGOBaHWI K COAEPXaHWIO NAPOrs.
Tpe6oBaHUsA K MApOosio yCTaHaBNNBAOTCS NyTEM Ha3HAYeHWsl NPaB U3 CTaH4APTHOro NPUIIOXEHNUs
SePlatform.Security.

GetGroupsList

string GetGroupsList()

MpepnocTaBnaeT CNMCOK rpyn, B KOTOPbIX COCTOUT NOMb30BaTelb YUYETHO 3anncK, 3arpyXeHHO B NIeMEHT.
PDyHKLMA He TpebyeT BXOAHbLIX NapamMeTpoB.

BozBpaluaet gaHHblie B JSON-bopmare.

NMPUMEP

Bbi30B: SecurityManagerUser.GetGroupsList()
PesynbTtat 3anpoca cnucka rpynn B JSON-chopmare:

{
"data": [
{
"groupID": "alpha:ab5cc552-a515-48ab-9e82-436aabf6bdfc”,
"groupName": "Oucnet4epn”
b
]
b

GetApplicationsList

string GetApplicationsList()

MpenocTaBnaeT CNMCOK NPUNOXEHW C NpaBaMu Nosb30BaTens, Ybs YYeTHas 3anuch 3arpyXeHa B 9NIEMEHT.
DyHKLMA He TpebyeT BXOAHbLIX NapamMeTpoB.

BozBpaluaet gaHHblie B JSON-bopmare.
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MPUMEP

Bbi30B: SecurityManagerUser.GetApplicationsList()

Pe3ynbTtat 3anpoca cnucka npunoxenuin B JSON-chopmare:

{
"data": [
{
"appID": "SePlatform.Security",
"appName": "SePlatform.Security"
¥
{
"appID": "YnpaBneHue cocTosiHMEM O6OpynoBaHUA",
"appName": "YnpaBneHue cocTosHMeM obopypoBaHus"
}
]
}
GetRoles

string GetRoles(string appID)

npe,D,OCTaBJ'IFleT CMUCoOK ponelh nonb3oBaTend, YbA y4eTHadA 3anncCb 3arpyxeHa B 3J1IEMEHT, B YyKa3aHHOM
npunoxeHun.

BxopgHol napameTp - ID npunoxeHusi, s Kotoporo TpebyeTcs Nony4YnTb CNCOK ponel (TUM 3Ha4eHus - string).

Bozepaluaet gaHHble B JSON-bopmare.

MPUMEP
Bbi30B: SecurityManagerUser.GetRoles("YnpaBneHue coctosiHuem obopynoBaHus')

PesynbTat 3anpoca cnncka npunoxenuii B JSON-chopmare:

{
"data": [
{
"roleID": "alpha:ec5bl45e-7d43-4c18-934c-1da6d4cb407f",
"roleName": "rolename"
}
]
}
GetRights

string GetRights(string appID)
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npe,D,OCTaBJ'IﬂeT CMNUCOK JTMYHbIX NpaBs Nnofib3oBarend, 4Ybd y4eTHad 3annCb 3arpy>xXeHa B 3J1IeMeHT, U3 YKa3aHHOro
npunoxeHusa.

BxopHoi napameTp - ID npunoxeHusi, s Kotoporo Tpebyetcs Nony4nTb CNMCOK Npae (TUn 3HaveHus - string).

BozBpaluaet gaHHble B JSON-bopmare.

[na nony4yexuna cnncka acphekTuBHbIX Npas ucrnonbayite dyHkumio GetEffectiveRights (cTp. 103).

NMPUMEP
Bbi3oB: SecurityManagerUser. GetRights("YnpasneHue coctosHuem ob6opyaoBaHums')

Pe3ynbTtat 3anpoca cnucka npunoxenui B JSON-chopmare:

{
"data": [
{
"appName": "YnpaBneHue cocTosHMeM obopypoBaHua",
"tokenType": "bool",
"tokenName": "YnpaBneHue pesepByapom",
"tokenDescription": "lMpaBo ynpaBneHua pe3epByapom”,
"ownerId": "alpha:07dbad445-1903-498c-abdf-af7f55c145c4",
"tokenValueAllow": "TRUE",
"tokenValueDeny": "FALSE"
}
]
}
GetEffectiveRights

string GetEffectiveRights(string appID)

npe,D,OCTaBJ'IHET CMUCoOK Sq)CbeKTVIBHbIX npas Nofib3oBaTesifa, YbA y4eTHaA 3annucb 3arpyxeHa B 3JIEMEHT, U3
YKa3aHHOro npunoxeHusa.

BxopgHol napameTp - ID npunoxeHus, ns Kotoporo Tpebyetcs nonyuntb CNcok 3 g eKTUBHBIX NpaB (TUM 3HaYEHUs -
string).

BosBpaluaet ganHblie B JSON-copmare.
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MPUMEP

Bbi30oB: SecurityManagerUser. GetEffectiveRights("YnpaBneHue coctosHnem obopynoBaHus")

Pe3ynbTtat 3anpoca cnucka npunoxenuin B JSON-chopmare:

{
"data": [
{
"appName": "YnpaBneHue cocTosHMEM obopynoBaHuA",
"tokenType": "bool",
"tokenName": "YnpaBneHue pesepByapom",
"tokenDescription": "lMpaBo ynpaBneHua pe3epByapom”,
"ownerId": "alpha:07dbad445-1903-498c-abdf-af7f55c145c4",
"tokenValueAllow": "TRUE",
"tokenValueDeny": "FALSE"
}
]
}

New

void New()

OcBoboxaaeT a/IeMeHT OT 3arpy>XeHHOM B HEero UHchopmaLumn Ansa Co34aH1s HOBOTO NMPUIOXKEHNS.

DyHKLMA He TpebyeT BXOAHbLIX NapamMeTpoB.

MPUMEP

Bbi30B: SecurityManagerUser.New()

Mocne co3AaHns HOBOWM y4ETHOMN 3anucu He 3abyabTe 3arpy3uTb eé B nogcuctemy 6e3onacHocTv ¢
nomoLpto pyHKUMmn Save().

AddRole

void AddRole(string roleUID)

HazHauaet YKa3aHHYy posib Nosib30BaTerio, YbA y4eTHaA 3annucCb 3arpyxeHa B 3JIEMEHT.

BxoaHon napameTp - yHUKanbHbi ngeHtudukaTtop (uid) ponm Braa alpha: xaosii-XXXX-XXXX=-XXXX-XXXXXXXXXXXX (THM
3Ha4yeHus - string).

NMPUMEP

Bbi30oB: SecurityManagerUser.AddRole("alpha:4ce9483e-e137-41c2-bf1¢c-343e9b731f20")
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DeleteRole

void DeleteRole(string roleUID)

JIwaet ykazaHHol ponu nosib3oBaTess, Ybsa y4eTHas 3annch 3arpyXXeHa B 95TIEMeHT.

BxoaHow napameTp - YHUKanbHbi ngeHTudukaTtop (uid) ponm Braa alpha: xxaciii-XXXX-XXXX=-XXXX-XXXXXXXXXXXX (THM
3HayeHus - string).

NPUMEP

Bbi30B: SecurityManagerUser.DeleteRole("alpha:4ce9483e-e137-41c2-bf1¢c-343e9b731f20")

AddGroup

void AddGroup(string groupUID)

[o6GaenseT B yKaszaHHyto rpynmny nosib3oBaTesisl, Ubsl y4eTHas 3arnuch 3arpy>XeHa B 9/IEMEHT.

BxopHon napameTp - yHUKanbHbI M naeHTudmkaTop (uid) rpynnbl Buaa alpha: xxiao-XXXX-XXXX=-XXXX-XXXXXXXXXXXX (TVM
3Ha4eHus - string).

NPUMEP

Bbi3oB: SecurityManagerUser.AddGroup(“alpha:ffdad 1f9-ae36-4980-82b8-c7180a63b451")

DeleteGroup

void DeleteGroup(string groupUID)

Ypanqaet ns yKa3aHHOl7| rpynnbl Nosib3oBaTtend, YbAa y4eTHaaA 3anncb 3arpy>keHa B 3J1IEMEHT.

BxoaHoi napameTp - yHuUKanbHbl ngeHTudukatop (uid) rpynnbl Buaa alpha: xooo-XXXK=XXXX-XXXX-XXXXXXXXXXXX (TUr
3Ha4eHus - string).

NPUMEP

Bbi3oB: SecurityManagerUser.DeleteGroup("alpha:ffdad1f9-ae36-4980-82b8-c7180a63b451")

AddRight

void AddRight(string appID, string rightName, uintl rightType, string allowedValue, string
forbidenvalue)

Ha3Hauaet npaBo Nonb3oBarternto, YbA y4eTHada 3arnncb 3arpy>xeHa B 3J71IEMEHT.

BxogHble napameTpbl:

2. CIIPABOYHOE PYKOBOOCTBO
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v

ID npunoxeHus, cogepxallero Nnpaeo (Tun 3Ha4yeHus - string);

v

1M nNpasa (TUN 3HayeHus - string);

v

TUM npasa (Tun 3HayveHus - uint1):
>  «©@» - CTPOKOBBIA;
> «1» - [IOTMY4ECKNN;
> paspeLuatoLLee 3Ha4YeHVe nNpasa (TN 3HaveHus - string);

> 3anpeLyatoLlee 3Ha4YeHve npasa (TN 3HaveHus - string).

MNPUMEP
Bbi3oB: SecurityManagerUser.AddRight("YnpaBneHue cocTosiHnem obopynoBaHus”,"YnpasneHve
Hacocom",1,"true","false")

ChangeRight

void ChangeRight(string appID, string rightName, string allowedValue, string forbidenValue)

MeHsieT 3HaueHuA NpaB NonNb3oBaTens, Yba y4eTHas 3anncb 3arpyXeHa B 3/1IEMEHT.

BxoaHble napameTpbi:
> ID npunoxeHus, coaepxallero npaso (Tun 3HavyeHus - string);
> M4 npasa (Tun 3HaveHus - string);
D> HOBOE pa3peLuaroLlee 3Ha4eHne npaea (Tun 3HaveHus - string);
>

HOBOE 3anpeLlaoLLee 3Ha4YeHre npaea (Tun 3HadyeHus - string).

NMPUMEP

Bbi30oB: SecurityManagerUser.ChangeRight("YnpaBneHue coctosHnem obopynosaHus”,"YnpasneHune

Hacocom","false","true")

DeleteRight

void DeleteRight(string appID, string rightName)

JInwaet npaBa nonb3oBartend, Ybd y4eTHad 3arnncCb 3arpyxeHa B 3J1IEMEHT.

BxopgHble napameTpbl:
> |D npunoxenus, cogepxalliero npaeo (Tun 3HaveHus - string);

> uvM4 npasa (Tun 3HaveHus - string).

MPUMEP
Bbi3oB: SecurityManagerUser.DeleteRight("YnpasneHue coctosiHmem o6opynoBaHus'”,"YnpasneHvne Hacocom")
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GetErrorDescriptionByCode

string GetErrorDescriptionByCode(uintl FailReasonCode)

BosBpalliaeT TEKCTOBOE OnMcaHne oLNBoK, BO3HUKAIOLLMX NPy 3arpy3Ke 1 COXpaHEHUM YYETHbIX 3anncei.

BxopaHon napameTp - nepemenHas FailReasonCode (Tun 3HayeHus - uint1).

2.8.3. CobbiTusa

LoadComplete

WNHdpopmaums 06 yyeTHOM 3anucy 3arpykeHa B 3J1IEMEHT.

AKTMBUpyeTCA B Cnyyae ycneLwHoro 3asepLueHns onepauumn Load() (ctp. 99).

SaveComplete

WHdpopmaums 06 yyeTHOM 3anucu coxpaHeHa B nogcuctemy 6esonacHoctn SePlatform.Security.

AKTMBUpYeTCA B Cry4ae yCreLHoro 3asepLuenus onepauum Save() (cTp. 99).

LoadFailed

WHdopmaums 06 y4eTHOM 3anucy He 3arpy>keHa B 371IEMEHT.
AKTMBUpYETCS B CryYae HeycneLuHoro 3asepLueHns onepauum Load() (cTp. 99).

BosBpalyaet Homep ownbKku B nepeMenHyto FailReasonCode, TR 3Ha4YeHus - uint1.

MonyunTb TEKCT OWMOKM MOXHO, Bbi3BaB pyHkuUuo GetErrorDescriptionByCode() (cTp. 99).

SaveFailed

WHdopmaums 06 yyeTHOI 3anucu He coxpaHeHa B noacuctemy 6esonacHoctv SePlatform.Security.
AKTUBMpYeTCS B Crly4ae HeyCneLHoro 3aBepLueHus onepaumm Save() (cTp. 99).

BosBpallaet Homep ownbku B nepemerHyto FailReasonCode, Tun 3HaveHus - uint1.

MonyunTb TEKCT OLIMBKM MOXHO, Bbi3BaB hyHkLUMo GetErrorDescriptionByCode() (cTp. 99).

2. CIIPABOYHOE PYKOBOOCTBO
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2.9. Hactpoiika 6e3onacHoctu: Npynna
(SecurityManagerGroup)

KOMMOHEHT npeaHa3HaveH An4g 3arpy3ku nHdopmaumm o rpynne:
> vMetoLLencs B nogcucteme 6€30nacHOCTU - A MPOCMOTPa U U3MEHeHWS 3To HopMaLuu;

> cospgaHHol u3 npoekta SePlatform.HMI - ana panbHenwelh oTnpaBku B noacucteMy 6e30nacHoCTy.

2.9.1. CBouncTBa

MeHepxep KoHpUurypupoBaHusa 6e3onacHoOCTU
Ccblinka Ha anemeHT Tuna HacTpoitka 6e3onacHocTu: MeHemkep, o6ecneunBaroLLmii paboTy ¢ y4eTHbIMU

3anucamMmu, rpynnamm nonb3oBarenemn n npunoxeHnamu.

Copnepxut cBoicTBo KoHTEKCT 6e30nacHOCTU ANS yKasaHus CChISIKW Ha 3N1eMeHT Tuna KoHTeKcT
6e3onacHoCTM.

Heobxoaumo 3anonHnuTb AN B3aMMoAencTBus ¢ noacuctemoit 6esonacHoctn SePlatform.Security.

Groupld

Y HuKanbHbIn ngeHTudurkaTop (uid) rpynnbl, 3arpy>XeHHOW B dnemMeHT. Tun 3HayeHuns - string.

TonbKo AN YTEHUS B pEXMME paHTarma.

MNPUMEP
Bbi3oB: SecurityManagerGroup.GrouplD

BI/I,D, 3Ha4yeHnA: a|phaZXXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX

Mpumep 3Ha4YeHns: «alpha:d01969e0-ae@5-4548-9375-2533b326a588».

Y HuKanbHbI naeHTUgmKaTop hopMupyeTcs NoacucTeMoit 6e3onacHOCTY B MOMEHT CO34,aHUS TPy Mbl.

Umsa rpynnbl (GroupName)

Ha3BaHwue rpynnbl, 3arpy>XeHHoN B 3/1EMEHT. Tun 3Ha4eHus - string.

MNPUMEP
Bbi3oB: SecurityManagerGroup.GroupName

Mpymep 3HaYeHNs: «ncneTyepbl».

Onucanue rpynnel (GroupDescription)

OnwucaHue rpynnbl, 3arpy>XeHHoun B aneMeHT. Tun 3HayeHus - string.
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MPUMEP

Bbi30B: SecurityManagerGroup.GroupDescription

Disabled ('pynna 3abnokuposaHa)

XpaHut nHdopmMaLmio o ToM, 3ab1oKupoBaHa nv rpynna. Tun 3HadeHus - bool.

MPUMEP
Bbi3oB: SecurityManagerGroup.Disabled

3HaueHue:
> «true» - rpynna 3abnoK1MpoBaHa;

> «false» - rpynna He 3ab10KMpoBaHa.

IsChanged

YBenomneHve 06 N3MeHeHu B rpynne, 3arpy>XXeHHom B anemeHT. Tun 3HayeHus - bool.

TonbKo gnsa YTeHus B pexunme paHTa|7lma.

MPUMEP
Bbi30B: SecurityManagerGroup.lsChanged

3HayeHue:
> «true» - rpynna 6bia UISMEHeHa;

> «false» - HET UBMEHEHNI B rpynne.

MpyHUMaeT 3HavyeHune «false» npu:
> 3arpy3Ke rpynnbl B 3JIEMEHT;

> CcoXpaHeHWUu rpynrbl B oacucTemy 6e30nacHoCTM.

2.9.2. ®yHKUUHU
Load
void Load(string uid)

3arpy>xaeT nHcopmaLuto o rpynne us nogcucTeMbl 6€30MacHOCTU B 351IEMEHT.

BxoaHon napameTp - YHUKanbHbi ngeHtudukatop (uid) rpynnbl Buaa alpha: xocxiii-XXXX=XXXX-XXXX-XXXXXXXXXXXX (TUM
3HayeHus - string).
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MPUMEP

Bbi30B: SecurityManagerGroup.Load("alpha:d01969e0-ae05-4548-9375-2533b326a588")

Pesynbrart:
> B Cry4ae yCneLHOro 3aBepLUeHns onepaLuy akTueupyetcs cobeitne LoadComplete (cTp. 116);
> B Cry4ae HeyCneLHOro 3aBepLUeHns onepawm akTuempyeTtcsa cobbiTue LoadFailed (cTp. 116).

Save

void Save()

OtnpaenseT nHopmaLmio o rpynne B NoacucTemy 6e3onacHoOCTy nocre:
> peaakTMpPOBaHKSA paHee Bbirpy>XeHHOoI U3 noacucteMbl 6e30MacHOCTU Fpynnbl;
> cospgaHus rpynnbl u3 npoekta SePlatform.HMI ¢ nomoLlubio dyHkummn New() 1 CBOWCTB an1ieMeHTa.

PyHKUWMA He TpebyeT BXOAHbIX MapaMeTpoB.

MNPUMEP
Bbi3oB: SecurityManagerGroup.Save()

Pe3ynbtart:
> B Cry4ae yCneLHOro 3aBepLUEeHNs onepaLyum akTmeupyetcs cobbiTne SaveComplete (cTp. 116);
> B Cny4ae HeyCneLHoro 3aBepLUleHuns onepawum akTuempyetcs cobbiTue SaveFailed (cTp. 116).

GetMembersList

string GetMembersList()

MpepocTaBnseT CNNCOK Y4aCTHUKOB Py NMbl, 3arpy>XEHHOM B 3N1IEMEHT. Y4YacTHUKaMu rpynnbl MoryT ObiTb Kak
nonb30BaTenu, Tak 1 Jo4epHue rpynnbl.

CDyHKLI,Mﬂ He Tpe6yeT BXOAHbIX MNapaMeTpoB.

BosBpaluaet gaHHble B JSON-copmare, rae:
> memberlD - yHuKanbHbin ngeHtucdmkatop (uid) yyacTHuka rpynnbl BuAa alpha: xxco-XXXX-XXXX-XXXX-
XOOXXKXXKXKX;
> memberName - TorMH yyacTtHvKa rpynnsl;

> memberType - 3HauUeHne 3Toro aTpubyTa yKasbiBaeT, ABNAETCA y4aCTHUK Nofib30BaTeNemM unv fovepHen
rpynmown:

> «@» -nonb3oBaTterb;

>  «1» - OYEpHAA rpynna.
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MPUMEP

Bbi30B: SecurityManagerGroup. GetMembersList()
Pe3ynbTtat 3anpoca cnucka rpynn B JSON-chopmare:

{
"data": [
{
"memberID": "alpha:3fbc8d1f-8384-4b19-933b-0d4f0dc59c10",
"memberName": "ivanov",
"memberType": "0"
bs
{
"memberID": "alpha:dd13c739-1387-4f06-8087-cb437f577def",
"memberName": "krylov",
"memberType": "0@"
}
1
}

GetApplicationsList

string GetApplicationsList()

MpenocTaBnAaeT CNMCOK NPUNOXEHWI C MpaBaMu rpynibl, 3arpy>X€HHON B 3/IEMEHT.
DyHKLMA He TpebyeT BXOAHbLIX NapamMeTpoB.

BosBpaluaet ganHblie B JSON-copmare.

MPUMEP
Bbi3oB: SecurityManagerGroup.GetApplicationsList()

Pesynbtat 3anpoca cnucka rpynn B JSON-hopmare:

{
"data": [
{
"appID": "YnpaBneHue cocTosHMEM obopypoBaHua",
"appName": "YnpaBneHue cocTosHueM obopyaoBaHusa"
}
]
}
GroupRoles

string GroupRoles(string appID)
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MpepocTaBnseT CNUCOK ponen rpynmbl, 3arpy>XeHHON B 3NEMEHT, B YKa3aHHOM MPUIOXEHUM.
BxopHol napameTp - ID npunoxeHusi, U3 KOTOPOro TpebyeTcsa NonyyYmTb CNUCOK ponel (Tun 3HaveHus - string).

BozBpaluaet gaHHbie B JSON-chopmare.

MNPUMEP
Bbi3oB: SecurityManagerGroup.GroupRoles("YnpasneHue coctosiHuem o6opyaoBaHus')

Pe3ynbTtat 3anpoca cnucka npunoxenui B JSON-chopmare:

{
"data": [
{
"roleID": "alpha:ec5bl45e-7d43-4c18-934c-1da6d4cb407f",
"roleName": "rolename"
}
]
}
GroupRights

string GroupRights(string appID)

MpepocTaBnseT CNUCOK Npas rpynnbl, 3arpPy>XeHHON B 3N1EMEHT, U3 YKa3aHHOro NPUIoXeHS.
BxopHoi napameTp - ID npunoxeHusi, U3 KOTOPOro TpebyeTcsa NonyunTb CANCOK MpaB (TUN 3HaveHus - string).

BozBpaluaet gaHHbie B JSON-hopmare.

[na nony4yeHus cnncka apekTuBHbIX Npas ucnonbayire dyHkuunio GroupEffectiveRights (cTp. 113).
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MPUMEP

Bbi30B: SecurityManagerGroup.GroupRights("YnpaeneHue coctosHuem obopyaoBaHus”)

Pe3ynbTtat 3anpoca cnucka npunoxenuii B JSON-chopmare:

{
"data": [
{
"appName": "YnpaBneHue cocTosHMEeM obopynoBaHua",
"tokenType": "bool",
"tokenName": "YnpaBneHue pesepByapom",
"tokenDescription": "lMpaBo ynpaBneHua pe3epByapom”,
"ownerId": "alpha:07dbad445-1903-498c-abdf-af7f55c145c4",
"tokenValueAllow": "TRUE",
"tokenValueDeny": "FALSE"
}
]
}
GroupEffectiveRights

string GroupEffectiveRights(string appID)

MpepoctaBnAeT cnMcoK 3(peKTMBHBIX NPaB rpynMbl, 3arpy>XeHHOM B 9NIEMEHT, U3 YKa3aHHOrO NPUnoXeHus.

BxopgHol napameTp - ID npunoxeHus, ns Kotoporo Tpebyetcs nonyunTtb CNcok 3 g eKTUBHBIX NpaB (TUM 3HaYEHUS -
string).

BosBpaluaet ganHblie B JSON-copmare.

MPUMEP
Bbi3oB: SecurityManagerGroup.GroupEffectiveRights("YnpasneHue coctosiHuem o6opyaosaHua”)

PesynbTat 3anpoca cnucka npunoxexui B JSON-copmare:

{
"data": [
{
"appName": "YnpaBneHue cocTofsHMeM obopypoBaHua",
"tokenType": "bool",
"tokenName": "YnpaBneHue pesepByapom",
"tokenDescription": "MpaBo ynpaBneHua pe3epByapom”,
"ownerId": "alpha:07dbad445-1903-498c-abdf-af7f55c145c4",
"tokenValueAllow": "TRUE",
"tokenValueDeny": "FALSE"
}
]
}

2. CMMPABOYHOE PYKOBOOCTBO
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New

void New()

OcB0b60XaaeT 3rIEMEHT OT 3arpy>XeHHON B HEr0 MH OpMaL MK AiNst CO3,aHNsi HOBOW rpynnbl.

DyHKLMA He TpebyeT BXOAHbLIX NapaMeTpoB.

MPUMEP

Bbi30B: SecurityManagerGroup.New()

Mocne co3aaHns HOBOM rpynnbl He 3abyabTe 3arpy3nTb e€ B nogcucteMy 6€30nacHoOCTU C MOMOLLLbIO
dyHKLMN Save().

AddRole

void AddRole(string roleUID)

HasHauaeT ykasaHHyto posib rpyrne, 3arpy>XeHHON B 351IEMEHT.

BxoaHon napameTp - yHuKanbHbi ngeHtudukaTtop (uid) ponm Braa alpha: xaosi-XXXX-XXXX=-XXXX-XXXXXXXXXXXX (THM
3Ha4yeHus - string).

NMPUMEP

Bbi30B: SecurityManagerGroup.AddRole("alpha:4ce9483e-e137-41c2-bf1¢c-343e9b731120")

DeleteRole

void DeleteRole(string roleUID)

JIMwaeT ykazaHHOM ponu rpynny, 3arpy>keHHy0 B 3/IEMEHT.

BxopHon napameTp - yHUKanbHbI M naeHTudurkaTop (uid) ponu Buaa alpha: xxxxxxxx-XXXX-XXXX-XXXX-XXXXXXXXXXXX (Tvn
3Ha4eHud - string).

NPUMEP

Bbi30B: SecurityManagerGroup.DeleteRole("alpha:4ce9483e-e137-41c2-bf1¢c-343e9b731f20")

AddRight

void AddRight(string appID, string rightName, uintl rightType, string allowedValue, string
forbidenvalue)
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HasHauvaet npaeo rpynne, 3arpy>KeHH017| B 3J1IEMEHT.

BxogHble napameTpbl:
> ID npunoxeHus, cogepxallero npaso (Tun 3HavyeHus - string);
> M4 npasa (Tun 3HaveHus - string);
> Tun npasa (Tun 3HaveHus - uint1):
>  «©@» - CTPOKOBbI;
> «1» - [IOTMY4ECKNN;
> paspeLuatoLLee 3Ha4YeHVe nNpasa (TN 3HaveHus - string);

> 3anpeLyatoLlee 3Ha4YeHVe npasa (TN 3HaveHus - string).
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MPUMEP
Bbi3oB: SecurityManagerGroup.AddRight("YnpaBneHue coctosiHnem o6opynosaHus”,"YnpasneHue
Hacocom",1,"true","false"

ChangeRight

void ChangeRight(string appID, string rightName, string allowedValue, string forbidenValue)

MeHsieT 3HaueHu s NpaB rpynrbl, 3arpy>XeHHON B 3JIEMEHT.

BxoaHble napameTpbi:
> ID npunoxeHus, coaepxallero npaso (Tun 3HavyeHus - string);
> M4 npaBa (Tun 3HaveHus - string);
D> HOBOE pa3peLuaroLee 3Ha4eHme npaea (Tun 3HaveHus - string);
>

HOBOE 3anpeLlaoLLee 3Ha4YeHre npaea (Tyn 3HadyeHus - string).

NMPUMEP

Bbi30B: SecurityManagerGroup.ChangeRight("YnpaBneHue coctosiHnuem obopynoBanusa”,"YnpaeneHue

Hacocom","false","true")

DeleteRight

void DeleteRight(string appID, string rightName)

JInwaet npasa rpynny, 3arpy>keHHyt B 3JIEMEHT.

BxopgHble napameTpbl:
> |D npunoxeHnus, cogepxaluiero npaeo (Tun 3HaveHus - string);

> M4 npasa (Tun 3HaveHus - string).

MNPUMEP
Bbi3oB: SecurityManagerGroup.DeleteRight("YnpaBneHue coctosiHnem o6opynoBaHus”,"YnpaeneHue
Hacocom")
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GetErrorDescriptionByCode

string GetErrorDescriptionByCode(uintl FailReasonCode)

BosBpalLiaeT TeKCTOBOE OnvcaHne OLNGOK, BO3HUKAIOLWMX NPy 3arpy3Ke U COXpaHeHnu rpyn.

BxopaHon napameTp - nepemenHas FailReasonCode (Tun 3HayeHus - uint1).

2.9.3. CobbiTusa

LoadComplete

WHdopmaums o rpynne 3arpy>XeHa B 3N1eMeHT.

AKTMBMpyeTCS B Cryyae ycrneLwHoro 3asepLuexuns onepauum Load() (ctp. 109).

SaveComplete

MHdopmaums o rpynne coxpaHeHa B noacuctemy 6esonacHoctu SePlatform.Security.

AKTUBUpYeETCS B Cyyae yCneLwHoro 3asepLueHus onepauum Save() (ctp. 109).

LoadFailed

WHdopmaums o rpynne He 3arpyxeHa B 35IEMEHT.
AKTMBUpYETCS B Clyyae HeycrneLlHoro 3asepLueHus onepauum Load() (ctp. 109).

BosBpalaet Homep ownbKu B nepeMeHHyto FailReasonCode, TN 3Ha4YeHus - uint1.

Mony4ynTb TEKCT OLLIMOKM MOXHO, Bbl3BaB dyHKUMo GetErrorDescriptionByCode() (ctp. 109).

SaveFailed

MHdopmaums o rpynne He coxpaHeHa B noacuctemy 6esonacHoctu SePlatform.Security.
AKTUBMpYeTCS B Cryyae HeyCcneLHoro 3aBepLueHus onepauum Save() (cTp. 109).

BosBpallaet Homep ownbku B nepemerHyto FailReasonCode, Tun 3Ha4eHust - uint1.

MonyunTb TEKCT OWMOKM MOXHO, Bbi3BaB pyHKL Mo GetErrorDescriptionByCode() (cTp. 109).

2.10. MacTtep koHpurypupoBaHua Security (Configurator)

KOMMOHEHT npeiHa3Ha4eH A YTeHusi U 06HOBNeHMst KoHdUry pauum cnyx6osl AreHT SePlatform.Security.
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O6bI4HO Ccpasy nocne yCcTaHoBKU Nogcuctembl 6eaonacHoctn SePlatform.Security Heobxoarmo HacTpouTs ee
KOMMOHEHTHI - B TOM uncrie, cnyx6y AreHT SePlatform.Security. HacTpoiika cnyx6bl BbINONHAETCS B
KOHpurypaumoHHoMm canne seplatform.security.agent.xml, pacnonoxeHHoM B C: \Program
Files\SePlatform\SePlatform.Security (gns Windows)unnB /opt/SePlatform/SePlatform.Security (ans
Linux). MoppobHee HacTpoiika crnyx6bl onucaHa B flokyMeHTe Ha SePlatform.Security, B pasgene «Hactpoiika
KOMMOHEHTOB». BHOCUTb U3MeHeHNs B KOH(UIy paLLMOHHbI dhalin MOXHO BPYUHYto, TG0 U3 nNpoekTa
SePlatform.HMI c nomoLLbto cBOINCTB, hyHKLMIA 1 COOLITUN 3K3emMmnnsapa MacTep KOHOUrypupoBaHus Security.
KoMnoHeHT cnegyeT ucnonb30BaTh criegyoLwymM o6 pa3om:

> [nfA yTeHua KoHdurypaLmm Heobxoammo Bbi3BaTb yHKLMo Read() (cTp. 122). OHa noMecTuT AaHHbIe U3
KOHUry paLnoHHoro daina B KOMMNOHeHT. [ocne 3Toro MoxHo 6yaet obpaTtuTbCs K faHHbIM, MpoYnTaB
3Ha4yeHWs1 CBOMCTB KOMTMOHEHTA UM Bbl3BaB OyHKL MW, Ha3BaHWe KOTopbix HaumMHaeTcs ¢ Get (GetLdapHost(),
GetLdapPort() nnp.).

> [1na cosgaHua HoBOWM KOHAUry paLum HeobxoaumMo cHavana ykasaTb HOBble AiaHHble, MOMECTUB UX B
3Ha4eHWs1 CBOMCTB M BO BXOLHbIE NapaMeTpbl (byHKLUIA, Ha3BaHWe KoTopbix HaunHaeTca ¢ Add (AddLdap(),
AddLogConsumer() n np.). Nocne atoro cneayet Bbi3BaTth hyHKUMI0 Generate() (cTp. 122), koTopas co3gacT
TEKCT HOBOro KOHGUry paLMoHHOro channa.

Mpumep ncnonb3oBaHusa koMmnoHeHTa B npoekTe SePlatform.HMI npueepneH B pasgene 1.7. KoHdwry puposaHune
areHTa 6e3onacHocTu (cTp. 41).

2.10.1. CsoncTBa

Appec Net areHTa (NetHost)

IP-appec nnu nmsa komnbloTepa, Ha KOTOPOM yCTaHoBNEH Net-areHT, K KOTOPOMY MOAKIII0YaeTCs areHT
6e3onacHocTu. MNMog Net-areHTom nogpasymeBaetcs crnyxba SePlatform.Net.Agent (Ha OC Windows) nnu
SePlatform.Net.service (Ha OC Linux). Tun 3Ha4yeHuns - string.

3ayvacTyto Net-areHT yCTaHOBIEH Ha JTOKArIbHOM KOMIboTEpe.

3HauyeHue CBOICTBA COOTBETCTBYET 3HAYEHWO aTpubyTa Address afleMeHTa <EntryPointNetAgent> B
KOHUrypaLnoHHoM charine areHta 6e3onacHocTu.

MopTt Net areHTta (NetPort)

Homep nopta ans nogkntoyenns K Net-areHTy, K KOTOpOMY NoAKtoYaeTcs areHT 6e3onacHoCTH. Tun 3Ha4YeHus -
int4.

3HauyeHue CBOICTBA COOTBETCTBYET 3HAYEHMO aTpubyTa Port anemMeHTa <EntryPointNetAgent>B
KOHUrypaLmnoHHoMm carine areHta 6e3onacHoCcTu.

Appec LDAP cepBepa (LdapHost)

IP-appec unu umsa komnbloTepa, Ha KoTopoM pa3BepHyT LDAP-cepBep, kK KOTOPOMY MOAKITHOYaeTCH areHT
6e3onacHocTh. Tun 3HayeHus - string.

CBoicTBO ycTapeno. Tenepb Npu HAaCTPOIKe areHTa MOXeT BbiTb yKa3aHo Heckonbko LDAP-cepBepoB, noaTomMy
3HayeHUs afpecoB 3anncbiBalOTCA B KOMIMOHEHT B BUe MaccuBa.

Y00kl NpounTaTh KOHKPETHOE 3HA4YEHNE B MACCUBE:
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1. Bui3osute dyHkumio Read() (cTp. 122), npeaHa3HayveHHyo 118 3anMcu TeKyLLen KOHpUrypawum areHta B

MaccuB.
2. Boizosute dyHkumo GetLdapHost() (cTp. 123), yka3as B Ka4yecTBe BXOLHOIO napamerpa HoOMep 3f1eMeHTa B
mMaccuBe.

Konunuecteo anemeHToB B Mmaccuse (LDAP-cepsepos) 3anucbiBaeTtcs B 3HaveHne ceoictea LdapCount (cTp. 121).
Kaxpbl1 951IEMEHT MaccuBa COOTBETCTBYET 3HAYEHWIO aTpubyTa Address OOHOMO U3 3/IEMEHTOB <LDAPServer> B
KOHUrypaLmnoHHoMm carine areHta 6e3onacHocTu.

YT06b1 O6aBUTL OnucaHue HoBoro LDAP-cepsepa, ncrnonb3ymnte dpyHkumio AddLdap() (cTp. 123

MopT LDAP cepBepa (LdapPort)

Homep nopta ana nogkntoveHns Kk LDAP-cepsepy. Tun 3HadyeHus - string.

CBoicTBO ycTapeno. Tenepb Npy HAaCTPOIKe areHTa MOXeT BbiTb yKa3aHo Heckornbko LDAP-cepBepoB, noaTomy
3HayeHUsi MOPTOB 3anMChiBaOTCA B KOMMOHEHT B BUAE MaccuBa.

YT0oObl NpoynTaTh KOHKPETHOE 3HA4YEHE B MACCUBE:
1. Bui3osute dyHkumio Read() (cTp. 122), npeaHa3HaveHHy0 118 3anMcu TeKyLLen KOHpUrypawum areHta B

MaccuB.
2. Boizosute dpyHkumo GetLdapPort() (cTp. 124), yka3as B Ka4ecTBe BXOAHOIO napamerpa HoMep arieMeHTa B
MaccuBe.

Konunuecteo anemeHToB B Mmaccuee (LDAP-cepsepos) 3anucbiBaeTtcs B 3HaveHne ceoictea LdapCount (cTp. 121).
Kaxpbli1 951IEMEHT MaccuBa COOTBETCTBYET 3HAYEHWIO aTpMbyTa Port OAHOIO U3 3N1EMEHTOB <LDAPServer> B
KOHUrypaLnoHHoM carine areHta 6e3onacHoCcTu.

YT06b1 O6aBUTL OnucaHue HoBoro LDAP-cepBepa, ncrnonb3yinte dpyHkumio AddLdap() (cTp. 123

Ucnonb3oBaHue 3awumuieHHoro coeguHeHus (UseSecureConnection)

YKasblBaeT areHTy 6€30MnacHOCTU HEOOXOANMOCTb UCMONb30BaHMSA 3aLLmLLEeHHOro coeanHenns ¢ LDAP-cepeepom.
Twun 3Ha4eHus - bool.

3HaueHuWe CcBOCTBa COOTBETCTBYET 3HAYEHUIO aTpubyTa value anemMeHTa <LdapSecure> B KOH(UIy paLMOHHOM
charine areHta 6e3onacHoOCTW.

Pexum paboTsl KoHTpons uenoctHoctu (ICMode)

YKa3bIBa€eT, BKITHOUEH TN PEXUM KOHTPOSA LLENOCTHOCTI ¢hainoB 1 nanok. Tun 3HadeHus - bool.

3HauyeHue CBOICTBa COOTBETCTBYET 3HAYEHMI0 aTpubyTa ICMode 3/IeMeHTa <Options> B KOH(UIy paLMoHHOM
daine areHTa 6e30nacHoOCTU:

D> «@» - KOHTPOJb LLeNOCTHOCTM OTKITHOYEH, 3HaYeHVe CBONCTBA - «faslex;

>  «1» - KOHTPOJS1b LLESTOCTHOCTU BKJTHOYEH, 3Ha4YeHWe CBOWCTBA - «true».

Monb3osaTtens LDAP (LdapUser)

YyeTHaa 3anucb agMuHucTpaTtopa LDAP-cepsepa. Tun 3HayeHus - string.
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MockonbKy yyeTHasi 3anuck xpaHutca Ha LDAP-cepBepe B Bue kaTarnora, o6 palleHue K Hel NpoMCXOAMUT B
ctaHpaptHom ans LDAP Bupe:

cn=JloruHMonb3oBaTenda,dc=JomeHLDAPcepBepa

3HayeHuWe CBOWCTBA COOTBETCTBYET 3HAYEHMIO aTpubyTa value anemMeHTa <LdapUser> B KOHGUIY paLMOHHOM
daline areHta 6e30MacHOCTW.

MPUMEP

Mpymep 3HayeHns: «cn=Manager,dc=maxcrc,dc=com»

Maponb nonb3oBartens LDAP (LdapUserPass)

Maponb yyeTHom 3anucn agmuHncTpaTopa LDAP-cepepa. Tun 3HaueHus - string.

MockornbKy Naponu ABnATCA CEKPETHON MHAOpPMaLei, MPOCMOTPETb TEKYLLIEE 3HAYEHVE NPY YTEHWN
KoHdUrypaumm Henb3s. Mpu co3aaHnm HOBON KOHMUIy paLLMm CBOMCTBO UCTIONb3YEeTcA A1 3an1cy HOBOTo 3HaUYeHUs.
3HaveHune napons, BBeAeHHOE B OTKPLITOM BuAe, 6yaeT 3alumdposaHo.

Appec nanku cuctemol 6esonacHoctu (LdapDN)

HazeaHune kopHeBoro katanora Ha LDAP-cepsepe. Tun 3HadeHus - string.

O6palleHne K KaTanory npoucxoaut B ctaHaaptHom ans LDAP suge:

ou=Ha3BaHuelanku,dc=[lomeHLDAPcepBepa

3HayeHve CBOMCTBA COOTBETCTBYET 3HaYeHWI0 aTpnbyTa value 3feMeHTa <SecurityDn> B KOHUry paLoHHOM
cdaine areHTa 6e30MacHOCTW.

MPUMEP
Mpumep 3Ha4YeHns: «cn=ou=SePlatformSecurity,dc=maxcrc,dc=com»

Umsa rocteson Y3 (GuestName)

MMs rocTeBomn y4eTHON 3anmcu - 3anncu, Ybu npasa UCNonb3YTCA, KOraa HET akTMBHOW NOSb30BaTeNbCKOW CECCUN.
Twn 3HayeHwus - string.

3HauyeHue CBOINCTBa COOTBETCTBYET 3HAYEHMIO aTpubyTa value afeMeHTa <GuestDisplayName> B
KOHUrypaLnoHHoM daiine areHta 6e3onacHoOCTH.

Monb3oBatenb no ymon4yanuio (DefaultUser)

MM yyeTHOM 3anncy nonb3oBatens o yMOnyaHuio - Nofb30BaTerns, YbA CECCUA CTAHOBUTCS aKTUBHON, ecnn
JApyrve nonb30BaTenun He aBTOpU30BanuCh B NoacucTeme. Tun 3HaueHus - string.

3HauyeHue CBOINCTBa COOTBETCTBYET 3HAYEHMIO aTpubyTa value anemMeHTa <DefaultUser> B KOH(UIY paLiOHHOM
daline areHta 6e3onacHoOCTW.
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Maponb nonb3oBartensi no ymonyaHuio (DefaultUserPass)

Maponb nonb3oBartesns o yMmonyaHuio. Tun 3HaveHus - string.

3HauyeHue CBOICTBA COOTBETCTBYET 3HAYEHMO aTpubyTa value anemMeHTa <DefaultUserPassword> B
KOHUrypaLmnoHHoMm carine areHta 6e3onacHocTu.

YpoBeHb sioruposaHus (LoggerLevel)

O3zHavaeT Konn4ecTBo MHhopmaLLmm, BbIBOAMMON B NOT nopgcmnctemMel 6e3onacHoCTU. Tun 3HaveHus - int4.

3HauyeHue CBOINCTBa COOTBETCTBYET 3HAYEHM0 aTpubyTa LoggerLevel 3NeMeHTa <Options>B
KOHUrypaLoHHoM daiine areHta 6e3onacHoOCTH:

>  «@» - B J10r BbIBOAUTCA MUHUMYM MHGOPMaLLUW;
> «2» - B NIOr BbIBOAUTCA BCSI OCHOBHas MHcbopmMaLms o pabote SePlatform.Security;

> «5» - B NIOr BbIBOAUTCA AONONHUTENbHasA nHdopmauums o pabote SePlatform.Security nomumo ocHoBHOM.

Kom6uHauum 6nokupoBku (DriverString)

MepeyeHb knaBuLl, 3a610KMPOBAHHBIX 415 UCMONb30BaHUs MoNb30oBaTeneM. Tun 3HadeHus - string.

3a610KMpOBaHHbIe coueTaHns ykasaHbl B Buae SCAN-KogoB KNaBuLL, pa3aeneHHbIX BHYTPYU COYETaHUs CUMBOSTOM
«+», @ MEXAY COYETAHVSIMY - CMBOJIOM «; ».

3HauyeHve CBOMCTBA COOTBETCTBYET 3Ha4YeHWI0 aTpnbyTa kbDriverString afieMeHTa <Options> B
KOHUrypaumnoHHoMm carine areHta 6e3onacHoCcTW.

NMPUMEP
MpumMep 3HauYeHUs: «Ox1D+0x38+0x53 ; Ox1D+Ox2A+0x01 ; »

B naHHoM npumepe 3abnoKMpoBaHbl coveTanns «ctrl+alt+del» n «ctrl+shift+escr.

TpaccupoBka ayauTta (TraceAudit)

BkntoyaeTt TpaHCn LMo COoOLLEHMI ayAnTa B CUCTEMHBIN Xy pHan. Tun 3HaveHns - bool.

3HayeHve CBOMCTBA COOTBETCTBYET 3HAUYEHWIO aTpnbyTa TraceAudit afleMeHTa <AuditLogConsumers> B
KOHUrypaumnoHHoMm carine areHta 6e3onacHoCTu:

>  «@» - COOBLLEHVSI HE TPAHCMPYHOTCSA B CUCTEMHBIN XXy pPHar, 3HaYeH1e CBOWCTBA - «fasle»;

> «1» - COOBLLEHUA TPAHCIIMPYOTCA B CUCTEMHbIN Xy pHan, 3HaYeHe CBOWCTBA - «true».

Kaw npas nonb3oBatens (UseRightsStorageCache)

YKa3sblBaeT, ucrnon b3YyKOTCA TN KSLWWNPOBaAHHbIE 3HA4YEeHUA NpaB NoJib30BaTenA. Tun 3Ha4eHusa - bool.

3HauyeHue CBOMCTBA COOTBETCTBYET 3HAUYEHWI0 aTpubyTa UseRightsCacheStorage afleMeHTa <Options> B
KOHUrypaLnoHHoM darine areHta 6e3onacHoCTH:

> «@» - aKTyasibHble 3Ha4YeHus npae nofb3oBaTens 3anpalwmsatoTtcs ¢ LDAP-cepBepa NocTosiHHO, 3Ha4YeHue
cBoicTBa - «false»;
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> «1» - 3Ha4yeHns NpaB nonb3oBaTtens 3anpawusatotca ¢ LDAP-cepBepa TONbKO B MOMEHT BXOAa
nonb3oBartesnda B nogcucTtemMy, a B npouecce ero pa6OTbI 3Ha4YeHnA 3anpalinBaroTcAa U3 Kalla. 3HauyeHue
CBOWNCTBA B TaKOM Cny4ae- «true».

Mpedukc coobwenunn ayguta (MesPrefix)

Mpedukc coobLieHunin ayanTta. Tun 3HaYeHus - string.

3HaueHuWe CBOWCTBa COOTBETCTBYET 3HAYEHUIO aTpubyTa value afeMeHTa <mesPrefix> B KOH(UrypaLMOHHOM
charine areHta 6e3onacHoOCTW.

Owwnbka koHpurypuposaHus (Error)

TekcT oWmMOKK, BO3HUKLLEW NPU NOMbITKE CO34,aHUA HOBOM KoHdmrypauum AreHT SePlatform.Security ¢ nomowubto
dyHkumm Generate() (cTp. 122). Tun 3HaveHwns - string.

TonbKo onea YTeHus B pexunme paHTaﬂma.

CreHepupoBaHHas cTpoka (GeneratedString)

MonHbIf TEKCT KOHUrypaLmMoHHoro dhaiina AreHT SePlatform.Security B xml-cbopmarte, co3naHHoro B pesybTarte
BbI30Ba yHKL MM Generate() (cTp. 122). Tun 3HaYeHwns - string.

TonbKo gnsa YTeHus B pexunme paHTaVlma.

Owwnbka yteHuns (ReadError)

TekcT owmnbKK, BO3HMKLLIEN MPpK NoMbITKe YTeHNs KoHdurypaumm AreHT SePlatform.Security ¢ nomoLlbto dyHKL MK
Read() (cTp. 122). Tvn 3Ha4eHus - string.

TonbKo ANsi YTEHUS B peXME paHTarma.

KonuyectBo LDAP cepBepoB (LdapCount)

KonuuectBo LDAP-cepBepoB, ykasaHHbIX B KOHpurypaunoHHom daine AreHT SePlatform.Security. Tun 3Hayenns
- int4.

TonbKo ANS YTeHWs B peXxuMe paHTanma.
KonuuecTteo notpebuteneit ayauta (ConsumersCount)

KonwnyecTBo cepBepoB-noTpedbutenei ayanTa, ykasdaHHblx B KOHuMry pauMoHHom caine AreHT
SePlatform.Security. Tun 3Ha4yeHus - int4.

TonbKo ona YTeHus B pexunme paHTaﬂma.

HezanonHeHHble nonsa (UndefinedListitems)

Cnucok nonen (CBOWCTB), ANA KOTOPbIX 06513aTeNbHO YKa3aTb 3Ha4YeHue st CO3[1aHnst HOBOW KOHWry pauum AreHT
SePlatform.Security c nomowbto dpyHkLmm Generate() (cTp. 122). Tun 3HaueHws - string.
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TonbKo gnea YTeHus B pexunme paHTaﬂma.

2.10.2. PyHKLUM

Generate

int4 Generate(bool activationFlag)

Cospaert TekcT KoHpury paumoHHoro cana AreHT SePlatform.Security.

BxogHon napameTp oTBeYaeT 3a COBMECTMMOCTb CO34aBaeMOon KOHUrypaLmMm Co CTapbiMy BEPCUAMMU
SePlatform.Security (Tvin 3HaueHus - bool). B kauecTBe 3HaYeHNs cneayeT ykasblBaTb «truen.

Pesynbrart:
> cpasy nocne Bbl30Ba yHKLMM aKTMBUpYyeTca cobbiTve GenerationStarted (cTp. 133);

> B Cny4ae yCrneLHoro 3aBepLUeHns onepawumn aktuBupyetcsa cobbiTue GenerationFinished (cTp. 134), a
CTpOKa-pe3ynbTar 3anvcbiBaeTcs B cBoncTBo GeneratedString (cTp. 121);

> B Cry4ae HeyCrneLHOro 3aBepLueHns onepawm akTuempyetca cobbiTne GenerationFailure (cTp. 134).

[nsa co3gaHnsa KoHUrypaumm AonxHbl 6biTe 3anofiHeHbl Bce obsi3atenbHble nons. O6a3artenbHo cneayeT ykasaTb:
> appec nnopt Net-areHTa - B COOTBETCTBYOLLMX CBOWCTBAX (CTp. 117);

napametpbl xoTA 66l oaHoro LDAP-cepsepa - ¢ nomolusio dyHkumnm AddLdap() (cTp. 123);

y4eTHyt0 3anuck agmuHncTpartopa LDAP (B ctanpgaptHom ana LDAP suae) n napons (ctp. 118);

napornb Nnofb30BaTens, Ybsa yYeTHaa 3anuch UCNoNb3yeTca No ymonyanuio (ctp. 120);

appec kopHesou nanku LDAP-cepsepa (cTp. 119);

vV V V V V

3allmLLLeHo Ny coeanHeHne areHTa 6e3onacHocT ¢ LDAP-cepsepom (cTp. 118).

Ecnu B npoLiecce co3aanns KoHUry paL MM BO3HUKHET on6Ka, yHKLUA BEPHET ee Kog. UTobbl 03HAaKOMUTLCA C
TEKCTOM OLINOKK, 06paTUTeCh KO 3Ha4YeHmto cBorcTBa Owmnbka KoHdury puposanus (Error) (cTp. 121) KOMMOHEHTa,
nnbo KO 3HaYeHWo BHY TPEHHeN nepemeHHon Error cobbiTus GenerationFailure (cTp. 134).

Read

void Read(string XML)

BbinonHseT YteHne KoHUry paumm 13 kKoHgurypauuoHHoro darna AreHT SePlatform.Security.

BxopHoi napameTp - CTPOKa, coaepXaLlan nosiHbIA TEKCT KoHdUrypaumnoHHoro danna AreHT SePlatform.Security
B xml-chopmarte (Tmn 3Ha4eHns - string).

Y106kl NONYYMTh TaKyto CTPOKY K3 (haiina c nomoLllbio komnoHeHToB SePlatform.HMI, ucnonb3yiite cyHkL M0

ReadTextFile() komnoHeHTa OkpyxeHue: ¢aiinbl (File System). B kauecTBe BXO4HOro napametpa yHKLMN
yKaxuTe NosHbIN Ny Tb K panny KoHurypaumu.

2. C[IPABOYHOE PYKOBOOCTBO



SEPLATFORM.HMI.SECURITY. PYKOBOOCTBO NOMb30BATESA 123

MPUMEP

Mpymep BbI3OBA:

Configurator.Read(FileSystem.ReadTextFile("C:/Program
Files/SePlatform/SePlatform.Security/seplatform.security.agent.xml"));

Pesynbrart:
> cpasy nocne Bbl30Ba yHKLMK aKTMBMUpyeTca cobbiTve ReadingStarted (cTp. 134);
> B CMy4ae yCneLHOoro 3aBepLUeHns onepaLumn akTueupyetcs cobbiTne ReadingFinished (cTp. 134);

> B Cry4ae HeyCreLlHOro 3aBepLUeHus onepauumn akTuempyeTcs cobbiTue ReadingFailure (cTp. 134).
AddLdap

bool AddLdap(string LDAPHost, int4 LDAPPort)

Job6asnseT onucaHue LDAP-cepBepa, K KOTOPOMY LOMXEH NOAKI0YaTbCst areHT 6e3onacHocTu. [JobaBneHHoe
OMM1caHne XpaHUTCS BO BHY TPEHHEM MacCuBe KOMMOHEHTA.

BxoaHble napameTpbi:
> IP-appec nnu umsa komnbloTepa, Ha KoTopoMm pa3sepHyT LDAP-cepsep;
> Homep nopTa onga nogkntoyeHus Kk LDAP-cepsepy.

DyHKLMA Bo3BpaLWaeT pesynbtat gobaeneHns LDAP-cepeepa B KOHGUry paLuio:
> «true» - MHoOpMaLmsa noOOaBNEHa;

> «false» - tHbopMaLMIO He yaanoch Ao6aBnTb.

B cnyyae ycneluHoro 3aBepLueHus onepaw v aktuenpyertcsa cobbiTue LdaplistChanged (cTp. 134).
ClearLdapList

void ClearLdapList()

Ounwaet BHyTPeHHMI Maccne LDAP-cepBepoB KOMMOHEHTA.
DYHKUMA He TpebyeT BXOAHbIX MapaMeTpoB.

B cnyyae ycneluHoro 3asepLueHuns onepawmm aktuenpyetca cobbiTue LdaplistChanged (ctp. 134).
GetLdapHost

string GetLdapHost(int4 index)

MpepnocTtaensaeT IP-aapec ogHOro U3 ykasaHHblX B KOHGUry paunoHHom daiine LDAP-cepsepos.
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MockonbKy B KOH(hUry paLMoHHOM dhanne MoxXeT ObiTb YKa3aHo Heckonbko LDAP-cepBepoB, nepeyeHb ux IP-
a[ipecoB 3anucbiBaeTCcs B KOMMOHEHT B BuAe Maccua. O6paTuTbCst K KOHKPETHOMY 3HAY€HMI0 MOXHO MO HOMEepy
€ro 3anucu B Maccus.

Kaxpbl1 951IEMEHT MaccuBa COOTBETCTBYET 3HAYEHWIO aTpubyTa Address OQHOMO U3 Xml-351IEMEHTOB
<LDAPServer>, BNOXEHHOro B xml-anemMeHT <LdapHost s>, B KOHUrypaLMOHHOM chaine areHTa 6e30macHoOCTU.

GetLdapPort

int4 GetLdapPort(int4 index)
MpenoctaBnaeT HoMep NopTa AN NOAKMIOYEHUA K OQHOMY M3 YKa3aHHbIX B KOH(puUrypaumoHHom caine LDAP-
CepBepoB.

MockonbKy B KOHbUry paLMoHHOM chaine MoXeT OblTb YKkaszaHo Heckonbko LDAP-cepBepoB, nepeyeHb NopToB Ais
MOAKIOYEHUS K HUM 3anucbiBaeTCsl B KOMMOHEHT B BUAe Maccuea. O6paTuTbCs K KOHKPETHOMY 3HAUYEHUIO MOXHO
no HOMepy ero 3anucu B Maccus.

Kaxgablii af1leMeHT MaccrBa COOTBETCTBYET 3HAUYEHMIO aTpnbyTa Port O4HOro M3 Xml-3/1IeMeHTOB
<LDAPServer>, BIOXEHHOrO B Xml-afieMeHT <LdapHost s>, B KOHUrypaumnmoHHoM aiine areHta 6e3onacHoCcTu.

GetAuditServerHost

string GetAuditServerHost(int4 index)

MpepnocTaenset |P-agpec ogHoro s ykasaHHbIX B KOHUrypaLnoHHoM daiine cepeepoB-rioTpedbuTenen ayaura.

MockonbKy B KOHUrypaLUMoHHOM dhaitnie MOXeT GbITb yKa3aHo HECKOIbKO CepBepoB-NoTpebuTeneil, nepeyeHb nx
IP-afpecoB 3anncbiBaeTcs B KOMMOHEHT B Buae Maccusa. O6paTuTbCs K KOHKPETHOMY 3HAYEHUI0 MOXHO Mo HOMepy
€ro 3anncu B Maccms.

Kaxabli1 a51IeMeHT MaccuBa COOTBETCTBYET 3HaUYeHMto aTpubyTa Host xml-a5ieMeHTa <Server>, BIIOXEHHOIO B
0[IMH 13 Xml-3N1eMeHTOoB <OpcDaLogConsumer:>, B KOH(UrypauuoHHoM daiine areHTa 6e30MnacHOCTH.

GetAuditServerPort

int4 GetAuditServerPort(int4 index)

MpepocTaBnseT NoOpT A4S NOAKITHYEHNS K O4HOMY U3 YKa3aHHbIX B KOH(Ury paLvoHHOM dhaiine cepBepoB-
notpeburtenen aygura.

MockonbKy B KOHUrypaLMoHHOM dhaiinie MOXeT GbITb yKa3aHo HECKOIbKO CepBepoB-noTpebuTeneil, nepeyeHb
MOPTOB AJ15 MOAKITHOYEHMS K HUM 3anucbiBaeTCs B KOMTMOHEHT B BUAe MaccuBa. O6paTuTbCsl K KOHKPETHOMY
3HAYeHWI0 MOXHO Mo HOMEpPY ero 3anncy B MaccuB.

Kaxpbl1 91eMeHT MaccmBa COOTBETCTBYET 3HAYEHMIO aTpubyTa TCPServerPort Xxml-anemeHta <Server>,
BJIOXXEHHOr0 B OAUH U3 XmMI-3/1eMeHTOB <OpcDaLogConsumer>, B KOHPUIypaunMoHHOM dhaine areHTa
6e3onacHocTu.
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GetServerProgid

string GetAuditServerPort(int4 index)
MpepnocTtaenset ProglD (cTpokoBbin naeHTUbMKaTop) 04HOMO U3 yKa3aHHbIX B KOH(UIy paLMoHHOM danne
cepBepoB-noTpeduTenen ayaura.

MockonbKy B KOHUrypaLMoHHOM dhaitne MOXeT GbITb yKa3aHo HECKOIbKO CepBepoB-NoTpebuTeneil, nepeyeHb nx
ProglD 3anucbiBaeTcs B KOMMOHEHT B BUAe Maccuea. O6paTTbCs K KOHKPETHOMY 3HAYEHMI0 MOXHO Mo HOMepy ero
3an1cu B MaccyB.

Kaxzabli1 a51IeMeHT MaccuBa COOTBETCTBYET 3Ha4YeHUIo aTpubyTa ProgId xml-35ieMeHTa <Server>, BIIOXEHHOMO B
0[IVH 13 Xml-3N1eMeHTOoB <OpcDaLogConsumer:>, B KOH(UrypauuoHHoM daiine areHTa 6e30MnacHOCTH.

GetServerType

string GetServerType(int4 index)
MpepocTaBnseT MHopMaLmio O TUMe OLHOIo U3 YKa3aHHbIX B KOH(UIy paLvoHHOM dhaiine cepBepoB-noTpebutenen
aygura.

MockonbKy B KOHUrypaLMoHHOM haiine MOXeT GbITb yKa3aHo HECKOIbKO CepBepoB-NoTpebuTeneil, nepeyeHb nx
TWUMOB 3aMNCbIBAeTCA B KOMMOHEHT B Buae MaccuBa. O6paTUTbCs K KOHKPETHOMY 3HAUYEHUI0 MOXHO Mo HOMEpY ero
3anucu B MaccuB.

Kaxabli a1eMeHT MaccrBa COOTBETCTBYET 3HaYeHMI0 aTpnbyTa Type Xxml-anemeHTa <Server>, BIOXEHHOIO B
oauH 13 xml-anemeHToB <OpcDaLogConsumer>, B KOHPUrypaunoHHoM daiine areHta 6e3onacHocTu.

GetSeverityCount

int4 GetServerType(int4 index)
MpenocTaBnseT KOINYECTBO KATErOpUiA BaXHOCTM COODLLLEHMIA ANt OAHOrO U3 YKa3aHHbIX B KOHGUIy paL,MOHHOM
cavine cepsepoB-noTpebuTtenen ayaura.

MockonbKy B KOHUry paLMoHHOM dhaitnie MOXeT GbITb yKa3aHo HECKONbKO CepBepoB-noTpebuTenei, 3HaueHue oT
Ka)aoro U3 HYX 3an1cbiBaeTCa B KOMMOHEHT B Bue anemeHTa maccusa. O6paTTbCa K KOHKPETHOMY 3HaYEHUo
MOXHO Mo HOMEpY ero 3an1cu B Maccus.

Kaxabli1 an1eMeHT MaccuBa COOTBETCTBYET KOITMUECTBY 3/IEMEHTOB <Severity> BHYyTPU 3/IEMEHTa

<SeverityMap>, BIOXEHHOIO B OAWH U3 311IeMEeHTOB <OpcDalLogConsumer>, B KOH(pUrypaunoHHom daine
areHTa 6e3onacHocTMw.

GetSignalsCount

int4 GetSignalsCount(int4 index)
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lMpenocTaBnseT KONUYECTBO CUTHANOB, NPeAHa3HaYeHHbIX A58 3anMcu coobLLeHnn ayanTa, B OAHOM M3 YKa3aHHbIX
B KOHhUrypaLMoHHOM chaline cepBepoB-noTpebutenen ayamra.

MockonbKy B KOHUrypaLMoHHOM dhaiine MOXeT GbITb yKa3aHO HECKOINbKO CepBepoB-NoTpebuTeneil, 3HaueHe ans
KaXxgoro U3 HMX 3an1cbiBaeTCsl B KOMMOHEHT B Bue ariemMeHTa maccyBa. O6paTuTbCsl K KOHKPETHOMY 3HaYEHIO
MOXHO Mo HOMEpY ero 3an1cu B Maccus.

Kaxabli1 afieMeHT MaccuBa COOTBETCTBYET KONMYECTBY 3/IEMEHTOB <Signal> BHYTpU afieMeHTa <SignalMap>,
BITOXXEHHOIO B OAVH U3 3J/1IEMEHTOB <OpcDal.ogConsumer>, B KOHpUrypaunoHHoMm chaiine areHta 6e30nacHoCTM.

GetSeverityCategory

string GetSeverityCategory(int4 i, int4 k)

MpepnocTaBnaeT Ha3BaHMe BblGpaHHON KaTeropum BaXHOCTW COOB LLIEHWIA.

MockonbKy B KOH(pUry paLMoHHOM haine MOXeT ObiTb YKa3aHO HECKONbKO CEPBEPOB-NOTPeEOUTENEN, KaxabIn N3
HMX ONMUCLIBAETCA B KOMMOHEHTE B Buae anemMeHTa maccuea Afi]. Kaxablii anemeHT maccusa Afi] npeactaenser
coboit maccus B, kaxapivi anemeHT BJi,k] KOTOporo onnckiBaeT oHy U3 KaTeropuin BaXHOCTU ONUCbIBAEMOTO
cepsepa Alil.

Maccue A, onucbiBawwuii cepBepa-noTpebutenn = [[MaccuB B, onucbiBawwmii nepsbii cepsep], [Maccue
B, onwucbiBatwuii BTOpoi cepsep]]

MaccuB B, onucbiBawwuii nepBulii cepep = [[OnuMcaHue nepBoi KaTeropuu BaxHocTu], [OnucaHue
BTOpOW KaTeropuum BaxHoOCTH]]

MaccuB B, onucbiBawwuii BTOpOW cepsep

[[OnucaHue nepBoi KaTeropuu BaxHocTM], [OnucaHue
BTOpPOI KaTeropuu BaxHOCTHU]]

ObpaTnTbCA K KOHKPETHOW KaTeropmm BaxHOCT MOXHO No HOMepy aremeHTa B Maccmeax A 1 B (i, k).
Kaxpbln anemeHT maccuBa BJi,k] cooTBeTcTBYET 0gHOMY U3 3HaueHu aTpubyTa Category xml-anemeHTa
<Severity>, BNOXEHHOro B Xml-anemMeHT <SeverityMap> OAHOMO U3 Xml-a5ieMeHToB <OpcDaLogConsumer> B

KOHUrypaLoHHoM daiine areHta 6e3onacHoOCTW.

Mpumep ncnonb3oBaHuA NpuBeaeH B onncaHum pyHkuum GetSeverityValue().
GetSeverityValue

int4 GetSeverityValue(int4 i, int4 k)

npe,D,OCTaBJ'IFleT 4YucrnoBsoe 3Ha4yeHne Bbl6paHHOI?l KaTeropmn BaXXHOCTU COO0B LLEHMIA.

MockonbKy B KOH(hUry paLMoHHOM dhaiine MOXeT ObiTb YyKa3aHO HECKOMbKO CepBepoB-NoTpedbuTenen, Kaxabin ns
HMX OMMCLIBAETCSI B KOMMOHEHTE B BuAe anementa maccusa Afi]. Kaxapbin anemeHT maccuea A[i] npegcrtaensaet
cobon maccuB B, kaxabin anemeHT B[i,k] KoToporo onucbiBaeT 0aHy M3 KaTeropuyin BaxXHOCTU ONUCLIBAEMOro
cepsepa Alil.

MaccuB A, onucbiBawwuii cepsepa-noTpebutenu = [[MaccuB B, onucbiBawwmii nepsbii cepep], [Maccus
B, onucbiBawwuii BTOpoin cepsep]]
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MaccuB B, onucbiBawwuii nepBbii cepBep
BTOpPOI KaTeropuu BaxHOCTHU]]

[[OnucaHue nepBoi KaTeropuu BaxHocTM], [OnucaHue

MaccuB B, onucbiBalwuii BTOpoil cepBep

[[OnucaHue nepBoi KaTeropuu BaxHocTU], [OnucaHue
BTOpOW KaTeropuum BaxHoCTu]]

O6paTUTbCH K KOHKPETHOWN KaTeropum BaxxHOCTU MOXHO MO HOMepy anemeHTa B Mmaccueax A u B (i, k).
Kaxpbln anemeHT maccuBa Bl[i,k] cooTBeTcTBYET 0gHOMY U3 3Ha4YeHui aTpubyTa Value xml-anemeHTa

<Severity>, BNOXEHHOro B xml-afieMeHT <SeverityMap> OQHOro N3 Xml-afieMeHToB <OpcDalL.ogConsumer> B
KOHUrypaumnoHHoMm carine areHta 6e3onacHoCcTu.
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MPUMEP

JonycTtum, B KOHUry paumoHHoM dhaiine onvcaH OauH cepeep-noTpebuTenib CoobLLEeHNI (OAVH SIEMEHT
<OpcDaLogConsumer>), A8 KOTOPOro ONMCcaHo YeTblpe KaTeropum BaXXHOCTH COOBLLIEHNI ayauTa:

<AuditLogConsumers TraceAudit="1">
<OpcDaLogConsumer>
<Server Host="127.0.0.1" Type="OPC" ...>
<SeverityMap>
<Severity Category="Critical" Value="800"/>
<Severity Category="Important" Value="200"/>
<Severity Category="Info" Value="100"/>
<Severity Category="Debug" Value="0"/>
</SeverityMap>
</Server>
</OpcDalLogConsumer>
</AuditLogConsumers>

YUT06bI NONYYMTb CMINCOK KaTEropuii BaXXHOCTU COOBLLIEHUI C UX 3HAYEHUAMU B KaXA,0M CepBepe-
noTpebutene, BbI30BUTE HYXHble (DYHKLUM B KOAE, BbIMOSTHAOLLEMCS B CITy4ae YCneLwHOoro YTeHust
KoHdurypaumm AreHT SePlatform.Security (Hanpumep, B o6paboTunke cobbiTus ReadingFinished (cTp.
134)). YKaxuTe B Ka4ecTBe BXOAHbIX NapaMmeTpoB MHAEKCHI «i» (MHOEKC B Maccuse CepBepoB-
notpebutenein) n «k» (MHAEKC B MaccuBe KaTeropui BaxHoOCTH). [puBeAeHHbIN HxXe NpuMep HanncaH Ha
a3blke SePlatform.Om, B HeM UTOroBbI CNMCOK 3aNUCbIBAETCA B J1OT:

i: int4 = o;
while (i < Configurator.ConsumersCount) //uMKA BbINOJHSAETCA, MOKAa B MaccuBe A He 6yayT
OonucaHbl BCe cepBepa-noTpebuTenu
{

k: int4 = o;

while (k < Configurator.GetSeverityCount(i)) //uMkn BbINONHAETCA, Moka B MaccuB B He
6yAyT 3anMcaHbl BCe KAaTeropuu BaxHOCTM i-ro cepBepa-noTpebutens

{

DebugTool.Log("KaTeropua BaxHocTu: "+Configurator.GetSeverityCategory(i,k)+";
3HayeHue: "+String.ToString(Configurator.GetSeverityValue(i,k))); //B XypHan BpemeHu
MCMONHEHWUA 3aMUCbIBANTCA HAa3BaHUA WM 3HAYeHMA KaTeropui BaXHOCTU AnAa i-ro cepsepa

k += 1;

}
i

+= 1;

B pesynbTtarte Bbi3oBa (hyHKLMIA B XypHan BpeMeHUM MCMOJHEHUA 3anuLLyTCA Ha3BaHUS KaTeropuii BaXHOCTU
C UX 3HAYEHUAMMU:

HypHEN BPEMEHI MCMIONHEHMA g X

K.aTeropwa BaxwHocTI: Critical; 3Haqenme: 800
KaTeropwa eamHocTH: Important; SHaqenwe: 200
KaTeropua BawHocT: Info; 3HaueHwe: 100
K.aTeropwa BawHocTH: Debug; 3HaqeHwe: 0
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GetSignalName

string GetSignalName(int4 i, int4 k)

MpepnocTaBnaeT Ha3BaHMe yKa3aHHOTO CUrHana, NpeaHa3HaYeHHoro A1 3anmMcy CoobLLLEeHN ayauTa, B yKa3aHHOM
cepBepe-rnoTpebuTene.

MockonbKy B KOH(pUry paLoOHHOM haine MOXET ObiTb YKa3aHO HECKONbKO CEPBEPOB-NOTPEOUTENEN, KaxabIn U3
HMX ONUCLIBAETCA B KOMMOHEHTE B BuAe anemMeHTa maccuea Afi]. Kaxabii anemeHT maccusa Afi] npeactaenser
coboit maccus B, kaxapii anemeHT BJi,k] KOTOporo onnckiBaeT oAnH U3 CUrHanoB B onvcbiBaeMom cepaepe A[il.

MaccuB A, onucbiBawwuii cepBepa-noTpebutenn = [[MaccuB B, onucbiBakwmii nepsbii cepsep], [Maccus
B, onucbiBawwuii BTOpoih cepsep]]
MaccuB B, onucbiBalwuii nepsbii cepeep
curHana]]

[[OnucaHue nepBoro curHana], [OnucaHue BTOpOro

MaccuB B, onucbiBawwuii BTOpOW cepsep

[[Onucanue nepBoro curHanal], [OnucaHue BTOpOro
curHanal]

O6paTUTbCH K KOHKPETHOMY CUTHaIy MOXHO Mo HOMepy afieMeHTa B maccusax A u B (i, k).

Kaxabi anemeHT maccusa BJi,k] cooTBeTCTBYET OAHOMY M3 3Ha4YeHWn aTpubyTa Name xml-afieMeHTa <Signal>,
BMOXEHHOro B Xml-31eMeHT <SignalMap> OQHOMo U3 Xml-af1leMeHToB <OpcDaLogConsumer> B
KOHUrypaumnoHHoM darine areHta 6e3onacHoCcTH.

Mpumep ncnonb3oBaHuA NpuBeaeH B onncaHum dyHkuum GetSignalType().
GetSignalMode

int4 GetSignalMode(int4 i, int4 k)

npe,D,OCTaBJ'IFleT VIHCbOpMaU,VIPO O pexumMme 3anncu Ccoo6LLeHNA B yKa3aHHbIl7I CuUrHasn B ykasaHHOM cepBepe-
n0Tpe6MTene. Bosspau.l,aeT 3Ha4yeHune B HNCNnoBoOM Buae, rae:

> «1»-COOTBETCTBYET «DynamicEvent» (3anucb COOOLLEHNSA C XMI-KOHCTPYKLMEN, ONUCHIBaOLLEN
OnHamuyeckoe cobbiTre);

> «2»-COOTBETCTBYET «Value» (0OblYHas 3anmMcb COOOLLEHMS).

MockonbKy B KOH(hUry paLMoHHOM haiine MOXeT ObiTb YKa3aHO HECKOJbKO CEPBEPOB-NIOTPEOUTENEN, KaxabIn 13
HMX OMMCBLIBAETCS B KOMMOHEHTE B BuAe anementa maccuaa Afi]. Kaxapbin anemeHT maccuea A[i] npegcrtaesnsaet
coboit maccuB B, kaxapin anemeHT B[i,k] koToporo onucbiBaeT oAnH U3 CUrHanNoB B onvcbiBaemom cepeepe A[i.

Maccue A, onucbiBawwuii cepBepa-noTpebutenn = [[MaccuB B, onucbiBakwmii nepsbii cepsep], [Maccue
B, onwucbiBatwuit BTopoi cepsep]]

MaccuB B, onucbiBawwuii nepeblii cepep = [[OnucaHue nepBoro curHana], [OnucaHue BTOpOro
curHana]]

MaccuB B, onucbiBawwuit BTopoi cepsep = [[OnucaHue nepBoro curHana], [OnucaHue BTOpPOro
curHanal]

O6paTnTbCA K KOHKPETHOMY CUrHany MOXHO Mo HoMepy anemeHTa B maccuax A u B (i, k).
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Kaxgabi anemeHT maccusa BJi,k] cooTBeTCTBYET OHOMY M3 3Ha4YeHun aTpubyTa Mode xml-afieMeHTa <Signal>,
BMOXEHHOro B Xml-31eMEeHT <SignalMap> OQHOro U3 Xml-af1eMeHToB <OpcDaLogConsumer> B
KOHUrypaumnoHHoM daline areHta 6e3onacHoCcTu.

Mpumep ncnonb3oBaHusa NpusBeaeH B onucannmn pyHkuum GetSignalType().

GetSignalType

string GetSignalType(int4 i, int4 k)

npeﬂOCTaBﬂ S1eT Ha3BaHWe TuNna coob LLLEHMN B YKa3aHHOM CuUrHasne anAa yka3aHHoro cepBepa-HOTpeGMTenﬂ.

MockonbKy B KOH(hUry paLMoHHOM haine MOXeT ObiTb YKa3aHO HECKOJbKO CEPBEPOB-NOTPEOUTENEN, KaxabIn N3
HMX OMMCbIBAETCS B KOMMOHEHTE B BuAe anemeHta maccusa Afi]. Kaxapbin anemeHT maccuea A[i] npegcrtasnsaet
coboi maccuB B, kaxapbin anemeHT B[i,k] koToporo onucbiBaeT oAnH U3 CUrHanoB B onvcbiBaemom cepeepe A[i].

MaccuB A, onucbiBawwuii cepBepa-noTpebutenn = [[MaccuB B, onucbiBawwmii nepsbii cepsep], [Maccue
B, onucbiBawwuii BTOpoih cepsep]]

MaccuB B, onucbiBawwuit nepBblii cepep = [[OnucaHue nepBoro curHana], [OnucaHue BTOpOro
curHana]]

MaccuB B, onucbiBawwuii BTOpOW cepsep
curHana]]

[[Onucanue nepBoro curHana], [OnucaHue BTOpOro

O6paTUTbCA K KOHKPETHOMY CUrHany MOXHO No HoMepy anemMeHTa B Maccuax A n B (i, k).
Kaxgablii anemeHT maccusa BJi,k] cooTBeTCTBYET OAHOMY M3 3Ha4YeHWn aTpubyTa Type Xml-afieMeHTa <Signal>,

BITOXEHHOro B XmI-31IEMEHT <SignalMap> OQHOro U3 Xml-ay1eMeHTOB <OpcDalLogConsumer> B
KOHUrypaLnoHHoM daline areHta 6e3onacHoOCTH.
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MNPUMEP

JonycTtum, B KOHUry paLmMoHHoM dhaiine onvcaH OauH cepeep-noTpebuTeni CoobLLEeHNI (OAVH SIEMEHT
<OpcDaLogConsumer>), B KOTOPOM AJ1sl 3an1cy COo6LLIEHUI ayamuTa NpegHa3HayeHo HECKOMbKO
CUrHarnos:

<AuditLogConsumers TraceAudit="1">

<OpcDaLogConsumer>
<Server Host="127.0.0.1" Type="OPC" ...>
<SignalMap>

<Signal Name="DynEvents.NormalDynSignal" Mode="DynamicEvent" Type="Normal"/>
<Signal Name="DynEvents.AdminDynSignal" Mode="DynamicEvent" Type="Admin"/>
<Signal Name="DynEvents.UserNameDynSignal" Mode="DynamicEvent" Type="UserName"/>
<Signal Name="DynEvents.DisplayNameDynSignal" Mode="DynamicEvent"
Type="DisplayName"/>
<Signal Name="DynEvents.GroupNameDynSignal" Mode="DynamicEvent"
Type="GroupName" />
<Signal Name="DynEvents.WorkstationNameDynSignal" Mode="DynamicEvent"
Type="WorkstationName"/>
<Signal Name="DynEvents.NormalMessage" Mode="Value" Type="Normal"/>
<Signal Name="DynEvents.AdminMessage" Mode="Value" Type="Admin"/>
<Signal Name="DynEvents.UserNameMessage" Mode="Value" Type="UserName"/>
<Signal Name="DynEvents.DisplayNameMessage" Mode="Value" Type="DisplayName"/>
<Signal Name="DynEvents.GroupNameMessage" Mode="Value" Type="GroupName"/>
<Signal Name="DynEvents.WorkstationNameMessage" Mode="Value"
Type="WorkstationName"/>
</SignalMap>

</Server>

</OpcbalLogConsumer>

</AuditLogConsumers>

UT06bI MONY4YMTb CIINCOK NMapaMeTpPoB CUTHAMNOB B KaX/A0M cepBepe-noTpebuTerne, Bbi30BUTE HYXHbIe
yHKL MM B KOfE, BbIMOMHAKOLWEMCS B CIy4Yae YCNeLHOro YTeHnst KoHgurypauum AreHT
SePlatform.Security (Hanpumep, B 06pabotunke cobbiTusi ReadingFinished (cTp. 134)). Ykaxute B
KayecTBe BXOAHbIX NapaMeTPOB MHAEKCHI «ix» (MHAEKC B MaccuBe cepeepoB-rioTpebuTenein) n «k» (MHAEKC B
MaccuBe curHanos). MNpuBeaeHHbI HUXE NpMMep HanucaH Ha a3blike SePlatform.Om, B Hem cnincok
CUrHanoB C UX NapameTpamMu 3an1cbiBaeTcs B JOr:

i: int4 = o;
while (i < Configurator.ConsumersCount) //uukn BbiNOJHAETCHA, MOKa B MaccuBe A He b6yayT
onucaHbl BCe cepBepa-noTpebuTenu
{

k: int4 = 0;

while (k < Configurator.GetSignalsCount(i)) //umkn BbiNONHAETCA, MoKa B MaccuB B He
6yayT 3anuMcaHbl BCe CUrHanbl i-ro cepBepa-noTpebutens

{

DebugTool.Log("Ha3BaHue curHana: "+Configurator.GetSignalName(i,k)+"; Pexum
3anucu: "+String.ToString(Configurator.GetSignalMode(i,k))+"; Tun coobuweHua:
"+Configurator.GetSignalType(i,k)); //B XypHan BpemMeHW MWCMOSHEHUSA 3anuUCbIBAaeTCHA CNUCOK
curHanos i-ro cepsepa

k += 1;
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i+=1;

B pe3ynbTaTe Bbl30Ba (OYHKLIWA B XypHan BpeMeHW WCMOJIHEHWUA 3arnuLIEeTCs CMINCOK CUrHarnoB ¢ UX

napameTpamu:

AHypHan BpeMeEHH MCNONHEHWA

g X

HazBaHwe ourHana:
HazBaHwe curHana:
HazBaHwe ourHana:
HazBaHwe oiurHana:
HazBaHwe curHana:
HazBaHwe ourHana:
HazBaHwe oirHana:
HazBaHWe c1rHana:

HassaHue curHana

HazeaHue curHana

DynEvents.MormalDynSignal; Pexoam 3anmuoa: 1; Tun asrqana: Mormal

DynEvents. AdminDynSignal; Pexaam sarmacr: 1; Tun arnana: Admin
DynEvents.UserMameDynSignal; PexiM 3anuoi: 1; Tun asrdana: UserMame
DynEvents.DisplayMameDynSignal; Pexoam 3anmon: 1; Tun aardana: DisplayMame
DynEwvents. GroupMamelDynSignal; Pestm samior: 1; Tun carsana: GroupMame
DynEvents. WorkstationMameDynSignal; Pestiam samioq: 1; Tun oardana: WorkstationMame
DynEvents,MormalMessage; Pexan sammo: 2; Tun airnanas Mormal

DynEvents. AdminMessage; PesiM 3anuoi: 23 Tun cvriana: Admin

: DynEvents.UserMameMessage; PexuM 3anMad: 2; Tun curHana: UserMame
HaszsaHwe curHana:

DynEvents. DisplayMameMessage; Pesm sanmoa: 2; Tun curnana: DisplayMame

: DynEvents. GroupMameMessage; PexkmM 3anuod: 23 TMn cvrHana: GroupMame

HasgaHwe curbana: DynEvents, WorkstationMameMessage; PexmM sanuou: 2; TN OarHana; 'l.f'.n'nrkstaﬁcunNamd

ClearLogConsumersList

void ClearLogConsumersList()

OuunLLaeT BHYTPEHHUIN MacCUB CEpPBEPOB-MNOTPeEGUTENEN B KOMIMOHEHTE.
DyHKLMA He TpebyeT BXOAHbIX NapamMeTpoB.

B cnyyae ycneluHoro 3aBepLueHus onepavmm aktuenpyertcsa cobbiTne ConsumersListChanged (cTp. 134).
AddLogConsumer

void AddLogConsumer(string Host, string HostTcpReserve, int4 TCPServerPort, string ProgID,
string Type)

[obaenseT onucaHue cepBepa-noTpedbutens ayamra cooblueHnin. [Jo6aBrneHHoe onmMcaHne XpaHUTCS BO BHY TPEHHEM
MaccuBe KOMTOHEHTa.

BxoaHble napameTpbi:
> wumsauvnu IP-agpec cepsepa;

> wms unu IP-agpec cepBepa Ans pe3epBHOro kaHana cessu ¢ cepsepomM TCP (3HaueHre MOXeT ObiTb
nycTbIM);

> nopt gna nogknioveHus k TCP-cepsepy (ecnu BbibpaH TCP-cepBep);
> cTpokoBbIv ugeHTudukatop OPC-cepaepa (ecnu BoibpaH OPC-cepsep);
> Tuncepsepa:
> onsa Windows BO3MOXHbI 3HaYEHUs1 «OPC» (MO YMOSYaHUIO) U « TCP»;
> pnsa gpyrux OC gonycTMo ToNbKo «TCP».
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B cnyyae ycneluHoro 3asepLueHus onepawmm aktueupyertca cobbitTne ConsumersListChanged (cTp. 134).
AddSeverity

bool AddSeverity(int4 consumerIndex, string severityCategory, int4 severityValue)

,D,O6aBJ'I$|eT B KOMIOHEHT KaTeropumo BaXXHOCTU coobLeHnn ons YKa3aHHOoro cepBepa-HOTpe6MTen$|.

BxogHble napameTpbl:
> VHAEeKC cepBepa-noTpebuTens BoO BHYTPEHHEM MacCuBE KOMIMOHEHTS;
> Ha3BaHuWe KaTeropum BaxHOCTy;

> 3HaudeHve KaTeropum BaxHOCTH.

®yHKLWSA BO3BpaLLLAET pe3ynbTaT A06aBMNeHNs KaTeropu B KOMMOHEHT:
> «true» - kateropus no6aBneHa;

> «false» - KaTeropuio He yaanocb Ao6aenTb. B TakoM cnyyae criefyeT NpoBepUTb 3HaYEHMe UHAEeKCa - OHO
MOXET 6bITb O0nblLE, YeM pa3sMep MaccuBa B KOMMOHEHTE.

AddSignal

bool AddSignal(int4 consumerIndex, string signalName, int4 signalMode, string signalType)

[obaenseT B KOMMNOHEHT MHCPOPMALINIO O cUrHarne, NpegHasHa4YeHHOM A1 3anncy COobLLLEHWI, ANA YKa3aHHOro
cepBepa-noTpeburens.

BxogHble napameTpbl:
> VHAEeKC cepBepa-noTpedbuTens BoO BHYTPEHHEM MacCuBe KOMMOHEHTS;
> Ha3BaHue curHana;
> pexvM 3anucu coobLLEeHNs B CUrHan:

> «1»-COOTBETCTBYET «DynamicEvent» (3an1cb COOBLLEHNS C XMI-KOHCTPYKLUEN, OMNUCHIBAIOLLLE
OnHamuyeckoe cobbiTue);

> «2» - COOTBETCTBYET «Value» (06bIYHAsA 3aMNnCb COOBLLEHNS);

> TUN COOBLLLEHN, 3aMNMCbIBAOLLMXCH B CUrHar.

DyHKLMA BO3BpALLAET pe3ynbTaTt AobaBneHns nHHopmaLLmm 0 CUrHane B KOMMOHEHT:
> «true» - UHoOpMaLUs A06aBeHa;

> «false» - uHpopMaLmio He yaanoch o6aBuTL. B Takom cnyyae criefyet NpoBepuTb 3HaYEHVe MHAEK a -
OHO MOXeT ObITb 6ornbLUe, YeM pa3Mep MaccuBa B KOMMOHEHTe.

2.10.3. CobbiTusa

GenerationStarted

HauaTto co3paHwue TekcTa KoHury paumoHHoro cpaiina AreHT SePlatform.Security.

AKTUBMpYeTCA cpaldy nocre Bbi3oBa yHKLMn Generate() (cTp. 122).
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GenerationFinished

CospaH TekcT KoHdury pauuoHHoro danna AreHT SePlatform.Security. PesynbTat noMmelleH B CBOINCTBO
GeneratedString (cTp. 121)

AKTMBUpYyeTCA B pe3yrbTaTe yCrneLHoro BbinonHeHna yHkuumn Generate() (ctp. 122).

GenerationFailure

He ypanocbk co3aaTb TEKCT KOHurypauvoHHoro daiina AreHT SePlatform.Security.
AKTMBUpYETCA B pe3ynbTaTe HeycrneLHoro BbinonHeHnsa dyHkumm Generate() (cTp. 122).

YT00Obl 03HAKOMUTBLCS C TEKCTOM OLLNGKM, 06paTUTECH KO 3HAYEHUIO BHY TPEHHE NepeMeHHol Error aToro
cob6bITHA, 60 KO 3Ha4eHuto cBoncTBa Ownbka koHdurypuposanus (Error) (cTp. 121) komnoHeHTa.

ReadingStarted

HauaTo uteHne koHdurypaumoHHoro daiina AreHT SePlatform.Security.

AKTMBMpYeTCA cpaldy nocrie Bbi3oBa pyHKUum Read() (cTp. 122).

ReadingFinished

YTeHune koHdurypaumoHHoro dainna AreHT SePlatform.Security 3aBepLueHo ycneLuHo.
AKTUBUpYyeTCA B pe3yrbTaTte ycneLwHoro BbinonHeHrna dpyHkummn Read() (ctp. 122).

YT106bl 03HAKOMUTLCS C nony4yeHHbIMun HaCTpOVIKaM n, 06paTVITer KO 3Ha4YeHUsAM CBOMCTB KOMIOHEHTA.

ReadingFailure

He ypanocbk npouutatb KoHdUrypaumoHHbi dpann AreHT SePlatform.Security.
AKTUBMPYETCA B pe3yrbTaTte HeycneLwHoro BbinonHeHnsa dyHkuumn Read() (cTp. 122).

YT106bI 03HAKOMUTBCS C TEKCTOM OLLMOKKN, 06paTUTECh KO 3HA4YEHUIO BHY TPEHHEW nepemMeHHown Error 3Toro
cobbITnA, Nnb0 Ko 3HaveHuto cBorcTBa Ownbka YteHnsa (ReadError) (cTp. 121) komnoHeHTa.

LdapListChanged

MN3meHeH cnncok LDAP-cepBepoB BO BHYTPEHHEM MacCUBE KOMIOHEHTA.

AKTUBMpYETCSA B pe3yribTaTe yCMNEeLHOro BbiNonHeHnsa ogHon n3 dyHkuui - AddLdap() unm ClearLdapList() (cTp. 123).

ConsumersListChanged

M3meHeH cnncok cepBepoB-noTpebuTenei coobLLeHUin ayauTa BO BHyTPEHHEM MacCyBe KOMMOHEHTa.
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AKTUBUpYeTCSA B pe3yribTaTe yCrneLwHoro BbiNnonHeHna oaHon u3 dyHkuui - AddLogConsumer() nnu
ClearLogConsumersList() (cTp. 132).

2.11. UHdopmauusa nuueHsnpoBaHua: NonyyeHue
(Licenselnfo)

KOMMOHEHT npegHa3HayeH Aia nonyyeHust MHopMaLumn o NMLEH3MM Ha KOMMoHeHTbl CucTtam MNnaTtdopm (nanee -
NpoAyKTbl), yCTaHOBMEHHbIE Ha JlIoKanbHO UK yaaneHHbIX pabounx CTaHUUSAX, BKITIOYEHHbIX B CETb

SePlatform.Net.

YT06b1 NONyunTh MHpOpMaLMio o nuueHsnn us npoekta SePlatform.HMI, Heobxoanmo:
1. No6aButb ak3emnnap LicenseInfo Ha dhopmy.

2. Otnpaeutb JSON-3anpoc cepBepy nuueHsnpoaHusa SePlatform.License Server, Bbi3BaB yHKLUIO
komnoHeHTa RequestLicenselnfo() (mnu RequestRemotelLicenselnfo(), ecnu 3anpoc otnpaeBnsaeTca Ha
yhaneHHyto paboyyto ctaHuuio). B kauecTBe BxogHoro napameTpa yHkLmn ykasats JSON-3anpoc. LabnoHsbl
JSON-3anpocoB npyBeaeHbl HUXE.

3. B obpabotunke cobbiTuin ( )
yKasarTb, Y4TO AOMXHO MPOUCXOAMNTL Npy ycnewHom nonyyenun JSON-oTtBeTa. [Ana YTeHna oTBeTa MOXHO
UCMONb30BaTb BHYTPEHHIOK nepemMeHHyto cobbiTus LicenselnfoJSON, kyaa 3anucbiBaeTcsa nony4veHHbii JSON-
oTBeT. TakXe OTBET 3anucbiBaeTcsa B CBOWCTBO Licenselnfo komnoHeHTa. Mpumepbl JSON-0TBETOB NpuBeAEHbI
HUXe.

Mpu otnpaske Heckonbknx JSON-3anpocoB U3 04HOM KOMaHAbl CReayeT yYnTbiBaTb Pa3HULLY B YTEHUN
OTBETa U3 BHyTpeHHen nepemeHHom LicenselnfoJSON n us ceonctea Licenselnfo.

3HaueHue cBolicTBa Licenselnfo nepezanucbiBaeTca npu Nony4YeHnn Kaxaoro HoBOro 3Ha4eHus!, a B
nepemeHHol LicenselnfoJSON nony4eHHoe 3HaYeHne coxpaHsaieTcs Ao nepenayn B 06 paboTyumk
cobbITHs. Tak Kak npouecc 06paboTKN aCUHXPOHHbLIN, TO K MOMEHTY BbINOMHEHNS 06paboTumka
3Ha4veHue cBoncTea Licenselnfo MoxeT HECKONbKO pa3 M3MeHUTLCA. A 3Ha4YEHMe apryMeHTa
LicenselnfoJSON 6yaeT Tem Xe, 4TO U B MOMEHT HacTyMnreHnst cobbIThS.

4. B 06paboTuunKe cobbIThi ( ) yKasartb, 4To
DONXHo npoucxoauTb, ecnu JSON-OTBET OT cepBepa NonyunTb He yaanoch. Y cobbiTusi eCTb BHY TPEHHSAS
nepemeHHas FailReasonCode, Kyna 3anucbiBaeTcs HOMeEp OLLMOKU. YTOObI MONYyYnTb TEKCT OLLMOKM MO ee
Homepy, ncnonb3ynte cpyHkumio GetErrorDescriptionByCode() kommnoHeHTa.

KOMMOHEHT MOXET 3anpaluvBaTb UHOpMaLUIO TONbKO y cepeepa nuueHsnpoBaHua SePlatform.License
Server sBepcun 1.2.2 1 HoBee.

Kakyto uHdopMaLmio NpefocTaBnseT cepBep NIMLeH3NpoBaHus

CepBep NULLEH3MPOBaHWS - 3TO CEPBEP, XPaHSILLMIA BCHO MHCDOpMaLMIO O NMpaBax Ha UCMoSIb30BaHUE NPOAYKTOB
Cuctam NnaTtopm u/mnu nx otaenbHbix hyHKUMA. B panbHeliwem Takue npasa 6yaemM Ha3blBaTb JINLEHINSIMU.
JMLeH3um NpefocTaBnsaTCA IMLLEH3MOHHBIMY Kitodamin. Cepeep N1LeH3MpPoBaHMsa 06 beamHAET MHAOPMaL Mo O
NUUeH3nax, npeaoctaesndaemMbiX BCeMU NTMLLEH3UOHHBIMU KIlo4YaM . Ha Ka)KJJ,OI7I pa6oqe17| CTaHUn yCTaHaBnmBaeTCcAa
CBOMW CepBEP JTNL,EH3MPOBAHUS.
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Kntoun 6b1BaloT annapatHbIMU M NporpaMmMHbIMy. [1na NULLeH3MpoBaHKs NpoAyKTOB UCMONb3Y0TCA ,Ba
BMAA NULLEH3MOHHBIX Ktoyen: Sentinel n Guardant. MoapobHee 06 3TOM - B IOKYMEHTE, ONMUChLIBALOLLLEM

nuueHaunposanne Cuctam Nnatdopm.

Takum 06pa30M, cepBep NMMUEH3NpoBaHNA MOXET NpegoCcTaBUTb:

> uHdopmMaLuno 06 oTAENbHOM JTULEH3MOHHOM KITHOYE - ero TUne, 0 NPeaoCcTaBNAeMblX UM NULEH3USIX Ha
KOMMOHEHTbI WMWK UX (PyHKLUK;

> unHOPMaLMIO 0 KOHKPETHOM NMULLEH3UU Ha NPOAYKT WInm ero oyHKLMIO - Ha ONPeaeneHHoOM KITio4e Unu Ha
YyCTPOWCTBE B LLENIoM (CO BCEX KITI0YEN);

>  JIMLEH3UOHHbIEe AaHHbI€e - 06LL|,yI0 MHCbOpMaLl,I/IIO 0060 BCex NULEH3MSX Ha NpoAayKTbI n/unm mx beHKLI,I/II/I -Ha
ornpegeneHHoM Kriro4e Unn Ha yCTpOI/ICTBS B LLEJIOM (CO BCeX Kn queﬁ);

> NOJTHYH NTMLUEH3UOHHYO I/IHCbOpMaLl,I/IIO - INUEH3NOHHbIE A aHHble C yCTpOﬁCTBa B LLEJIOM (CO BCeX KJ'II‘O‘-IGI/I).

Kak noctpoutb JSON-3anpoc K cepsepy NMLEeH3MpoBaHUA
YTtobbl nocTponTtb JSON-3anpoc Kk cepeepy NULLEH3UPOBaHNA, HE0OX0AUMO YKa3aTb KoMaHAy 3anpoca v 00 bekT,

KOTOPOro KacaeTcs 3anpoc. HekoTopble komaHAbl TpebyoT ykasaHus napameTpoBs. MNapameTpbl 4nsa Kaxaon
KOMaHfbl onMcaHbl B noapasaenax ¢ npuMepamm 3anpocos, NPUBEAEHHOM HUXE.

{

"command": "komanma",
"object": "obwexT",
"params": {}

}

O61bekT 3anpoca - 3To ONNCaHHanA Bbllwe MHOPMaLMs, KOTOPYIO NPEAOCTaBMISET CepBep JINLEH3NPOBAHWS:
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> JIMueH3MOoHHbIN KN4 11 censeKeys. [Npu 3anpoce nHgpopmMaumm o NINLEH3MOHHOM KIToYe B Ka4ecTBe
obbekTa 3anpoca ykaxuTe «licenseApi/licenseInfo/licenseKeys».

> JvueHsus Ha NpoayKT W/unu ero yHKUMI 1icenseFeature. [Mpu obpalieHum K NULeH3nmn Ha
NpoayKT/dyHKLMIO B KadecTBe 06bekTa 3anpoca ykaxute «licenseApi/licenseInfo/licenseFeature».

> JInueH3noHHbIe flaHHble 1icenseData. MNpy 0bpalleHnm K ULLEH3NOHHBIM AaHHbIM B KayecTBe 06 bekTa
3anpoca ykaxurte «licenseApi/licenseInfo/licenseData».

> JMueHsnoHHas nHopMaums 1icenseInfo. BknoyaeT B cebs NULEH3NOHHbIE faHHbIe 1icenseData U
MHAOOPMaLMIO O NIULLEH3MOHHBIX KNtoyax 1icenseKeys. [py obpalleHn K NoSTHOW NMLLEH3UOHHOW
nHpopmaLum B KadecTee 06 bekTa 3anpoca ykaxute «licenseApi/licenseInfo/licenseInfo».

B 3anpoce MOXHO yKa3aTb OHY U3 crieqyrounx KoMmaHm:

> Get-KomaHga and nony4yeHunA VIHqJOpMaLI,VII/I O KOHKPETHOM obbekTe. I'Ipm NCMoNb30BaHNM 3TON KOMaHAbl
HeO6XOﬂ,I/IMO YKa3blBaTb I/ILl,eHTVICbVIKaTOp 00beKTa, KOTOPOro kacaetcad 3aripoc. KomaHp,y MOXHO OTMNpaBnUTb

00bekTaM licenseKeys M licenseFeature.

> List-KoMaHpa [ nony4YeHus cnmcka o6 bekToB KOHKPETHOro Tuna. B oteBeTe OyayT nonyyeHbl TONbKO
3Ha4MMble nons. KoMmanay MOXHO OTrpaBuTb 06bekTaM 1icenseKeys, licenseData M licenseInfo.

D> Fetch - KOMaHga Ans nonyyYeHns cnnucka o6 bekToB KOHKpeTHoro Tuna. B otBeTe 6yaeT nonyyeHa BcsA
nHpopmaLua 06 ykazaHHbIX 06 bekTax. KomaHay MOXHO oTnpaBuTb 06bekTaM 1icenseKeys, licenseData

MlicenselInfo.

Mpumepbl JSON-3anpocoB 1 Bo3BpalaeMbix JSON-oTBETOB

Hwxe npvBeaeHbl NpyMepbl 3anpocoB K CEPBEPY NULLEH3MPOBAaHUA 1 €ro OTBETOB A8 KaXaoro o6bexTa.

Mpy NOCTPOEHWUN 3anpoca KaBblYKK BHYTPU HEFO HEOBXOAMMO 3KpaHNPOBaTb 06 PaTHBIM CIELLEM.

licenseKeys - Get: 3anpoc nHpopMaLnm 0 KOHKPETHOM Krlto4e

YT100bI NONY4YUTb MHEPOPMALLUIO O KOHKPETHOM JTMLLEH3MOHHOM KIlloYe, B MapameTpax 3anpoca Heo6XxoamnmMo ykasaTb
naoeHTnduKaTop KNntya licensekKeyId M eroknacc licenseKeyClass.

Mpumep 3anpoca:
{
"command": "Get",
"object": "licenseApi/licenseInfo/licenseKeys",
"params":

{
"licenseKeyId":"0123456789",

"licenseKeyClass":"Guardant"

}

MNpumep oTBeTa:

{

"result":
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"licenseKeyId":"0123456789",
"licenseKeyClass":"Guardant",
"licenseKeyType":"Guardant Sign",
"licenseData":

[

{

"licenseFeatureId":"11",

"licenseFeatureDescription":"SePlatform.HMI",
"licenseFeatureCountType":"PER DOMAIN",
"licenseFeatureCount":"1"

y
{

"licenseFeatureId":"12",

OnucaHue noneir JSON-oTBeTa

Mone OnucaHue

licenseKeyId UpeHTudpmkaTop kntoya.

licenseKeyClass | Knacc kntoya. lNpumepsbl 3HavyeHuii - HASP, Guardant.

licenseKeyType | Tunknioya. O6bIYHO 34€Ch YKa3bIBAETCS, NPOrpamMMHbIN 3TO KI1H0Y UK annapaTHbIi.

licenseData Maccue nHgopmauum 060 BCeX NULLEH3USAX Ha NPOAYKTbI W/KUnu yHKL MK, 3aNMCaHHbIX Ha
3TOT KItoY. 3aechb:

> licenseFeatureId-uaeHTudumkaTop NULEH3UN HA NPOAYKT UW/Unn (pyHKLNIO;
> licenseFeatureDescription -Ha3BaHWe NpoayKTa unun ero yHKuum;

> licenseFeatureCountType - TUN y4€Ta KONMYeCTBa NUL,eH3ni. BoamoxHbie
3Ha4YeHus:

> PER PROCESS - KONUYECTBO JINLEH3UI Ha NpoLLecC;
> PER_HOST - KONUYECTBO JINLLEH3UI Ha XOCT;
> PER_DOMAIN - KONMUYECTBO JIULLEH3UIA Ha [IOMEH.

> licenseFeatureCount—KonMHeCTBonmueH3Mﬁ,npeAOCTaBnHEMbD(STMM
KINMKOYOM.

licenseKeys - List: 3anpoc kpaTkon nHcopmanmm 060 Bcex Knovax
Mopa kpaTkon nHhopmMaLmen noapaszymMeBaeTcs nepeyeHb UCNONb3yeMblX KIHoYen, BKITIoYaLWMn naeHTudmKaTops!
1 Ha3BaHWA Kraccos kio4ven. YUTobbl nonyyntb KpaTkyto MHopMaL Mo 060 BCEX JIMLLEH3MOHHbIX KITtoyax,

YCTaHOBMEHHbIX Ha pabouyto CTaHLMI, 06paTUTECh K 06BbeKTY 1icenseKeys C KOMaHAON List.

Mpumep 3anpoca:
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{

"command": "List",
"object": "licenseApi/licenseInfo/licenseKeys",
}
MNpumep oTBeTa:
{
"result":
{
"licenseKeys":

[

{
"licenseKeyId":"0123456789",
"licenseKeyClass":"Guardant"

s

{
"licenseKeyId":"0123456788",
"licenseKeyClass":"Guardant"

}

OnucaHue nonenr JSON-oTBeTa

Mone OnucaHue

licenseKeys  MaccuB nHdopmaLmm o Knoyax. 3aech:
> licenseKeyId -wnaeHTuduKaTop Knya;

> licenseKeyClass -Knacc knto4a. [Npumepbl 3Ha4YeHn - HASP,
Guardant.

licenseKeys - Fetch: 3anpoc nonHon nidgopmaumnm 060 BCex Knrovax

Y106kl NOMYyYMTb NOMHY0 MHpOpMaLMI0 060 BCEX NTULLEH3VOHHBIX KITt0Yax, YCTAHOBIEHHbIX HAa paboyei cTaHumu,
obpatutech K 06bEKTY 1icenseKeys C KOMaHOOW Fetch.

Mpumep 3anpoca:
{
"command": "Fetch",
"object": "licenseApi/licenseInfo/licenseKeys"
}
MNpumep oTBeTa:
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{
"result":
{
"licenseKeys":
[
{
"licenseKeyId":"0123456789",
"licenseKeyClass":"Guardant",
"licenseKeyType":"Guardant Sign",
"licenseData":
[
{
"licenseFeatureId":"11",
"licenseFeatureDescription":"SePlatform.HMI",
"licenseFeatureCountType":"PER DOMAIN",
"licenseFeatureCount":"1"
by
{

"licenseFeatureId":"12",

"licenseKeyId":"0123456788",
"licenseKeyClass":"Guardant",

y

OnucaHue nonenr JSON-oTBeTa

Mone OnucaHue

licenseKeys Maccue nHdopmaLum 060 BCeX Kitoyax, yCTaHOBEHHbIX Ha paboyer cTaHL .
KonunyecTBo BNoxeHHbIX 06 bEKTOB MaccuBa (B KBagpaTHbIX CKOGKax) COOTBETCTBYET
KONMUYECTBY KITHOYEN.

licenseKeyId UpeHTudpmkaTop kntoya.

licenseKeyClass Knacc kntoya. [pymepbl 3Ha4yeHun - HASP, Guardant.

licenseKeyType | Tunkntoya. O6bIYHO 34€Ch YKa3blBAeTCs, NPOrpaMMHbIA 3TO K04 UKW annapaTHbI .
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Mone OnucaHue

licenseData MaccuB uHgopmauum 060 BCeX NULEHINAX Ha MPOAYKThI W/nnu dyHKL MK, 3anNMCaHHbIX Ha
3TOT Kitod. 34ech:

> licenseFeatureld-unaeHTMdUKaATOp NMLEH3NM HA NPOAYKT WNnun yHKLNIO;
> licenseFeatureDescription - Ha3BaHWe NPOAYKTa Unu ero yHKLUK;

> licenseFeatureCountType - TUN YY€Ta KONUYECTBA NULLEH3UA. Bo3MOXHbIE
3HaYeHus:

> PER PROCESS - KONUYECTBO JINLLEH3UI Ha NpoLLecc;
> PER_HOST - KOJIMYECTBO JILLEH3UIA Ha XOCT;
> PER_DOMAIN - KONIMYECTBO JIMLLEH3MI Ha [JOMEH.

> licenseFeatureCount - KONMYECTBO NULLEH3NI, NPELOCTABAAEMbIX 3TUM
KJTHO4OM.

licenseFeature - Get: 3anpoc nHgopmarmm 0 INLEH3UM Ha NPOAYKT UK (PYHKLINIO

YT06b1 NONYYNTH MHPOPMALMIO O NTMLLEH3UPOBAHUM KOHKPETHOrO NpoayKTa/yHKLMK, B NapameTpax 3anpoca
HEeobX0AUMO YKa3aTb UCTOYHMK:

> ecnu TpebyeTca nHdopmaLms C ONpeaeneHHoro JIMLLEH3MOHHOIO KIo4a, B NapaMeTpax yKasblBaloTcA
noeHTndmKaTop KntoYa 1icenseKeyId, eroKnacc licenseKeyClass U UAEHTUMUKATOP NpoayKTa/PyHKL MK

licenseFeatureld

> ecnu TpebyeTca nonHaa MHopmaLusi Co BCEX KITOYEN, B NapaMeTpax yKa3biBaeTCs TONbKO
naeHTudmkaTop npoaykta/dyHKUuMn 1icenseFeatureId.

Mpumep 3anpoca ¢ onpeaeneHHoro JINLEH3VOHHOTO KITloYa:

{

"command": "Get",
"object": "licenseApi/licenseInfo/licenseFeature",
"params":

{
"licenseKeyId":"0123456789",

"licenseKeyClass":"Guardant",
"licenseFeatureId":"11"

}

Mpumep 3anpoca co BCeX KIToyeit:

{

"command": "Get",
"object": "licenseApi/licenseInfo/licenseFeature",
"params":

{

"licenseFeatureId":"11"

}
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Mpumep oTBeTAa:

{

"result":

{

"licenseFeatureId":"11",

"licenseFeatureDescription":"SePlatform.HMI",
"licenseFeatureCountType":"PER DOMAIN",
"licenseFeatureCount":"1"

OnucaHue noneit JSON-oTBeTa

Mone OnucaHue

licenseFeatureId N aeHTudrkaTop NUMUEH3Mn Ha NPOAYKT WUNn pyHKUMIO.

licenseFeatureDescription HasBaHue NnpogyKTa unu dyHKLLUN.

licenseFeatureCountType Tun yyéTa KonnyecTsa NULLEH3NIN. BO3MOXHbIE 3HAYEHWS:
> PER_PROCESS - KONNYeCTBO NULLEH3UI Ha npoL,ecc;
> PER_HOST - KONUYECTBO NTULIEH3UI Ha XOCT;

> PER DOMATIN - KONUYeCTBO NULEH3NI HA IOMEH.

licenseFeatureCount KonuyecTso NnuueH3un, npenoctasiideéMblX YKa3aHHbIM KJTHOHOM Ui BCeMU
Krno4yamu.

licenseData - List: 3anpoc kpaTkoi nHpopmaumm 060 BCeX NMULEH3MAX Ha NPOAYKTbI
n/mnn yHKLMn

Mopa kpaTkon uHopMaLmen noapaszyMeBaeTca nepeyeHb NMLEH3UA, BKITHOYAOLLMA UX MOEHTU(UKATOpPLI 1
Ha3BaHWA NPOAYKTOB W/ unn pyHKLMUA. YToObI NONy4uTb KpaTKyr MHAOpMaL Mo 060 BCeX NMULLEH3UAX HA NPOAYKTbI U
dyHKLMKM, B NapamMeTpax 3anpoca HeobXxoAuMO yKazaTb UCTOYHUK:

> ecnu TpebylTCA NNLEH3NOHHbBIE AaHHbIe C ONPEQEnEeHHOro NULLEH3VOHHOTO KITloYa, B NapaMeTpax
yKa3blBalTCA naeHTUMKaTop Kntoya licenseKeyId meroknacc licenseKeyClass.

> ecnu TpebylTCs NNLEH3VOHHbIE AaHHbIE CO BCEX KITl0Yell, MapaMeTpbl yKa3blBaTb He HyxHo. ObpaTtute
BHMMaHWe, YTO pe3ynbTaT 3anpoca Co BCeX KIioyei COAepXUT MHOpMaLIN0 060 BCEX BO3MOXHBIX MULIEH3NAX
Ha NPOAYKTbI M (OYHKLIMW - B TOM YNCTIE TEX, KOTOpbIe MOryT GbiTb HE aKTVMBHbI Ha BalLIeM YCTPOWNCTBE.

I puMep 3arpoca C onpeaesneHHoro IMLeH3noHHOro Krto4ya:

"command": "List",
"object": "licenseApi/licenseInfo/licenseData",
"params":

{
"licenseKeyId":"0123456789",
"licenseKeyClass":"Guardant"
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MpumMep 3anpoca co BCeX KMioyei:

{

"command": "List",
"object": "licenseApi/licenseInfo/licenseData",
}
MNpumep oTBeTa:
{
"result":
{
"licenseData":

[

{
"licenseFeatureId":"11",
"licenseFeatureDescription":"SePlatform.HMI"

}y

{
"licenseFeatureId":"12",
"licenseFeatureDescription":"SePlatform.HMI"

}

OnucaHue nonenr JSON-oTBeTa

Mone OnucaHue

licenseFeatureld N aeHTudurkaTop NUMUEH3UN Ha NPOAYKT WNNn pyHKUMIO.

licenseFeatureDescription HasBaHve NnpoayKTa unu cyHKLLUN.

licenseData - Fetch: 3anpoc nonHon nHdopmarmm 060 BCex NULEH3NSAX Ha
NPOAYKTbI W/WIn yHKLMK

YT106bI NONYYUTH NOMHY0 MHOPMAaLLMIO 060 BCEX NIULLEH3USX HA NPOAYKTbI M (hyHKLMK, B MTapaMeTpax 3anpoca
HeobX0ANMO yKa3aTb UCTOYHUK:

> ecnu TpebyoTCs NULLEH3UOHHbIE AaHHbIe C OnpeaeneHHoro IMLLEH3MOHHOTO KNtoYa, B NapaMmeTpax
yKasblBalTCA naeHTUPmKaTop Knya licenseKeyId neroknacc licenseKeyClass.

> ecnu TpebyTCs INLEH3VOHHbIE AaHHbIe CO BCEX KITt0Yel, MapaMeTpbl yKa3blBaTb He HyxHo. ObpaTtute
BHMMaHWe, YTO pe3ynbTaT 3arnpoca Co BCEX KItouel COAEpXUT MHEOPMaLLMIO 060 BCEX BO3MOXHbIX NTULLEH3USIX
Ha NPOAYKTbI M OYHKLIUK - B TOM YNCTIE TeX, KOTOPbI€ MOryT ObiTb HE aKTVMBHbI Ha BalLieM YCTPOWCTBE.

2. CIIPABOYHOE PYKOBOOCTBO



144 SEPLATFORM.HMI.SECURITY. PYKOBOOCTBO MNONb30BATEIA

Mpumep 3anpoca ¢ onpeaeneHHoro JINLEH3VOHHOTO KITloYa:

{

"command": "Fetch",
"object": "licenseApi/licenseInfo/licenseData",
"params":

{
"licenseKeyId":"0123456789",
"licenseKeyClass":"Guardant"

}

MpumMep 3anpoca Co BCeX KMoyei:

{

"command": "Fetch",
"object": "licenseApi/licenseInfo/licenseData",
}
Mpumep oTBeTAa:
{
"result":
{
"licenseData":

[
{

"licenseFeatureId":"11",

"licenseFeatureDescription":"SePlatform.HMI",
"licenseFeatureCountType":"PER DOMAIN",
"licenseFeatureCount":"1"

y

"licenseFeatureId":"12",

"licenseFeatureDescription":"SePlatform.Server (1 000)",
"licenseFeatureCountType":"PER DOMAIN",
"licenseFeatureCount":"0"

OnucaHue noneit JSON-oTBeTa

Mone OnucaHue

licenseFeatureId N aeHTudurkaTop NUMUEH3MN Ha NPOAYKT WUNn pyHKUMIO.

licenseFeatureDescription HasBaHue NpogyKTa unu dyHKLLUN.
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Mone OnucaHue

licenseFeatureCountType Tun yyéTa KonunyecTsa NULEH3NN. BO3MOXHbIe 3HaYeHus:
> PER _PROCESS - KONUYECTBO NULIEH3iA Ha NPOLLECC;
> PER_HOST - KONMUYECTBO NNLEH3WIA Ha XOCT;

> PER_DOMAIN - KONUYECTBO NTULIEH3WIA HA AOMEH.

licenseFeatureCount KonunyecTBo NuueH3ui, NpeaocTaBnsieMblX YKasaHHbIM KIH04YOM Ui Bcemu
Krtoyamum.

licenselnfo - List: 3anpoc kpaTkon NIMLEeH3MOHHON MHGopMaL, MK

Mop, kpaTkon nHcbopMaLmel Noapa3yMeBaeTCA NepeyeHb KIKYen 1 NpegocTaBnaeMblX MU NULEH3UIA. YToObI
NoNyYnTb KPaTKYH NULLEH3UOHHY0 MHGOPMaLLMI0, 06paTUTech K 06BbEKTY 1icenseInfo C KOMaHOON List.
O6paTtute BHUMaHUe, YTO pe3ynbTaT 3anpoca coaepXut nHdopmMaL o 060 BCcex BO3MOXHbIX JIULIEH3USIX Ha
NpPoAYKTbI U hYHKLIMN - B TOM YUCHIE TEX, KOTOPblE MOryT ObITh HE aKTVBHbI HA BalleM YCTPONCTBE.

Mpumep 3anpoca:
{
"command": "List",
"object": "licenseApi/licenseInfo/licenseInfo"
}
MNpumep oTBeTa:
{
"result":
{
"licenseKeys":

[

{
"licenseKeyId":"0123456789",

"licenseKeyClass":"Guardant"
}y

{
"licenseKeyId":"0123456788",

"licenseKeyClass":"Guardant"
}
1y
"licenseData":
[
{
"licenseFeatureId":"11",
"licenseFeatureDescription":"SePlatform.HMI"
by
{

"licenseFeatureId":"12",
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OnucaHue noneir JSON-oTBeTa

Mone OnucaHue

licenseKeys MaccuB nicpopmaumm 060 BCcex Krtoyax, yCTaHOBIEHHbIX Ha paboyei cTaHuun. KonuyecTso
BIOXEHHbIX 06 beKTOB MaccuBa (B KBaApaTHbIX CKOGKax) COOTBETCTBYET KONUYECTBY KIHOYEN.
3pech:

> licenseKeyId-uWaeHTUDUKATOP KNOYa;

> licenseKeyClass - Knacc kntoya. [Npumepbl 3Ha4eHun - HASP, Guardant.

licenseData = MaccuB uHcpopmauum 060 BCex NULLEH3MSX Ha NPOAYKTbI W/nnu yHKLU MM Ha cepBepe. 30ecCb:
> licenseFeatureld-unaeHTMdUKaTOp NMLEH3NM HA NPOAYKT WNNKN OYHKLNIO;

> licenseFeatureDescription - Ha3BaHWe NPOAYKTa Unu ero yHKLUNN.

licenselnfo - Fetch: 3anpoc nonHon NULEH3NOHHOM NHOpMaLLUK

YT100bI NONYUUTb MOSNHYIO JTULLEH3UOHHY0 MHCpopMaLMo, o6 paTutech K 06beKTY 1icenseInfo C KOMaHOoW Fetch.
O6paTute BHUMaHWe, YTO pe3yrbTaT 3anpoca COAEPXUT MHopMaL Mo 060 BCEX BO3MOXHbIX JTULLEH3USAX Ha
NpPOAYKTbI U hYHKLIUN - B TOM YUCHIE TEX, KOTOPblE MOryT ObITh HE aKTVBHbI Ha BalLEM YCTPOICTBE.

Mpumep 3anpoca:
{
"command": "Fetch",
"object": "licenseApi/licenseInfo/licenseInfo"
}
MNpumep oTBeTa:
{
"result":
{
"licenseKeys":

[

{
"licenseKeyId":"0123456789",

"licenseKeyClass":"Guardant",
"licenseKeyType":"Guardant Sign"
}y
{
"licenseKeyId":"0123456788",
"licenseKeyClass":"Guardant",
"licenseKeyType":"Guardant Sign"
}

1,
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"licenseData":

[

{
"licenseFeatureId":"11",
"licenseFeatureDescription":"SePlatform.HMI",
"licenseFeatureCountType":"PER DOMAIN",
"licenseFeatureCount":"1234567"

y

"licenseFeatureId":"12",

"licenseFeatureDescription":"SePlatform.Server (1 000)",
"licenseFeatureCountType":"PER DOMAIN",
"licenseFeatureCount":"0"

OnucaHue noneir JSON-oTBeTa

Mone OnucaHue

licenseKeys  MaccuB nHcpopmarmm 060 BCcex Krtoyax, yCTaHOBIIEHHbIX Ha paboyein cTaHuum. KonuyecTso
BMOXEHHbIX 00bEKTOB MaccuBa (B KBagpaTHbIX CKOOKax) COOTBETCTBYET KOITMYECTBY KITHOYEN.
3pech:

> licenseKeyId-uaeHTnduKaTop Koya;
> licenseKeyClass -Knacc knto4a. [Npumepbl 3Ha4YeHnn - HASP, Guardant;

> licenseKeyType - TUn Kntoya. OB6bIYHO 34€eChb yKa3bliBaAeTCH, NPOrpaMMHbIA 3TO KoY
Unun annapaTHbIiA.

licenseData = MaccuB uHcpopmaLum 060 BCex NULLEHIMSAX HA NPOAYKTbI W/nnu oyHKL MM Ha cepBepe. 34ecCh:
> licenseFeaturelId-uaeHTuduKaTop NULEH3UN HA NPOAYKT W/unu pyHKLMIO;
> licenseFeatureDescription—Ha3BaHMenp0AyKTaMnmen)¢WHKumw

> licenseFeatureCountType - TUN YY€Ta KONUYECTBA NULLEH3UA. Bo3MOXHbIE
3HaYeHus:

> PER_PROCESS - KONUYECTBO NMLEH3UI Ha NPOLLECC;
> PER_HOST - KONMMYECTBO JINLLEH3WIA Ha XOCT;
> PER DOMAIN - KOTMYECTBO NINLLEH3UI HA [LOMEH.

> licenseFeatureCount - KONMNMYECTBO NULLEH3UN, npepoctaBnaeMblX 3TUM KITHO4YOM.

2.11.1. CsoncTBa

KoHTekcT 6e3onacHOCTH

Ccbinka Ha anemeHT Tvna KoHTekcT 6e3onacHocTu, obecnevnBaloLl i B3aMmoaencTeme ¢ noacucteMon
6e3onacHocTn SePlatform.Security.
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Heobxopumo 3anonHnTL AN B3aMMoAencTBurs ¢ nogcuctemon 6esonacHoctn SePlatform.Security.

Licenselnfo

PesynbTtat 3anpoca uHdopmauium o nuueHsum. MNpepoctaenserca B popmare JSON. Tun 3HaueHus - string.
TonbKo A4S YTEHNS B peXMe paHTanma.

anIMepr pe3ynbTaToB 3aMnpoCcoB NPUBEAEHbLI HA CTPaHULLE ONMCAHNA KOMMOHEHTA (CTP. 135!.

2.11.2. PyHKUUM

RequestLicenselnfo

void RequestLicenseInfo(string jsonRequest)

BbInonHseT 3anpoc MHOPMaLLMK O NTLLEH3UM Ha JTOKanbHOM paboyeii CTaHLmu.

BxopHow napametp - JSON-3anpoc. Mprmepbl 3anpocos NpuMBeaeHb! Ha CTPaHWLLEe OnncaHna KoMMoHeHTa (cTp. 135).

Kaebluku BHyTpy JSON-3anpoca Heob6xoamMmo aKpaHNMpoBaTb 06 paTHLIM ClELLEM.

MNPUMEP

BbizoB: Licenselnfo.RequestLicenselnfo("
{\"command\":\"List\",\"object\":\"licenseApi/licenselnfo/licenseKeys\"}")
Pesynbrart:

> B Clyy4ae yCneLlHOro 3aBepLUeHns onepauum akTueupyetcs cobbiTne RequestLicenselnfoComplete
(cTp. 149);
> B Clyy4ae HeycneLHOro 3aBepLUeHmns onepauum akTueupyetcs cobbiTne RequestLicenselnfoFailed

(cTp. 149).

RequestRemoteLicenselnfo

void RequestRemotelLicenseInfo(string jsonRequest, string netName)

BbInonHsaeT 3anpoc MHOpMaLLUM O NULLEH3UM Ha yAaneHHoN paboyeit CTaHLWu.

BxogHble napameTpbi:
> JSON-3anpoc;
> wumsa paboyelt ctaHuum B cetn SePlatform.Net.
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Kaebluku BHyTpy JSON-3anpoca HeobxoamMmMo 3KpaHNMpoBaTh 06 paTHLIM ClELLEM.

MPUMEP
Bbi3oB: Licenselnfo.RequestLicenselnfo("
{\"command\":\"List\",\"object\":\"licenseApi/licenselnfo/licenseKeys\"}", "Netname")
Pe3ynbrart:
> B Clyy4ae yCneLHOro 3aBepLUeHus ornepaLum ak TMBUpyeTcs cobblTve
RequestRemoteLicenselnfoComplete (cTp. 149);

D> B Cly4ae HeyCneLwHOro 3aBepLUeHusi ornepaLum ak TBUpyeTcs cobblTve
RequestRemoteLicenselnfoFailed (cTp. 150).

GetErrorDescriptionByCode

string GetErrorDescriptionByCode(uintl FailReasonCode)

BozBpalliaeT TEKCTOBOE ONMMcaHKe OLLIMGOK, BO3HUKAIOLLMX NpK 3anpoce MHopMaLLMn O NULLEH3UN.

BxopHon napameTp - nepemeHHas FailReasonCode (Tun 3HayeHus - uint1).

2.11.3. CobbiTusA

RequestLicenselnfoComplete

MonyyeHa MHopMaL st 0 NTULEH3UN Ha JToKanbHOW paboden cTaHuuu.
AKTMBUpYyeTCS B Cry4ae ycneLHoro 3asepLuexus onepauum RequestLicenselnfo() (cTp. 148).

BosBpallaet gaHHble B JSON-chopmaTe Bo BHY TPEHHIO nepemeHHyto cobbiTusi LicenselnfoJSON, Tun 3Ha4YeHust -
string.

RequestRemoteLicenselnfoComplete

MonyyeHa nHopmaL s 0 NIMLEH3UN Ha Y aaneHHoW paboden cTaHuuu.
AKTMBUpYyeTCS B Cny4ae ycreLHoro 3asepLueHuns onepaunm RequestRemotelicenselnfo() (cTp. 148).

BosBpallaet gaHHble B JSON-chopmaTe Bo BHY TPEHHIO nepemeHHyto cobbiTust LicenselnfoJSON, Tun 3Ha4YeHus -
string.

RequestLicenselnfoFailed

He ypanock nony4ntb MHOPMaLLUIO O NTULEH3UN Ha FToKanbHOW paboden cTaHuuu.
AKTMBUpYeTCS B Cny4ae HeycreLHoro 3asepLueHus onepauumn RequestLicenselnfo() (cTp. 148).

BosBpallaeT HoMep ownBKIM BO BHY TPEHHIOK NepeMeHHyto cobbiTus FailReasonCode, Tvn 3Ha4YeHus - uint 1.

2. CIIPABOYHOE PYKOBOOCTBO



150 SEPLATFORM.HMI.SECURITY. PYKOBOOCTBO MNONb30BATEIA

RequestRemoteLicenselnfoFailed

He ypanocbk nony4uts MHGOOPMaLMIO 0 NNLEH3UW Ha YAaneHHoM paboyer cTaHLmw.
AKTUBMpYETCS B CIly4ae HeyCneLHoro 3asepLueHuns onepauum RequestRemotelicenselnfo() (cTp. 148).

BosBpallaet Homep oG KM BO BHY TPEHHIO NepeMeHHyto cobbiTus FailReasonCode, Tvn 3HayYeHus - uint 1.
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NcTopusa usmeHeHui

2.0

BaxHo. Tekyluas Bepcus npefgHasHadeHa ans ncnonb3osanus ¢ SePlatform.HMI 2.0.

2.0.1

YnyJweHua
> ®yHkuma RequestUserList() komnoHeHTa 2.6. HacTtpoiika 6e3onacHocTn: MeHnegxep (SecurityManager)
(cTp. 76), NOMMMO NPOYMX AaHHbIX 06 yYETHbIX 3anncsax, Tenepb NPefoCTaBNaeT UX YHUKanbHble
naeHTudmkaTopsl (uid).
> PyHkuma GetMembersList() komnoHeHTa 2.9. HacTporika 6e3onacHocTu: ['pynna (SecurityManagerGroup)
(cTp. 108) Tenepb npepocTaBnsaeT 6onbLue AaHHbIX. [ToMMMOo uid 1 normHa (Mny Ha3BaHWs) y4acTHUKa rpynbl
Tenepb NpeaocTaBnaeTca MHopMaLusi 0 TOM, ABASETCS NN yYaCTHYK NOMb30BaTENEM WUIW AOHMEPHEN rpy Mo,

VcnpaBneHus
> [opabotaHbl hyHKLMKU 1 cobbiTust KomnoHeHTa 2. 1. KoHTekcT 6e3onacHocTu (Security Context) (cTp. 47):
> Tpu obpaweHum dpyHkumm RemoteGetLoggedUsersList() k HegocTynHon paboyer cTaHLun He
aKTUBUPOBANochb CobbITNE
> CobbiTus n aKTUBMPOBAnu1Cb ABaxabl Npy 3anycke
npoekta SePlatform.HMI B paHTaiimM, Tenepb - TONbKO O0AVH pas.

> yCTpaHeHa NpU4nHa, rno KOTOpOl;I 3Ha4yeHunaA norm4eckunx npae He CGpaCbIBaJ'II/ICb nocJie Bbixoaa
nonb3oBaTtesna U3 NoaACcUCTeMbl.

2.0.2

PyHkuma GetTokensList() komnoHeHTa HacTpoitka 6e3onacHocTu: [lpunoxeHue Tenepb NpenocTaBnseT 6onbLue
[aHHbIX 0 MpaBax NPUNOXeEHWIA.

2.0.3

O6paTtuTe BHUMaHUE: HE PEKOMEHAYETCS UCMONb30BaTh NpeabiayLLyto Bepcuto 2.0.2 n3-3a MHoraa BO3HUKALLMX
owwnbok 3anycka npoektoB SePlatform.HMI, ncrnonb3aytowmx KOMNOHEHTbI GE30MacHOCTM.

HoBast BO3MOXHOCTb

PazpabotaH KOMNOHEHT UHpopMauma nuueH3upoBaHua: MonydeHne (LicenseInfo). KoMMnoHeHT NpeaHa3HaveH
AN nonyYeHns MHOpMaLLMKM O NULEH3UM Ha NpoayKTbl Cuctam MNnatdopm, ycTaHOBNEHHbIe Ha NTIOKanbHON Unu
yOaneHHbIX paboynx cTaHUUAX, BKItoYeHHbIX B ceTb SePlatform.Net.

WcnpaBneHus

> YcTpaHeHa nNpynyrHa, Mo KOTOPOW HEAABHO yAarneHHas y4eTHas 3an1cb nosienanack B CN1cKe
nonb3oBaTesen, Nony4YeHHoM B pe3ynbTaTe Bbi3oBa pyHkummn RequestUsersList() komnoHeHTa HacTpoiika
6e3onacHocTu: MeHepxep (SecurityManager).

> MeTtog npoBepku CooTBETCTBUA Napons TpeboBaHuam ValidatePassword() komnoHeHTa HacTpolika
6e3onacHocTu: Mosb3oBaTenb (SecurityManagerUser) Tenepb KOPPEKTHO paboTaeT u Anst KUPUININYeCcKmx
napornen.

NCTOPUA N3MEHEHUN
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2.04

VcnpasneHus

> WcnpaeneHa ownbKa, U3-3a KOTOPOM GblfT HEBO3MOXEH BXOZ, MOA, YYETHOMN 3an1cblo, KOTopoii TpeGoBanach
CMeHa napons, BO BpeMs A,pyrol akTMBHOW NOSb30BaTeIbCKON CECCUN.

> YcTpaHeHa npuyrHa akTMBaLmMm ABYX COObITUIA KOMMOHEHTa HacTpoiika 6e3omnacHocTu: MeHemxep nNpu
Bbi3oBe hyHKUum ExportConfiguration() - ycnewwHoe n HeycnewwHoe CoxpaHeHue pe3epBHON KOnun
KOH(MrypaLmm - eCiin COXpaHUTb KOMKWIO NbiTasics nonb3oBaTtenb 6e3 npae Ha co3aaHne haiinos B yKa3aHHOM
narke.

> Tenepb Npy COXPaHEHUM YYETHO 3annCK NoMb30BaTenNs C NOMOLLLI hyHKUMUM Save() KOMMNOHEHTa
HacTpoiika 6e3onacHocTu: Mosb30BaTeslb BbINOMHAETCS NPOBEPKA, HE yKasaH Nu NyCcTon napornsb.

> WcnpaeneHa owmnbka, n3-3a KOTOpPON y Nosib30BaTeNs He yuYnTbIBaInCh NpaBa, Ha3HaYeHHbIe ero rpynne us
NPUIMOXEHUsI, ECNN 3TON rPy e Takxe Hblna Ha3HaYyeHa posib U3 3TOrO MPUITOXEHNS.

> YcTpaHeHa npundmHa, no kotopoi dyHkuna GetApplicationsList() komnoHeHTa HacTpoiika 6e3onacHocTu:
I'pynna He BO3BpaLLiana Cn1CcoK Nnpas rpynrbl, yHAacnen0BaHHbIX OT POAUTENbLCKON rpynnbl.

> I/IcnpaBneHa olInbKa, n3-3a KOTOpOVI Y KOMTIOHEHTa HacTpoiika 6e3onacHOCTU: KOHTpONb LIeNOCTHOCTU
aKTBMpoBasuncb cobbITua 06 ycnewHomM 3aBepLueHnn onepawun npu 06paLL|,eHVIV| K HECyLleCTBYyoLemMy y3ny.

> CobbiTus " KOMMOHeHTa KoHTeKCcT 6e3onacHOCTM CHOBa
aKTMBUpYlOTCS ABaxabl npu 3anycke npoekta SePlatform.HMI B paHTaiim. [1Ba cobbiTusi - 370 601ee
npaBunbHoe NnoBeAeHne KOMMoHeHTa. B nepBbIi pa3 cobbiTe akTMBUPYETCS NpU Havan bHON MHULMANusaLmum
npoekTa. BTopon pa3 - korga areHT nepefaeT B NpoekT MHopMaLmio O TEKYLLLEM Monb30oBaTene.

> WcnpaeneHbl Apyrve HEKPUTUYHbIE OLLNGKMN.

2.0.5

VicnpaBneHne

Y cTpaHeHa npuynHa, no kotopon pyHkumust GroupDisplayName() komnoHeHTa KoHTekcT 6e30nacHOCTU He
BO3BpaLLiana 3HaveHun. Ownbka Bo3HMKana npy ucnonb3oBaHum npeaplayLien sepcumn - 2.0.4.

2.0.7

VicnpaBneHus

> YcTpaHeHa npuynHa, no kotopoi ceoncTBo GuestMode komnoHeHTa KoHTeKCcT 6e30nacHOCTH
NpenocTaBnAno HEKOPPEKTHOE 3HaYeHVe Npu NEPBOM 3anycKe NpoeKTa B paHTanMm.

> ®yHkuma ValidatePassword() komnoHeHTa HacTpoitka 6e3onacHocTu: Monb3oBaTenb TENepb
BO3BpAaLLaeT KOPPEKTHbIE 3HAYEHNSA, ECITV NPOBEPSAEMbI MAPOSb MyCTON UMM COAEPXMUT Npobenbl.

> WcnpaeneHa ownbka, n3-3a KOTOPOW NpaBa, Ha3HauYeHHbIe Ponu, He yAananuch Npy NCNonb30BaHUn
dyHkunmn RoleDeleteRight() komnoHeHTa HacTpoitka 6e3onacHocTu: [MpunoxeHue.

N3meHeHus AOKYMEeHTauuu

Pepakuus 1

O6HoBneH npuMmep BO3BpaLLlaeMoro 3Ha4eHua:

> ana dyHkuum GetMembersList() komnoHeHTa 2.9. HacTpolika 6e3onacHocTtu: ['pynna
(SecurityManagerGroup) (ctp. 108).

NCTOPUA N3MEHEHUN
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> pna dyHkunn RequestUsersList() komnoHeHTa 2.6. HacTpolika 6e3onacHocTu: MeHepxep
(SecurityManager) (cTp. 76). NMpumep npuBeaeH B onncaHnmn cobbiTua RequestUsersListComplete (cTp. 82),
aKTUBUPYOLLLErocs B CIyYae YCMNELHOro BbINMOMHEHNs by HKLUN.

Pepakuyus 2

B pa3pene 1.6. KoHTponb LienocTHocTu (CTp. 33) pyKOBOACTBA NOfb30BaTens:

> aKTyanusupoBaHO OrnMcaH1e HaCTPOWKM KOHTPOS LLeNOCTHOCTM co cTopoHbl SePlatform.Security;

> pob6asneH HOBbI NoapasAen, B KOTOPOM NpuBeaeHa paclLmngpoBKa COOBLLEHNI O NPOBEPKE LLEeNTOCTHOCTU

dannos (cTp. 40).

B cnpaBoyHOM pyKoBOACTBE akTyanuamposaHo onncaHue ceoncTaa IC_List_JSON (ctp. 64) komnoHeHTa HacTpoiika
6e3onacHOCTU: KOHTpO/sb LIeNOCTHOCTM.

Pepakuusa 3

Copepxvmoe OOKYMEHTa He UBMEHUIOCb.

Pepakuus 4

B cnpaBo4YHOM pyKOBOACTBE ONMUCaH HOBbI KOMMOHEHT - 2.11. Mindopmauus nuuensnposanus: [Nonyyenve
(Licenselnfo) (cTp. 135).

Pepakuua 5

B pykoBofcTBe Nnonb3oBaTternsi:

> B pasgen 1.2. MNogrotoska K pabote (cTp. 6) Aob6aBneHbl KOMaHAbl yCTAHOBKU 1 yaaneHus Beb-sepcum
pacLumpenusi Ha OC Linux.

> O6HOoBNEH NPOEKT-NPUMEP, NpUKNaabiBaeMbli K pasgeny 1.3. YnpasneHue 4ocTynom B npoekTax (cTp. 9).

> OGHOBMEHbI CKPUHLLOTHI.

B cnpaBo4YHOM pyKOBOACTBE:

> OnucaHa paHee He onncaHHas YHKLKA KOMMOHEeHTa HacTpoiika 6e3onacHocTu: MMonb3oBaTens -
ValidatePassword() (cTp. 100). 3aech xe akTyanu3npoaHo onucaHue gyHkumum SetPassword().

> O6HoBneH Npumep 3HayeHus, Bo3BpaLlaemoro dyHkumein GetTokensList() (cTp. 89) komnoHeHTa HacTpoiika
6e3onacHocTu: MpunoxeHue.

Pepakuus 6

BHyTpeHHVIe N3MEHEHUA. Co,u,ep>K|/|M0e O0OKYyMeHTa HEe UI3BMEHUI10Cb.

1.1

1.1.3

YnyuweHue

NCTOPUA N3MEHEHUN
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®dyHkuma RequestUserList() komnoHeHTa 2.6. HacTporika 6e3onacHoctu: MeHeoxep (SecurityManager) (cTp. 76)
Tenepb NpenocTaBnaeT 6onbLue AaHHbIX. PaHbLue CNMCcoK, BO3BpaLLaeMblii hyHKLMEN, copepxan Tonbko uid 1
NOrVH Kaxo0m y4eTHON 3anuncuy nogcuctemMbl 6e3onacHocTy. Tenepb CIMCOK COAEPXMT BonbLue AaHHbIX: hamunum,
OOIMXHOCTW, HoMepa TenedOoHOB U Mp.

VcnpaBneHne
KomnoHeHT 2.1. KoHTekcT 6e3onacHoctu (SecurityContext) (cTp. 47) 6onblue He NoCbINaeT B Xy pHan NpunoXeHni

coobLLeHNs 0 BHYTpeHHel pabote. K Takmm oTHocunuck coobLueHns Buaa "decTpykTypudaunsa 6yneBcKoro TokeHa
...", "Y naneHune ykazarens Ha NPOKCU KOHTEKCT Yy TOKeHa ..." U T.n.

MN3MeHeHUa ooKyMeHTauuu

Pepakuusa 2

OnwucaH paHee He ONMNCaHHbI KOMMOHEHT MacTep KOHGUrypupoBaHua Security:

> B pykoBoacTtso nonb3oBatens AobaeneH HoBbiv pasgen 1.7. KoHdurypupoBaHuve areHTa 6e3onacHocTu
(cTp. 41), onucbiBatoLLMIA IPUMEp UCTONb30BaHWA KOMMOHeHTa B npoekTax SePlatform.HMI.

> B cnpaBoO4HOE pyKoBOACTBO ﬂ,06aBJ'IeHO OnuncaHmne CBOMCTB U METOA,0B KOMMOHEHTA.

Pepakuus 3

B pykoBoacTBe nonb3oBartens:
> Bpa3gen 1.2. MNogroTtoBka K paborte (cTp. 6) pobasneHa nHpopmauma ob ycTaHoBKe U yaaneHum
SePlatform.HMI.Security Ha OC Linux.

> O6HoeneH npoekT-npumep B pasgene 1.5. CobcTBEHHbIN KOHMUIy paTop NoAcMcTEMbI 6e3onacHocTu (CTp.
22). Ana Bcex hopM npoekTa co3faH obLmni KontekcT 6e3onacHocT. OH nomelLeH B rinobanbHble 06 BbeKThI.

B CcnpaBO4YHOM pyKOBOACTBE!:

> O6HoBneH npumep 3HayveHns, Bo3BpaLlaeMoro yHkumen RequestUserList() komnoHeHTa 2.6. HacTporika
6e3onacHocTu: MeHenxep (SecurityManager) (cTp. 76). Mpumep npvBepeH B onMcaHum cobbiTUs
RequestAppListComplete (cTp. 81), akTuBUpyoLEerocs B pe3ysbTaTe YCNeLHOro BbIMOMHEHNS (Y HKLUK.

> [obaeneHa nHgpopmauus 06 ocobeHHOCTN cobbITUs (cTp. 58) - oHO aKTMBMpYyeTCH
ABaxabl npu 3anycke npoekta SePlatform.HMI B paHTanm.

Takxe ucnpasneHa UCTOPUS U3MEHEHWIA 1A BTOPOI peflakLLMn IOKYMeHTa, COOTBETCTBYOLLEN
SePlatform.HMI.Security Bepcun 1.1. PaHee 6b110 ykazaHo, YTO COAepXNMOoe JOKYMEHTa HE U3MEHWINOCh.

NCTOPUA N3MEHEHUN
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