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1. Ha3sHayeHune

Mopynb OPC UA - KOMMYHWKaLMOHHBIN MOAYNb, NpeAHa3HauYeHHbI Ans oOMeHa faHHbIMU Mexay
SePlatform.Data Server n ctopoHHUMYK KnueHTamu no cneymdmrkauum OPC UA.

dyHkumm moayna OPC UA:
> npepocTaBreHne onepaTUBHbIX 3HAYEHUI U COBbITUI KITUEHTaM;
> npenocTaBreHne UCTOPUYECKUX 3HaUYEHUIA U COObITUIA KITMEHTAM;

> 3anucbk 3HadyeHun B SePlatform.Data Server knueHtamu.

O6MmeH ganHbIMu no cneumdmkauum OPC UA (Unified Architecture) B cpaBHeHun co cneumdmkaumsmmn OPC DA
(Data Access) n OPC AE (Alarms & Events) umeeT cnegytowine npeMmyLiecTBa:

> MONHOCTbIO KpoccnnaTtdOpMeHHbI CTaHAapT;

0TKas3 oT 3akpbiToro ctaHgapra COM/DCOM B nonb3y TCP;

MpPOCTOTa HAaCTPOEK YAaneHHOro NoAKtoYeHus;

6e30MnacHOCTb NepepaBaeMblx AaHHbIX 6narofgaps MCNonb30BaHUIO WK poBaHNsA 1 ay TEHTUDMKALLUK;

vV V V V

onepaTvBHbIE AaHHble, UICTOPUYECKUE faHHble, COObITUS NepeaarnTCcs Yepes OfMH CEPBEP N0 eANHOMY
uHTEepdecy.

1.1. MNMapameTpbl nogkniovyeHnsa K OPC UA cepBepy

Y1066l OPC UA knueHTbl Mornu nogkniountbes k SePlatform.Data Server no OPC UA, Heob6xoaumbl criegytowme
paHHble OPC UA:

> M4 TOYKN NOAKITI0YEHNs - «<SePlatformOpcUaServer»;
> URI agpecHoro npocTpaHcTBa y3510B - «DataAccess»;

> KOHTPOMbHbIV Y3€es1, UCMONb3yeMbli Ans onpefeneHnsa akTMBHOCTM cepBepa (eCrnuv He 3apaH Apyron
KOHTPOJbHbIN y3€en):

> ajppecHoe NPOCTPaHCTBO - «Vendor»;

> TunuaeHtTudukartopa - String;

> wungeHTUdUKaTop - «/VendorServerInfo/IsInRunMode»;
>

3HaYyeHue - «True».

1. HASHAYEHUWE
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2. Hactpoitka o6meHa gaHHbIMU ¢ OPC UA KnnueHToMm

HacTtpoiika o6meHa gaHHbiMu mexay OPC UA n OPC UA knuneHToM MOXET 6bITb BbIMOSIHEHA CReayoWUMm
cnocobamu:

> Bcpepe paspaboTku SePlatform.Development Studio (cTp. 5);
> B cepBUCHOM npunoxeHun KoHdurypartop (cTp. 12).

2.1. Hactpowka B SePlatform.Development Studio

YT106bI HAacTpouUTb 06MeH aAaHHbIMU ¢ OPC UA KnneHToMm:
> pobaBbTe B NPOEKT M HACTPOITe nornyeckune Tunbl (CTp. 5);
> B SePlatform.Data Server no6asbTe u HacTporite OPC UA cepsep (cTp. 7);
> npumenuTe kKoHdurypauuo SePlatform.Data Server (ctp. 12).

Mopspok co3pgaHust npoekTa u KoHdurypuposaHue SePlatform.Data Server onucaHbl B [OKYMeEHTaLUK Ha
SePlatform.Development Studio (pasgen «3nakomcTBo ¢ SePlatform.Development Studio»
pyKoBOACTBa Nonb30BaTens).

[anee npuBegeHo onvcaHve HacTponkyn odmeHa aaHHbIMu ¢ OPC UA cepBepoM yxe CKOHGUry ppoBaHHOIO
SePlatform.Data Server.

A3 System =fp|~|<3 Server =h|~J<3 pLC =F /E?E Domain =P
Cooinka Ha Om.System Ceoinga Ha Om.Server Cenlnka Ha Om.PLC Agpec: local
{ 3| host .-'1

=ie Ethernet

2.1.1. HacTpoiika normyeckmx TMnoB

1. JobaBbTe B MPOEKT 35IEMEHT MpOCTPaHCTBO UMEH W 3apaviTe Ums, Hanpumep, «Types». OTo 6yaeT nanka ¢
NOrMYecKMm TUNamm, UCNOSb3yeMbIMU B MPOEKTE.
[’y Manent 3nemeHToE ¥ 0 X || Project ¥ X

Mowe Q {} Project Comepwumoe mogyns =t My-project.omx - Types

I 3 Hactpoitku

I [ Onucanua yeTpoiicTs

= & omain
N atpuoyTa -3 System = |~]+3 Server =~/ PLC Et] @5 Domain =)

pec local
[ Ccrinka Ha mogyn Ccolnka Ha Om.System Ccolnka #a Om.Server Ccolnka Ha Om.PLC Ad

MpocTpancTeo UMEH e, | g host )

L \ |
@Acnem .""-. | =k Ethernet
@Tvn MPMACHKEHNA T, {} Types = _
mﬂswuecmﬁ ™n -.__-“_

-

' Norueckwii Tun
Tvn COKETA

SePIatform.Domain

2. Mepevipute B fo6aBneHHoe NpocTpaHCTBO uMeH, f06aBbTe elwé oauH 351EMEHT MpoCTPaHCTBO UMEH U
3apaiite Uma, Hanpumep, «ServerTypes». 9To 6yayT nanka ¢ normdeckumu tTunamu SePlatform.Data Server.

3. Mepeiigute B NMpocTpaHcTBO MMeH Ans norudeckux Tunoe SePlatform.Data Server «ServerTypes».

2. HACTPOVKA OBMEHA OAHHbLIMI C OPC UA KITMEHTOM
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4. [lo6aBbTe anemMeHT AcneKkT 1 3apainTte Uma, Hanpumep, «Server».

[’y Manens 3nemeHToE > I X | ServerTypes ¥ X

Mownck Q {} Project.Types. ServerTypes MpocrpancTes wmén = My-project.omx
I [ Hactpoiki

I [3 Onucanus ycrpoicTs

Tun aTpubyTa
I o) Cerinka na mogyas ¥

@ Tun npunoxeHua

[’@ Pranueckui Tvn

5. Jo6aBbTe anemeHTb! Jlorndeckuit Tvn AnA Kaxgoro formdeckoro tuna SePlatform.Data Server. Onsa
npumepa, nyctb SePlatform.Data Server coaepXut oauH Normieckui Tun, NpeacTaBnsoWmMiA TUM

«Pe3epByap».

'y Naxens 2neMeHTCE * 0 X || ServerTypes™ B X

Mowck Q {} Project.Types. ServerTypes MpocTpaHcTED MMEH =l My-project.omx
I [J Hactpoiiku

I [J Onucanma ycrpolicTe
Tun atpubyTa

I O[:]Ccumca H3 MO4Y Nk
MpoctpaHcTen MMEH
@ Acnexr ¥ Type =i

@ Tun npunoxeHua

mnamqecnnﬁmn i L
("_,'1 Normueckuii mn)""'"‘

Tun cokera

SePlatform.Domain

6. YKaxuTe cBoMCTBa NOrM4ecKoro Tmna:

> Wma - Hanpumep, «Tank»;

> AcnekT - 006aBNeHHbIN paHee acnekT «Servers.

ServerTypes ™ # X ~ |[&r Coolicrea * 0 X
{} Project.Types. ServerTypes MpoctpaHcTeo umen =l My-project.omx * Tank ~ || % Tank Mornuecknii Tan M
@ Obwme
Bazosslid Tun
Gcnen ServerTypes.Server )
MpeacTaEnaemsiii Tan
@Mﬂ Tank )

7. MNepeniguTe Nlorudeckuii Tvn «Tank» 1 ONULLUTE €ro CTPYKTYpY: A06aBbTe B TOFMUYECKUIA TUMN CUrHarbI.
Hanpumep, nycTb TMN «Tank» COQEPXUT CUTHArbI:

Cwurnan Tvn HanpaBneHue OnucaHue

«Level» Float BbIXO[, TekyLuee 3Ha4YeHVe ypoBHS
«High_Limit» Bool BbIX0[, CurHanusaums NpeBbILLIEHNS Y POBHS
«Cmd» Uint4 BXO[, Komanga ynpasneHus

Jlormyeckuin Tvn onucaH.

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA KIMEHTOM
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2.1.2. Hactpownka OPC UA cepsepa

1. Mepenpute B SePlatform.Domain.

Domain™ B X

&= Project. Domain SePlatform.Domain =b

My-project.omx

& host

Gk Server

| Eth Emetﬂ.daptelﬂ

=i

Cetb Ethernet

Ethernet

2. Mepengute B y3en gomeHa «host» n nposepbTe IP agpec Agantep Ethernet. IP agpec agantepa gonxex
cooTtBeTcTBOBaTh |P agpecy komnbloTepa, Ha koTopom dyHKUMoHupyeT SePlatform.Data Server.

host 1 X

& Project.Domain, host ¥sen SePlatform.Domain =5

My-project.omx

=  EthernetAdapter

1l

S Server

)

Y EthernetAdapter =i
10.10.1.100

{‘} HdaSenver

ﬁ TcpSenver

'J_-! 1

EY Ceoiicrea * O X
EthernetAdapter Agantep Ethernet -
. @ Qbwme
""@pec 10.10.1.100 )
Cetn Ethernet
(4[] EthernetAdapter

3. Nepengute B SePlatform.Data Server. Ecnu B koHdurypauum SePlatform.Data Server otcytctyer
mopynb OPC UA, To no6aBbTe anemeHT OPC UA Cepsep.

[’y Manens 3nemeHToE

4 [ 0PC
(3] opC DA Knuenr
OPC HDA Knvienr
OPC DA Cepsep
OPC AE Cepsep
OPC HDA Cepeep

(] opc ua cepsep)

|48 ] OPC UA Kanent

[ M3K 60870-5
3 M2K 61850

[
[
[
[+ [ CnyvoxcebHbie mogynn

[ KommyHmkaumonHbie Mogynn

* o X || Server” ¥ X
Q % Project. Domain.host. Server SePlatform.Server =i

My-project.omx

* HistoryModule

4l

[lna cBOMCTB MOAYy st MOXHO OCTaBUTb 3HAYEHUS MO Y MOSYaHMIO.
CgoiictBa OPC UA Cepsep:

W OpcUaServer =2
OPC UA Cepeep

4§ TepServer  EE
TCP Server

Sf DaServer =F
QOPC DA Cepeep

43 HdaServer =l
ES QOPC HDA Cepeep

48 HistoryModule =%
Mogyne ncTopuK

= L\. AeServer =
QOPC AE Cepeep

CBoiiCcTBO OnucaHue

O6wue

MMa Touku Mma, ucnonbsyemoe knveHtamum ansa nogkniodeHns k OPC UA.
NoAK/IlYeHnA

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA KIMEHTOM
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CBOMICTBO OnucaHue
3anpeTuTb OnpefenaeT BO3MOXHOCTb KITMEHTOB U3MEHSITb 3HAYEHMSI CUrHanoB cepaepa:
K/MeHTaM > «fla» - U3MEHEHMEe 3HaYEeHW CUrHanoB 3anpeLLeHo;
U3MeHeHue
> «HeT» - KIIMEHTbI MOrYT M3MeHATb 3HaveHus curHanos OPC UA.
CUrHaioB
NepeBoauTh B OnpenenaeT BO3MOXHOCTb NepeBoaa UA cepBepa B cocTosiHue SUSPENDED ripu
cocTofHue nepexone SePlatform.Data Server B coctossHne PE3EPB:
SUSPENDED B > «fla» - CUrHan «Server.ServerStatus.State» OTOGpaxaeT CoCTosHIE
pesepee cepsepa:
> SUSPENDED - SePlatform.Data Server Haxoautca B coctosHun PE3EPB;
> RUNNING - SePlatform.Data Server Haxoautca B cocToAHue PABOTA,;
> «HeT» - npu ntobom coctosiHum SePlatform.Data Server curHan
«Server.ServerStatus.State» npuHumaeT 3Ha4yeHre RUNNING.
3HayeHue No YMONYaHMIO - «HeT».
Umsa Hasanune OPC UA cepBepa B NpoeKTe.

CerteBble NapaMeTpbl

MopT OPC TCP MopT pna obmeHa AaHHbIMK Mo npoTokony TCP.

npoTokona 3HaueHmne Mo yMOSYaHUIo - «62544».

Mopt HTTP MopT ans obmeHa gaHHbIMY no npoTokony HTTP/HTTPS.

npoTokona

Ucnonb3oBaTb O6MeH fanHbiMu o npoTokony HTTP/HTTPS:

HTTP npoTokon > «HeT» - 06MeH fAaHHbIMM o npoTtokony HTTP/HTTPS 3anpeltek;

> «HTTP» - 06MeH paHHbIMK no npotokony HTTP;
> «HTTPS» - 06MeH AaHHbIMK No npoTtokony HTTPS.

Pexum OnpepenseT 3alMLLEHHOCTb KaHana nepeaaYdn AaHHbIX Mpy yCTaHOBMEHN COEAVNHEHNS
6e3onacHocTH mexay knueHtom n OPC UA:
CETEBOro KaHana > «None» - peX1M He obecneynBaeT AoMNOTHUTENbHBIX CPeacTB 6e30MacHoCTy,

[aHHble nepefatoTcs 6e3 WnhpoBaHUs;

> «Sign» - AN ycTaHOBKM 6€30MacHoro coeMHeHus Tpedyetca ooMeH
ceptudpukatamu mexgy OPC UA u knneHToM;

> «SignAndEncrypt» - ANA ycTaHOBKM 6e30nacHoro coeinHeHns Tpebyertcs
o6meH ceptudpmkatamu mexay OPC UA n knneHTom. NoToK AaHHbIX Mexay
knveHtom n OPC UA 6yaeT nepefaBaTtbcs B 3alLMpOBAHHOM BUAE.

Discovery cepep Appec Local Discovery Server (LDS), no kotopomy goctyneH OPC UA. 3HayeHue no
ymMon4yaHuio «opc.tcp://localhost:4840x».

Local Discovery Server (LDS) - cepBep, BbINOMHAOLLMIA POrib TOYKM A0CTYNa K
mHoxecTBy UA-cepeepoB komnbtoTepa. C nomouupto LDS knneHTtsbl moryT
nonyuutb goctyn kK SePlatform.Data Server no cneundukauymm OPC UA.

2. HACTPOVKA OBMEHA OAHHbLIMI C OPC UA KITMEHTOM
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CsoiicTBO OnucaHue

MapameTpbl ayTeHTUdDUKaLUm

AHoHMMHLI gocTyn = OnpepensieT 4OCTYN Nofb3oBaTteneil 6e3 NPOXoXAeH s npoLeaypbl ay TeHTMhUKaLuim:

> «Paspeumntb» - K OPC UA MoryT nogkntoyaTbcsi nobble nonb3osarenm (CTp.
20)

> «3anpeTuTb» - AOCTYMN aHOHUMHbIX NMONb30BaTesel 3anpeLLeH.

YyeTHoit 3anucbiw | OnpepenseT AOCTYN Nofnb30BaTenemn no CUCTEMHON YHETHON 3annucu:

Windows > «Paspeuwntb» - K OPC UA MOryT noaknouathca nonbL3osaTeny,
NpefoCTaBMBLUME JTOTVH W NaposTb JIOKaNbHOM UM OMEHHOI YYETHOI 3anmcK (CTp.
21);

> «3anpeTuTb» - AOCTYIM MOMb30BaTENEN Mo yYETHOW 3aMMCy 3arnpeLLeH.

Monb3oBaTeNnbCKUM Onpep,enﬂeT [ocTtyn nonb3oBaTerien C MOMOLLbIO CepTMCbI/IKaTaZ

cepTugukaTomM > «PaspewnTb» - A5 ayTeHTUdMKaLMM TpebyeTca NpeaocTaBuTb
nonb30BaTenbCKU cepTuduKaT 1 NpMBaTHbIN KntoY (cTp. 21);

> «3anpeTuTb» - AOCTYM MNOMb30BaTENEN C NOMOLLbIO cepTudrKaTa 3anpeLLeH.

MapameTpbl Mogyns

AKTUBHOCTb AKTUBHOCTbL Mopynsa npu 3anycke/nepesanycke SePlatform.Data Server:
> «Jla» - MOAYNb 3anyLueH;
> «HeT» - MOAYJIb OCTAHOBIEH.
Ynpaensetcs cnyxebHbIM CUrHanom «Active.Set».

OTo6paxaemoe uma = HazBaHWe MoAynsi, KOTOPOe OTOGpaXaeTcs B Terax CryXebHbIX CUrHasoB.

[MapameTpbl Xy pHanupoBaHus

BecTu XypHan Bepnerue 3anmcy coobLueHnin 0 paboTe MOAyNs B XypHan paboTsi:
paboTbl MoAyNs > «Jla» - BECTU XypHan paboThbl;
> «HeT» - XypHan paboTbl He Bea&TCA.
Ynpasnsetca cnyxebHbIM curHanomM «FrameLogEnable.Set».

Pasmep XypHana Paamep chaiina xypHana paboTbl Moayns B merabaiitax. [pu gocTmxeHum

paboTbl mogyns, MaKCMMarnbHOro pa3mepa co3gaeTcs HOBbI hann, Konusa cTaporo dyanna XxpaHuTcs Ha
MB paboyem gucke.

Konuyectso KonwuuecTBo (haiinos 3anofHeHHbIX XypHanoB paboTbl Mogyns:

AOMOJHUTE/IbHbIX > MUHUMAarbHOe KONn4ecTBo - 1;

HanoB paboTbi
P P > MakcumanbHoe KonmyecTBo - 255.

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA KIMEHTOM
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CBOMICTBO OnucaHue

YpoBeHb Tunbl cooBGLLIEHNIA, KOTOPbIE BbIBOAATCA B XYPHAMN MPUIoXEHWIA:

Tpaccuposku B > «lpeaynpexaeHus U aBapuitHble COOBUWEHUA» - TOTUHECKUE OLLIMGKM 1 OLLIMGKM

XypHan paboTbl Moaynsa. MNpeaynpexaeHns coaepXaTt HEKPUTUUHbIE OLLMGKW. ABapUitHble

NpunoxeHun coo6LLEeHNs MHGOPMUPYHOT 06 oLLMBKax, KOTopble BMMAIOT Ha paGoToCcnoco6HOCTh
cepsepa;

>  «UHbopMaLMOHHbIEe coobweHus» - MPEAYNPeXaeHUs U aBapuiHbie coobLLeHns, a
TakXe OCHOBHasi MHdopMaLms o paboTe Moayns;

> «0TnagoqHble coobweHunax» - NpeaynpexaeHs N aBapuitHble CoobLLeHs,
OCHOBHas U fieTanbHas nHdopmaLumsa o pabote moayns.

Ynpaensetcsa cnyxebHbIM CUrHanom «SystemLogTraceLevel.Set».

4. BepHutech B SePlatform.Data Server n no6asbTe MpunoxeHue.

[’y Manens 3nemenToE * 0 X | Server” B X =
Mowck Q &% Project.Domain.host. Server SePlatform.Server =l My-project.omx ~ Application -
[ BACnet
3 EtherNet/IP

I

I

1 CHoerc ! Application = OPC UA Cepsep

I [ KomMmyHukaumoHHble Mogynin w
I [ M3K 60870-5 .”',.-V TCP Server

I [ M3K 61850 ‘.’-“"_‘..--
| xefHple ) Tl OPC DA Cepsep

sanet 4 HistoryModule =3

MpunoxeHue Mogyne WCTopUK 44 HdaServer =
Wcnonsaemslid MOgYNL NpUACHKEHNA ER OPC HDA Cepsep

Q?_ Cebinka Ha MENOAHAEMEIA MOIYNL NpUNI 3 [ AcServer =
*Sj’. | Bydepuszaumna OPC AE Cepeep

5. MepeiguTe B NpunoxeHve 1 f,06aBbTE IKIEMMNIAPLI paHee onMcaHHbIx norndeckux Tunos SePlatform.Data
Server. Kaxgomy Tuny ykaxure Ums.

[ MaHens 3neMEHTOE * I X || Application™ ® X

Mowck Q w4 Project.Domain.host.Server. Application Npunoxenue =t My-project.omsx

I -{-}-Om.PL{Z

I {} OmServer -
4 {} Praject # Tank 1 <Types.ServerTypes.Serve =i
‘ “ Types . Tun: Types.ServerTypes. Tank
4 {} ServerTypes .__'__“”_,_....-.----.-- 301 Cmd Level -)@
(_[/ JTank-:SewerTypes.ServerD:—'.:'_'_::.. \ High_Limit - {5}

| '
LS # Tank 2 <TypesServerTypes.Server: =L

Tun: Types.ServerTypes.Tank
I [A Cepinkn 8 Cmd Level _9@.

musmuecnnﬁ ofbekT High_Limit 2 {5
\ |
ﬂOrH'—IECKHﬁ oBbekT

I [3 KapTw agpecos

OPC UA HacTpoeH.

2.1.3. OrpaHuyeHue pocTtyna K AaHHbIM

Moaynb OPC UA nossonseT orpaHnymBaTth AoCTYN K aaHHbIM SePlatform.Data Server gna OPC UA knueHToB.
[lna aToro HeobxoamMMo ykasaTb kakue ob6bekTbl SePlatform.Data Server 6yayT 4OCTYNHbI ANA YTEHUs], U B Kakue
13 HUX MOryT 6bITb 3anmcaHbl 3HaveHnsa OPC UA knuneHTamm.

Y106k OrpaHuunTb AoCcTyn K AaHHeIM SePlatform.Data Server, HacTpoiiTe cnMcok o6 bEKTOB, KOTOpble OyayT
noctynHbl gna OPC UA KnneHToB:

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA KIMEHTOM
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1. Mepepute B Npunoxenune SePlatform.Data Server n no6aBbTe aneMeHT UcnonHaeMblii Moay b
npunoxeHua.

[}y Maxens 3n2MeHTOE

0
- +
Wenoaraemeli MOgyNs anﬂD}KEHHﬂ)

{} omPpLC

{} OmServer

{} Praject

[ BuiMucnenuns
3 KapT agpecos
[ Cerinkn

Dnzmueckmi obbekt

Normuecknid obwext
Cobuitne

II' Mapametp

l‘é\v—I Coker

* 1 X || Application™ ® X

Q «&{ Project.Domain.host.Server. Application Mpunoxerne =k

My-project.omx -

H  AppModule =5
*

=

P
# Tank 1 <Types.ServerTypes.Serve =
Tun: Types.ServerTypes. Tank

LM Cmd Level >

L High_Limit (> ()

-
# Tank 2 <Types.ServerTypes.Server: =L

Tum: Types.ServerTypes. Tank
Level .2 @

218 Cmd
High_Limnit > (&)

A

2. Ha anemeHTe UcnonHaembiii MOAyNb MPUAOKEHNA HAXMUTE KHOMKY &F 1 BbiGepuTe 06'beKTbl, KoTopble 6yayT

noctynHbl OPC UA knueHTam.

H  AppModule =2

] BreifepuTe 3NEMEHTRI
B Mowck
4 5| host

4 L Server
*eee, 4 [] =iApplication
/ Tank_1

[1 o Tank_ 2

Na

3. Nepenigute B SePlatform.Data Server n no6aBbTe aneMeHT UcnonHaeMbiii MOAY/b MPUOKEHUS.

2k Project. Domain.host. Server SePlatform.Server =i

My-project.omx -

[y Manenb 3neMeHTOE * 0 X | Server” B X
oK Q
[ BACnet
3 EtherNat/IP
A Modbus
£3 0PC -4 Application
[ KommyHugaumoHHbie Moaynm / Tank_1
3 M3K 60870-5 / Tank_2
[ M3K 61850 A AppModule
[[3 CaysxebHbie mogynu
@] Mpunoxenue

WMenonHRembIA MOAYNE I'IpHﬂD)KEHHﬂ)"" e
+

48§ HistoryModule =0

Mogyns McToprK

0
l|f|E 1 Cobinka Ha MCNOAHAEMBIA MOLYNb NPUAOXKEH]

3 Bydepusaumna

""l:':l_:]a Application.App

,i-?:] qr

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA KIMEHTOM
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4. B 3Ha4eHun cBoncTBa UcnosiHAemMble 06BbEKTHI YKaXWTE COOTBETCTBY LM UCTIONTHAEMbI MOAY b
npunoxerus SePlatform.Data Server.

- CBoWcTEa O X
k=]
Cﬂ) WMcnonHaemeiit mogyne npuacxerna - ¥kakuTe MyTh K 3NEMEHTY x
E'—'a) ApplicationApp #® E"‘ @ O6uwme B Mouek Q
"2 cnonHaemsie ofbekTl Application. AppModule L] 4 |§ host
.y 4 iE Server
Penanuuposate Ja ...". N & roplicaton

"

; fis AééModulE
fa

5. CoeanHute UcnonHAeMbii Mofdyb NpunoxeHus ¢ OPC UA CepBep 1 B 3HaYEHUN CBOMCTBA TONbKO YTeHue
ykaxute moryT nn OPC UA KnueHTbl U3MeHsITb 3Ha4YeHWsI CUrHanoB 06 bEKTOB aHHOIO UCMOMTHAEMOro Moayns:

> «HeT» - KNIMEHTAM pa3peLLeHbl YTEHME U 3aNUCh 3HAYEHWI;

> «Jla» - KNUEHTaM pa3peLleHO TONbKO YTEHWE, 3an1Cb 3HA4YEHUIN 3anpeLLeHa.

YT106bl KIMEHTbI MOFNIN U3MEHSITb 3HAYEHWS CUrHarmNoB, CBOVICTBy 3anpeTuUTb K/JWEHTaM U3MeHeHue
CUrHaNoB [ONXHO ObITb YCTaHOBNEHO 3Ha4YeHne «HeT».

2.1.4. NpumeHeHue KoHpurypaumumn SePlatform.Data Server
1. MocTpoiiTe pelueHve. KoHdurypaumsa SePlatform.Data Server 6yaer noctpoeHa.
 @O-1T P BEE & D e -
2. Nepengute B MacTep pas3BEpTbiBaHUS.

NCHORE S = = I o P

4
L1

de
HEs
o

[ns ycneLHoro npuMeHeHNs MOCTPOEHHbIX KOHPUIy paLui LonXeH 6bITb HACTPOEH
SePlatform.Domain. OnvcaHve HacTpolikn NpuBeaeHo B AokyMeHTauum Ha SePlatform.Domain (cm.
pasfen «KoHdurypuposaHue» pyKOBOACTBA afMUHUCTPATOPA).

3. MpumenunTe KoHdurypauuio k SePlatform.Data Server.
Project 1 X

1l

#1 MacTep pazeepThIEaHWA

[] Wenoanaowwmii komnonent  MocTpoesnas sepcuA  AkTweHas sepowa  CTabunbHan Bepova
@ #5 Domain
@ | host

S Server 1.ﬂ.ﬂ.d2® 100d26 « 1.00d120r

MprMEHWTE KoHGMIYPaLMIC

2.2. Hactpownka B KoHdurypaTtope

YT106bI HAacTpoUTb 06MeH AaHHbIMKU ¢ OPC UA knvneHTamu:

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA KIMEHTOM
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> HacTtpoiite moayns OPC UA;
> ccopmupyiTe oepeBO CUrHANOB;
> npumennTe KoHdurypaumto SePlatform.Data Server.

2.2.1. Hactpoiika moayns

B cepBurcHoM npunoxeHun KoHdurypaTop Ha Bknagke Moaynu:
1. 3abnokupywiTe BETKY Moaynen KOHUry paLum KHOMKOM /3y Ha MNaHemnmn MHCTPYMEHTOB.

2. [o6aebTe B cocTaB koHdurypauum SePlatform.Data Server mogyns OPC UA.

[pfaeneqwe Mogyna

ran OnucaHue

SMMP Manager KomMMyHKALMOHHBIR MOOYNE ANA oNpoca areHToB no npoTokony SMMP

Mogyne nopnepxmwn OPC UA
QPC UA Client KoMMYHWUKALWAOHHEIR MOOYNE NpeaHa3HAYEHHEIR ANA Nepenay 0aHHER No npoTokony OPC UA w

@ MPUMEYAHUE

OpHoBpeMeHHo B cocTaBe KoHgurypaunm SePlatform.Data Server moxeT hyHKLMOHMPOBATL TONbKO
oavH ak3emnnap mogyns OPC UA.

3. B rpynne O6wme ycTaHOBWTE NapaMmeTpam AKTUBHOCTb 1 BeCTU XypHan paboTbl MOAyNs 3HAYEeHUs «[a»,
yTobbI MOAYNb 3anyckancs npu 3anycke/nepesanycke SePlatform.Data Server v Bén xypHan paboTbl.

Ilnga ocTanbHbIX napamMmeTpoB MOXHO OCTaBUTb 3HA4Y€HNA NO YMOJTHaHUIO.

CurHans MOD,'_-']'IH CTamicTvika I'IapaME!prl ¥3N3a KOHDMYpaLwan Moayna
& i Moy =31 | =
== JOPC LA

Virme mopyna
WapeHmdgmkaTop mogyna OPC UA

TV 3KypHAN PAB0TE MOOYNA Oa >
Paamep xypHana pabots magyna, MB
KonWyecTeo AononHWTENEHE XyPHaN0E padoTel

Pexum GesonacHocTM CETESOMD KaHana
Maopt OPC TCP npoTokona 62544
Menonezosate HTTF npoTokon
Mapt HTTP npatokona

U Discovery cepeepa opc tcp:/Aocalhost-4840

TpcTyn aHOHAMHBI NONES0BATENER
AyTeHTMdMKaWA yueTHo#H samceto Windows
Ay TEHTUDWKELMA NONE30B3TENLCKIM CEQTURMKETOM

3anpeTWTe KNMEHTEM WIMEHEHWE CUrHANOE Na

MNepesoamTe B cocToAHwe SUUSPENDED npw nepexone cepeepa & pesepe | [a

4. Pa3bnokupyite BETKY Moaynei KoHUry pawmm KHOMKom @J Ha NaHenu MHCTPYMEHTOB, COXpaHVB

N3MEHEHNA.

Mapametpebl mogyns OPC UA:

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA KITMEHTOM
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MapameTp OnucaHue
Ob6wume
Uma mopyns HazBaHue moayns, kotopoe oTobpaxaeTcs B iepeBe MOAyen 1 PeaakTope agpeca B
KoHdurypaTtope, a Takxe B Terax crny>ebHbIX CUrHanos.
UaeHTUdMKaTOp WaeHTtndmkaTtop moaynsa B koHdpurypauum SePlatform.Data Server, Bknoyaembii B
moayns napameTpbl afpeca curHana, 3Ha4yeHue CEpBUCHOrO CUrHana «Id».
AKTUBHOCTb AKTMBHOCTb Moayns npu 3anycke/nepesanycke SePlatform.Data Server:
> «fla» - MOAYNb 3anyLLUeH;
> «HeT» - MOAYJ1b OCTAHOBIEH.
YnpaBnsercs cnyxebHbiM cuUrHanom «Active.Set».
YpoBeHb Tunbl COOBLLEHNI, KOTOPbIE BbIBOASITCA B XYpPHaN NpUnoXeHUi:

TpacCcupoBKN B
XypHan MpUIOXKEHUIA

> «MpegynpexaeHna U aBapuitHble coobueHUs» - NOTMYecKne oLLMOKM 1 oLMBKK
paboTtbl Mmoayns. MNMpeaynpexaeHns copepXaTt HEKpPUTUYHbIE OLUMOKW. ABapuiiHble
coob6LLeHns MHbopMUpyoT 06 oLMbKax, KOTopble BAUAT Ha paboTocnocobHOCTb
cepBepa;

>  «MUHPopMauMOHHbIe coobeHus» - MPenyNPeEXaeHNs 1 aBapuiiHblie COOBLLIEHNS, a
TakXe OCHOBHasi MHopMaLmsi 0 paboTte Moayns;

> «OTnapo4Hbie coobueHuns» - MPenyNPEXaEHUs 1 aBapuiiHble COODLLIEHNS,
OCHOBHasi 1 feTanbHasi MHgopmaLmsi o paboTte moayns.

YnpaBnserca cnyxeGHbIM curHanom «SystemLogTraceLevel .Set».

BecTn XypHan
paboTbl Mogyns

BegneHuve 3anmcu coobLueHuin o paboTe Moayns B XypHan paboThbl:
> «fla» - BECTV XypHan paboTbl;
> «HeT» - XypHan paboTbl He BeQeTcs.

YnpaBnsercs cnyxebHbIM curHariom «FrameLogEnable.Set».

Pa3mep XypHana
pa6oTbl mogynsa, Mb

Pa3mep danna xypHana pabotbl Moaynsa B Merabantax. IMpu goctuxeHun
MaKCMUMasnbHOro pasamMepa co3aaeTcs HOBbIN dhaln, Konus ctaporo dhaina XxpaHuTca Ha
pabouyem aucke.

KonnyectBo
AOMONIHUTE/NbHbIX
XypHanos pa6oTbl

KonuyecTBo (haiinioB 3amnosfIHEHHbIX XypHanoB paboTbl Moy ns:
> MUHMMarbHoe Konn4ecTso - 1;

> MakcuMarnbHOe KonmyecTBo - 255.

CeTteBble napameTpbl

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA KIMEHTOM
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MapameTp OnucaHue

Pexum OnpepiensieT 3aLMLLEHHOCTb KaHana nepeaaqu aHHbIX Npy yCTaHOBMNEHUM COeAMHEHMS
6e3onacHocTy MeXay KIMEHTOM 1 CEPBEPOM:

ceTeBoro Kavana > «None» - PeXVM He 06EeCreUMBaET JOMONTHUTENbHBLIX CPeACTB 6e30MacHoCTH,

OaHHble nepepatoTcs 6e3 WnppoBaHus;
> «Sign» - NS yCTaHOBKM 6€30MacHoro coeguHeHms TpebyeTtcst obMeH
cepTumkaTtaMmun mexay cepBepoM 1 KITMEHTOM;

> «SignAndEncrypt» - AN yCTaHOBKUW 6e30nacHoro coegmHeHust Tpebyetcst obMeH
cepTudmkaTamm Mmexay CepBepomM U1 NpuUnoXeHNeM-KnmeHToMm. MoToK JaHHbIX
MeXay KITMEeHTOM 1 cepBepoM GyeT nepefaBaThCs B 3alUMGPOBAHHOM BUE.

Mopt OPC TCP MopT ans obmMeHa AaHHbIMY no npoTokony TCP.
npoToOKoOJ1a

Ucnonb3oBaTb HTTP | O6mMeH gaHHbIMuM Mo npotokony HTTP/HTTPS:

npoTokon > «HeT» - 06MeH AaHHbIMK o npotokony HTTP/HTTPS 3anpeliek;
> «HTTP» - 0OMeH faHHbIMK no npotokony HTTP;
> «HTTPS» - 06MeH faHHbIMU Mo npotokony HTTPS.

MopT HTTP MopT ona obmeHa AaHHbIMK Mo npoTtokony HTTRP/HTTPS.
npoToko”na

MapameTtpbl Discovery cepsepa

Url Discovery Appec Local Discovery Server (LDS), no kotopomy goctyneH UA cepsep. 3HayeHue no
cepBepa yMorn4yaHuio «opc.tcp://localhost:4840x».

Local Discovery Server (LDS) - cepep, BbINOMHAKLLMIA POfb TOYKU JOCTYNA K
mHoxecTBy UA-cepeepoB komnbioTepa. C nomoupto LDS knuneHTtsl moryT
nonyuntb goctyn k SePlatform.Data Server no cneundvkaumum OPC UA.

MapameTpbl ayTeHTUdMKaL MM Nonb30BaTenen

JocTyn aHoHumHbix  Onpemenser A4oCTyn norb3oBateneil 6e3 NPOXoXAeHUs NpoLeaypbl ay TeHTUhDUKaLMM:
nonb3oBaTeneun > «Pa3pewnTb» - K CEpBEPY MOIYT NOAKIOHaTLCA Niobble nonb3osatenu (cTp. 20);

> «3anpeTuTb» - [OCTYN aHOHNMHbIX MOMb30BaTENEl 3aMpeLLEeH.

AyTteHTudukauma no = Onpepensaer [OCTYN Nonb3oBaTenien No CUCTEMHON yYETHON 3anucu:

y4eTHOM 3anucu > «PaspewnTb» - K CEPBEPY MOryT NOAKITHOYATLCA Monb30BaTeny, NpeaocTasusLLve
Windows JIOMVH 1 Maponb NIOKanbHON v OMEeHHOW y4eTHow 3anucu (cTp. 21);

> «3anpeTuTb» - 4OCTYN NOMb30BaTENEN NO yYETHON 3arMnCK 3anpeLLeH.

AyTeHTUPUKaLMA OnpepnensieT 4OCTYN Nonb3oBaTenen ¢ MOMOLLbI0 cepTudukara:
MoNb30BaTENLCKUM > «PaspewnTb» - 4118 ayTeHTUDMKaL MM TpebyeTcsA NpeaocTaBuTb
cepTuguKaTom nosib3oBaTeNbCKU cepTUduKaT v NpUBaTHBIN Kitoy (cTp. 21);

> «3anpeTuTb» - LOCTYN MOb30BaTENEN C MOMOLLbI0 CepTudrKaTa 3anpeLLeH.

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA KIMEHTOM
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MapameTp OnucaHue

3al'lpeTVITb KINNeHTam naMmeHeHne curHanoB

3anpeTutb OnpenenseT BO3MOXHOCTb KITMEHTOB U3MEHSATb 3Ha4YeHUs CUrHasnos cepeepa:
KANEHTaM > «fla» - UBMEHEHWE 3HaYEHNI CUTHATOB 3arpeLLeHo;
U3MeHeHue

> «HeT» - KINTUEHTHI MOryT USMEHATb 3Ha4yeHnA CUrHanoB cepBepa.
CUrHanoB

MepeBop B coctossHne SUSPENDED

MepeBoguTb B Onpegenset BO3MOXHOCTL nepeBoga UA cepeepa B cocTosiHue SUSPENDED npum nepexoge
cocTosiHue SePlatform.Data Server B cocTosiHne PE3EPB:

SUSPENDED npu > «fla» - cUrHan «Server.ServerStatus.State» oToGpaxaer COCTosHE cepBepa:
nepexoge cepsepa

B peseps > SUSPENDED - SePlatform.Data Server Haxogutcsa B coctosHun PE3EPB;
> RUNNING - SePlatform.Data Server Haxoautca B cocToAHne PABOTA,;

> «HeT» - npu nto6om coctosHum SePlatform.Data Server curHan
«Server.ServerStatus.State» npuHnmaeT 3Ha4yeHne RUNNING.

3HayeHue No YMOSYaHUIo - «HeT».

2.2.2. dopmupoBaHue nepesa CUrHasnoB

[ns o6meHa gaHHbiMu mexay mogynem OPC UA n OPC UA knueHTamm [ocTaToqHo [,06aBUTb B KOHAUry paLmio
SePlatform.Data Server curHansl, 3HaueHus KOTopbix 6yayT nonyyarb U nameHsiTe OPC UA KNneHTbI.
JlononHWUTENbHbIX HACTPOEK CUrHarIoB He TpebyeTcs.

2.2.3. OrpaHuyeHue gocTtyna K faHHbIM

Mogaynb OPC UA nozBonseT orpaHnymBaTth AoCTYN K AaHHbIM SePlatform.Data Server gna OPC UA knueHToB.
[lns aToro HeobxoAMMo B KOHdUry paLmMm MoayIs ykasaTb Kakue U3 BeTok aepesa curHanoe SePlatform.Data
Server 6yayT [OCTYMHbI ANS YTEHMS, U B KaKKe U3 HUX MOTyT 6biTb 3anucaHbl 3HadeHust OPC UA knueHTamu.

YT06bI OrpaHmMuunTb ocTtyn K AaHHbiM SePlatform.Data Server, HacTpoiiTe cnMcok ny6nmkyembix BETOK AepeBa
curHanos, kotopble 6yayT aoctynHbl anss OPC UA KNneHToB:

1. Boibepute y3en aepesa PublicFolderList 1 HAXMUTE KHOMKY |....

Carhanel Momymv  CramwcTvka MapaMeTpbl y:3na KOHPWUrYPALMW MOLY A
=-E5 Mogynu = |
I - =
.85 OPC UA —

@ F'ul:ulicFuIderIJsD“ PublicFalderList < CrvcoK nyGIMKySMEs BETOK ... = 9

ey
e -
LE T LA

b L L L L LT T T T T T T T T T pepepappepapepapapppap e T T T L1 L L L e

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA KIMEHTOM
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2. B nosiBMBLLIEMCS1 OKHE [06aBbTe Tpe6yeM0e KONMn4ecTBo I'Iy6J'I MKYyEeMbIX BETOK.

PublicFolderList

Crncok:

1| PublicFalder2
2| PublicFolder3

DNofaents

¥oanue

+

+

Ceoiictea PublicFolder:

F== | A
2! |
* 1. OcHoBHE
Mran PublicFolderi
[yTe K BETHE © CMMHANAMMK
Paspewm e M3MEHEHWE CHMIHANOE Janpemm

Omwveria

Ypanexve I'Iy6]'| MKyeMbIX BETOK BbIMOJTHAETCA B 3TOM Xe OKHe.

HacTpoiiTe napaMmeTpbl Ny6nKyeMbIX BETOK:

17

MapameTtp OnucaHue

Uma Nmsa nybnrnkyemon BeTKu.

NMyTb K [MonHbIV NyTb BETKU B AepeEBE CUrHaroB.
BeTKe C

CUrHanamu

Pazpeumtb = MoryT nv OPC UA KNUEHTbI MU3MEHATb 3HAYEHNA CUrHaNoB AaHHOW BETKU:

U3MeHeHue >

CurHanoe

>

3anpet U3MeHeH!s 3HaYEeHWU CUrHanoB BETKW PacnpoCTPaHAETCA Ha [oHepHUe nanku u
CUrHarnbl, U UMeeT NPUOpPUTET BblilLEe, YeM pa3peLleHne. TaK, ecnu poguten bCKOW narnke
3arpeLLeHo 3MEHEHMEe CUrHanoB, a Alo4epHen pa3peLLeHo, TO Ha Ao4epHIo nanky 6yaert
pacnpoCTPaHATLCA 3arnpeT Ha M3MEHEHWE CUrHarnoB, HECMOTPSA Ha pa3peLLeHue.

Y106bI KITUEHTHI MO U3MEHSTb 3HAYEHNS CUrHANOB BETKM, MApameTpy 3anpeTuTb

«Pa3pewnTb» - KIMMEHTbl MOry N3MeHATb 3Ha4YeHNA CUrHanoB.;

«3anpeTUTb» - KITMEHTbl HE MOTYT USMEHATb 3HAa4YeHNs CUrHanos.

K/INeHTaM U3MeHeHue CUrHanos OO0J1XHO ObITb YCTaHOBJ1E€HO 3Ha4YeHue «HeT».

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA KIMEHTOM
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NPUMEP

MycTb M3 pepea curHanos Tpebyetcs npegocTtaenAaTe OPC UA KnueHTy cregytolime BETKU:
> Bce «Hacocbi» 6€3 BO3MOXHOCTW U3MEHEHNA 3HAYEHWUIA CUTHAMNOB;

=55 Carnane

Ej Service

=5 Brok_1

EE Kotne

- Komén 1
-0 Korén 2
w03 Kotén 3
25 Hacock
+-[3 Hacoc 1
Ej Hacoc 2
-3 Hacoe 3
=15 Pesepsyape:
f-[J Pesepayap 1

Pesepeyap 3

B cnmcok ny6nukyembix BETOK f06aBbTeE:

> BETKY «Hacocbi» C HAaCTPOKamUu:

> «Pe3epByap 2» C BOSMOXHOCTbIO U3MEHEHNS 3HAYEHUIN CUrHaroB.

Curdanel Mooynv  Cramicmaka [NapameTpkl y3na KoHDMrypaLa Moayna
EIE‘ Moy ge=51 | =]
o OPC UA
EIE‘ PublicFolderList VM Hacoct:
----- ta [yTe K BETHE C CHrHANaMK EBnox_1.Hacocw
..’ Pesepeyap 2 Paspewnte n3MeHEHME CHIHANOE Janpeis

Cwrnane Momym  Cramcmika

-5 Momyma
=55 OPC UA
=55 PublicFolderlist

------ Pa Hacocs

> BETKY «Pe3epByap 2» C HACTPONKaMMU:

[NapameTpbl yana KoHDWrypaLaK Mogyna

m:’EH_—-I

ran

Pesepeyap 2

rl'_n'Tb K BETHE C CMrHanamu

Bnok_1_Pesepeyapw_Pesepayap 2

PESDELLIHTI:- WEMEHEHWE CUrHanoe

Paspeumts

Mopkniountech Kk SePlatform.Data Server ¢ nomolubio OPC UA KnueHTa 1 NPoKOHTpOnupyiTe
npepocTaBiieHne ToNbKO YKa3aHHbIX BETOK C BO3MOXHOCTbIO U3MeHeHUA 3Ha4YeHnn CUrHanoB TONbKO ana

«Pe3epByapa 2»:

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA KITMEHTOM
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¢ OGospesarens v 0 X Whcnektop1 ¥ X -
Mowck p Tun Curnan 3Hauenue Kauectso
4 1 client Ha dev70-24-rub L) Bnox 1.Hacocw.Hacoc 1.Alarm False nnoxce: 32 - Waiting For Initial Data
I [ Server %) Bnox 1HacocmHacoc 1.Cmd 0 nnoxce: 32 - Waiting For Initial Data
4 ¥ @ EBnox 1.HacoceHacoc 1.Power ] nnoxoe: 32 - Waiting For Initial Data
4 @ Hacocom ,-".
4 (£) Hacoc 1 L) Bnox 1.Hacocw.Hacoc 2.Alarm False nnoxce: 32 - Waiting For Initial Data
L) Alarm ) Bnox 1.HacocwHacoc 2.Cmd ] nnoxce: 32 - Waiting For Initial Data
Enor 1.Hacocw.Hacoc 2.Power ] nnoxce: 32 - Waiting For Initial Data
Enok 1.Hacocw.Hacoc 3.Alarm False nnoxoe: 32 - Waiting For Initial Data
BERRRRRREEL T EBaox 1.Hacocs.Hacoc 3.Cmd ] nnoxoe: 32 - Waiting For Initial Data
© 777001 &) Enox 1.Hacoce.Hacoc 3.Power ] nnoxoe: 32 - Waiting For Initial Data
4 (£) Pesepeyape
‘ @ ;3:?;}::: 2 bnok 1.Pesepeyapel.Pesepeyap 2.Hilimit 3 xopowes: 192 - Good
@ Level Enck 1.Pezepeyapel.Pezepeyap 2 Level 23 xopowes: 192 - Good
@ Lowlimit Bnok 1.Pesepeyapel.Pesepeyap 2.LowLimit 1 xopowes: 192 - Good
€ 7770
& 717001

2.2.4. NpumeHeHne KoHpurypaumm SePlatform.Data Server

Mocne BbINONMHEHUA HACTPOMKK KoHcurypauum moayneii u curdanos SePlatform.Data Server:
> B OC Windows nepesanyctute cnyx6y SePlatform.Server;
> B OC cemelicTtBa Linux nepesanycTtute cepeuc seplatform.server.service komaHgom:

systemctl restart seplatform.server

2. HACTPOVIKA OBMEHA JAHHbIMW C OPC UA KITMEHTOM
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3. Cnoco6bl ayTeHTUpUKauum

Mogaynb OPC UA ponyckaeT HeCKOMbKO crnocoboB ayTeHTUMUKAL MM NONb30BaTeNeN.

3.1. AHOHUMHBIN JoCTYN

YT06bI K CEpBEPY MOINM NoAKoYaTbCA Ntobble Nob3oBaTeNny 6€3 NPOXOXAEHNUS NPoLEeaypbl ay TEHTUDMKALNK,
yCTaHoBUTE NapameTpy JIocTyn aHOHUMHBIX MONb3OBaTeneil 3HaYeHne «PaspeumnTb» (CTp. 15).

B knuente UA Expert BbiGepuTe cepep 1 Tn ayTeHTUdMKaLmm Anonymous. YTo6bl noaktoyeHne K cepeepy
Hayanocb cpasdy nocrie HaxaTua KHOMNKu OK, yctaHosuTte ¢pnar Connect Automaticaly.

B Add Server ? *

Configuration Mame | Anonymous connection

Discovery Advanced

Endpoint Filter: Mo Filter -

1 Local
## Local Network
v Eﬂ' Custom Discovery
% < Double click te Add Server... >
v O, opctep://127.0.0.1:62544
v [ SePlatformOpcllaServer (opc.top)
I ;“ Mone - Mone (uatcp-uasc-uabinary) I

(-) Recently Used

Authentication Settings

Username

Password Store

Certificate

Private Key

Connect Automatically

Concel

3. CMNOCOBbIAYTEHTU®UKALINA
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3.2. Windows-ayteHTupmkauma

YT06bI K CEpBEPY MOV NOAKITHYATLCA TONIbKO NOSb30BaTeNN, MPeA0CTaBMBLUMNE JTOMMH W NAPOSb YYETHOM 3anmcu
Windows, ycTaHoBuTte napameTpy AyTeHTUdMKaLmMA yyeTHoi 3anucblo Windows 3HaueHue «Paspeuntb» (CTp. 15).
YUTtobbl nogknountbes K cepeepy, B knueHte UA Expert BoibepuTe cepeep 1 BBegute Username 1 Password B

COOTBETCTBYOLME nons. YTobbl NOAKIIOYEHNE K CepBEPY Hayanock Cpa3y nocre HaxaTusa KHonku OK, ycTaHoBUTE

¢nar Connect Automaticaly.
B Add Server 7 x

Configuration Mame |wWindows Authentication

Discovery Advanced

Endpoint Filter: | opc.tcp -

1 Local
# Local Network
~ &% Custormn Discovery
% < Double click to Add Server... >
v O opctep/f127.0.0.1:62544
v [ SePlatformOpclaServer (opc.tep)
I @ Mone - None (uatcp-uasc-uabinary)

) Recently Used

Authentication Settings
) Anonymous

Username |

Password Store

Certificate

Private Key

Connect Automatically

Cancel

AyTeHTU(UKaUMA cepTUPUKaATOM M NPUBATHLIM KITHOHOM

YTtoObl ayTeHTUdUKaLMA BbINOMHANACh C MOMOLLbI0 cepTudmkaTa nosib3oBaTtens 1 NPMBaTHOIO Kito4a, yCTaHOBUTE
napameTpy AyTeHTUpUKaLmMA nosnb3oBaTeNd CcepTUPMKATOM 3HAYEHNe «PaspeunTb» (CTp. 15), a napameTpy Pexum
6e30MacHOCTM ceTeBOro KaHana yCTaHOBUTE 3HayeHne «SignAndEncrypt» (cTp. 15).

Pa3mecTtute ceptudmkaTt u NnpnBaTHbIN KIOY KITMEHTA Ha CTOPOHE cepBepa:
> cepTtudukar - dain DER B nanke \Certificates\TrustedAuth\certs;

> npuBaTHbIM KNtod - hanin PEM B nanke \Certificates\private.

3. CMNOCOBbIAYTEHTU®UKALINA
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OPC UA KnWeHT Ceprwduear OPC UA cepeep
KEnHeHTa
\certs S SR - \certs
) - ]I' - * \private
\private e— : : \Rejected\certs
MpuBaTkbiil [ | \Revoked\certs
R ARERTS : : \TrustedAlways \certs
ﬁ.— i L — w» \TrustedAuth\certs
\TrustedPeers\certs

@ MPUMEYAHUE

Ceptudmkart 1 npmueatHbIn KoY knneHta UA Expert xpaHsiTcs B nankax:
%appdata%\unifiedautomation\uaexpert\PKI\own\certs

%appdata%\unifiedautomation\uaexpert\PKI\own\private

YT06bI NOAKMIOUMTLCA K CEPBEPY C MOMOLLIO cepTudmkaTa u NpMBaTHOro Kitoya, B knueHte UA Expert B none
Certificate ykaxure nyTb K dpaviny ceptucmkara (davin DER), B ofie Private Key ykaxuTte nyTb K panny
npuBaTHOro Kitoya (cpawin PEM).

B Add Server ? >

Configuration Mame |Certificate and private key authentication

Discovery Advanced

Endpoint Filter: | opc.tcp -

2 Local
> e Local Metwork
v % Custom Discovery
@ < Double click to Add Server... >
v O, opctep://127.0.0.1:62544
w Q SePlatformOpclasServer (opc.tcp)
Iﬂ Bazic128Rsal5 - Sign & Encrypt (uatcp-uasc-uabinary) I
» () Recently Used

Authentication Settings
() Anonymous

Username

Password Store

Certificate | |

Private Key | |

Connect Automatically

Cancel

3. CMNOCOBbIAYTEHTU®UKALINA
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4. PaboTta c KNIMeHTCKUMM cepTucukaTamm

[ns ycTaHoBKM 6€30MacHOro CoefMHeEHNs B pexrmMax 6€30nacHOCTM «Sign» 1 «SignAndEncript» KNWEHT u Moaynb
OPC UA obmeHuBatoTcs ceptudmnkatamu. Ceptudmkatsl - 9To daiinbl popmaTa DER, KOTOpbIE XpaHATCS:

> BOC Windows B nanke C:\Program Files\SePlatform\SePlatform.Server\Server\Certificates;

> BLinux cuctemax B gupektopun /opt/SePlatform/SePlatform.Server/Certificates.

Ceptucukat mogyna OPC UA xpaHuTcs B nanke certs.

OPC UA Server

Cepridmrar
\Certificates DOPC UA Server

\certs

\private

\Rejected \certs
\Revoked\certs
\Trusted Always\certs
\TrustedAuth\certs
\TrustedPeers \certs

Ceptudbmkatbl knueHToB npu obpaweHun kK OPC UA nonapatoT B nanky Heoao6 peHHbIX cepTudukaToB
\Rejected\certs.

OPC UA Server

Ceprdmpar Ceprdmpar
\,Certf_ﬁcates OPCUA Server KNHEHTa

\certs

\private
\Rejected \certs «woenuniinnins
\Revoked\certs

\Trusted Always \certs
\TrustedAuth \certs
\TrustedPeers\certs

KnuneHTbl ¢ Heofo6peHHbIMU cepTudbrkaTamu He UMeLOT npaea noakstodatbes kK OPC UA.

Ono6bpeHue ceptudukaTa

YTt0o0bl 0,06 pnTh cCepTUdUKAT M paspeLlnTb 06MeH AaHHBIMU C KITUEHTOM, NepeMecTuTe cepTudnKaT KIineHTa us
nanku HeopobpeHHbIX cepTudmKaToB \Rejected\certs B nanky ogobpeHHbIX cepTudukaToB
\TrustedPeers\certs.

4. PABOTA C KITMEHTCKUMW CEPTUDOUNKATAMU
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OPC UA Server
Cepridmpar
\Certificates OPC UA Sarver

\certs

\private

\Rejected‘,certs----..,.__lh Ceprdpwcar
\Revoked\certs .. KnmewTa
\TrustedAlways\certs - D
\TrustedAuth \certs &
\TrustedPeers\certs «*~

OpobpeHue ucTekLlero ceptudukara

YT106b1 0A06PUTL CEPTUMKAT C UCTEKLLMM CPOKOM AENCTBUSA U pa3peLlmTb 06MeEH AaHHBIMU C KITUEHTOM,
nepemecTuTe cepTumKaT KnneHTa us nankm oaobpeHHbIX cepTudmnkaToB \TrustedPeers\certs B nanky
NPOCpPOYEHHbIX cepTudmKaToB \TrustedAlways\certs.

OPC UA Server
Cepridpar
\Certificates OPC UA Server

\certs

\private

\Rejected\certs

\Revoked \certs

\TrustedAlways \certs +CTﬂr::":ﬂ
\TrustedAuth\certs
\TrustedPeers\certs .-~

[Mpn npegocTaBneHnn KNMEHTOM HOBOro cepTudukara yaanure ctapblin ceptudmnkaT u3 nanku
\TrustedAlways\certs.
BpeMeHHbI 3anpeT NoaKio4YeHUs

YT100bl BpEMEHHO 3anpeTuTb KnuneHTy nogkntodatbes K OPC UA, nepemecTtute ero ceptudumkaT us nanku
0006 peHHbIX cepTudmkaToB \TrustedPeers\certs Unu Nankuy NPOCPOYEHHbIX CEPTUDMNKATOB
\TrustedAlways\certs B nanky Heofo6peHHbIX cepTudmnkaToB \Rejected\certs.

4. PABOTA C KITMEHTCKUMW CEPTUOUNKATAMU
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OPC UA Server
Ceprugmar
\Certificates OPC UA Sarver

\certs

\private

\Rejected \certs 3. ., et
\Revoked\certs cﬁr:in
\TrustedAlways \certs < D
\TrustedAuth\certs ]
\TrustedPeers\certs =~

[lna cHATMA 3anpeTa nepemecTuTte ceptudukat obpaTHo.

4. PABOTA C KITMEHTCKUMW CEPTUDOUNKATAMU
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5. Mony4yeHne n NpocCMOTP AaHHbIX

YUTtobbl nonyuutb gaHHblie no OPC UA, nocne HacTporKn MOoAy s NOAKIHYMTECH K CEPBEPY C MOMOLLbIO J1H060ro
OPC UA knueHTa (B npumepe ucnons3yerca UaExpert).

Mocne nogkntoyeHus oTobpasnTcs agpecHoe NPOCTPaHCTBO cepBepa. [JepeBo CUrHanoB cepBepa HaxoanuTCs B
KaTtanore Objects.

Address Space B X
++ | Mo Highlight -
IZ) Root

Types

I Views

5.1. NMony4yeHne onepaTMBHbIX 3HAYEHUIN CUrHANOB

YTtobbI nony4yarb onepaTtnBHbI€ 3HAa4YEHNA CUrHanoB, BbIMONHUTE crieayouime DencTeus:

1. Co3palite B AepeBe NpoeKkTa afieMeHT Tuna Documents -Data Access View.

Project g X
v [0 Project
[3 Servers
A Documents
, Add...
i“‘ I
B 2dd Document ;': ? ot

Document Type:

Data Access View

:Data Access View
History Trend Yiew
Ewvent View
Performance View
Image Viewer

Server Diagnostics View
Data Logger View

G0S View (Push Model)

5. MONYYEHNE M MTPOCMOTP JAHHbIX
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2. CurHanbl, 3Ha4eHKs1 KOTOpbIX TpebyeTcs Nonyyarb, NepeMecTuTe U3 aipeCHOro NPOCTpaHCTBa cepBepa Ha
BKNaaky Data Access View. 3HaueHus Lo6aBneHHbIX cUrHanoB 6yayT OGHOBNSATLCS aBTOMaTUUECKMN.

' Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™

- O bt
File View Server Document Settings Help
> ; ~% ~
legBBE = o X R |
Project F X IData Access View I 0
v (3 Project # Mode Id Display Mame  Value Datatype Source Timestamp Server Timestamp Statuscode
D Servers 1 MS1|String]|ltems.Level Level 15 SByte 14:11:30.014 14:11:30.014 GoodLocalOverride
v {1 Documents 2 MS1|5tring|ltems.Pressure  Pressure 220 Byte 14:11:34.165 14:11:34.165 GoodLocalOverride
[0 Data Access View N
".'
Address Space 5 X _.°.
B
4 | No Highlight A4 .‘.'
;E:I FRoot ..".
v [ Objects K
v 2 ltems _-'.
@ Level .-"
0 Pressure
o Server
I Service
D Types
D Views

5.2. NMony4yeHne onepaTuBHbIX COOLITUN

YT06bI NONy4YaTh onepaTuBHbIE COBLITUA, BbIMOSTHUTE CreayoLLmMe AeACTBUS:
1. Cospavite B fepeBe NpoekTa aneMeHT Tuna Documents - Event View.
Project q X
~ [ Project
[A Servers
[0 Documents : Add...

B Add Document '." ? ot
Document Type: ‘-"
Data Access View 5 -

Data Access View *

-
Hisb:uri Trend Yiew i*'

Performance View
Image Viewer

Server Diagnostics View
Data Logger View

GDS View (Push Model)

Cancel

5. MOJNYYEHNE M MPOCMOTP JAHHbIX
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2. CvrHanbl, cobbITHsi MO KOTOPLIM TPEBYETCA nony4aTtb, NepeMecTUTe U3 aApeCHOro NPOCTpaHCTBa cepeepa Ha
BKNagkKy Event View.

. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™ — [m} x
File View Server Document Settings Help
~ Sy Y, ~ e
DPBBE #=°XKE B K| =
Project & X| Data Access View (]
0 B
S 0 Serers Configuration a
¥ [ Documents Server/Object
0 Data AC.CESSVIE'W ~ Anenymous connection / Deviation
B Event View « 7 B simplcEvents
fom 4 ConditionType
;> O f AuditEventType Apply
pevers [N
H
Address Space 5 x ¢ Events  Alarms  EventHistory
3 | No Highlight - RS 3
I Root : A C Time Severit Server/Object SourceName Message EventType Active Gl
=] b ects .'. 20:17:01.166 Anonymous connectien / Deviation 3anywieH npouece o6HOBAEHNA CNMCKa akTHEHbL: coBemuil,  RefreshStartEve..,
> 20:17:01.166 Anonymous connection / Deviation 3aBepLueH Npouecc oBHOBNEHNA CIMCKA aKTUEHEIX cofbmnid,  RefreshEndEven...
> % Discrete 20:1%:10.600 Ancnymous connection / Deviation 3anyuwieH npouece oBHOBAEHNA CNMcKa akTMEHbI coBemnil.  RefreshStartEve...
> & Dynamic 20:19:10.600 Ancnymous connection / Deviation 3aBepLUEH NPoLEce OBHOBNEHNA CNNCKa akTMEHB cofbmii.  RefreshEndEven..
v
> 3 Enum
> & Level a
> % Server
5 £ Senvice Name Value
> I3 Sounds
> & vsLevel
> (2 Types
> I3 views

3. Yto6bl nonyyatb Bce cobbITUSA, MPOMCXOASALLME Ha CEPBEPE, NEPeMeCTUTE 3/IEMEHT Server 13 afpecHoro
NpocTpaHcTBa cepBepa Ha BKnaaky Event View.

. Unified Autormation UaExpert - The OPC Unified Architecture Client - NewProject™
File View Server Document Settings Help
~ o Y ~ -
DB #=° X% 2B |
proet 8 % bota ccesview °

~ [3 Project —
> B servers a
v [3 Documents Server/Object
3 Data AZ_CESSV'EW ~ Anonymous connection / Server
[ Event View 4 m 9 SimpleEvents
I v [ % ConditionType
I O% AuditEventType Apply
+
et |IN
Address Space 5 x : Events  Alarms  EventHistory
3 |No Highlight - IR G5
H
I3 Root :. A C Time Severit Server/Object SourceMame Message EventType Active &
~ I Objects H 20:17:01.166 | 100 | Anonymous connection / Deviation 3oBEpLLIEH NPOLECE DBROBNEHMA CHACKA AKTWBRBD COBLTA,  RefreshEndEven...
> & Deviation F 20:19:10.600 | 100 | Anonymous connection / Deviation 3anylLen NpoUEcE oBHEBAEHMS CNCKa BkTMBHBNK cobbimnii,  RefreshStartEve..
» % Discrete Ei 20:19:10.600 I 100 | Anonymous cennection / Deviation 3asepuen npouecc 06HOBNEHNA CNMCKa aKTMBHBIX CoBbimmiA.  RefreshEndEven...
> &% Dynamic H 9:06:56.835 I 100 | Anenymous connection / Deviation 3anywien npouecc oBHeBNEHNA Cnncka akTHBHbEx coBermnit.  RefreshStartEve...
> 3 Enum H 0.06.56050 1 Inn | Dot £, AN ) b En s 9
> g levd i -
> Senver M
» Service MName Value i
> (3 Sounds Eventld len=3, (x313031
> ¢ VSLevel v EventType Nodeld
> [ Types Mamespacelndex 0
> B Views IdentifierType  Mumeric
ldantif; 2787 [RafrachStadtFuantTunal hd

5.3. lNonyyeHne UCTopun 3Ha4€HU CUrHanoB

@ MPUMEYAHUE

[ns nonyyeHns ICTOPUM 3HAYEHWIA CUTHANOB B KOHbUry paLum cepeepa AoSXeH npucyTcteoBatb Moaynb
NCTOPWMN, AN KOTOPOro HAaCTPOEHO MoNyYeHne UCTOPUM 3HaUYeHUI U3 6a3 faHHbIX cepBepa UCTOPUM.

YTtobbl nony4yunTb UCTOPUO 3HaA4YE€HWUI CUrHaNoB, BbINOMHUTE cnepywouimne LEencTBusa:

1. Cospavite B oepeBe NpoekTa anemMeHT Tuna Documents - History Trend View.

5. MONYYEHNE M MTPOCMOTP JAHHbIX
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Project g X
v [0 Project
» [ Servers
ﬂ Documents
- 1
'i
B Add Document - ? >
.".
Document Type: -
L
Event View - b
Data Access View " |
Event Yiew

Performance View
Image Viewer

Server Diagniostics View
Data Logger View

GDS View (Push Maodel)

Cancel
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2. CvrHansl, ansa KOTOPbIX Tpe6yeTc;| nony4yunTb UCTOPULO 3HayYeHun, nepemMmecTtute n3 agpecHoro NnpocTpaHcTea

cepsepa Ha BKnaaky History Trend View.

. Unified Autormation UaExpert - The OPC Unified Architecture Client - NewProject™ - [m] x
File View Server Document Settings Help
~ Py ~ -
DPBPO +=°0 X450 BR =
Project 8 X DataAccessView  EventView [x]
~ Project
? ﬂmJ:arvers Configuration A
~ |[3 Documents Server DisplayName  Node Id Color ® single Update O cydlic Update
[ Data Access View Anonymous co... s deviation NS1|String|Deviation.s_deviation  blue Start Time: Timespan:
3 Event View Anonymous ca... s_deviation] NS1[String|Deviation.s_deviationl  darkslategrey [ 13.05.21 08:00:00.000 <] e o
3 History Trend View
f End Time: Update Interval:
[ 13.05.21 20:00:00.000 ] 00:00:01 :
..' Get Start Time Update Start
Address Space A X -
P - G
4 |No Hshicht lmeric Values
I3 Root -
v () Objects A2 =
" o
v % Deviation o ] F:
- 0
>
, 1 &% Vs
» @@ s_devistion2 -2
> @ s_devistion3 ! ' ' ' ! '
» @@ s_deviationd " > o
e Pt & & & . &
» @@ <_deviation3 L Vo et e Vo VL
> @ s deviations S S S S S S8
- RS RS RS ~ ~ RS
> @ s deviation7 & & N & R &
» 4@ s_deviation®
- Catch values Reset View
> @ s_deviationd 5
> &% Discrete v

3. Bobnactn Single Update ykaxuTe nepuop BpeMeHW, 3a KOTOpbI TpebyeTcs nony4nTb UCTOPUIO 3HAYEHWIA,

W HaxMuTe KHorky Update.

M Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™ - m] X
File View Server Document Settings Help
2 ~ ~ ;
DegPBO & = x= B K|
Project 8 X DataAccessView  EventView [x]
~ Project
8 Frie a
» [ servers
v [3 Documents Server DisplayName  Node Id Color ® single Update O cydlic Update
[ Data Access View Anonymous co... s_deviation NS1[String|Deviation.s_deviation  blue Start Time: Timespan:
3 Event View Anonymous co... s deviation] NS1|String|Deviation.s_deviation1 [&] [ 13.05.21.08:00:00.000 -] 00:01:00 B
[3 History Trend View
End Time: Update Interval:
[ 13.05.21 20:00:00.000 ] 00:00:01 :
Get Start Time Start
Address Space - History Data O
7+ |No Highlight - . R - -

PesynbTat 3anpoca oto6pasutcs B obnactu History Data.

5. MOJNYYEHNE M MPOCMOTP JAHHbIX
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YTto6bl NOCMOTPETL rpadhuKKn 3HaYEHNUN BCEX BbIOpaHHbIX CUrHANO0B 3a yKa3aHHbI Nepuog, NepeiauTe Ha BKNagKy
Numeric Values.

[ nified Automation UaExpert - The OPC Unified Architecture Client - NewProject™ - m] X

File View Server Document Settings Help

e . ~ s
DPBEQ -0 X\l Hiw
Project B X Dats AccessView  EventView  History Trend View Q
v 8 R
3 n Servers Configuration A
¥ [3 Documents Server DisplayName Node ld Color @® single Update O cydic Undate
[3 Data Access View Ancnymous co.. s_deviation MS1|String| Deviation.s_deviation  blue Start Time: Timespan:
g Erentv:w . Anonymous co... s_deviation] NS1[String|Deviation.s_deviation1 i [ 13.05.21 65:00:00.000 <] e B
istory Trend View
R End Time: Update Interval:
[ 13.05.21 20:00:00.000 ~] 00:00:01 z
Get Start Time Start
Address Space g x History Data a
% Mo Highlight -
[g] L Mumeric Values .N51|Swir|g|Deviaﬁon.s_dewanun .NSllsmng|Dawaﬁnn.5_deviaﬁon1
Root ~
v ) Objects 10 S
~ % Deviation ] / S S N Mt maeat S S S|
~ @ s_deviation 5 \
@ 5000 ] /\._ N e
@ 6000 0
@ 8001 f T T T T T T T T T 1
» @ s_deviationl . a ~ .
» @ s_deviation2 ’1?'17&3:’ 'Palgép '1,&05& q?q)é? 'Patat?q ?@’0(_: q?q)é?
- S &7 S S & S $OF &P
» @@ s_deviation3 Y& S oy 2 Y aen e
D= K oA 8 o K S S
- * > > > e > e
» @@ s_deviationd
S @ s deviations Catch Values Reset View
> @@ s deviation7 v
YT100bI NMOCMOTpPETb NCTOPUIO 3Ha4YeHUN CUrHana B TabnmyHom Buae, nepenante Ha Bknaaky ¢ MMeHemM
COOTBETCTBYHLLEro CurHana.
- Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject® - m] X
File View Server Document Settings Help
D PBO =2 X\ 8 K|
Project B X DataAccessView  EventView  History Trend View Qo
v O e
3 D Servers Configuration A
v [3 Documents Server DisplayName Node Id Color @® single Update O cydic Update
3 Data Access View nonymous co.. s _deviation N51|String|Deviation.s deviation  blue | Start Time: Timespan:
g ivent\‘i;w - Anonymous co.. s_deviationl : N51[String|Deviation.s_deviation]  red |13.05.2108:00:00‘000 "l 00:01:00 B
istory Trend View
R4 - End Time: Update Interval:
H [ 13.05.21 20:00:00.000 ~] 00:00:01 :
Get Start Time Update Start
r
Address Space 5 = a
£ | No Highlight 4
= 215 e Numeric Values . MN51|String|Deviation.s_deviation NS1|String|Deviation.s_deviation
[ ]
Root ~
v 3 Objects Source Timestamp Server Timestamp Value Status
v % Deviation 2021-05-13 17:07:28.213 2021-05-13 17:07:28.213 2 GoodLocalOverride (0xD03E0000)
v @ s deviation 2021-05-13 17:07:21.773 2021-05-13 1R:07:21.773 0 GoodLocalOverride (0x00960000)
@ 5000 2021-05-13 17:07:17.235 2021-05-13 17:07:17.235 4 GoodLocalOverride ((x00860000)
@ 6000 2021-05-13 17:05:56.880 2021-05-13 17:03:56.880 2 GoodLocalOverride (0x00960000)
@ 8001 2021-05-13 17:05:52.215 2021-05-13 17:05:52.215 5 GoodLocalOverride ((%00360000)
> @ s deviationl 2021-05-13 17:05:46.320 2021-05-13 17:05:46.320 3 GoodLocalOverride (0x009E0000)
> €@ s_deviation2
» @@ s_devistion3
» @@ s_deviationd
» @@ s_devistiond
» @ s_deviationf
» @ s_deviation7 v

5.4. MNony4yeHne ncropum cobbITUN

[nsa nonyyeHnst MICTopumM coBbITHIA B KOHpUry paL,um cepeepa A0IXeH nNpucyTcTBoBaTe Moaynb Moaynbs uctopunm,
[ KOTOPOro HAaCTPOEHO MOJTyYEHWE UCTOPUM COBbITUIA U3 6a3 AaHHbIX CEpBEpa UCTOPUM.

Y106bI MNOMYyYMTb UCTOPUIO COBBLITUIA, BBITIONTHUTE CriefyoLime AeACTBUS:

1. Cospavite B fepeBe nNpoekTa anemMeHT Tuna Documents - Event View.

5. MONYYEHNE M MTPOCMOTP JAHHbIX
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2. CvrHansl, Ans KoTopbix Tpebyerca nonyunTs UICTOPUIO CBA3AHHBLIX C HUMM COBbITUIA, NepemMecTuTe 13
aapecHoro NpocTpaHCcTBa cepeepa Ha BKnaaky Event View.

. Unified Automation UaExpert - The OPC Unified Architecture Client - MewProject” — O >
File View Server Document Settings Help
PBBB =0 X5 B R|lw
Project B X Data Access View History Trend View [x)
v Project
B broe -
» [ Servers

v [A Documents
3 Data Access View
1 Event View
{3 History Trend View

v
s_enumeration
s_enumeration
s_enumeration2
s_enumeration3
s_enumerationd

s_enumerationd
s_enumeration7
s_enumerationd
s_enumerationd

L]
L]
L]
L]
L]
@ s_enumeration3
L]
@
L]
L]
En

>
>
>
>
>
>
>
?
>
>
> |2 EnumerationSounds v

Server/Object

> Anonymous connection / Enumeration

% Start Time:| 14,05,2100:00:00,000  End Time:| 15,05,21 20:00:00,000 ~ |

Alarms

Event History

e, |

 Events
s
Address Space = X;' Events
3 |No Highlight v
> &% Dynamic - A C
~ ) Enum 3

Time

Severity  Server/Object

SourceMame

Message

EventType

Active

Details

MName

Value
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3. B obnacTtu Events Ha Bknagke Event History ykaxure nepuog BpemeHu, 3a KOTOpbI TpebyeTcs nonyynTb
UCTOPUIO COBBLITUI, M HAXMUTE KHOMKY 3anpoca nctopum cobbiTuin. PesynbtaTt 3anpoca oTobpasutcsa B obnacTu
Events Ha Bknagke Event History.

. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™ - m} X

File View Server Document Settings Help

DEPBO #=0 XL, B R <«

Project & X | Data Access View History Trend View Q
hd Project
8 2l a
> [A Servers
¥ [3 Documents Server/Object
[3 Data Access View

> Anonymous connection / Enumeration
’ Event View

[3 History Trend View

a
Address Space & x Eveqv---"id;r;s EventHstory %,
Mo righikht +| | “|start Tme:{ 14,05, 21 00:00:00.000 + End Time:| 15,0521 20:00:00.000 ~ |
> .& Dynamic A A "-‘ C Time Severity  Server/Object SourceMame Message EventType Active Q
v I Enum N 0:22:06.948 .335 Anonymous co... Enum.Enumera... Mepeuuncnenne ... AlarmConditio.. ENUMERATION
h ‘ Enumeration Fi 0:22:06.948 335 | Anonymous co.. Enum.Enumera... Mepeuncneque ... AlarmConditio.. ENUMERATION
» @@ s_enumeration Fiy 0:22:00.702 1 Anenymous co.. Enum.Enumera... Mepeuncnenme .. AlarmCenditio..  ENUMERATION
s_enumerationl iy 0:22:09.702 1 Aneonymous co... Enum.Enumera... TMepeuncnenme .. AlarmCenditio..  ENUMERATION o
s_enumeration2
s enumeraion3 a

[ ]

L]

L]

@@ s_enumerationd

@ s_enumeration3 MName Value
@@ s_enumerationt

@@ s_enumeration7

@@ s_enumerationd

@@ s_enumeration9

EnumerationSounds v

>
>
>
>
>
>
>
>
>
> @
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6. OQuardHocTtuka paboTbl

6.1. NNapameTpbl CTaTUCTUKH

CratucTuka pabotbl mogyna OPC UA otobpaxaetcs Ha BKnaake CTaTMCTMKA CEPBUCHOO NPUNoXeHs
KoHdhurypaTtop, a Takxe B cepBUCHOM npunoxeHun CTaTuctmka.

[lns npocMoTpa napaMeTpoB CTAaTUCTMKK Moayna noakntoumteck k SePlatform.Data Server v BoiGepute B fiepeBe
ctatuctukn moayns OPC UA.

MapameTpbl CTAaTUCTUKN MOLYNS:

Curnansl  Mogynu  CramcTaka MapameTpel
=y Cramcika Wmn ZHaueHme
| [epeso curHancs OSuwe napameTpl
oy Moy MaeHmidmkaTop Mogyna OPC UA
E‘—-’ OFC UA Wraa mogyna QOPC UA
: - opc_tep://DEV7.62544 McnonHAsmMeni gain OPCUA_Madule dli
-0 KnvenTs Bepcua
A TMBHOCTE True
BecT xypHan paboTel True
YpoBeHe OETANMIaALMM XypHENE paboThl AHpopmaumoHHee cooBiueHna
[MpeaenEHEIl pasMep Nora Kaapos 10
Bpemn cTapTa 18.06.2023 9:20:51
TMwuersmna OcHosHan - Oa;
I'IapameTp OnucaHue
UpeHTuduKaTop mMoayns NpeHtndukartop moaynsa (ctp. 14) B kKoHdurypaumum SePlatform.Data
Server.
Uma moayns HassaHnve mopynsa (cTp. 14).
UcnionHsiembiii daiin Nms ucnonHsemMoro caiina Moaynsa B Katanore yCTaHOBKM

SePlatform.Data Server.

Bepcus Bepcusa mogyna OPC UA.

AKTUBHOCTb AKTMBHOCTbL Moayns (cTp. 14).

BecTn xypHan pa6oTbl mogyns BeneHue 3anucu coobLueHuin o paboTte Moayns B XypHan paboTkl (cTp. 14).
YpoBeHb AeTanv3auumn XypHana Tunbl coobLLEeHMIA, KOTOpble (UKCUPYHOTCA B XXy pHan npunoxeHnn (cTp. 14).
pa6oTbl

MpepenbHbii pasmep nora kagpos Pa3mep dhavina B merabaiitax Ana 3anvcu XypHana pabotsbl mogyns (CTp.

14).
Bpems cTapTa Bpewms 3anycka moayns.
vueHsua TekyLee COCTOSHUE NIULLEH3MPOBaHNSA MOAY S,

6. ANArHOCTUKA PABOTbI
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MapameTtpbl ctatncTnkn OPC UA cepsepa:

CurHanel Mogymuw Cramacmuka MapameTpel
=-{ Cramcmka Hrar JHaueHre
[ Oepeso curHance O6ume napameTpsl
E‘—"’ Mogyrm URL cepeepa opctep /YDEVT 62544
i E|._.r OPC UA KonuyecTeo o TKNOHEHHLD 3anpocoB 4
: R ) opc_tcp.//DEV7 62544 KonwyecTso oTKNOHEHHEDX 3aNPOCOE Mo NPMYMHE Ge30nacHoCTH 4
___,| KnmeHTe!
MNapameTpi ceccuid
KonwuecTeo cecoui 2
KonwuecTso cecowil 3a Bce Bpems paboTel cepeepa 4
KonumuecTso oTKnoHeHHbX CECCMRA 0
KonuuyecTso Npex aespemMeHH0 3aKpbiThiX CECCHA 0
KonuuecTso ceccwid, 0TKNOHEHHEIX N0 MPUYMHANM BeS0nacHoCT 0
KonuuyecTeo ceccuid, 3aKpLITEIX BCNEACTEME MCTEYEHWA TalM-ayTa HeakTweHocTd O
MNapamMeTp NoANMCoK
KonwuecTso noanmcok 6
KonwuecTso nognvcok 3a sce Bpems paboTel cepeepa 12
HapameTp OnucaHue

O6wme napameTpsbl

URL cepsepa

Appec, no kotpomy goctyneH UA cepsep.

KonnyecTBo OTKJ/IOHEHHbIX 3anpocoB

CuUeTurK 3anpocoB, KOTOpbIE GbINN OTKITOHEHBI
CepBepoM.

KonnyecTBO OTKJIOHEHHbIX 3aMpoCOB MO MpUYMHE
6e3onacHocTH

CuYeTurK 3anpocoB, KOTopble GbINN OTKITOHEHBI
cepBepoM Mo NpuYnHe 6e30MacHOCTM.

MapameTpbl ceccui

KonnyecTBo ceccuii

CueTyuK KonnyecTsa CECCUN.

KonnyecTBo ceccwit 3a BCé Bpema paboTbl cepsepa

CuyeTuuk 06LLLEero KonnyecTBa ceccuin 3a Bpems paboThbl
cepsepa.

Konn4ecTBO OTKJIOHEHHbIX CeCccui

CuyeTurK KonmyecTBa OTKITOHEHHbIX CECCUN.

KonnyecTtBo npexaeBpeMeHHO 3aKpbITbiX ceccuit

CyYeTumK KonmyecTsa Ceccui, 3aKpbiTbiX
NpexaeBpeMeHHo.

KonnyecTBo ceccuid, OTKJIOHEHHbIX MO MpUYMHaM
6e3onacHoCcTH

CyeTumK ceccuin, KoTopble 6blNN OTKITOHEHBI CEPBEPOM
Mo npuymHe 6e3onacHoOCTy.

KonuyecTtBo CECCMVI, 3aKpbITbIX BCieacTtene
ucTe4veHua TaﬁM-ayTa HeaKTUBHOCTHU

CueTuunk ceccui, KOTOpbIe Obinu 3aKpbITbl Nocne Tanm-
ayTa HeaKTUBHOCTW.

[MapameTpbl NOANMCOK

Konn4yecTtBO Mognucok

CuUéT4urK KonumyecTsa rnoAarnmcok.

KonnyecTBOo noanucok 3a BCEé Bpema paboTbi
cepBepa

CueTunk obLLero KonuyecTea NoANUCOK 3a Bpems
paboTbl cepBepa.

6. ANATHOCTUKA PABOTbI
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M apaMeTpbl CTaTUCTUKKN CECCUN.
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Curvanst Mogynn  CTamicmaka MNapameTpel
=i Cramcmika M 3HaueHne
|1 [epeso curHanos
O6wme napameTps

- opc_tep://DEVT.62544
{7 Cecomm

Mra cecomm
MaermacmkaTop cecoum
URL cepsepa

URIl cepeepa

um: USER-:Unified Automation: Ua Expert
ns=4:g=a88e4703-b437-1abl-adc2-5c205239de 77
opctep://DEVT 62544

Bpera nogknoyeHma 18.05.2021 8:21:14

Bpema nocnegHed akTMeHoGTM 18.05.2021 9.01.22
-3 KnvenTsi KonmiyecTso sanpocos 29286

KonuyecTeo ownBoK BEINOMHEHWA 3aNpocos 0

MNapameTps: GezcnacHocTM

Wma knueHTa Anonymous

MexaHuzm ay TeHTHDMK LM Anonymous

TpaHcnopTHENA NpoToKon opcicp

URI nonumiku BesonacHoCT CoemMHEHMA http//opcfoundation org/UASSecurity Policy#None

Pexum GesonacHocT CoemMHEHMA None

PopmaT faHHb UA Binary

MapameTp OnucaHue

O6wye napameTpbl

Wma ceccumn

Mmsa ceccun, coaepXxaillee nMma nonb3oBarena n M4 NoaKIiu4YeHHOro

KITMeHTa.

UpeHTupukaTop ceccum

Y HUKanbHbI naeHTUKaTop ceccum.

URL cepBepa

Anpec UA cepaepa.

URI cepBepa

Waoentucpmkatop UA cepsepa.

BpemAa noaknawveHusa

Bpemsa noaknoyeHre KnmenTa.

Bpemsa nocnefHeil akKTUBHOCTU

BpeMFI nocreaHen akTMBHOCTM KITNEHTA.

KonuyectBo 3anpocos

CuéTtumnk 3arpocoB KJIneHTa.

KonnmyecTBo OWMG0K BbIMOSIHEHUS
3anpocos

CYéTUMK oLLNOOK BbINOSTHEHMS 3arpocos.

MapameTpbl 6e3onacHOCTH

UmAa KnueHTa

MMA nogKnoYeHHOro KrneHTa.

MexaHu3M ayTeHTUdMKaLum

Cnoco6 ayTeHTUdmKaL M NoAKITIOUYEHHOr0 KITEHTa.

TpaHCNOPTHbIA NPOTOKON

MpoTokon, Ucromnb3yeMblit A1 06MeHa faHHbIMU.

URI nonutuku 6e3onacHoCcTu
coeauHeHus

MD,GHTVICbI/IKaTOp NONUTUKKN 6€30MacHOCTU COEQMHEHUS.

Pexum 6e30MacHOCTU coeAuHeHus

Ncnonb3yemblil pexvm 6e30nacHOCT CETEBOrO KaHana.

dopmaT AaHHbIX

®dopmat nepeaaBaeMblX OaHHbIX.

6. ANArHOCTUKA PABOTbI
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M apaMeTpbl CTaTUCTUKKN NOAMUCKN:

Cwrnaner Mogyna  Cramcmika MapameTpel
=-{F Cramcmika Wrn 3HaueHne
[ Oepeso curiance O6ume napame Tpe:
= Moaynn Homep noanmexu 7
E‘u—-" OFC UA KonuuecTeo M3MEPAEMBIX BENMUMH/MCTOMHWKOE CoBEITHA 1
= opc_tep://DEVT:62544 Konusectso sanpoces Publish 0
EI = Cecoum KonwuecTeo sanpocos Republish 1]
=% OpcUaClient AKTMBHOCTE True
EL_; Moarmckm MpropuTeT 100
WHTepean nyGnuKacym, mc 2500
MakcumansHoe KONMYECTED SaNUced B NaKeTe 1000 000
! KonuuecTBo cobbiTiil NeEpenonHeHMA oUEpE AaHHBIX 0
_] Mogrcn Ges ceccin KonwyecTeo cofeimail nepenonHeHvA ouepegi cobeimai 0
- KnueHTs
CueTsmm aK TMBHOCTHA
OrpaHryeHie cuetumka KEEPALIVE 240
OrpaHrieHie cuetunka LIFE TIME T
KonwyecTso nepexoaoe s coctoaHme KEEPALIVE 1
3HaueHue cueTwaka LIFE TIME 720
CramcTika onoseweHmi
KonumuecTBo ompaBneHHbx NakeTos 1
KonuyecTBo 0TNpaENeHHEX NaKEToB C AaHHEIMM 1
KonwuecTBo ompaBneHHbIx NaKeTos ¢ coBbITAMI 0
I'IapaMeTp OnucaHue

O6wme napameTpsbl

Homep noanuckwu

MopsiaKoBbI HOMEP NOANMCKM.

KonuyectBo KonunyecTBo curHanoB Nognucku, faHHbIe KOTOPbIX MOMyYaeT KITMEHT
n3mepaemMbixX

BeJINYUH/UCTOYHUKOB

CcobbITHI

KonuyecTtBo KonuuyecTtBo 3anpoco Publish, Ha koTopsie OPC UA npenocTtaBun faHHbIe.

3anpocoB Publish

KonnyecTtBo
3anpocoB Republish

KonuuecTteo 3anpocoB Republish, Ha kotopbie OPC UA npeaocTtaBun AaHHbIe.

AKTUBHOCTb AKTMBHOCTb MOAMUCKM.
MpuoputeT MpuopnTET NOANUCKU
WHTepBan Mepuog BpeMeHu, Yepes KOTOpPbIV BbIMOMHAETCS OTNPaBKa AaHHbIX KITUEHTY.

ny6numkauum, Mmc

MakcuMmanbHoe
KO/NN4ecTBO 3anucem
B nakeTe

MakcumanbHoe KonmMy4ecTBo 3anucen B nepegaBaemMoM naketTe AaHHbIX.
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MapameTp

OnucaHue

KonuyecTtBo co6biTUIA
nepenoJsiHeHusA
oyepean AaHHbIX

CuyeTunk cobblTui nepenonHeHna o4yepenn AaHHbIX.

KonuyecTtBo co6biTUiA
nepenoJsiHeHus
oyepeau cobbITUI

CyeTumnK cobbITUIN NEepenonHeHns ovepean cobbITH.

CyeTunKn akTMBHOCTHU

OrpaHuyeHue
cyeTymka KEEPALIVE

MakcumanbHoe Konn4ecTso cny4yaeB OTCYTCTBUA HOBbIX AaHHbIX NPU HACcTynJ1eHnn
BPEMEHW OTNPaBKKU AaHHbIX KIIMEHTY, Nocne KOToporo oTnpasnsaerca Publish-oteer,
nopTBEPXAalLLmMin paboTy cepBepa Npy OTCYTCTBUM HOBbIX AaHHbIX.

OrpaHuyeHue
cyeTumnka LIFE TIME

MakcrmansHoe KonuyecTBo crnyyaes oTcyTcTBuA Publish-zanpocos npu HacTynnexHun
BPEMEHU OTNPaBKM AaHHbIX KIIMEHTY, NOCIe KOTOPOro CepBep yaansaeT NoAnMCKY.

Konun4vectBo
nepexonos B
cocTofiHue
KEEPALIVE

KonwunyecTtBo oTnpaeneHHbix Publish-otBeToB, noaTBepxapatoLwmx paboTy cepeepa npu
OTCYTCTBWM HOBbIX JaHHbIX.

3Ha4YeHue cYyeT4vuka
LIFE TIME

TekyLuee yncno cnyyaes otcyTcTBMS Publish-3anpocos npu HacTynneHun BpeMmenn
OTNPaBKW AaHHbIX KMUEHTY.

CTtaTucTrKa onoBeLLEeHUi

KonunyecTtBo 06u.|,ee KONMn4eCTBO OTNpaBJZ1IEHHbIX NAaKeTOB AaHHbIX NOAMUCKN.
OTMNpPaBJ/1IEHHbIX

nakeToB

Konun4vectBo Cuetuunk OTnpaB/ieHHbIX NaKeToB C AaHHbIMW NOANMUCKMW.
OTNpaBJ/IEHHbIX

nakeTosB C AaHHbLIMU

KonuyecTtBo
OTrNpaBJ/IeHHbIX
nakeToB ¢
cobbiTUAMU

Cuetumnk OTnpaBJi€HHbIX NMaKeToB C cobbITUAMM NOAMUCKN.
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6.2. XypHan paboTbl

Moaynb OPC UA Benért xypHan paboTbl, B KOTOPbIN 3anncbiBaeTcs MHGOpMaLus o pabote Moayns u oGMeHe
[AaHHbIMU C KITUEHTAMMU.

Y106kl MOAY b BEN XypHan paboTbl, B 06LLMX NapamMeTpax MoAy s yCTaHOBUTE NapaMeTpy BecTu XypHan
paboTbl MoAyns 3HaYEHME «fla» UK YCTaHOBUTE CEPBUCHOMY CUrHany Moayns «FrameLogEnable.Set»
3Ha4yeHue «truen».

XypHan paboTbl MOAyna coxpaHaeTcs B hain <uma moaynsa>.aplog Mo YMOMYaHUIO:

> B OC Windows B nanke C:\Program Files\SePlatform\SePlatform.Server\Logs;

> BLinux cuctemax B gupektopun /opt/SePlatform/Logs.

[ns npocmoTpa XypHana paboTbl Mogyns UCMONb3YyeTCH CEPBUCHOE NpunoxeHue NpocMOoTpLUYK Nlora KaapoB..

JdaTa

27.04.2023
27.04.2023
27.04.2023
27.04.2023
27.04.2023
27.04.2023

=N R T )

11 27.04.2023
12 27.04.2023
27.04.2023
14 27.04.2023
15 27.04.2023
16 27.04.2023
17 27.04.2023
18 27.04.2023
19 27.04.2023
20 27.04.2023

BpeMr

11:58:30:484
11:58:30:485
11:58:30:485
11:58:30:485
11:58:35:877
11:58:35:879

11:58:35:885

11:58:35:898
11:58:35:898
11:58:35:903
11:58:35:905
11:58:35:906
11:58:35:900
11:58:40:483

Omucaeme

JobaeneH 0CHOBHOR NOTOK NNaHWpoBLLKKa 2agay (Threadld: 12c4, TotalThreadCount: 2).

JoBaeneH 0CHOBHOM NOTOK NNaHWpoBLLMKa 3afady (Threadld: 47c8, TotalThreadCount: 3).

JoBaeneH 0CHOBHOW NOTOK NNaHWpoBLLKKa 3agady (Threadld: 2fd8, TotalThreadCount: 4).

MNaHUPeBLIMK 3334 3anyLieH (KONWYecTBO NOTOKOB NO NPMOPUTETY 3a4a4: BEICOKMA - 1, cpeaHui - 1, HU3KKIA - 2; Bcnom
(opc.tcp://DEV70-24-RUB:62544) YCTaHOBNEHO CORAMHEHNE MO KaHany nepegaun gaHHe (Channelld: 1).
(opc.tcp://DEV70-24-RUB:62544) YCTaHOBNEHO CORAMHEHNE MO KaHany nepegaun gaHHe (Channelld: 2).

(opc.tcp://DEVZ0-24-RUB:62544) 3aKpbIT KaHan nepedadun AaHHex (Channelld: 2).

(opc.tcp://DEV70-24-RUB:62544) YCTaHOBNEHO CORAMHEHNE MO KaHany nepeaaun AaHHex (Channelld: 3).
(opc.tcp://DEV70-24-RUB:62544#3, opc.tcp://172.16.145.219:61857, Sessionld: :g=cdd2c664-5337-6bc7-3232-7ef |
(opc.tep://DEV70-24-RUB:62544#3, opc.tcp://172.16.145.219:61857, Sessionld: ns=4;g=cdd2c664-5337-6bc7-3232-7ef.
(opc.tep://DEV70-24-RUB:62544#3, opc.tcp://172.16.145.219:61857, Sessionld: ns=4;g=cdd2c664-5337-6bc7-3232-7ef.
(opc.tep://DEV70-24-RUB:62544#3, opc.tcp://172.16.145.219:61857, SessionId: ns=4;g=cdd2c664-5337-6bc7-3232-7ef.
(
(
(
(

opc.tep://DEV70-24-RUB:62544#3, opc.tcp://172.16.145.219:61857, Sessionld: ns=4;g=cdd2c664-5337-6hc7-3232-7ef.
opc.tep://DEV70-24-RUB:62544#3, opc.tep://172.16.145.219:61857, Sessionld: ns=4;g=cdd2c664-5337-6hc7-3232-7ef.
opc.tep://DEV70-24-RUB:62544#3, opc.tcp://172.16.145.219:61857, Sessionld: ns=4;g=cdd2c664-5337-6bc7-3232-7ef.
opc.tep://DEV70-24-RUB:62544) 3aKpLIT KaHan nepedauu AaHHb (Channelld: 1),

{opc.tep: / /DEVT0-24-RUB: 6254443, ~
opc.tcp://172.16.145.219:61857,
Sessionld: n3=4;g=cdd2cé64-5337-6bcT-
3232-Tef3e7de5911l) Ceccua co3maHa
(ButhTokenId: bk=p2yym0

+2l10Fty2xulBJEF/ réJvEin0yTIMlbFebScSKdY v

a 1 2 3 4 5 [ 7

:]
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CnUCoK TEPMUHOB U COKpPaLLEHUM

HTTP (HyperText Transfer KnueHT-cepBepHbIi NPOTOKOS Nepefayv AaHHblX, paboTatoLwmin Ha
Protocol) NPVKNagHOM YPOBHE.

HTTPS (HyperText PacLumpenune 6asosoro npotokona HTTP, nogaepxueatoLLee wudposaHue.
Transfer Protocol Secure)

OPC AE (OLE for Process Cneumndmkauums, koTopas onMcbiBaeT Habop MHTEPENCOB, NPEAOCTaBNSIOLMX
Control Alarms and YHKLMN YBELOMIIEHUSA O CODbLITUAX TEXHONOTMYECKUX MPOLLECCOB.
Events)

OPC DA (OLE for Process Cneundmkauuns, npegoctasnstoLlas Habop MHTepdencoB, HeO6XoAUMBbIX A5A
Control Data Access) nepeaayn gaHHbIX B pearibHOM BPEMEHU MeXAy NMPOMbILLSIEHHBIMY
KOHTponnepamm u komnoHeHTamm yposHst SCADA-cuctembl.

OPC UA (OPC Unified YHuduumnposaHHasa cneumdumkauus, onpegensaoLwan nepegady faHHbIX B
Architecture) NPOMbILLSIEHHbIX CETSIX.

TCP (Transmission [MpoTOKON TPaHCMOPTHOrO YPOBHSA, NpeaHa3HayYeHHbIA AN ynpaBieHns
Control Protocol ) nepefaye AaHHbIX.
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