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1. HasHauyeHue u npuHUMN paboTbl

Mogynb Syslog Server npegHa3HaveH Ans AUMarHOCTMKU CETEBbLIX YCTPOMCTB NyTéM cHopa coobLueHuin no
npoTokony Syslog.

MpoTokon Syslog

Mpotokon Syslog - cnoco6 nepeaayn MHdopMaLmm 0 CobbITUSIX, MPOUCXOASALLMX B ycTponcTee. MHdopmauums
nepenaéTcs B BUAE TEKCTOBbLIX COODLLIEHNN.

CoobLueHne coaepxur:
> TeKCT cobbITuS;

> VIHCbOpMaLI,VIIO 0 CobObITUM: TAe N Koraa OHo Nnpon3oL1o, BaXHOCTb U Mnp.

dopmat coobLLEeHNs 3aBUCUT OT crneundurKaLum, CorfacHo KoTopo chopMupyeTcs coobLeHume (cTp. 16).

CoobLuLeHnsa nepenatoTcs No CXemMe KIMeHT-cepBep: Npy BO3HUKHOBEHWM COObITUS YyCTPOUCTBO chopmMupyeT
coobLueHre n otnpaenset ero cepeepy Syslog. CepBep Syslog npuHMMaeT n o6 pabaTtbiBaeT coobuyeHue. [NpaBuna
06paboTKKN NPOTOKONOM HE PerfiaMeHTMPYIOTCH Y 3aBUCAT OT peanu3auum cepeepa.

CoobLueHnsa nepenatoTcsa B OTKPbITOM Buae (Mo TpaHcnopTtHomy npotokony UDP) unu ¢ ucnonb3oBaHnem
W poBaHust (Mo TPaAHCMOPTHOMY npoTokony TLS).

Pa6oTa ¢ coobweHunem B SePlatform.Data Server

Mogynb Syslog Server npuHumaet coobieHus Syslog v 3anuceiBaeT B CUTHasbI.

Y mMopayns ecTb U3BecTHble hopMmaThbl coobLeHnin Syslog, Bce ocTanbHble hopMaThl CUATAOTCA HEU3BECTHBIMMU

mopynto (cTp. 16).

Co06LeHna HensBecTHOro oopmata MoryT BbITb 3anucaHbl B CUrHasm TONbKO B UICXOAHOM BUAE.

Coo6LeHns nssectHoro oopmata MoryT 6bITb 3anMcaHbl B CUrHan B UICXOAHOM BuAe Nnbo B npeobpa3oBaHHOM A1
reHepaummn guHamuyeckumx cobbliTuin mogynem OPC AE Server: aTo perynupyeTtcsi HacTporikon FeHepupoBaTb
cobbiTua moayna Syslog Server.

Ecnu BkntoyeHa HacTpoiika FeHepupoBaTb CO6bITUSA, TO MOXHO pacrpefensaTb COobLLEHMS MO pa3HbIM CUrHanam B
COOTBETCTBUM C HACTPOEHHLIMU (bMNbTPaMu B CBOMCTBE afpeca CUMrHaroB.

Ecnu COO6L1J,eHVIFI 3anncbiBaloTCA B CUrHasn B UCXo4HOM BMAOE, MOXHO pa36V|paTb NX C NOMOLLBbIO MOAY A NOTNKK,

hopMuMpoBaTb CTPOKY OS5l reHepaL M AUHaMUYECKOro cobbITUS U 3anncbiBaTb €€ B CUrHaI, KOTOpbI reHepupyeT
cobbITHA.

Pa6ota no TLS/UDP

Mpu paboTe ¢ TpaHCNOPTHLIM NPoToKONoM TLS ceTeBoe yCTPOWCTBO M MOAY b YCTaHaBMMBAOT Mexay coboi
6e3onacHoe coeamHeHne. [ns 2Toro oHn obmeHnBatoTcs ceptudnkatamu. Mogynb NPUHUMAaET COOGLLEHMA TONbKO

1. HASHAYEHUWE U MPUHUWNT PABOT bl
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OT TeX CeTeBbIX yCTpOVICTB, CepTI/Id)I/IKaT KOTOPbIX €CTb B Nanke AoBepeHHbIX CepTMCbMKaTOB.

Mpu pabote ¢ TpaHcnopTHbIM NpoTokonom UDP Moaynb npuHiMaeT coobLeHns oT NiobbiX CETEBbIX YCTPOUCTB.

Pabota moayns B pesepse

B pe3epBe MmoayJib HE NMpUHUMaeT Ccoo0LLEeHuS.

1. HASHAYEHUE U MPUHUWNT PABOT bl
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2. KoHurypupoBaHue

NS KoHUrypupoBaHust Moy s U CUrHanoB NoTpebyeTtca cneaytoluas MHopmaums:
> CMMCOK CEeTeBbIX YCTPOWCTB, OT KOTOPbIX HYXHO MPUHMMaTL coobLieHusa Syslog;

> [ONS KaX[doro CETEBOr0 YCTPOWCTEA - B KaKOM BUe CO0BLLEHNs BYAyT 3an1caHbl: B UCXOLHOM WM B
npeo6pa3oBaHHOM A1 reHepaL, M COBbITUIA

> [N Kaxaoro CETEBOro YCTPOMCTBA - CoobLLeHMs nepegatoTcs no npotokony UDP (B oTKpbITOM BUAE) unu
TLS (B 3awmncpoBaHHOM BUAE);

> (onumMoHanbHO) AN CETEBbIX YCTPOWCTB, NepeaatoLLmx coobeHms no TLS - cepTudpmkaT ycTponcTBa.

CnMCOK CeTeBbIX YCTPOMUCTB HYXHO pa3buTb Ha rpynmbl, No Npu3Hakam:
> B KakoM Buae coobLieHnst 6yayT 3anmcaHbl: B UCXOAHOM/Npeo6pa3oBaHHOM;

> coobLeHusa nepeaaroTcs B OTKPbITOM/3alLNEPOBaHHOM BUAE.

Coo6LeHuns 3anucbiBaloTCA B UCXO[HOM CoobLweHunsa 3anucbiBaloTcA B npeobpa3oBaHHOM
BuAe Buae

UPD Tpynna1 pynna 2

TCL TIpynna3 Mpynna 4

[ns kaxzaown rpynnbl HyXXHO A,06aBUTb CBOW 3k3eMnnsap Mmoayns Syslog Server n koHdury pypoBaTtb ero
He3aBNCMMO OT OCTasbHbIX (BKJ1I0Yaa KOH(UIypupoBaH1e CUrHasnos).

2.1. KoHurypuposaHue moayns

1. No6aebTe B cocTaB koHdurypaumm SePlatform.Data Server mogynb Syslog Server.

[pGaeneHwe Mooyna

Hram Orcanue 6
QOPC UA Client KorryHUKELMOHHEIR MOy NE NPeaHa3HAYEHHEIR ANA NEPEaYn AaHHBR No npoTokony OPC LA
Syslog Server Mogyne clopa coobwenwid Syslog
Mopyne pacceimnkun cobemail Mogyne anA pacceinky YESAoMIEHA MO 3NEK TROHHOW NoYTE v

oBaente

2. KOHOUTYPUPOBAHWE
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2. B rpynne O6wve napaMmeTpy AKTUBHOCTb YCTaHOBUTE 3HAYEHME «[la», 4TOObI MOAY b 3anycKkarncs npu
3anycke/nepesanycke SePlatform.Data Server. [1ns octanbHbIX NapameTpoB MOXHO OCTaBUTb 3HAYEHUs Mo

YMOYaHuIo.
Mraa Mooyna Sy=log Server
M peHmMKaToD MogynA Sydng Server
€ ‘kTVEHOCTE Na )
YpoBeHE TDACCHPOBKM B ¥YPHAN MPUNOXEHMA WHpopmaumoHHbe coobuerna
Bec acypHan pafoTel Mogyna Het
Pasmep *ypHana pabotel mooyna, MB 10

KonuyecTBo OoNONHWTENEHED ¥YpHaNos patotsl |1

O6bwue napameTpbl

MapameTp OnucaHue
Uma mopyns HassaHue mogyns
UpentupukaTtop = MpeHtucukarop moaynsa
moayns
AKTUBHOCTb AKTUBHOCTb MOAYNS:
> «Jla» - MOAyIb 3anyLueH
> «HeT» - MOAYJ1b OCTAHOBIEH
YpoBeHb Tunbl coo6LLEeHWIA, KOTOpPble (PUKCUPYIOTCS B XY pHas MPUNOXeHWIA:
Tpaccuposku B > «MpeaynpexaeHns W aBapuiiHble COOBUEHUA» - TOTMYECKUE OLLIMOKM, OLLIUBKN
KypHan pa6oTtbl Moayns. MpeaynpexaeHns cogepXaTt HeKPUTUYHbIE OLLMGKN. ABapUiiHble
NpuIoXeHUN coobLieHNs MHADOPMUPYIOT 06 oLLMGKax, KOTopble BNUSIOT Ha paboTocnocobHOCTb

Cnyxobl

>  «MHPpopMauMOHHbIe coobleHns» - COOBOLLLEHNS, KOTOPbIE NOKa3biBaOT OCHOBHYO
nHdopmaumio o pabote moayna

> «0Tnapo4Hbie coobueHmns» - COOBLLEHNS, KOTopble HaMbonee aeTanbHO OTpaxatoT
nHdopmaumio o pabote moayna

BbliLeCTOALLMIA YPOBEHb BXOAMT B COCTaB HUXECTOSALLENO: €CNK BblGpaHo
«MHbOpMaLMOHHble coobleHUsa», TO B XypHarn OUKCUPYOTCS «MpeaynpexaeHusa u
aBapwuiiHble coobweHua» U «MHpopmaLmoHHble coobueHnsA»

BecTu XypHan
paboTbl mMogyns

Benétcs nu xypHan pabotbl Mmoayns:
> «Jla»

> «HeT»

Pa3mep XypHana
paboTbl mogyns,

OrpaHuyeHmne Ha pasmep daitna XypHana paboTbl Moayns B MerabaiTax.

I'Ile AOCTVXEHNN MaKCUMalrbHOro pasmepa co3gaeTcd HOBbIN anl;Iﬂ, KOnuA ctaporo

Mb baiina xpaHuTCs Ha paboyem aucke

KonuyecTso Konun4ecTso hainos 3amnonHeHHbIX XypHaros paboTel Moayns.
AOMONHUTENBHLIX | MyHumansHoe 3HaveHue - 1, MakcumarsHoe - 255

XypHanos

pa6oTbl

3. B rpynne flononHuTenbHbie:

3.1. YcTaHoBUTE HEOOX0OOMMOE 3HaYeHVe NapameTpa FeHepuMpoBaTb COBLITUA:

2. KOHOUNTYPUPOBAHNE
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> «fla» - coobuienHus Syslog 6yayT npeobpa3oBaHbl K BUAY KOHCTPYKLIAW ANS reHepauum
ANHaAMUNYecKoro cobbiTusi. ATO NPUMEHUMO TONBbKO A1 COOBLLEHNI, KOTOPbIe UMEIOT U3BECTHIN
mMogysito hopmar.

> «HeT» - coobLueHnsa Syslog 6yayT 3anmcaHbl B UCXOLHOM Buae. 3To NPUMEHUMO AN NMobbix
¢opMaToB COOBLLIEHNIA.

3.2. YKaxuTe TpaHCnopTHbIi npoTokon v MopT:

> pnanportokona UDP - nopT «514»;

> ansanportokona TLS - nopT «6514».

Ecnu B koHdurypaumo SePlatform.Data Server no6aeneHo HeCKONbKO 3K3eMMNApoB MoAy s
Syslog Server, To kaxaoMy He06X0AMMO YKa3aTb YHUKaNbHbIN MOpT.

3.3. Ecnu BbIGpaH TpaHCMOpTHBIN NpoTokon TLS, To ykaxute ceptudukaT cepeepa v NpUBaTHbBIN KIH0Y.
Ilns aToro ykaxure abcontoTHbIN Ny Tb K hainy unm Tonbko uMs daiina, ecnm oH HaxoauTcs B nanke
SePlatform.Data Server:

> ceptudmkar cepsepa: <nanka SePlatform.Data Server>\Certificates\certs

D> npuBaTHbIV KItOY cepBepa: <nanka SePlatform.Data Server>\Certificates\private

CepTtudukat cepsepa 1 NpuBaTHbLIN Koy co3gatoTcs B npolecce yctaHoBku SePlatform.Data

Server.

w 2. [NononHUTensHee

[eHepyWpoBaTE cofbITMA Ha

TpaHcnopTHEIR NpoToKon TLS

MopT 0

My K cepMdMKaTy cepeepa C:\Program Rles\SePlatform\SePlatform. Server\Server\Certificates\.certs

MyTe K npueaTHoMy kntouy cepeepa | C:\Program Fles\SePlatform\SePlatform. Server\Server\Certificates\certs

MapameTp OnucaHue
FeHepupoBaTb 3anucbiBaTh 3HAYEHWE B BUAE, MPUTOAHOM AJ15 reHepaL M CoBbITUIA:
cobbiTuA > «HeT» - coobleHe By1eT 3anMcaHo B TOM Bi/1e, B KOTOPOM MOMyYeHo (Co
BCEMU MNONAMMN);
> «Jla» - coobLueHne byaeT 3anmcaHo B hopmare:
<Subcondition Type="Dynamic" Message="MSG" />
roe MSG - none MSG B NOfy4eHHOM COOOLLEeHUN.
dopmaT npegHa3HaveH A4na aBToOMaTU4eCcKon reHepaLMm cobbiTvs Npy ero
3anuncy B curHan.
TpaHCMOPTHbIiA Twn TpaHCMOPTHOro NPOTOKOIa, MCMONb3YEMOoro A1 nepepayn coobeHnin Syslog:
I'lpOTOKon ) «TLS»
> «UDP»
MopT MopT npvema gaHHbIX

2. KOHOUNTYPUPOBAHNE
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MapameTp OnucaHue

NMyTb K cepTudukaTy AOCONIOTHLIN NYTb K cepTudUKaTy cepepa Unm umsa ceptucmkara cepaepa.
cepBepa Mcnonb3yeTca Tonbko npu pabote no npotokony TLS

NyTb K mpuBaTHoMy = AGCONIOTHBIN NYTb K NPUBATHOMY K104y CEpBepa Uiy UMs NpUBaTHONO KIlloya
KJllo4y cepBepa cepBepa. Vicnonb3ayeTcs TonbKo npy paboTte no npotokony TLS

2.2. lo6aBneHue cepTnnKaToB yCTPOUCTB

[o6aBnsaTb cepTUdUKaThl Hy>XXHO TONBLKO NpK paboTe ¢ TpaHCMOPTHLIM NpoTokosioM TLS.

Mpu paboTe ¢ TpaHCMOPTHLIM NPOTOKOMOM TLS, 4Tobbl cepBep NpuHUMan coobLLLEHUS OT CETEBOrO YCTPONCTBA,
HY>XHO 106aBUTb cepTUdMKaT 3TOro yCTPOWCTBA B Manky AoBepeHHbIX cepTudnkaToB <nanka SePlatform.Data
Server>\Certificates\TrustedPeers\certs. [J06aBnATb cepTUMKaTLI MOXHO Npy KOHPUrY pUpoBaHNM UNu B
npotiecce paboTbl cepsepa.

Mpy nonbITKe yCTaHOBUTL COeAMHEHNE YCTPOMUCTBO OTNPaBNAET cepeepy cBon cepTudmkart. Ecnn ceptudukar He
6yneT HaaeH B nanke L0BEPEHHbIX CepTU(gMKATOB, OH 6yAeT COXpPaHEH B Manke OTKITOHEHHBLIX cepTudmrKaToB
<nanka SePlatform.Data Server>\Certificates\Rejected\certs. IMpu Kaxngon nonbiTke coeguHeHust byaert
coxpaHeHa HoBas Konus cepTudmkarta. Utobbl caenaTb YyCTPOUCTBO AOBEPEHHBIM, NepeMecTuTe Nobyto Komnumio ero
cepTudmkaTa B nanky A0BepeHHbIX CepTUdrKaToB.

2.3. KoHurypupoBaHue curHanos

KoHGury pupoBaH1e CUrHanoB pasnmyaeTcs B 3aBUCUMOCTM OT TOro, BKJTHOUEHa HAacTpoika Moayns FeHepupoBaTb
Cco6bITUA UNN HET.

eHepauusa cobbITUIN BKIIOYEHA

[ns Kax[aoro CeTeBoro yCTporlcTBa, OT KOTOPOroO HY>XHO NPUHUMAaTh COODLLIEHNS:
1. Co3paiite B AepeBe cUrHanoB curHan Tuna String.

CwurHan MoXeT HaxoauTbCsl B NNI06OM MecTe AepeBa CUrHasnos.

Curuans | Mamynm | C1amc:mr{a|

-5 CvrHans
-3 Service

5% Syslog messages
GED

2. KOHOUNTYPUPOBAHNE
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10

2. [Insa curHana HacTpowTe nony4yenne coobLeHui Syslog oT ycTponcTea:
2.1. JobaBbTe curHany cBoncTBo 5000 (Address) Tuna String.
2.2. B oTKpbIBLLIEMCS OKHE PefakTop agpeca fobaBbTe Mmoaynb Syslog Server.
2.3. B napametpe Agpec oTnpaBuTens yKaxuTe aapec CETEBOro yCTponCTaa.

CvrHamsl  Mogymn  CramicTika CeoiicTBa curHana

E|1:7 Curnansi Homep Vima 3HaueHmne Ormcanne
D Service _@1 COT 17 KanoHuEneih Jan naHHE
Bbh slog 0 L E) 5000 Address {Moduleld={Syslog Server) Pr.. Appec napameTpa )
Pepakrop agpeca '-,' n
Syslog Facility Severity -'a.." npec otnpasutens  APPNAME PROCID MSGID
Syslog Server He sagano ™ He sapano v ((192.168.0.1 )
ok || omena |

YTtobbI npuHMMaTb COo0bLLEHMS OT NIObLIX CETEBBIX yCTpOVlCTB, OCTaBbTe rnorie Agpec oTnpasuTens
nyCTbIM: B CUrHan 6yﬂyT 3anucbiBaTbCs COOOLLEHNS OT yCTpOI7ICTB, AnAa KOTOPbIX HE CO34aHbl

OTAEenbHbIE CUTHanNbI.
3. inA curHana HacTponTe reHepaLuio AnHamuyeckmx cobbiTuii (cTp. 20).

Co06LLeHNA MOXHO OUNbTPoBaTh. ATO HY>XHO, Hanpumep, YTobbl OTAENUTL COoOLLEeHMsI 06 ownbKax oT NPoYMX

coobueHuin. [ns aToro:
1. Oo6aBbTe B [EepeEBO CUrHaNOB HOBbI CUrHan Tuna String.

CurHane | Moy | Eﬁmcmr{a|

=55 Carnane
#-[3 Service
=75 Syslog messages

== Router

2. KOHOUTYPUPOBAHWE
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2. [Insa curHana HacTpowTe nony4yeHne coobLeHui Syslog oT ycTponcTea:
2.1. JobaBbTe curHany cBoncTBo 5000 (Address) Tuna String.
2.2. B oTKkpbIBLLIEMCS OKHE PefakTop agpeca fobGaBbTe Mmoaynb Syslog Server.
2.3. B napameTpe Agpec oTnpaBUTeNs YKaxuTe afpec CEeTEBOro yCTponcTBa.

Curvanel Mogynw  Cramcmika CeoAcTES CMrHana

B:? CurHane Homep Wrmn 3HaueHre Onmcarve
D Senvice 1 COT 17 KaHOHMYSCKIAA TAN AaHHBR
Eh:? Syslog messages »&Q 5000 Address {Moduleld=(Syslog Server) Pr... Agpecnapametpa )
=) Router ) o .
i v
- Pepaktop agpeca ", n

Syslog Facility Sever

Syslog Server He sagano ™ He zagano ~ (19216801 ®
ok | [ Omena |

2.4. B ocTanbHbIX NONAX YKaXUTe 3HaYEHN HEO6X0AMMBbIX NMapameTpoB UnbTpaLLum:
> Facility

Severity

APPNAME

PROCID

MSGID

vV V V V

Penaktop appeca n

[y
==

verity Appec otnpaewtenas  APPNAME PROCID MS

T
il
1

L I.

[ %]

Syslog

m

Syslog Server He sagawo = 3 - Qwwbka = | 192.188.0.7 )

Lok || Omena |

Kaxpoe coobLueHre 3anMcbiBaeTcs B OAMH curHan. Ecnu ans sanvMcu coobLLeHns NogxoauT HECKOMNbKO CUrHanoB,
NpOBEPSAETCS, Kakue Nons ykasaHbl y Kaxaoro curHana. Mpuoputet none (0T HaMbosbLLero K HauMeHbLIEMY):

> Appec oTnpaBuTens;
Facility;
Severity;

APPNAME;

PROCID;

MSGID.

vV V V V VvV

[nsa kaxaoro nons npoBepsieTcs:
> ecnunore ykasaHo Unun He yKasaHo y BCeX CUrHanoB — NepexoauM K crieqyoLemy rnosio;

> ecnunone YKa3aHO He y BCeX CUrHanos — Bbl6|/|paeM M3 CUrHanoB, y KOTOpbIX none ykasaHo.

NMPUMEP

MycTb ecTb ABa NOAXOQALLMX CUrHana ansa 3anucy CoobLLEeHNS:
>y nepBOro 3agaHo rore Agpec oTnpaBuTens;
>y BTOpOro yka3saHbl Nnosia Agpec oTnpaBuTens n Severity.
CoobLeHne 6yaeT 3anucaHo BO BTOPOW CUrHar, T.K. y HEro ykasaHo 6orbLue Momnen.

2. KOHOUTYPUPOBAHWE



12 SEPLATFORM.DATA SERVER. MOYJ1b SYSLOG SERVER. PYKOBOOCTBO AOMUHUCTPATOPA

MPUMEP
MycTb ecTb ABa NOAXOQALLMX CUrHana s 3anucy coobLLEeHNS:
>y nepBOro 3agaHo rorie Agpec oTnpaBuTens;
>y BTOpOro yka3saHbl nonsa Facility n Severity.

CooblueHne 6yOeT 3anncaHo B NEPBbI CUrHar, T.K. Nofne Agpec oTnpaBuTens UMeeT HaubonbLLWi
npuopuTer.

MNPUMEP
MycTb ecTb ABa NOAXOQALLMX CUrHaNa ansa 3anucy CoobLLEHNS:
>y NepBoOro ykasaHbl nonsa Agpec otnpasuTens v Facility;
>y BTOpOro yka3saHbl nosnsa Agpec oTnpasutens n Severity u APPNAME.

CoobLeHne 6yaeT 3anucaHo B NepBbIN curHarn, T.K. norne Facility nmeet 6onbLunin NpUOpUTET, YEM Mo
Severity 1 APPNAME.

FeHepaumsa cobbITHIN OTKITIOYEHA

1. Cospalite curHan ans reHepaLum cobbITUI:

1.1. Cozpawite curHan Tuna String.

1.2. [nsa curHana HacTpowTe reHepau o JUHAMUYECKNX COBbITUIA.
2. Cozpgante curHan anisi 3anmcu NpUHATLIX COOB LLEHWIA:

2.1. Cozpainte curHan Tuna String.

2.2. [lobaBbTe cuUrHany cBoicTBo 5000 (Address) Tuna String.

2.3. B oTKpbIBLLEMCSH OKHE PegakTop aapeca nobaBbTe Mopynb Syslog Server. 3HaueHus nonen
yKasblBaTb HE HYXHO

3. HacTpoiite pasbop NpuHATLIX COOOLLEHUIA C MOMOLLLIO MOAY IS NTOrMKMK.
OnawvH u3 cnocobos pasbopa:

3.1. CurHany, B KOTOpbIV 3annCbiBalOTCA coobLLeHNs, fo6aBbTe CBOMCTBO 777012 Tuna String. Kog,
OMK1CaHHbI B CBOWCTBE, BbINOMHASTCA NPU U3MEHEHUN 3HaYeHUa curHana.

3.2. B cBoICTBE ONMLLUTE KOZ, KOTOPbIN 6y AET C MOMOLLbI0 CTPOKOBbIX (DYHKLMIM pa36upaTb COOBLLEHNS.

B kope, nocne Toro kak coobLueHne pazobpaHo, HyXXHO 3anncaTb ero B CUrHars, reHepupyoLwuii CoobITus.
3anncbiBaTh HYXXHO B TaKOM BUAe, YToObI MPU 3amn1cy reHepupoBanoch AMHaMU4ecKoe cobbiThe C TEKCTOM
CoO0bLLEHVS:

<Subcondition Type="Dynamic" Message="MSG" />

Ytobbl Ko, BbiNonHANcs, nobaBbTe U aKTVIBVIpyVITe MoAyJ b NOrnku.

2. KOHOUNTYPUPOBAHNE



SEPLATFORM.DATA SERVER.

MOOYINb SYSLOG SERVER. PYKOBOACTBO AODMUHNCTPATOPA 13

3. OunarHocTtuka paboTbl Moayns

3.1. Ctatuctuka

CTraTtuctnyeckasn uHgopmauusi o pabote Mmoaynsi oTob paxaeTcs Ha BKagke CTaTUCTUKA CEPBUCHOIO NMPUIOXEHUs!
KoHdhurypaTtop, a Takxe B cepBUCHOM npunoxeHun CTaTuctmka.

YT106bI NPOCMOTPETL NapaMeTpbl CTAaTUCTUKM Moy s, nogkntountech K SePlatform.Data Server u Bbib6epute
Mopynb B iepeBe CTaTUCTUKM.

3.1.1. NMNapameTtpsul TLS

MapameTpbl TLS oTOOpaxaloTcs, eCnun B HAaCTPOKax Moayns BblOpaH TpaHCNOPTHbIM npoTokon TLS.

CurHansl  Mogynw  CTamicTuka MapameTtpel
= Cramcmia Hras 3HaueHue &
[ epeso curnancs Bpems cTapTa 30.06.2023 14:52:58
TMuueHzma OcHoenar - Het, (MuueHswa He ...
B[ Knnensi (rl'lﬂ:aqerpu TLS N
KonmyecTeo yoTaHOBNEHHEIX COEMMHEHWA 0
KomMyecTBo 0TKNOHEHHED COSMMHEHMIA 0
KomvyecTeo NpUHATER COOBLLEHMA HENOLISPXWESEMOr0 NPOTOKONS 0
KonmyecTso HENPMHATEE COOBLLEHIA 0
KonvyecTBo NPMHATED: CooBWLEHIA 0
KonmyecTso cooBWeHWid, SanMcaHHe B CUrHaNE 0
\LKonmue::TBc' 0TEPOLWEHHEE UL TPaMK CooBLLEHWA 0 j o0
MapameTp OnucaHue
KonnyecTBo KonuyecTso coeiMHeHNIn C I0BEPEHHBIMM YCTPOMCTBaMM, YCTAaHOBMNEHHBIX C MOMEHTA
YCTaHOBJ/IEHHbIX Hayana paboTbl cepBepa
coeuHeHun
KonuyectBo KonunyecTBo nonbITOK COEAMHEHUIA OT YCTPOWCTB, CEPTUPUKAT KOTOPLIX OTCYTCTBYET B
OTKJ/IOHEHHbIX nanke 0oBepeHHbIX CepTI/ICbI/IKaTOB
coeavHEeHUn
KonuyecTtBo KonunyecTtBo NoNy4YeHHbIX Moaynem COOGLIJ,eHI/II;I, HenogaepXxmnBaemMoro npoTokosa
MPUHATLIX
coobweHuit
HenoaaepxuBaemoro
npoToKoJia
KonuyecTtBo KonunyecTtBo COOGLIJ,eHI/II?I, noJsty4eHHbIX MoayneM, KOTOpblie€ HEe MOryT ObITb ycnewHo
HenpUHATBIX pa3obpaHbl.
CoobueHMNiA CooblLueHne 6yaeT ycneluHo pazobpaHo, ecnu ero gpopMmar CoOTBETCTBYET cneLndrkaLum

RFC 5424.

3. ANATHOCTUKA PABOTbIMOOYITA




14 SEPLATFORM.DATA SERVER. MOYJ1b SYSLOG SERVER. PYKOBOOCTBO AOMUHUCTPATOPA

MapameTp OnwucaHune

Konu4yectBo Konun4ecTBo nony4YeHHbIX 1 yCNeLHO pa3ob paHHbIX MOJy1eM CO0bLLEHNI

NPUHATHIX

coobueHui

KonuyectBo KonunyecTtBo nonyyeHHbIX MoaynemM coobLUeHUA, KoTopble Bblnv 3anmcaHbl B CUrHanbl
coobueHunit cepsepa

3anucaHHbIX B

CUrHabl

KonuyectBo KonunyecTBo nonyyeHHbIX U pa3obpaHHbiX MOAYeM COOBLLLEHMIA, KOTOPbIE He
OT6pOLIEHHbIX COOTBETCTBYHOT HM OAHOMY HacTPOEHHOMY B cepBepe curHany. [nsi kaxaoro Takoro
dunbTpamm Co0bLLEHMA B XypHan paboTbl MOAYyNs 3anucbiBaeTCA yBeAOMIIEHME 06 OTCYTCTBUM B
coobueHui cepBepe curHana, noaxoasLLero Ans 3an1Mcu nony4eHHoro coobLweHus

3.1.2. NapameTtpbl UDP

MapameTpel UDP otobpaxatoTcs, ecnum B HaCTpokax Moay s BblOpaH TpaHCNOpTHbI npoTtokon UDP.

Curnansl Mogynn  Cramcmuka MapameTtpbl
B CramcTina Hram 3HaueHue 2
[ [epeso carriancs Bpems cTapTa 02.07.2023 16:43.:53
e Moxyrm Mauersia OcrosHan - HeT, (Myuensua He n...
e | Syslog Server
- Knuenmer MNapameTps UDP
KonvyecTBo NPMHATED: CooBWLEHIA 0
KonuuecTeo cooBLLEHMA, SaNMCaHHED B CMrHaNk! 0
KomyecTeo oTOPOWEHHED PHUNETRaMK cooBWweHid 0
JononHUTENGHLE NapamMeTPs
KomyecTeo oBcnyxHBacMblx NapaMeTpoe 0 o
MapameTp OnucaHue
Konn4vecTtBo KonunyecTtBo coobuueHnn Syslog, nonyyeHHbIX MOAyIEM C Ha4vana paboTbl cepeepa
MPUHATLIX
coobueHuni
KonuyectBo KonnyecTBo nonyyeHHbIX Moaynem coobLLEeHNIM, KOTopble Gblnn 3anncaHbl B CUrHanbl cepeepa
coobueHui
3aMUCaHHbLIX B
CUrHabl
KonnyecTtBO KonuyectBo nony4yeHHbIX MoaynemMm COO6LLI,eHVIVI, He COOTBETCTBYHOLLUNX HN OAHOMY
OT5p0[I.IeHHI:IX HaCTPOEHHOMY B CepBepe CurHany. ,D,I'Iﬂ KaXao0ro takoro COO6LLI,EHI/IS:| B XypHan pa6OTbI mMmoayna
¢VIIIpraMVI 3annucblBaeTcd yBegomiieHne o0 OTCYTCTBWUU B CepBepe CUrHamna, nogxogdiuiero and 3anncu
coobuweHuit Nnony4eHHOro coobLeHuns

3. ANATHOCTUKA PABOTbIMOOYITA
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3.1.3. [lononHuTenbHble NapamMmeTpbl

CurHansl  Mogynw  CTamicTuka MapameTtpel
= Cramcmia Hras 3HaueHue &
[ Depeso currianos Bpems crapTa 02.07.2023 16:43.53
& L Moy MuueHswa OcHosHan - HeT, (MuueHzua He n...
SR | Syslog Server
G- Knnerme: MNapametps UDP
KonnmuecTso NpMHATEEX CooBLULEHWA 0
KonmyecTeo cooBlleHWA, 3aNMCaHHEX B CMrHanNk! 0
KomvuecTeo oTEPOWEHHEE SHNETPEMU COOBLLEHWA 0
HononHUTENLHLIE NapaMeTpi
KonmyecTeo ofcnyxMBaemelx NapamMeTROE 0 -
MapameTp OnucaHue

KonnyecTBo o6cnyxmBaembix napameTpoB =~ KonnyecTBO CUrHasnoB, MOCTaBIEHHbIX HA 06CyX1BaHe Moayslio

3.2. XypHan paboTtbl moayns

XypHan pa6oTbl Moayisi coxpaHseTcs B dhaiin <umsa Mogyna>.aplog No yMOMYaHuio:

> Bnanke C:\Program Files\SePlatform\SePlatform.Server\Logs, ecnu SePlatform.Data Server
dyHkumoHupyeT B OC Windows;

> B AupekTopun /opt/SePlatform/Logs, ecnu SePlatform.Data Server dpyHkumonupyet B OC cemeiicTa
Linux.

[ns npocMoTpa XypHana paboTbl MOAYs BOCNOMb3yNTECh CEPBUCHLIM NpUioxeHnem MNpocMoTpLUYK nora
Kaapos..

B xypHan paboTbl Moay st 3anUCbIBaOTCS:
> Bce nonyyeHHble coobLieHus Syslog;
> yBefomIieHnst 06 OTCYTCTBUM B CepBepe CUrHasna, NoaxoAsLLEero A 3anvcu nosyYeHHOro coobLLeHus;

> npw pabote no npotokony TLS - yBegoMneHns 0 HeBepHOM hopmate nosyYeHHOro CoobLLeHus.

3. ANATHOCTUKA PABOTbIMOOYITA



16 SEPLATFORM.DATA SERVER. MOYJ1b SYSLOG SERVER. PYKOBOOCTBO AOMUHUCTPATOPA

4. NMpunoxeHus

MpunoxeHue A: dopmaTt coobieHun Syslog

Mogynb Syslog Server nogaepxvBaet criegytoLive hopMmaTbl coobLieHnin Syslog :
> RFC 5424;
> RFC 3164.

RFC 5424
Coobuenne Syslog B hopmate RFC 5424 umeeT cnepytoLuyto CTPYKTypy:

<PRI>VERSION TIMESTAMP HOSTNAME APPNAME PROCID MSGID [STRUCTURED-DATA] MSG

VERSION HOSTNAME PROCID

<165=1 2003-10-11722:14:15.003Z somedomain. com Evm:f.'log 666 ID47
[SDIDE3Z2473 jut="3" eventSource="Application” eventID="1011"] Log entry...

STRUCTURED-DATA MSG

Mpu nepepaye coobLueHnin Syslog no npoTokony TLS B Hauane coobLeHNs yKa3blBaeTCs ero pasMmep:

LENGTH <PRI>VERSION TIMESTAMP HOSTNAME APPNAME PROCID MSGID [STRUCTURED-DATA] MSG

LENGTH VERSION HOSTNAME PROCID

139 <165>1 2018-04-23T05:14:15.003Z [somedomain.com evntslog 666 ID47
[SDID@E32473 jiut="3" eventSource="hApplication™ ewventID="1011"] Log entry...

STRUCTURED-DATA M3SG

CornacHo cneuundukaumm RFC 5424 B coobLeHnr MoryT 6biTb He yKa3aHbl 3HaYeHVs Crieayiowmx nonei:
> HOSTNAME;
> APPNAME;
> PROCID;
> MSGID.

BmecTo OTCYTCTBYHKOLLEro 3Ha4eHnd B nose gornxeH 6bITb YKa3aH CUMBOJT «-»,

4. MPUNOXEHNA
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RFC 3164

Coobuenuna Syslog B hopmate RFC 3164 nepepatotcsi TOfIbKO MO TpaHCMopTHOMY npotokony UDP.

Coobuenne Syslog B hopmate RFC 3164 umeeT cnepytoLyto CTPYKTypy:

<PRI> TIMESTAMP HOSTNAME APPNAME [PROCID]:MSG

TIMESTAMP APPNAME MSG

<34>=0ct 11 22:14:15 mymachine su[l1l0]: Log entry...

CornacHo cneuundukaumm RFC 3164 B coobLeHur MoryT 6bITb He yKa3aHbl 3Ha4YeHus Ntobbix nonen. B atom
CIyyae 3Ha4YeHns1 COOTBETCTBYOLLMX Mone 6yayT OTCYTCTBOBATb B CTPYKTYpe coobLueHUs ([onyckaeTcs nepefaya

nycrtoro coobLleHus, He coaepXxallero HM oaHoro cum BOﬂa):
> ecnus COO6L|.LeHV|V| He yKa3aHo 3Ha4yeHne « TIMESTAMP», TO B Ka4ecTBe 3Ha4eHUs Nosia UCNosib3yeTcA
MOMEHT NoJTy4eHnA COO6L|J,eH|/|F|;
> ecnus COO6L|.LeHV|V| He yKa3aHo 3Ha4yeHune «PRI», TO B KayecTBe 3Ha4yeHusa nons PRI ncnonb3yercsa 3HayeHne
«41» (Facility - «5», Severity - «1»);
> npu OTCYyTCTBUMN 3HaYeHun npo4yunx rIOJ'Ie|7|, B KQYeCcTBe 3Ha4YeHns 3TUX Nonemn Ucron b3yeTCA nyctada CTpoKa.

®dopmaty RFC 3164 cooTBeTCTBYIOT Ntobble CO0OLLEHNSA, KOTOPbIE MOTYT 6bITh NOMYYEHbI: €CIM NPY NOMNbITKE
pa3o6paTb OTAENbHbIE NOSSA B NMOTyYEeHHOM CO06LLeHWM NpoM3onaET omnbKa, To BCst CTpoKa coobLueHust 6yaeT
Mcronb3oBaThbCA B Ka4ecTBE 3Ha4eHNs rnona MSG.

OnucaHue noneu coobiieHunin Syslog

MNMone OnucaHue
LENGTH KonunuecTBo cMBOIOB B COOOLLEHWN. Y Ka3blBAaETCA TOSIbKO B COODLLEHMSX, NepefaBaemMbIX Mo
npotokony TLS

4. NMPUINTOXEHNA
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Mone OnucaHue

PRI MpuvopuTeT. Copepxut aBa 3HadeHus: Facility (cy6bekT, cdhopmupoBaBLLmMii COOBLLEHNE) U
Severity (ypoBeHb BaXHOCTM COOBLLEHMST). Severity NPMHUMaET 3HaYeHNs OT «@» [0 «7», Facility -
OT «@» [0 «23». 3HadeHne PRI Boiuncngerca kak PRI = Facility*8+Severity.

Facility Severity:

0- Anpo onepaLuoHHON CUCTEMBI 0 - ABapus, cuctema HepaboTtocnocobHa

1-MO nonb3oBartens 1- TpeBora, cuctema Tpebyer HemepTEHHOro
2-MouToBas cucTema BMeLLaTensCcTea

3- CucTeMHble Cryx6bi 2 - CoCcTOsiHWE CUCTEMbI KpUTUYECKOE

4 - CoobLeHns 3- CoobLeHmns 06 owmnbkax
6e3onacHocTu/aBTopM3aLmnm 4 - MpenynpexaeHust 0 BO3MOXHbIX Npobnemax

5- CobcTBeHHble coobueHus syslogd 5 - CoobLueHns o HopMarnbHbIX, HO BaXHbIX CODbITUAX
6 - Mogcuctema nevyatn 6 - "HdopMaLMoHHbIe coobLLIEHNS

7 - NopcmcTema HOBOCTHbIX rpynn 7 - OTnagoyHble coobLeHns

8-MNogcuctema UUCP

9 - Cnyx6bl BpeMeHu

10 - CoobLeHuna
6e3onacHocTw/aBTopu3aLum

11-Cnyx6a FTP
12-Toacuctema NTP

13- CoobLeHnsa ayguta

14 - ABapuitHble coobLLeHns
15 - Cnyx6bl BpemeHm 2

16-23 - nokanbHoe npoucxoxgexue 0-7

VERSION Bepcus npoTtokona

TIMESTAMP MeTka BpemeHn coobLLeHns

HOSTNAME IP-appec nnu ceteBoe MMA yCTPONCTBA, CreHepupoBaBLLEro coobLueHne
APP-NAME M aeHTudmkaTop yCTporNCcTBa Un NpUOXeHUs, CreHepupoBaBLLEro cCoobLeHre
PROCID Mo3BonseT perucTpupoBaTth NepepbiBbl B MOTOKE AaHHbLIX 1 00bIYHO NCMONb3YETCS B Ka4ecTBe

noeHTndmkaTopa npouecca

MSGID M aeHTudmkaTop TMna coobLeHns

STRUCTURED- = CTpyKTypupOBaHHbI€ fiaHHble. B paboTte moayns Syslog Server He ucnonb3yoTcs
DATA

MSG TekcT coobLueHus

Mons coobueHuin Syslog Mcrnonb3yoTcs cneayowmM 06pasom:
> nons MSG v TIMESTAMP vcnonb3ytoTcs npu chopmupoBadun VQT 3HaYeHus!, 3anucbiBaeMoro B CUrHar;

> none HOSTNAME ucronb3yeTcs Npy NOUCKe CUrHana, npegHa3HayeHHoro AJis 3anmcu CoobLLEHNIA OT
YCTPOWCTBA, YKa3aHHOro B 3TOM TOJE;

4. MPUNOXEHNA
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> nons PRI, APP-NAME, PROCID, MSGID MCMOMb3YOTCSH NpU MOUCKE CUrHana, UMeroLL.ero CooTBeTCTBYOLLNE
napameTpbl hunbTpaLuu.

4. NMPUINTOXEHNA
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MpunoxeHue B: NeHepauus cobbiTUin

I"eHepauuto cobbiTuii B cepaepe BbinonHsaeT moaynb OPC AE Server. CobbiTus reHepupytoTcs npu 3anuciu
coobLeHnin Syslog B HACTPOEHHbIE CUrHarbl.
[nsa nony4yeHHoro coobueHunst Syslog B cepBepe He 6yAeT CreHepMpoBaHO COObLITUE B CIIEAYIOLLMX CIyYasiX:

> ecnu B cepBepe HeT NoAXopasLLEro CurHana ans 3anucu coobLeHuss;
> ecnu Aansa curHana, B KoTopbli coobleHne bbino 3anmMcaHo, He HacTpoeHa reHepaL s COObITUIA.

HacTtponka

[ns Kaxpaoro curHana, B KOTopblil 3anucbkiBatoTcs cooblueHust Syslog, Heobxoaumo:
> HacTpouTb B CBOWCTBaX POAMTENbCKOIN Nanku ycroBme reHepauum cobblTvsi. Tvun ycnoBus - «<Dynamic»
> nocTaBuTb curHan Ha obcnyxusanve mogynio OPC AE Server c napameTpoM «Conditions=(CONDITION_
NAME ) », rae CONDITION_NAME - 370 Ha3BaHue yCrnoBus, yKa3aHHOE B CBOMCTBAX Marnku.

[aHHbIN CNMCOK copepXuT obLuee onmcaHne HeobXoaANMbIX AEACTBUIA MO HACTPOMKE reHepaLLn CobbITUN.
Moppo6Hoe onrcaHue BbIMOMHAEMbIX HAaCTPOeK NpuBeaeHo B okyMeHTauum Ha moaynb OPC AE Server.

Mpumep

BbinonHuTe crniepyiowime AeicTBUS:
1. Pogutenbckoii nanke curHana nobaebTe CBOMCTBO 999000 (ObjectType) 6e3 3HayeHus.

CurHanel  Mogynu  CramicTika CeofcTES cMrHana
—3 Carnans Homep Wrag JHaueHne Ormcanme
D Service =) 595000 Object Type Tun oBbexTa
= 3 Syslog messages
-5} Router
[ S) Emors
HoGaente HMzpernTe YaanuTe

4. NMPUINOXEHNA
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2. PogutenbcKkon nanke curHana nobaebTe CBOMCTBO 999004 (Conditions), B 3Ha4YeHMM KOTOPOro yKaxuTe
cnenytowwyto XML-KOHCTpyKUUIO:

<EventConditions>
<EventCondition Name="CONDITION_NAME" Type="Dynamic" Enabled="1">
<Subcondition Type="Dynamic" Message="" Sound="" Severity="100" Enabled="1"
SoundEnabled="0" />
</EventCondition>
</EventConditions>
CurHanel  Mogynu  Cramcika CeoiicTEa clrHana
BE‘ Curnans: Homep Hran 3HadeHWe Orucanwe
rj Service =3 555000 Object Type Tun oG beKTa
tj Syslog messages)- ol 55004 Conditions Yenoewa reHepaun cobeImii :)
5! MsmeHeHue ceoiicTea >
Homep 555004 (Conditions) §
Tun Stri E
Ting +
zEventConditions >
<EvertCondition Name="CONDITION_NAME" Type="Cynamic" Enabled="1">
. <Subcondition Type="Cynamic" Message="" Sound="" Severty="100" Enabled="1" SoundEnabled="0" />
aUEHIE -
«/EvertCondition >
</EvertConditions
Omveruams

3. Y curHana B cBoiicTBe 5000 (Address) nob6asbTe Mogynb OPC AE Server ¢ napameTpom «Conditions=

(CONDITION_NAME)».

CurHamsl  Mogynn  CramicTika CeoitcTea curHana
Bij Currane: Homep Wran 3Haverne Ormcanme
&-03 Service 1 cpT 17 Kation
E“j S‘,'_slog messages e QBDDD Address { Moduleld=(0OPC AE Server) ... Appec napameTpa )
=) Router }==" T
9 PepakTop agpeca n
OPC AE B
(CoPC AE Server |Conditions=(CONDITION_NAME) ) ®
Syslog Facility Severity Appec omnpaewtena  APPNAME PROCID MSGID
Syslog Server  He sagano ™ He sagano = 19216801 ®
ok | | Orwera |

4. MPUNOXEHNA
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CnUCoK TEPMUHOB U COKpPaLLEHUM

SePlatform.Data Server Cepsep BBOAA/BbIBOAA.

Syslog MpoToKON OTNPaBKM 1 PErMCTPaLM TEKCTOBbIX COOBLLEHUIA O MPOUCXOASILLNX B
CeTeBbIX YCTPOWCTBAX COObITHSX.

TLS (Transport Layer KpvnTorpaduyeckmii TpaHCNOPTHbI NPOTOKOS, KOTOPbIN obecrneynsaet
Security) 3alULLEHHY0 NepeaaYy OaHHbIX.

UDP (User Datagram TpaHCNOopTHbLIM NPOTOKOS, KOTOPbIN NepeaaeT AaHHble 6e3 NpeaBapUTENbHON
Protocol) opraHuM3aLLumM HaeXxHoro KaHarna cBAa3u.

VQT OcHoBHble cBoWCTBa curHana cornacHo ctraHgapty OPC: Value (3HayeHue),

Quality (kavecTB0), Timestamp (MeTka BpemeHn).

CMUCOK TEPMUHOB 1 COKPALLEHUI
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