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1. O npopykre

SePlatform.Security - noncuctema 6e3onacHocTy, No3BonstoLLas:
> pasrpaHu4MBaTb BO3MOXHOCTY NMOMb30BaTeseil B NpoeKTax aBToMaTu3auum;
> BecTu ayauT 6e3onacHoCTY;

> KOHTPONMPOBAaTb LLEMOCTHOCTb (hansioB 1 Nanok.

Mopcuctema 6e3onacHocTn SePlatform.Security cocToUT M3 KOMMNOHEHTOB:
> LDAP-cepsep;
> areHT 6e30MnacHoCTY;

> KOHdurypatop 6€30MacHOCTH.

B kauectee LDAP-cepBepa ncnonb3yetcs nporpamma OpenLDAP. AreHT 6e3onacHoCTY NpeAcTaBnsieT cobon
cnyxby SePlatform.Security.Agent Ha OC Windows unu cepsuc seplatform.security.service Ha OC Linux. B
KayecTBe KOH(UrypaTopa MOXHO Ucnonb3oBaTh nporpammy SecurityConfigurator, noctaBnsemyto BmecTte ¢
ancTtpubytneom SePlatform.Security, nu6o SePlatform.HMI.SecurityConfigurator. HazHaueHue, HacTpoiika u
MCMOnb30BaHMe Kaxa0ro KOMMOHEeHTa NoAPO6HO OnucaHbl B OTAENbHBIX pasfenax pykoBoACTBa.

Ha prcyHke nokasaHbl npumepbl B3aumogenctems komnoHeHToB SePlatform.Security. Ha cxeme cnesa onvcaH
npoLLecc HaCTPONKM noacucTeMbl 6e3onacHOCTM agMuUHUCTpPaTopoM (waru 1-3), Ha cxeme crnpaBa - npoLecc

perucTpaLmm nonb3oBaTtens B nogcucteme (waru 4-8).

AQMUHMCTPaTOp

__________ —_ - — ———— e - —
|/ SePlatform.Security \| [ SePlatform.Security \|
| ® | | |
I | | |
I LDAP | | LDAP I
| cepeep Security | | cepeep Security I
Cenfigurator Configurator

| ry | | y &

@ ® |® |
| ® | I G @ |
| | | : |
| [ AredT SePlatform Security ] | | AreHT SePlatform.Security ] |
| | | |
| (3) | | 6] () |
N —— —_——————— / N — v

[ v
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Eﬂ E{I ED @ SePlatform. | _@ @
== ey HMILTrends =
HnactepHoe paBodyee mecTo KnacTepHoe pabouse mecTo
MNonwzoBaTens 'jl
(onepatop,

OWCNETYED M MP.) 7~

1. ABMuUHKCTpaTOp, Ucrnonb3ysa KoHdurypatop 6esonacHocTu (Nporpammy SecurityConfigurator), coznaet
KOHu1rypaumio nogcuctemMbl 6e3onacHocTy. MNpeanonoxum, co3faeT yYeTHYH0 3an1cb Nonb30BaTens,
Ha3Ha4aeT eMy rnpaea, 1 06 beguHAET Heckonbko APM B knacTtepHoe paboyee MecTo.

2. 31y nHcbopmaumo nonyyaet AreHT SePlatform.Security.
3. AreHT SePlatform.Security coxpaHsieT nony4eHHyto nHdopmaumo Ha LDAP-cepsepe.

1.OMNPOAOYKTE
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4. Mpegnonoxum, nonb3oBaTerb, YbsA y4ETHAsA 3anvcb CO3,aHa aAMUHUCTPATOpoM, coburpaeTcs
Bocrnonb3oBaTbea nporpammoit SePlatform.HMI. Trends, yctaHoBrneHHol Ha ogHom 13 APM knacTepHoro
pabouyero mecta. SePlatform.HMI.Trends ncnonbayet cepsuc 6e3onacHocTu. MoaTomMy nonb3oBaTenb
OOINXEH 3aperncTpupoBaTbCa B nogcucteme 6e3onacHocTH. [nsa 3Toro oH BBOAUT CBOM YUETHbIE AA@HHbIE B OKHE
peructpauumn SePlatform.HMI. Trends.

5. SePlatform.HMI.Trends nepenaet BBeieHHbIE yYETHbIE faHHbIE areHTy 6€30MacHOCTHU.
6. AreHT SePlatform.Security cpaBHMBaeT BBegeHHble AaHHble ¢ nHdopmaumen Ha LDAP-cepsepe.

7. Ecnu BBeeHHbIe iaHHbIe BEPHbI, CEPBEP NPeoCTaBnseT areHTy 6e3onacHoCT MHAOpMaLLMIo O NpaBax
nonb30BaTersi, Ha3HauYeHHbIX eMy agMuUHUCTpaTopoM Ha ware 1. AreHT SePlatform.Security 3anomuHaet
Nonb30BaTens Kak TEKYLLEro.

8. AreHT SePlatform.Security npegoctaBnsaet nHdopmaLmio o nonb3oBaTene BCEM NporpaMmmMmam,
ucnonb3yoLmm cepeurc 6e3onacHocTu, Ha Bcex APM knacTtepHoro paboyero MecTa, Kyaa y nofnb3oBarterns
eCcTb AOCTYN.

1.OMNPOOYKTE
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2. YcTaHOBKa U yaaneHue

CucremHble TpeboBaHusA

CucTemHble TpeboBaHus 0bLume Ansi Bcex KOMMOHeHTOB noacuctembl SePlatform.Security.

ocC Microsoft Windows 10 Pro/11 Pro
Microsoft Windows Server 2012/2012 R2/2016/2019/2022
Astra Linux, PE OC, Ubuntu (glibc He Hnxe 2.17)
PazpagHocts OC x64
Mpoueccop Intel Celeron ¢ TakToBOW YacToTOM HE MeHee 1.6 T,

O61bem onepaTMBHON
namsTu

He MeHee 2B

O6bem guckoBom
namsaTu

He meHee 1B

CerteBou agantep

Ethernet 10/100/1000 M6wuT/c.

YcTtaHoBneHHoe MO

> SePlatform.Domain (o6ecneunBaet paboTocnoco6HOCTb HEKOTOPbIX
dYHKLMIA NoacucTeMbI)

> aHTuBUpycHoe MO
> OPC Core Components Bepcun 105.1
https://opcfoundation.org/developer-tools/samples-and-tools-classic/core-

components/
> Microsoft .NET Framework 4.5

https://www.microsoft.com/ru-ru/download/details.aspx?id=30653

Takxe npu ucnonb3osannm OC Windows TpebytoTcs:

Windows x64 > Microsoft Visual C++ 2015 (x86) Redistributable
> Microsoft Visual C++ 2015 (x64) Redistributable
https://www.microsoft.com/ru-ru/download/details.aspx?id=48145

YcTaHoBKa, yaaneHue u soccraHoBneHue ana Windows

KomnoHeHTbl nofcucTembl 6e3onacHoctn SePlatform.Security ycTaHaBnvBaoTCA €4MHOBPEMEHHO.

[nAa ycTaHOBKW, yaaneHust unu BocctaHoBneHuns SePlatform.Security 3anyctute yctaHoBOYHBIN chaiin
seplatform.security-<lng>-<arch>-<version>.msi. Cneaynre MHCTpyKLMAM MacTepa.

B HasBaHum chaiina <1ng> - 3T0 A3bIK NPOAYKTa, <arch> - Lenesas NpoLeccopHas apXuTekTypa, <version> -

BepcuA npoaykKTra.

2. YCTAHOBKAWNYOANEHUE


https://opcfoundation.org/developer-tools/samples-and-tools-classic/core-components/
https://opcfoundation.org/developer-tools/samples-and-tools-classic/core-components/
https://www.microsoft.com/ru-ru/download/details.aspx?id=30653
https://www.microsoft.com/ru-ru/download/details.aspx?id=48145
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Mpu yctaHoBke OpenLDAP 6yaeT npeanoxeHo npuaymaTtb U BBECTU Napornb agMuHncTpatopa LDAP-
cepsepa. Ecnv nponycTtutb 3T0T War, 6yaeT Ha3HayYeH CTaHAapTHbLIV Naposib «secret».

Mocne yctaHoeku AreHT SePlatform.Security dyHkumnoHupyeT B Buge cnyx6bsl Windows
SePlatform.Security.Agent.

YcTtaHoBKa U yganeHue gnsa Linux

KomnoHeHTbl nofcuctembl 6e3onacHoctn SePlatform.Security ycTaHaBnvBaoTCs no oTAeNbHOCTM.

Insa Linux SecurityConfigurator He paspaboTtaH. [1na peqakTupoBaHust KoHdurypauum Ha LDAP-cepeepe
MOXHO:
> nubo nopgkntoyaTteca kK LDAP-cepBepy, pazsepHyToMy Ha Linux, n3 SecurityConfigurator,
ycTaHoBneHHoMm Ha Windows;

> nubo ucnonb3osatb SePlatform.HMI.SecurityConfigurator. NMoapo6Hee 06 ycTaHOBKE 1
NCMONb30BaHNN 3TOIFO KOMMOHEHTa - B COOTBETCTBYHOLLEM JOKYMEHTE.

YcraHoBka n yaaneHue AreHt SePlatform.Security

Ons yctaHosku AreHT SePlatform.Security:
1. Bbl30BUTE NaKeT C KOMaHAO0M Ha YCTaHOBKY:

> Ipm-naker:

sudo rpm -i seplatform.security-<version>.<type>

> deb-naker:

sudo dpkg -i seplatform.security-<version>.<type>

Mocne yctaHoBku AreHT SePlatform.Security dyHkuuoHupyeT B BUAE cepauca
seplatform.security.service.

2. Sal'lyCTVITe cepBuUC areHta 6e30nacHoCTU:
sudo systemctl start seplatform.security

N cepBuc, obcnyxumBatoLLmii nonb3oBaTenbCckue ceccum - seplatform. security.useractivity.service.
Mpexae Yyem 3anyCcTuTb CepBUC, ero HeobxoanmMo HacTpouTb. Kak aTo caenatsb, onncaHo B pasgene 5. 3anyck

cepsucos (ana OC Linux) (cTp. 44).
MpoBepUTb COCTOAHME CEepBUCa areHTa 6€30MacHOCTM MOXHO KOMaHL, oM ([,oMXHa 6bITb aKTMBHA):

sudo systemctl status seplatform.security
3. Paspeluunte cepBucy ctaptoBatb npu 3anycke OC:

sudo systemctl enable seplatform.security

2.YCTAHOBKA W YOAITEHUE
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4. Mocne YCTaHOBKMW BbIMOTHUTE UMMNOPT HACTpPOeK MoAyJ1A MOHUTOPUHIa, Kak OnmnMcaHo HXe.

Ons ynanenust AreHT SePlatform.Security BbI30BUTE KOMaHAY Ha yaaneHue:
> rpm-naker:

sudo rpm -e seplatform.security
> deb-naker:

sudo dpkg -r seplatform.security

IMnopT HacTpoek Moayneit MOHUTOPUHIa

3Ty HaCTpOI7IKy HeO6XO,D,I/IMO BbIMNOJTHUTb A4 TOro, YyTOObI MoAay i MOHUTOPUHIa oTcriexmnsanun gnnTtenbHOCTb
ceccuin 1 6roKMpoBOK Nonb3oBaTernen.

1. MepenpuTe B nanky yctaHoBku SePlatform.Security:
cd /opt/SePlatform/SePlatform.Security
2. MNpuMeHnTe HaCTPONKKN Moay el C MOMOLLbIO KOMaHAbI:

sudo sh ./monitor.export.sh
sudo sh ./addLockTime.sh

YcraHoBka n yaaneHume OpenLDAP

YTto6bl ycTaHoBUTL OpenLDAP:
1. Ckayvante u yctaHoBute naketbl OpenLDAP, 3anycTuB KomaHay:

> Andarpm-CUCTeM:

sudo yum install openldap openldap-servers
> pnadeb-cuctem:

sudo apt install slapd ldap-utils

[lna ckaumBaHusA NaKeToB HEOHXOANMO MOAKIIOUYEHNE K MHTEPHETY.

2.YCTAHOBKA W YOAITEHUE
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B xopge ycTaHoBkM, B 3aBrucuMocTi oT OC, MoxeT ObiTb CO34aHa y4eTHasi 3anncb agMUHUCTpaTopa
OpenLDAP («admin»). Toroa 6yaeT npepnoXeHo 3aaaTh Naposib YYETHOM 3anMcu agMUHUCTpaTopa.
3apavite naponb, HAaNpUMep, «secret». ECnu yyeTHasa 3anucb He OyaeT co3faHa aBToMaTU4eCcKu, eé
Heobxoaumo 6yaeT co3paTtb BPY4HYI0, Kak onucaHo B pasgene3. LDAP-cepBep 1 ero HacTpoika (CTp.

12).

Hwxe npvBeaeH BHELLHWI BUA, OKHAa BBOAA Naporisi CO34aBaeMoi y4ETHOM 3anucu agMuHMcTpaTopa
OpenLDAP ansa Ubuntu.

| Configuring slapd
Please enter the password for the admin entry in your LDAP directory.

Administrator password:

2. 3anycTtute cepsuc OpenLDAP Service:
sudo systemctl start slapd

MpoBepuTb COCTOSAHME CEPBMCA MOXHO KOMaHAOM (A,0MXHa ObiTb aKTUBHA):
sudo systemctl status slapd

3. Pa3pelunte cepBucy ctaptoBaTb npu 3anycke OC:
sudo systemctl enable slapd

4. Paspewute 3anpockl k gemoHy LDAP-cepBepa Yepe3 6paHamayap:

> Andarpm-CUCTeM:
sudo firewall-cmd --add-service=ldap
> Aanadeb-cuctem:

sudo ufw allow ldap

BAXHO

[Mocne ycTtaHoBKM nepenanTe K HacTponke LDAP-cepsepa.

Y106kl yaanute OpenLDAP, BbI30BUTE KOMaHAY Ha yaarneHue:

sudo apt-get purge slapd ldap-utils

Ota komaHpa yaanut OpenLDAP, Ho ero HacTpoiku 1 pe3epBHble Konun 6a3 ocTaHyTcs. YTobbl yaanutb ux,
BbIMONMHWUTE KOMaHAbI:

2. YCTAHOBKAWNYOANEHUE
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sudo rm -rf /etc/ldap/slapd.d/*
sudo rm -rf /var/lib/ldap/*
sudo rm -rf /var/backups/*

2. YCTAHOBKAWNYOANEHUE

11
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3. LDAP-cepBep 1 ero Hactpomka

NOOCUCTEMA SEPLATFORM.SECURITY. PYKOBOACTBO AODMUHNCTPATOPA

MopcucTtema 6e3onacHocTn SePlatform.Security nocTpoeHa Ha NPOTOKoe AOCTYMNA K ONMCaHHbIM KaTanoram -
LDAP. MoppobHee o npotokone LDAP moxHo npountath Mo ccbiike. LDAP-cepBep - 3T0 XpaHunuLle Katanoros
LDAP. KaTtanoru npenHasHayeHbl A5t XpaHeHus 3anvcei 06:

> YYEeTHbIX 3anucax nornb3oBaTene;

rpynnax nonb3oBarene;

vV V V

p360‘-II/IX MecCTax U CTaHUunAX.

Katanor nmeert sug, nepesa: KOpHeBOl7| y3€en coaepXxwut 3arnncu, Kotopbie MoryT ObITb O6'beﬂ,l/IHeHbI B nankwu.

npaBax n npunoXxeHnax, B KOTopbie obbeanHsaTCA npasa;

—— LDAP-cepeep
Katanor
(kopHeBan
E nanKa)
Manka
i S — | (yueTHBIE
H 3aMHCKH)
[ —
|
H \\k
! S
N e
'l.\ ———
N
HH““'---___ Manka
(rpynne)
R
K“‘m

1, L)

1, ()

B kauectBe LDAP-cepsepa SePlatform.Security ucnoneayet npogykt OpenLDAP.

PenakTupoBaHue kKoHury paumm Ha LDAP-cepBepe Toxe BbIMOMHAETCA No-pa3Homy. Ytobbl co3nate unm

Janmce o
noAb30Ba TENe

3anuce o
nonb3oBaTene

Januce
o rpynne

3anmce o
rpynne

penakTupoBaTb KOHUrypaLmio, Hy>XHO nogkniountsca kK LDAP-cepsepy:

> Ha Windows ans aToro MoxHo ucnonb3osatk 1 SecurityConfigurator, n

SePlatform.HMI.SecurityConfigurator;
> Ha Linux MOXHO:

> nubo ucnonb3osatb SePlatform.HMI.SecurityConfigurator;

> nwubo nogkntountbes K OpenLDAP, ycTtaHoBneHHoMY Ha Linux, n3

SecurityConfigurator, ycraHoBnenHom Ha Windows. Mpouecc nogkntoveHus onvcat B 6. 1. Moakntoyenve

K LDAP-cepBepy 13 SecurityConfigurator (cTp. 47).

3.1. Ona nonb3oBaTteneun Windows

HacTpoiika OpenLDAP 3auyacTyto He TpebyeTcs.

3. LDAP-CEPBEP V1 EFO HACTPOVKA
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LDAP-cepBep MoxHO pe3epBupoBaTth. Pe3epsBupoBaHue (pennukauusa) LDAP-cepsepa nozsonget
CUHXPOHM3MPOBAaTL KOHpUry paumm Asyx n 6onee cepepoB. Pe3epBrpoBaHMe MOXET ObiTb:

> oAHOHanpaBfeHHbIM - B 3TOM Cllyyae KOHUrypaumsa 0gHOro cepeepa (NocTaBLuuKa) TUpaxupyeTca Ha
Apyrvie cepsepa (MpUueMHUKN);

> pasHOHaMpPaBfeHHbIM - B 3TOM CITy4Yae CUHXPOHM3UPYHOTCSt KOHPUIy paLyum HECKOSbKMX CEpBEPOB.

BAXHO

Mpexae Yem NeperT K HaCTPOMKE pe3epBUpPOBaHnA, coxpaHuTe 6akan KoHdurypaumm n B[,
pe3epBupyemMbIx cepBepoB. [na 3Toro ckonupynte Kyaa-nubo dannbl data.mdb 1 lock.mdb,
pacnosfioxeHHble B nanke C: \Program Files\OpenlLDAP\data. B cnyyae owmboKk pe3epBuMpoBaHus
BOCCTaHoBWTE 63Kan, 3aMeHNB COAEPXMMOE Narnku CKoONMpoBaHHbLIMYK paHee dannamu.

3.1.1. OpgHoHanpaBneHHoe pe3epBUpoBaHue

YTtobbl HACTPOUTL O HOHAMNpPaBEHHOE Pe3epBMPOBaHUE:
1. Onpepenute, kakoi u3 LDAP-cepBepoB 6yAeT NOCTaBLUMKOM, a Kakue - MPUEMHMKaMM.
2. HacTpovite cepBep-NoCTaBLUMK:

2.1. MNMepengute K cany koHpurypaumm OpenLDAP slapd. conf, pacnonoxeHHOMY B nanke
C:\ProgramData\OpenLDAP\openldap KOMNblOTEPA, rAe yCTaHOBIEH CEPBEP-NOCTaBLLMK.
PackoMMeHTUpYyTEe KOHCTPYKLMIO Syncprov:

#overlay syncprov
#syncprov-checkpoint 100 10
#syncprov-sessionlog 100
#index entryCSN eq

#index entryUUID eq

2.2. MNepesanyctute cnyx6y OpenLDAP Service.

3. LDAP-CEPBEP M EFTO HACTPOMKA
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3. HacTpolite cepepa-npMeMHUKu:

OnucaHHble HXe AeNCTBUA BbIMOMHUTE Ha KaXaoM U3 cepBepoB-NpUeMHMNKOB.

3.1. Nepenaunte K danny koHpurypauum OpenLDAP slapd.conf, pacnonoxeHHOMY B nanke
C:\ProgramData\OpenLDAP\openldap KOMNblOTEPA, rAe yCTaHOBIEH CEPBEP-NPUEMHUK.
PackoMMeHTUpynTe KOHCTpYKLUUIO syncrepl:

#tsyncrepl rid=1
provider=ldap://172.16.13.167:389
type=refreshAndPersist
retry="60 10 300 +"
searchbase="dc=maxcrc,dc=com"
filter="(objectClass=*)"
scope=sub

attrs="*,+"
schemachecking=off
bindmethod=simple
sizelimit=2147483648
timelimit=2147483648
#updateref ldap://172.16.13.167:389

H OH OH OHF HF OH OH OF OH O H

3.2. Ykaxwurte |IP-agpec 1 nopT cepBepa-nocTaBLimKa B 3Ha4YeHMAX NapamMmeTpoB provider n updateref BMecTo
3HaYeHUs N0 YMOMYaHWIO «172.16.13.167:389».

3.3. NepezanycTute crnyx6y OpenLDAP Service.
3.4. lNoBTOpUTE ONUCaHHbIE B MYHKTE AENCTBUA Ha BCEX CepBepax-NpuemMHmnKax.
4. Hactpoiite AreHT SePlatform.Security:

4.1. Nepengute K chbanny KoHpurypauum seplatform.security.agent.xml, pacnonoxeHHOMY B
C:\Program Files\SePlatform\SePlatform.Security unmC:\Program Files
(x86)\SePlatform\SePlatform.Security. Bnoxure B anemMeHT <LdapHost s> 9N1EMEHTbI
<LDAPServer> c |IP-agpecamu n nopramu Bcex NogYnMHEHHbIX CEPBEpOB:

<LdapHosts>
<LDAPServer Address="127.0.0.1" Port="389"/>
<LDAPServer Address="199.99.99.111" Port="389"/>
<LDAPServer Address="172.16.13.167" Port="389"/>
</LdapHosts>

4.2. NMepe3anyctute cnyxby SePlatform.Security.Agent.

3.1.2. PasHoHanpaBneHHOe pe3epBMpoBaHue

Mpexae Yem nepenTn K HaCTpoKkam pe3epBMPOBaHUS:
1. OTKNOUYUTE BCE BO3MOXHbIE pennukalum 6a3 n cepepos.
2. Y6eputecb, 4TO copepxmmoe 6a3 pe3epBrpyeMbIX CEPBEPOB NAEHTUYHO.
3. OcTtaHoBUTE BCe NporpaMmMbl, B3aMmogencTeytowme c cepsepamu OpenLDAP.

4. Y6enuTtecb, 4TO CUCTEMHOE BPEMS PE3EPBUPYEMbIX CEPBEPOB OAMHAKOBOE, MHaYe CUHXPOHU3ALMS
U3MeHeHUin byaeT paboTaTb B OQHY CTOPOHY.

3. LDAP-CEPBEP M EFTO HACTPOMKA
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5. Ha BpeMsi HacTpokn pe3epBMpOBaHMsi OQHOI0 U3 CEPBEPOB OCTAHOBUTE OCTasbHbIE pE3EPBMPYEMbIE
cepsepa OpenLDAP.

OnucaHHble HXe 0eNCTBUA BbIMNOMHUTE Ha KaxaoM n3 pe3epBrpyemMbliX CepBepoB.

YTtobbl HaCTpPOUTb pa3HOHanpaBlieHHOe pe3epBnpoBaHue:

1. N3menute chann koHdurypauum OpenLDAP slapd.conf, pacrnonoXeHHbI B Nanke
C:\ProgramData\OpenLDAP\openldap, criegytowum o6pasom:

1.1. Mepep onpegenexnem 6a3bl 40OaBbTE YHUKaNbHbIA MOEHTUMKATOP CepBepa:
HHHHHH S R
# mdb database definitions

HEHHEHHH AR R R

ServerID 001

database mdb
suffix "dc=maxcrc,dc=com"
rootdn "cn=Manager,dc=maxcrc,dc=com"

ServerlD fonxeH 6bITb YHUKaNbHbIM L1151 KaXA0ro cepeepa.
1.2. PaCKOMMEHTUpYWTE BCKO KOHCTPYKLIUIO syncrepl, KpoMe nocrefHemn CTPoKK:

syncrepl rid=1
provider=ldap://172.16.13.167:389
type=refreshAndPersist
retry="60 10 300 +"
searchbase="dc=maxcrc,dc=com"
filter="(objectClass=*)"
scope=sub
attrs="*,+"
schemachecking=off
bindmethod=simple
sizelimit=2147483648
timelimit=2147483648

#updateref ldap://172.16.13.167:389

KoHcTpyKLms syncrepl onvcbiBaeT OAMH U3 pe3epBUpyeMbIX cepBepoB. [106aBbTe CTONbKO KOHCTPYKLIWiA
syncrepl, CKOJIbKO CEPBEPOB Y4acTBYIOT B pE3€PBMPOBaHNN MOMUMO TEKYLLLETO.
BHyTpu oaHoro cepeepa napaMeTpsbl rid pa3HbiX KOHCTPYKLMIA syncrepl AOMXHbI UMETb YHMKarbHble

3Ha4yeHunA.

1.3. B kaxaom KoHCTpyKLmm syncrepl ykaxute |P-agpec 1 nopt cepeepa, KOTOpbI oHa onuckiBaeT. [ng
3TOro B CTPOKE napamMeTpa provider 3aMeHUTE Mo yMOMYaHUIO «172.16.13.167 : 389» Ha HyXXHOE 3HAYEHNE.

3. LDAP-CEPBEP M EFTO HACTPOMKA
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1.4. B KoHUe (hanna fobaBbTe 3anuch:

mirrormode TRUE

overlay syncprov
syncprov-checkpoint 100 10
syncprov-sessionlog 100
index entryCSN eq

index entryUUID eq

2. Mepeszanyctute cnyx6y OpenLDAP Service.

3. [NoBTOpUTE ONMCaHHbIE BhiLLE AENCTBUA HA KaX40M U3 pe3epBupYEMbIX CEPBEPOB.

4. Hactpowte AreHT SePlatform.Security:
4.1. Nepenpgute K hanny KoHdurypauum seplatform.security.agent.xml, pacnonoxeHHOMY B
C:\Program Files\SePlatform\SePlatform.Security unmC:\Program Files

(x86)\SePlatform\SePlatform.Security. BnoxuTe B aneMeHT <LdapHosts> 3NeMeHTbI
<LDAPServer> ¢ |IP-appecamun n noptamun BCex pe3epBrpyemMbIX CEPBEPOB:

<LdapHosts>
<LDAPServer Address="127.0.0.1" Port="389"/>
<LDAPServer Address="199.99.99.111" Port="389"/>
<LDAPServer Address="172.16.13.167" Port="389"/>
</LdapHosts>

4.2. NMepe3anyctute cnyxby SePlatform.Security.Agent.

Mocne HacTpoky nocnepoBaTenbHo BKtounte Bce cepeepa OpenLDAP. MNoakntountech HanpsiMyto K kaxaon 6ase
nybennTech, YTo OLLMOOK He BO3HMKIO. [1ns NpOBEPKM BHECUTE U3MEHEHMST B KOH(UIypaLmio Ha O4HOM U3
cepBepoB. Yb6eanTtech, YTO 3TN U3MEHEHMS MOSBUITUCH U Ha [,pyTruX cepBepax.

3.2. [1nsa nonb3oBaTtenen DEB-cucrem

Ina HacTporikn LDAP-cepBepa HeobXxoaumo NocreaoBaTesibHO BbIMOMTHUTL BCE LWark, onMcaHHble B JlaHHOM
pasgene.

Bce komaHngpbl HacTpoinkn OpenLDAP Heo6X0AMMO BbINOMHATL OT MMEHM cyneprnonb3oBaTens root. [Onsa
3TOro nepep, BBOAOM KOMaHAbl HACTPOVKY BBEAUTE KOMaHAY sudo.

Co3paTb y4yeTHyto 3anucb agMuHuctpaTtopa LDAP-cepBsepa

Ecnu npn yctaHoske OpenLDAP (cTp. 10) yyeTHas 3anuck Gbina co3gaHa, v AN Hee HyXHO Oblno npuaymatb
naposb, 3TOT LLar MOXHO NPOMyCTUTb U MEPENTU K criegytoemMy nyHKTy [epemmeHoBaTb foMeH 6a3bl AaHHbIX

LDAP (ctp. 19).

1. CreHepupywTe WndpoBaHHOE 3HaYEHNE Naponsa A9 yYETHOM 3anMcy agMUHUCTPATopa C MOMOLLbIO
KOMaHAbl:

slappasswd

3. LDAP-CEPBEP M EFTO HACTPOMKA
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NMPUMEP

LncppoBaHHoe 3HaveHme nmeet Bug, {SSHA}cTpoka_crMmMBosoB.
b =

test@test-VirtualBox:~5 slappasswd
«New password:
Re-enter new password:

{SSHA}L]j/NuWoy/o/hEgMPuUoo9QHyariPZ16D
test@test-VirtualBox:~$ |}

CoxpaHuTe nosny4eHHoe 3Ha4YeHne 15 CrieayroLwyX WaroB HaCTPONKM.

3. LDAP-CEPBEP M EFTO HACTPOMKA
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2. 3atem cospante dhann ldaprootpasswd.ldif, KOTOpbIN UCNONb3yeTca Ana [o0aBneHns y4eTHOM 3anmcu

agMuHucTpaTopa B katanor LDAP:

sudo nano ldaprootpasswd.ldif

B naHHOM npumepe And co3fgaHvs 1 peaakTMpoBaHus TeKCToBbIX (pannos Ha OC Linux npegnaraercs
ucnonb3oBaTtb pegaktop NANO. KomaHaa nano No3BOMSET OTKPbITb CYLLECTBY HOLUA MU CO3A4aTb
HOBbIY (palnn ¢ ykaszaHHbIM UMeHeM. B peaynbTaTe Bbl30Ba KOMaHAbl dhain OTKpPoeTcs B

COOTBETCTBYHOLLEM peaaKkTope.

test@test-VirtualBox: Jopt
GNU nano 2.5.3 File: ldaprootpasswd.ldif Modified

dn: olcDatabase={0}config,cn=configl

¢ Get Help Write Out

W% Where Is @Y Cut Text

Wi Read File @Y Replace Wl Uncut Text

Ecnu ucnone3syete penaktop NANO, To:
> 4T0Obl COXpaHNUTb ain, HaXMuTe coveTaHne knasuww Ctrl + O;
> 4T0Obl BbINTW U3 pefaKkTopa, HaXMuTe codeTaHue knaeuw Ctrl + X;

> y4TOGbI BbI3BATb CnpaBKy, HaXMuTe co4veTaHne KriasuLl Ctrl +G.

3. LDAP-CEPBEP M EFTO HACTPOMKA
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[obaBbTe B (hann cnepyolee:

dn: olcDatabase={@}config,cn=config
changetype: modify

add: olcRootPW

olcRootPW: {SSHA}cTpoka_cumBonoB

> olcDatabase - yka3biBaeT KOHKPETHOE MM 9K3emnnspa 6a3bl AaHHbIX M 00bIYHO HAXOQUTCA B
/etc/ldap/slapd.d/cn=config;

> cn=config - ykasbIBaeT rnodanbHble NapamMeTpbl KOHUry paLmuy;
> {SSHA}ctpoka_cumBonos - LndpoBaHHOE 3HaYEHVEe Napons.

3aTeM coxpaHuTe dann, HaxaB codeTaHue knasuw Ctrl + 0, u BbINAUTE U3 pefakTopa, Haxas codeTaHve
Knasuw Ctrl + X.

3. Oob6aBbTe 3anmcb agMuHucTpatopa B LDAP komaHaoi, ykasas URI co ccbinkoin Ha LDAP-cepsep v dann,
CO3[,aHHbIN BbILLE:

sudo ldapadd -Y EXTERNAL -H ldapi:/// -f ldaprootpasswd.ldif

NMepenmeHoBaTb noMeH 6a3bl AaHHbIX LDAP

Mpu yctaHoBke OpenLDAP B kauecTBe MMeHW AOMEHA MO YMOIMYaHMIO UCMOSMb3YyeTCH 3HaYeHne «nodomainy.
3HayeHWe UMeHM JoOMeHa Mo YMonyaHuo anst komnoHeHToB SePlatform.Security - «<maxcrc. com». 3Ty HacTpoliky
065a3aTenbHO HYXXHO BbINOMHUTD.

YT100bl UISMEHUTL UMS AOMEHa, VICFIOJ'Ib3yl7ITe KOMaHAay:

sudo dpkg-reconfigure slapd

B OTKpbIBLLEMCS OKHE Ha BOMPOC He BLINOMHATL HACTpoiiKy cepBepa OpenlLDAP? OTBETbTE «No». 3anyCTuTCA
KoHcpurypatop LDAP-cepsepa. B koHdurypatope:

> B KayecTBe MMEHW JOMeHa 3aanTe CTPOKY «maxcrc.comy;

Ha3BaHWe opraHu3aLnm yKaxute npon3BosibHOE;

3aTeM yKaxure rnaposib agMuHUCTpaTopa ABaxabl;

OCTaBbTe 3HayeHne Thna nanku /var/1lib/ldap no ymonyaHuio - «mdb»;
OCTaBbTe MPOTOKOJ MO YMONYaHuIo - «1ldap.v3»;

Ha Bomnpoc YaanaTb 6a3y AaHHLIX NpyU yaaneHun slapd? oTBETbTE Tak, Kak CUMTAEeTe HYXHbIM;

vV V VvV V VvV V

Ha Bornpoc MepemecTuTb cTapyw 6a3y HAaHHbIX? OTBETbTE «fla», €CNIM eCTb dalnbl CTapon 6a3bl AaHHbIX.

3aTtem nepezanycTute cepeuc OpenLDAP Service:

sudo systemctl restart slapd

OnpepennuTtb CTPYKTYpY Katanoros Ha LDAP-cepBepe

Mocne yctaHoBku OpenLDAP cTpyKTypa KaTanoros Ha CepBepe elLe He onpefeneHa. Ty HacTPOKy 06A3aTenbHO
HY>XHO BbIMOMHUTb.

3. LDAP-CEPBEP M EFTO HACTPOMKA
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Y7066 CHOpMUPOBaTL CTPYKTYPY AaHHbIX BHYTpW KaTanoros LDAP, HyXHO NpUMeHNUTb (hairbl CXeMb.
Heobxopoumble dainbl cxembl seplatform.security.ldif ushell-ckpunt
seplatform.security.schema.export.sh yctaHaBnusatoTcs BMmecTe ¢ naketom SePlatform.Security.

1. [Ina npuMeHeHNs CXeMbl BbIMOMHUTE Cneayowme KOMaHabl:

cd /opt/SePlatform/SePlatform.Security
sudo sh ./seplatform.security.schema.export.sh

MpUMEHEHHY0 CXEMY MOXHO YBUAETH MO KOMaHAE:

sudo 1ls -la /etc/ldap/slapd.d/cn=config/cn=schema/

2. Nepe3sanycTute cepsuc OpenLDAP Service:

sudo systemctl restart slapd

3. Ina npoepkun MoxHo noakntoumteca K OpenLDAP u3 nporpammbl LdapAdmin.exe. MNpu nogkntoyeHnm
yKaxwuTe criegytoLime napameTpbl:

> Host: «127.0.0.1» (nMbo ykaxuTte HyXHblIl IP-agpec cepBepa), Port: «389», Version: «3».
Base: «dc=maxcrc,dc=com».
YcTaHoBuTe ranoyky Ha Simple authentication, octanbHbie cHUMUTE.

Account Username: «cn=admin,dc=maxcrc,dc=com».

vV V V V

Password: «secret» (NM60 yka3aHHbIn Npy yCTaHOBKE).

[ o6aBuTb WabnoH NOSIMTUKN KOHTPONA AOCTyna
Y106 bI coaepXnmMmoe KataroroB MOXxHo obino npocmarpmBaTb U peaakTnpoBaTb, HY>XXHO HACTPOWUTb MNMOJTUTUKIN

KOHTponsa goctyna. [na aToro cnegyet co3natb hann-wabroH ¢ onucanvem npas gocTtyna k OpenLDAP u
NPUMEHUTb ErO.

®daiin, co3gaBaemMblii B UHCTPYKL MK, A9 aHOHUMHbIX NOMb30BaTenen aenaet AOCTYMHbIM YTeHne, Ans
3aperncTpMpoBaHHbIX NOfIb30BaTeNen - pegakTMpPOBaHUE KaTanoros.
1. Cozpante cpann-wabnoH access. ldif co cnenywmm cogepXxaHuem:

dn: olcDatabase={1}mdb,cn=config

changetype: modify

replace: olcAccess

olcAccess: {@}to * by users write by * read

2. MNprMeHnTe co3aaHHbIi dain-wabnoH KoMaHaom:

sudo ldapadd -Y EXTERNAL -H ldapi:/// -f access.ldif

Co3paTtb katanor Ha LDAP-cepBeepe

YT06bI HAYaTb CO34aBaTh YYETHbIE 3aNUCK NoSib30BaTeNnen, 06 beANHATb UX B FPYNMbl U HAAENATL NPaBaMu, HyXHO
cospaartb katanor Ha LDAP-cepBsepe, B KOTOPOM 6yAET XpaHUTbCA co3aaBaemas KOHUry pauus.

3. LDAP-CEPBEP M EFTO HACTPOMKA
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MpoLecc co3aaHua Hosoro KaTtanora Ha LDAP-cepsepe 1 NoAKtoYeHNs K HeMy onucaH B pasgene 6.1,
Mopgkntoyenune kK LDAP-cepsepy 13 SecurityConfigurator (cTp. 47). SecurityConfigurator moxeT 6bITb yCcTaHOBMEH
Tonbko Ha Windows. O6paTtute BHUMaHWe, YTO B TaKOM criydae o6a komnbioTepa - ¢ Windows u ¢ Linux - 4onXHbI
6bITb 06beaAnHeHbI B ceTb SePlatform.Net. MNoapobHee 0 ToM, Kak 06 bEANHNUTE KOMMBKTEPbI B CETb, MOXHO
npountaTth B 6.7. OpraHusauus knactepHoro paboyero mecta (cTp. 75), unu B okymeHTe Ha SePlatform.Domain.
Ecnu BoamoxHocTu ucnonb3osatb SecurityConfigurator Ha Windows HeT, Ha APM ¢ Linux MOXHO yCTaHOBUTb
SePlatform.HMI.SecurityConfigurator. NMogpo6Hee o ToM, Kak UCMONb30BaTh 3TOT KOHOUrypaTop U co3aBaThb B
HEeM KaTanoru, YATanTe B COOTBETCTBYOLLEM [JOKYMEHTE.

3.2.1. PesepBupoBaHue LDAP-cepBepa

PesepsupoBaHue (pennukauus) LDAP-cepBepa No3BONSET CUHXPOHU3UPOBaTbL KOHbUrypaumm aAByx u 6onee
cepsepoB. Pe3epBrpoBaHMe MOXET ObITh:

> OoAHOHanpaBfeHHbLIM - B 3TOM Clly4ae KOHUrypaums ogHoro cepeepa (NocTaBLUvKa) TUpaXupyeTca Ha
apyrve cepepa (MpUeMHUKNY);

> pas3HoHarnpaBfeHHbIM - B 3TOM Clny4ae CUHXPOHU3NPYTCA KOH(bI/IpraLI,VII/I HECKOJ1IbKNX CEepPBEPOB.

3.2.1.1. OpHoHanpaBneHHoe pe3epBUpoBaHue

Mpexae Yem nepeinTn K HacTpoikam pe3epBupoBaHua:
1. Y6eauTech, 4To TUnbl 6a3 JaHHbIX BCEX CepBepoB - «mdb», C MOMOLLbI0 KOMaHAbI:

sudo slapcat -n0

Ecnu tvn B oTnnyaeTcs, To BO BCeX AanbHENWNX KOMaHaax HYy>XXHO 3aMeHUTb «mdb» Ha TeKY LM TUM

B.
2. Cpenaiite 63kan koHurypauum n b, cepsepa-nocTaBLiMKa B TEKYLLEN Nanke C NOMOLLbI KOMaHAbI:

cd /opt/SePlatform/SePlatform.Security
sudo sh ./openldap-conf-and-data-backup.sh

[ns BoccTaHoBneHus koHurypaumm n 60 OpenLDAP B cnyyae owmbok pe3epBMpoBaHUs, BbIMOHUTE
KOMaHAbl:

cd /opt/SePlatform/SePlatform.Security
sudo sh ./openldap-conf-and-data-restore.sh

3. LDAP-CEPBEP M EFTO HACTPOMKA
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YTtobbl HaCTpouTb OAHOHanpaBlieHHOE pe3epBnpoBaHnE:

1. OnpepnenuTte, kakoi 3 LDAP-cepsepoB 6yeT NOCTaBLLMKOM, a Kakue - NpueMHUKaMu.

2. HacTpoiite cepepa-npueMHUKU:;

OnucaHHble B NYyHKTE 0EencTBUA BbIMOTHUTE Ha KaxaoM n3 cepBepoB-NpUueMHUKOB.

2.1. O3HakomMbTeCh C hannom openldap-enable-syncrepl-consumer.ldif, ycTaHaBNuBaemMbiM B

coctaBe SePlatform.Security:

dn: olcDatabase={1}mdb,cn=config

changetype: modify
#tdelete: olcSyncrepl
add: olcSyncrepl
olcSyncrepl:

rid=e01

provider=ldap://192.168.56.1
binddn="cn=admin,dc=maxcrc,dc=com"

bindmethod=simple
credentials="secret"

searchbase="dc=maxcrc,dc=com"

type=refreshAndPersist
timeout=0
network-timeout=0
retry="60 +"

dn: olcDatabase={1}mdb,cn=config

changetype: modify
#tdelete: olcUpdateRef
add: olcUpdateRef

olcUpdateRef: ldap://192.168.56.1

O6paTnTe BHMMaHWe, YTO OTCTYM B KaXO0M CTPOKE BHYTPU KOHCTPYKLLUK olcSyncRepl 0653aTenbHO A0MXeH

copepxatb no ABa npobena.

2.2. \ameHuTe cnepyioLimne CTpoKu:

> «dn: olcDatabase={1}mdb,cn=config» - 3ameHuTe «mdb» Ha TekyLwmin TN B, ecnu oH

OTITN4aeTCA;

> «provider=1dap://192.168.56.1» - 3aMeHNTE 3HAYEHME MO YMOSYaHUIO «192.168.56.1» Ha

afipec cepeepa-NocTaBLUMKa AaHHbIX;

> «credentials="secret"» - ecnu MeHanu naponb agMmuHuctpatopa OpenLDAP, 3ameHnuTte

«secret» Ha aKTyalribHOE 3Ha4YeHue;

> «olcUpdateRef: ldap://192.168.56.1» - 3aMEeHUTE 3HAYEHUE MO YMOMYAHUIO «192,.168.56.1»

Ha afipec cepeepa-NocTaBLLMKa AaHHbIX.

B chaiinax . 1dif nopanok 1 Konu4ecTso NpoberioB MMEeIoT BaXHOE 3HaYeHue.

2.3. Ans npyMeHeHNs BHECEHHbIX N3MEHEHWI BbINOITHUTE KOMaHb!:

cd /opt/SePlatform/SePlatform.Security
sudo sh ./openldap-enable-syncrepl-consumer.sh

3. LDAP-CEPBEP M EFTO HACTPOMKA
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2.4. MNepesanycTute cepsuc OpenLDAP Service:

sudo systemctl restart slapd

3. HacTpoiite cepBep-nocTaBLLMK:

3.1. O3HakombTeCh C hannom openldap-enable-syncrepl-provider.1ldif, ycTaHaBnMBaeMbIM B
coctaBe SePlatform.Security:

dn: cn=module{®},cn=config
changetype: modify
add: olcModulelLoad
olcModuleload: syncprov.la

dn: olcOverlay=syncprov,olcDatabase={1}mdb,cn=config
changetype: add

objectClass: olcOverlayConfig

objectClass: olcSyncProvConfig

olcOverlay: syncprov

olcSpNoPresent: TRUE

olcSpCheckpoint: 100 10

olcSpSessionlog: 100

dn: olcDatabase={1}mdb,cn=config
changetype: modify

add: olcDbIndex

olcDbIndex: entryCSN eq

add: olcDbIndex
olcDbIndex: entryUUID eq

3.2. 3ameHuTe «mdb» Ha TekyLwwmn Tun B[, ecnu oH oTNMYaeTcs, B CTPOKax:
> «dn: olcOverlay=syncprov,olcDatabase={1}mdb,cn=config»
> «dn: olcDatabase={1}mdb,cn=config»

3.3. Onsa npyuMeHeHns BHECEHHbIX U3MEHEHWIN BbIMONTHUTE KOMaHAbI:

cd /opt/SePlatform/SePlatform.Security
sudo sh ./openldap-enable-syncrepl-provider.sh

3.4. MepezanyctuTe cepuc OpenLDAP Service:

sudo systemctl restart slapd

3. LDAP-CEPBEP M EFTO HACTPOMKA
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4. Hactpoiite AreHT SePlatform.Security:

4.1. NMepengute K banny KoHpurypauum seplatform.security.agent.xml, pacnosoXxXeHHOMY B
/opt/SePlatform/SePlatform.Security. [lo6aBbTe B CEKLMIO 3NeMeHTa <LdapHosts> CTpoku ¢ IP-
appecamu 1 NopTamMum BCEX pe3EPBUPYEMbIX CEPBEPOB:

<LdapHosts>
<LDAPServer Address="127.0.0.1" Port="389"/>
<LDAPServer Address="172.16.13.167" Port="389"/>
</LdapHosts>

B paHHOM npumepe:
> «127.0.0.1» - agpec NoKanbHOro cepaepa (MoCTaBLUUKA);

> «172.16.13.167» - IpUMep agpeca cepaepa-NpueMHuKa (yKaxumte HyXHbl agpec).
4.2. Nepe3anycTute cepsBuc:

sudo systemctl restart seplatform.security.service

3.2.1.2. Pa3HoHanpaBneHHoe pe3epB1MpoBaHue

I'Ipexp,e 4yem nepe|71TV| K HaCTDOIZKaM pe3epBnpoBaHNA:

1. Y6eautech, 4To TUMbl 6a3 AaHHbIX BCEX CepBepoB - «mdb», C MOMOLLbIO KOMaHAbI:

sudo slapcat -n0

Ecnu tvn B[] oTnnyaeTcs, To BO BCeX AanbHENNX KOMaHaax HY>XXHO 3aMeHUTb «mdb» Ha TEKYLLMIA TUM

BA.

2. OTKNo4nTE BCE BO3MOXHbIE pennukaLum 6as n cepsepos.
3. Y6enutecsb, 4To cogepxumoe 6a3 peseparpyemMblx CEpBepoB UOEHTUYHO.

4. Cpenaiite 63Kan KOHGWry paLum ¢ MOMOLLbIO KOMaHAbI:

cd /opt/SePlatform/SePlatform.Security
sudo sh ./openldap-conf-and-data-backup.sh

Ins BoccTaHoeneHust kKoHdurypaumm n 6 OpenLDAP B cnyyae olimMb0oK pe3epBMpoBaHUst, BbINOHUTE
KOMaHzbl:

cd /opt/SePlatform/SePlatform.Security
sudo sh ./openldap-conf-and-data-restore.sh

5. OcTaHoBUTE BCe NporpamMmmbl, B3anmopencTayoLume ¢ cepsepamu OpenLDAP.

6. Y6enntech, YTO CUCTEMHOE BPeMS pe3epBUPYEMbIX CEPBEPOB OANHAKOBOE, MHAYe CUHXPOHM3aLus
n3MeHeHUin 6yaeT paboTaTb B OHY CTOPOHY.

7. Ha BpeMsi HacTpoikiy pe3epBrUpoBaHNs OQHOMO U3 CEPBEPOB OCTAHOBUTE OCTalbHblE pe3epPBUPYEMbIE
cepsepa OpenLDAP.

3. LDAP-CEPBEP M EFTO HACTPOMKA
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YTtobbl HaCTpPOUTb pa3HOHanpaBJieHHOe pe3epBnpoBaHue:

1. Ha nto6om 13 pesepBupyeMbix cepBepoB cosfalite daiin KoHdurypauum openldap-enable-syncrepl-
multiprovider-server.ldif cocneaywLwmm cogepXxaHueMm:

#HHH S S R

# Check/modify database type (bdb/hdb/mbd/...), server ID (unique number),
# address of provider, binddn, credentials, searchbase.

HHHH R

dn: cn=module,cn=config
objectClass: olcModulelList
cn: module

olcModulePath: /usr/lib/ldap
olcModuleload: syncprov.la

HHEEHR R R R R R

dn: olcOverlay=syncprov,olcDatabase={1}mdb,cn=config
objectClass: olcOverlayConfig

objectClass: olcSyncProvConfig

olcOverlay: syncprov

olcSpSessionLog: 100

HHEEFRH R R R R R

dn: cn=config
changetype: modify
replace: olcServerID
olcServerID: 1

dn: olcDatabase={1}mdb,cn=config

changetype: modify

add: olcSyncRepl

olcSyncRepl:
rid=e01
provider=ldap://192.168.56.102:389
bindmethod=simple
binddn="cn=admin,dc=maxcrc,dc=com"
credentials="secret"
searchbase="dc=maxcrc,dc=com"
scope=sub
schemachecking=on
type=refreshAndPersist
retry="30 5 300 3"
interval=00:00:05:00

olcSyncRepl:
rid=002
provider=ldap://192.168.57.102:389
bindmethod=simple
binddn="cn=admin,dc=maxcrc,dc=com"
credentials="secret"
searchbase="dc=maxcrc,dc=com"

3. LDAP-CEPBEP M EFTO HACTPOMKA
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scope=sub
schemachecking=on
type=refreshAndPersist
retry="30 5 300 3"
interval=00:00:05:00

add: olcMirrorMode
olcMirrorMode: TRUE

dn: olcOverlay=syncprov,olcDatabase={1}mdb,cn=config
changetype: add

objectClass: olcOverlayConfig

objectClass: olcSyncProvConfig

olcOverlay: syncprov

O6paTtute BHUMaHUE, YTO OTCTYN B KaXA0M CTPOKE BHY TPK KOHCTPYKL MK olcSyncRepl o6s13aTenbHO A0nXeH
copepxaTtb no Aea npobena.

2. 'ameHuTe dhain KoHdurypaumm crnegyowmm obpasom:
2.1. B cTpoke olcServerlD: 1 npugymaiTe u ykaxute ngeHtucrkaTop cepeepa;

olcServerlD gonxeH 6bITb YHUKaNbHbIM NS KaX[40ro pe3epempyemoro cepseepa.

2.2. 3ameHunTe «mdb» Ha TeKywui Tun B, ecnu oH oTnnyaertcs, B CTPOKax:
> «dn: olcDatabase={1}mdb,cn=config»
> «dn: olcOverlay=syncprov,olcDatabase={1}mdb,cn=config»

2.3. Jo6aBbTe CTONbKO KOHCTPYKLIMi olcSyncRepl, CKOMbKO CepBepoB y4acTBYIOT B pe3epBUpoBaHnm
NoMUMO TekyLLero. Kaxpaaa KoHCTpyKUua olcSyncRepl onucbiBaeT oguvH U3 pe3epBupyeMbliX CEPBEpOB.

BHyTpy ofHOro cepeepa napameTpsl rid pa3HbiX KOHCTPYKLUIA olcSyncRepl fonXHbI UMeTb
YHUKarnbHble 3HaYeHNs.

2.4. B kaxgon KoHCTpyKLum olcSyncRepl ykaxute IP-agpec 1 nopT cepBepa, KOTOpbI OHa ONUCLIBAET, B
CTpoKe napameTpa provider.

3. [Ina npuMeHeHNst BHECEHHbIX N3MEHEHWUI BbIMNOSTHUTE KOMaHAY:

sudo ldapadd -Y EXTERNAL -H ldapi:/// -f openldap-enable-syncrepl-
multiprovider-server.ldif

4. Nepe3anycTute cepsep:

sudo systemctl restart slapd

5. |_|OBTOpI/ITe BCE ONMUCaHHble OENCTBUA Ha KaXaoM 13 pe3epBrpyemMbiX CepBepoB.

3. LDAP-CEPBEP M EFTO HACTPOMKA
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6. HacTpoiite AreHT SePlatform.Security:

6.1. MNMepengute K panny KoHdurypaumm seplatform.security.agent.xml, pacnosnoXeHHOMY B
/opt/SePlatform/SePlatform.Security. [lo6aBbTe B CEKLMIO 3NeMeHTa <LdapHosts> CTpoku ¢ IP-
appecamu 1 NopTamMum BCEX pe3EPBUPYEMbIX CEPBEPOB:

<LdapHosts>
<LDAPServer Address="127.0.0.1" Port="389"/>

<LDAPServer Address="172.16.13.167" Port="389"/>
</LdapHosts>

B paHHOM npumepe:

> «127.0.0.1» - agpec NoKanbHOro cepaepa (MoCTaBLUUKA);

> «172.16.13.167» - NPMMEP afpeca cepBepa-NpMeMHuKa (yKaxuTe HyXHbI afpec).
6.2. NepezanycTuTe cepauc:

sudo systemctl restart seplatform.security.service

Mocne HacTpolikK nocnenoBaTenbHO BKtounTe Bee cepBepa OpenLDAP. MNoakniouuteck HanpsMyto K Kaxaon 6ase
ny6eputech, 4TO OLWMBOK He BO3HMKIO. [1nsi NPOBEPKMN BHECUTE U3MEHEHUST B KOH(OUIY paL Mo Ha O4HOM U3
cepBepoB. Yb6eanTtech, YTo 3TN NU3MEHEHWS MOSIBUSTUCH U HA [,pyTrMX cepBepax.

3.3. [Ina nonb3oBateneit RPM-cucrem

Bce komangpbl HacTpoinkn OpenLDAP Heo6X0AMMO BbINOMHATL OT MMEHM Cyneprnonb3oBaTens root. [ns
3TOro nepepg, BBOAOM KOMaHAbl HACTPOVKM BBEAUTE KOMaHAY sudo.

MpenBapuTenbHO:
1. YcTaHOBWTE KITMEHTCKOE NPUITOXEHNEe, HE0OXoANMOe ANSA A0CTYNa U u3MeHeHus kaTtanoros OpenLDAP.
sudo yum install openldap-clients
2. MNpoeepbTe uMs 1 TMN 6a3bl AaHHbIX (hdb, mdb, 1 T.n.) ¢ nOMoLB0 KOMaHAab!:
sudo slapcat -n0
Mpumep NCKOMOro 3HaveHust: «dn: olcDatabase={2}mdb,cn=config». Ecnun 6a3a nmeeT Tvn, OTNMWYHbIN OT
«{2}mdb», BO BCex hainax, co3gaBaeMblX U NPUMEHAEMbIX B UHCTPYKLMM HUXE, CreayeT YKa3biBaTb

NpaBUIbHbIN TUM 6a3bI.

Cospalite y4eTHyto 3anmcb agMuHucTpaTopa LDAP-cepsepa.

1. CreHepupywTe WndpoBaHHOE 3HaYeHNe Naponsa A8 yYETHOM 3an1Mcy agMUHUCTPATopa C MOMOLLbHO
KOMaHAbl:

slappasswd

LLncppoBaHHoe 3HauveHne nmeet Bug, {SSHA}cTpoka_cumeonos. CoxpaHuTe MofyyYeHHOe 3Ha4YeHne ans
cnenyLLmX LWaroB HaCTPOMKM.
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2. 3atem B narnke /opt/SePlatform co3pante pann-cxemy LDIF config.1dif, KOTopbI ncnonb3yerca ong
nob6aBneHnsa y4eTHON 3anucu agMuHucTpaTopa B katanor LDAP:

sudo nano config.ldif

B naHHOM npumepe And co3fgaHvs 1 peaakTMpoBaHus TeKCToBbIX (pannos Ha OC Linux npegnaraercs
ucnonb3oBaTtb pegaktop NANO. KomaHaa nano No3BOMSET OTKPbITb CYLLECTBY HOLUA MU CO3A4aTb
HOBbIY (palnn ¢ ykaszaHHbIM UMeHeM. B peaynbTaTe Bbl30Ba KOMaHAbl dhain OTKpPoeTcs B
COOTBETCTBYIOLLIEM pefakTope.

Ecnu nucnonbayete pegaktop NANO, T0:
> 4T0ObI COXpaHuTb dain, HaxXMuTe codeTaHme knasui Ctrl + O;
> 4TOObI BLINTU U3 peAaKTopa, HAXMUTE codeTaHue Knaeuw Ctrl + X;

> yT0Obl BbI3BATb CMPaBKY, HAXMUTE COMEeTaHue Knasuw Ctrl + G.
[o6aBbTe B chann cnegyouee:

dn: olcDatabase={@}config,cn=config
changetype: modify

add: olcRootPW

0lcRootPW: {SSHA}cTpoka_cumBONOB

> olcDatabase - yka3biBaeT KOHKPETHOE MMS 3K3emniApa 6a3bl faHHbIX M 0ObIYHO HAXOAUTCA B
/etc/ldap/slapd.d/cn=config;

> cn=config - ykasbiBaeT rnobanbHble NapaMeTpbl KOHpUry paLmy;
> {SSHA}cTpoka_cumBonoB - LW poBaHHOE 3Ha4YEHe Naponsa agMuHUcTpaTopa.

3aTtem coxpaHuTe hain, HaxaB codeTaHue Knasuw Ctrl + 0, 1 BbInaNTe U3 pefakTopa, Haxas coYeTaHne
Knasuw Ctrl + X.

3. JobaBbTe 3anuck agmuHucTpaTtopa B LDAP komaHngon, ykaszas URI co cceinkon Ha LDAP-cepsep 1 dhann,
CO3[aHHbIN BbILLE:

sudo ldapadd -Y EXTERNAL -H ldapi:/// -f config.ldif

B Clny4dae ycneuwlHoro 3asepLiueHua onepauum 0nXHO NoAaBUTbCA creaytouiee coobLeHue:

YT06bI COAEPXMMOE KaTanoroB MOXHO ObIN0 NPOCMaTpMBaTh U PeAaKTUPOBaTh, HYXXHO HAaCTPOWUTL NOSIUTUKK
KOHTponsa gocTyna. [nsa atoro cnegyet co3natb hann-wabroH ¢ onucanvem npas gocTtyna k OpenLDAP u
NPUMEHUTb ErO.

®dann, co3gaBaembiii B WMHCTPYKLMKN, 4NA aHOHUMHbIX nonb3oBarenen genaet OOCTYIMHbIM YTEeHue, And
3aperncTpupoBaHHbIX Mo b3oBaTerneu - penakTupoBaHMe KaTanoros.
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1. Cozpante chann-wabnoH access.ldif co cnenyowmm cogepxXaHueMm:
dn: olcDatabase={2}mdb,cn=config
changetype: modify

replace: olcAccess
olcAccess: {@}to * by users write by * read

2. MNMpumeHnTe co3aaHHbIN parn-wabioH KOMaHAoM:

sudo ldapadd -Y EXTERNAL -H ldapi:/// -f access.ldif

B Cly4ae ycnewHoro 3asepLieHna onepauun A0r>XHO NoABUTbCA clieaytollee coobuleHue;

[na cneaytoLen HaCTPOMKK CHoBa NoTpebyeTca co3aaTh ann-cxemy 1 NPUMMeEHUTb ero.
1. Cozpaite cbann db. 1dif.

sudo nano db.ldif
2. [JobaBbTe B (hanin cneaytoLlee:

dn: olcDatabase={2}mdb,cn=config
changetype: modify

replace: olcSuffix

olcSuffix: dc=maxcrc,dc=com

dn: olcDatabase={2}mdb,cn=config
changetype: modify

replace: olcRootDN

0lcRootDN: cn=admin,dc=maxcrc,dc=com

dn: olcDatabase={2}mdb,cn=config
changetype: modify

add: olcRootPW

0lcRootPW: {SSHA}cTpoka_cumBONOB

roe {SSHA}cTpoka_cvMBOIIOB - LUM(pOBAHHOE 3HAaYEHUE Naponsa agMuUHMCTpaTopa.

3. MNMpumenuTe cospaHHbInN haiin KoMaHL4ou:

sudo ldapadd -Y EXTERNAL -H ldapi:/// -f db.ldif

B Cly4ae ycneuwiHoro 3asepLueHua onepauum O,05XHO NoAaBUTbCA creaytouiee coobLleHue:;

3. LDAP-CEPBEP M EFTO HACTPOMKA
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Tenepb He0b6X0[MMO NPUMEHUTL hannbl-cxembl, nocTaensowmecs Bmecte ¢ OpenLDAP.

1. Mepengute K nanke, roe xpaHAaTcs annol.

cd /etc/openldap/schema/

2. 3atem npuMeHnTe CpaVIJ'I bl-CXEMbIl B TOM NopAaaKe, B KOTOPOM OHM NepeYvncrieHbl HUXe.

sudo ldapadd -Q -Y EXTERNAL -H ldapi:/// -f collective.ldif
sudo ldapadd -Q -Y EXTERNAL -H ldapi:/// -f corba.ldif

sudo ldapadd -Q -Y EXTERNAL -H ldapi:/// -f cosine.ldif
sudo ldapadd -Q -Y EXTERNAL -H ldapi:/// -f duaconf.ldif
sudo ldapadd -Q -Y EXTERNAL -H ldapi:/// -f dyngroup.ldif
sudo ldapadd -Q -Y EXTERNAL -H ldapi:/// -f inetorgperson.ldif
sudo ldapadd -Q -Y EXTERNAL -H ldapi:/// -f java.ldif

sudo ldapadd -Q -Y EXTERNAL -H ldapi:/// -f misc.ldif

sudo ldapadd -Q -Y EXTERNAL -H ldapi:/// -f nis.ldif

sudo ldapadd -Q -Y EXTERNAL -H ldapi:/// -f openldap.ldif
sudo ldapadd -Q -Y EXTERNAL -H ldapi:/// -f pmi.ldif

sudo ldapadd -Q -Y EXTERNAL -H ldapi:/// -f ppolicy.ldif

Mocne BbINOMHEHWS KaxX A0/ KoMaHAbl A0XHO NOSBNSATLCHA coobLeHne 06 ycnewHomMm npuMmeHeHnn CXxemMbl:

[anee HeobxoAMMO NPUMEHNUTL CXEMY, MOCTaBNsAeMYo BMecTe ¢ AuctpubyTtusom SePlatform.Security.
1. BepHuTech B kaTanor areHTa 6e3onacHocTw.

cd /opt/SePlatform/SePlatform.Security
2. MpumennTe 3gecb ann-cxemy seplatform.security.

sudo ldapadd -Q -Y EXTERNAL -H ldapi:/// -f seplatform.security.ldif

Tenepb HeobXx0pQMMO CO34aTb U NPUMEHUTL hann-cxemy, roe 6yaeT yKasaH Tak Ha3blBaeMbI JOMEH, B KOTOPOM
YHKLMOHMPYET areHT 6e30MacHoOCTy.

1. MNepenaunte K KaTanory Ha ypoBeHb BblLLE.
cd /opt/SePlatform

2. Cospavite hamn-cxemy empty.ldif.
sudo nano empty.ldif

3. JobaBbTe B thain cneaytoLlee:
dn: dc=maxcrc,dc=com
objectClass: domain

objectClass: top
dc: maxcrc

3. LDAP-CEPBEP M EFTO HACTPOMKA
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4. MNpumeHuTe co3aaHHbIn darin KoMaH4oM:

sudo ldapadd -Y EXTERNAL -H ldapi:/// -f empty.ldif

Tenepb cepBep OpenLDAP HacTpoeH. YTo6bl HayaTb co3a4aBaTh YYETHbIE 3anncK Nnosib3oBaTtenen, 06 beanHATbL UX B
rpynnbl U HAAENATL NPaBaMu, HyXXHO co3aaTh kaTtanor Ha LDAP-cepBepe, B KOTOPOM 6yAET XpaHUTbCS
co3faBaemMasi KoHGUry pauus.

Mpouecc co3aaHua Hosoro KaTtanora Ha LDAP-cepeepe 1 nofkntioveHns K HeMy onuncaH B pasgene 6.1,
Mopgkntoyenne k LDAP-cepBepy 13 SecurityConfigurator (cTp. 47). SecurityConfigurator moxet 6bITb ycTaHOBNEH
Tonbko Ha Windows. ObpaTtute BHUMaHWe, YTO B TaKOM criydae o6a koMmnbioTepa - ¢ Windows u ¢ Linux - AonXHbl
6bITb 06 beanHeHbI B ceTb SePlatform.Net. MNoapobHee o ToM, Kak 06 bEANHNUTL KOMMBKTEPbI B CETb, MOXHO
npoumntaTth B 6.7. OpraHusauus knactepHoro paboyero mecta (cTp. 75), unu B okymeHTe Ha SePlatform.Domain.
Ecnu BoamoxHocTu ucnonb3osatb SecurityConfigurator Ha Windows Het, Ha APM ¢ Linux MOXHO yCTaHOBUTb
SePlatform.HMI.SecurityConfigurator. NMoapobHee o0 ToM, Kak UCMONb30BaTh 3TOT KOHOUIypaTop U co3aBaThb B
HeM KaTanoru, YutanTe B COOTBETCTBYHLLEM AOKYMEHTE.

3.3.1. Pe3epBuposaHue LDAP-cepBepa

PesepBupoBaHue (pennukauus) LDAP-cepeepa No3BonseT CUHXPOHM3MPOBaTb KOHUrypaLum AByx 1 6onee
cepBepoB. Pe3epBupoBaHne MOXET ObITh:

> OpHOHanpaBMEHHbIM - B 3TOM CIy4ae KOHUry paLms OfHOro cepeepa (MoCcTaBLLMKaA) TUPaXMUpYeTCs Ha
Opyrvie cepsepa (MpUeMHUKN);

> pasHoHarnpaBfeHHbIM - B 3TOM cny4dae CUHXPOHU3NPYKTCA KOHCbI/IpraLWII/I HECKOJIbKNX CepBEPOB.

3.3.1.1. OpHoHanpaBneHHoe pe3epBupoBaHue

Mpexae Yem nepenTn K HacTporikaM pe3epBUpoBaHUS:

1. Y6eputech, 4To TUNbI 6@3 AaHHbIX BCEX cepBepoB - «mdb», C MOMOLLbIO KOMaHbl:

sudo slapcat -n0

Mpumep NCKOMOro 3HaveHust: «dn: olcDatabase={2}mdb,cn=config». Ecnun 6a3a nmeeT Tvn, OTNMWYHbIN OT
«{2}mdb», BO BCex hbainax, co3gaBaeMbIX U NPUMEHAEMbIX B UHCTPYKLMM HUXE, CrieayeT YKa3biBaTb
npaBusbHbIA TN 6a3bl.

2. Cpenaiite 63kan koHdurypauum n b, cepeepa-nocTaBLiMKa B TEKYLLEN NanNKe C NOMOLLbI KOMaHAbI:

cd /opt/SePlatform/SePlatform.Security
sudo sh ./openldap-conf-and-data-backup.sh

Ins BoccTaHoeneHust kKoHdurypaumm n 6 OpenLDAP B cnyyae olimMb0oK pe3epB1MpoBaHUst, BbINOHUTE
KOMaHzpbl:

cd /opt/SePlatform/SePlatform.Security
sudo sh ./openldap-conf-and-data-restore.sh

3. LDAP-CEPBEP M EFTO HACTPOMKA
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YTtobbl HaCTpouTb OAHOHanpaBlieHHOE pe3epBnpoBaHnE:

1. OnpepnenuTte, kakoi 3 LDAP-cepsepoB 6yeT NOCTaBLLMKOM, a Kakue - NpueMHUKaMu.

2. HacTpoiite cepepa-npueMHUKU:;

OnucaHHble B NYyHKTE 0EencTBUA BbIMOTHUTE Ha KaxaoM n3 cepBepoB-NpUueMHUKOB.

2.1. O3HakomMbTeCh C hannom openldap-enable-syncrepl-consumer.ldif, ycTaHaBNuBaemMbiM B

coctaBe SePlatform.Security:

dn: olcDatabase={2}mdb,cn=config

changetype: modify
#tdelete: olcSyncrepl
add: olcSyncrepl
olcSyncrepl:

rid=e01

provider=ldap://192.168.56.1
binddn="cn=admin,dc=maxcrc,dc=com"

bindmethod=simple
credentials="secret"

searchbase="dc=maxcrc,dc=com"

type=refreshAndPersist
timeout=0
network-timeout=0
retry="60 +"

dn: olcDatabase={2}mdb,cn=config

changetype: modify
#tdelete: olcUpdateRef
add: olcUpdateRef

olcUpdateRef: ldap://192.168.56.1

O6paTnTe BHMMaHWe, YTO OTCTYM B KaXO0M CTPOKE BHYTPU KOHCTPYKLLUK olcSyncRepl 0653aTenbHO A0MXeH

copepxatb no ABa npobena.

2.2. \ameHuTe cnepyioLimne CTpoKu:

> «dn: olcDatabase={2}mdb,cn=config» - 3ameHuTe «{2}mdb» Ha Tekywmn Tnn b1, ecnu oH

OTITN4aeTCA;

> «provider=1dap://192.168.56.1» - 3aMeHNTE 3HAYEHME MO YMOSYaHUIO «192.168.56.1» Ha

afipec cepeepa-NocTaBLUMKa AaHHbIX;

> «credentials="secret"» - ecnu MeHanu naponb agMmuHuctpatopa OpenLDAP, 3ameHnuTte

«secret» Ha aKTyalribHOE 3Ha4YeHue;

> «olcUpdateRef: ldap://192.168.56.1» - 3aMEeHUTE 3HAYEHUE MO YMOMYAHUIO «192,.168.56.1»

Ha afipec cepeepa-NocTaBLLMKa AaHHbIX.

B chaiinax . 1dif nopanok 1 Konu4ecTso NpoberioB MMEeIoT BaXHOE 3HaYeHue.

2.3. Ans npyMeHeHNs BHECEHHbIX N3MEHEHWI BbINOITHUTE KOMaHb!:

cd /opt/SePlatform/SePlatform.Security
sudo sh ./openldap-enable-syncrepl-consumer.sh
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2.4. MNepesanycTute cepsuc OpenLDAP Service:

sudo systemctl restart slapd

3. HacTpoiite cepBep-nocTaBLLMK:

3.1. O3HakombTeCh C hannom openldap-enable-syncrepl-provider.1ldif, ycTaHaBnMBaeMbIM B
coctaBe SePlatform.Security:

dn: cn=module{®},cn=config
changetype: modify
add: olcModulelLoad
olcModuleload: syncprov.la

dn: olcOverlay=syncprov,olcDatabase={2}mdb,cn=config
changetype: add

objectClass: olcOverlayConfig

objectClass: olcSyncProvConfig

olcOverlay: syncprov

olcSpNoPresent: TRUE

olcSpCheckpoint: 100 10

olcSpSessionlog: 100

dn: olcDatabase={2}mdb,cn=config
changetype: modify

add: olcDbIndex

olcDbIndex: entryCSN eq

add: olcDbIndex
olcDbIndex: entryUUID eq

3.2. 3ameHuTe «{2}mdb» Ha TekyLumn Tun B[, ecnn oH oTNu4aeTcs, B CTPOKax:
> «dn: olcOverlay=syncprov,olcDatabase={2}mdb,cn=config»
> «dn: olcDatabase={2}mdb,cn=config»

3.3. Onsa npyuMeHeHns BHECEHHbIX U3MEHEHWIN BbIMONTHUTE KOMaHAbI:

cd /opt/SePlatform/SePlatform.Security
sudo sh ./openldap-enable-syncrepl-provider.sh

3.4. MepezanyctuTe cepuc OpenLDAP Service:

sudo systemctl restart slapd

3. LDAP-CEPBEP M EFTO HACTPOMKA
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4. Hactpoiite AreHT SePlatform.Security:

4.1. NMepengute K banny KoHpurypauum seplatform.security.agent.xml, pacnosoXxXeHHOMY B
/opt/SePlatform/SePlatform.Security. [lo6aBbTe B CEKLMIO 3NeMeHTa <LdapHosts> CTpoku ¢ IP-
appecamu 1 NopTamMum BCEX pe3EPBUPYEMbIX CEPBEPOB:

<LdapHosts>
<LDAPServer Address="127.0.0.1" Port="389"/>
<LDAPServer Address="172.16.13.167" Port="389"/>
</LdapHosts>

B paHHOM npumepe:

> «127.0.0.1» - agpec NoKanbHOro cepaepa (MoCTaBLUUKA);

> «172.16.13.167» - NPMMEP afpeca cepBepa-NpMeMHmKa (yKaxuTe HyXHbI afpec).
4.2. Nepe3anycTute cepsBuc:

sudo systemctl restart seplatform.security.service

3.3.1.2. Pa3HoHanpaBneHHoe pe3epB1MpoBaHue

I'Ipexp,e 4yem nepe|71TV| K HaCTDOIZKaM pe3epBnpoBaHNA:

1. Y6eautech, 4To TUMbl 6a3 AaHHbIX BCEX CepBepoB - «mdb», C MOMOLLbIO KOMaHAbI:

sudo slapcat -n0

MprMep NCKOMOro 3HayeHust: «dn: olcDatabase={2}mdb,cn=config». Ecnu 6a3a numeet T1n, OTNNYHbIN OT
«{2}mdb», Bo BCex (hbainax, cozgaBaeMbiX U NPUMEHAEMbIX B UHCTPYKLMM HUXE, CrieayeT YKa3biBaTb
NpaBwUnbHbIA TUN 6a3bl.

2. OTKNoUNTE BCEe BO3MOXHbIE pernnukaLum 6as 1 cepsepos.
3. Y6enuntech, UTo cogepxumoe 6a3 pesepBupyeMbiX CEPBEPOB UOEHTUYHO.

4. Cpenaiite 63kan KoHUrypaLum ¢ NOMOLLbI KOMaHAbI:

cd /opt/SePlatform/SePlatform.Security
sudo sh ./openldap-conf-and-data-backup.sh

[ns BoccTaHoBneHus koHurypauum n 60 OpenLDAP B cnyyae owimbok pe3epBMpoBaHUs, BbIMOHUTE
KOMaHAbl:

cd /opt/SePlatform/SePlatform.Security
sudo sh ./openldap-conf-and-data-restore.sh

5. OcTtaHoBUTE BCe NporpaMmmbl, B3aumoaencTeytowme ¢ cepsepamu OpenLDAP.

6. Y6enmrech, 4TO CUCTEMHOE BPEMS pe3epBUPYEMbIX CEPBEPOB OANHAKOBOE, MHaYe CUHXPOHMU3aLUA
nsmeHeHun 6yaert pabotatb B OHY CTOPOHY.

7. Ha BpeMsi HacTpokn pe3epBMpOBaHMsi OQHOI0 U3 CEPBEPOB OCTAHOBUTE OCTasbHbIE pe3epBMPYEMbIE
cepepa OpenLDAP.

3. LDAP-CEPBEP M EFTO HACTPOMKA
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YTtobbl HaCTpPOUTb pa3HOHanpaBJieHHOe pe3epBnpoBaHue:

1. Ha nto6om 13 pesepBupyeMbix cepBepoB cosfalite daiin KoHdurypauum openldap-enable-syncrepl-
multiprovider-server.ldif cocneaywLwmm cogepXxaHueMm:

#HHH S S R

# Check/modify database type (bdb/hdb/mbd/...), server ID (unique number),
# address of provider, binddn, credentials, searchbase.

HHHH R

dn: cn=module,cn=config
objectClass: olcModulelList

cn: module

olcModulePath: /usr/lib64/openldap/
olcModuleload: syncprov.la

HHEEHR R R R R R

dn: olcOverlay=syncprov,olcDatabase={2}mdb,cn=config
objectClass: olcOverlayConfig

objectClass: olcSyncProvConfig

olcOverlay: syncprov

olcSpSessionLog: 100

HHEEFRH R R R R R

dn: cn=config
changetype: modify
replace: olcServerID
olcServerID: 1

dn: olcDatabase={2}mdb,cn=config

changetype: modify

add: olcSyncRepl

olcSyncRepl:
rid=e01
provider=ldap://192.168.56.102:389
bindmethod=simple
binddn="cn=admin,dc=maxcrc,dc=com"
credentials="secret"
searchbase="dc=maxcrc,dc=com"
scope=sub
schemachecking=on
type=refreshAndPersist
retry="30 5 300 3"
interval=00:00:05:00

olcSyncRepl:
rid=002
provider=ldap://192.168.57.102:389
bindmethod=simple
binddn="cn=admin,dc=maxcrc,dc=com"
credentials="secret"
searchbase="dc=maxcrc,dc=com"
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scope=sub
schemachecking=on
type=refreshAndPersist
retry="30 5 300 3"
interval=00:00:05:00

add: olcMirrorMode
olcMirrorMode: TRUE

dn: olcOverlay=syncprov,olcDatabase={2}mdb,cn=config
changetype: add

objectClass: olcOverlayConfig

objectClass: olcSyncProvConfig

olcOverlay: syncprov

O6paTtute BHUMaHUE, YTO OTCTYN B KaXA0M CTPOKE BHY TPK KOHCTPYKL MK olcSyncRepl o6s13aTenbHO A0nXeH
copepxaTtb no Aea npobena.

2. 'ameHuTe dhain KoHdurypaumm crnegyowmm obpasom:
2.1. B cTpoke olcServerlD: 1 npugymaiTe u ykaxute ngeHtucrkaTop cepeepa;

olcServerlD gonxeH 6bITb YHUKaNbHbIM NS KaX[40ro pe3epempyemoro cepseepa.

2.2. 3amenunTe «{2}mdb» Ha TekyLwwmn Tun B[, ecnu oH oTNU4YaeTcs, B CTPOKax:
> «dn: olcDatabase={2}mdb,cn=config»
> «dn: olcOverlay=syncprov,olcDatabase={2}mdb,cn=config»

2.3. Jo6aBbTe CTONbKO KOHCTPYKLIMi olcSyncRepl, CKOMbKO CepBepoB y4acTBYIOT B pe3epBUpoBaHnm
NoMUMO TekyLLero. Kaxpaaa KoHCTpyKUua olcSyncRepl onucbiBaeT oguvH U3 pe3epBupyeMbliX CEPBEpOB.

BHyTpy ofHOro cepeepa napameTpsl rid pa3HbiX KOHCTPYKLUIA olcSyncRepl fonXHbI UMeTb
YHUKarnbHble 3HaYeHNs.

2.4. B kaxgon KoHCTpyKLum olcSyncRepl ykaxute IP-agpec 1 nopT cepBepa, KOTOpbI OHa ONUCLIBAET, B
CTpoKe napameTpa provider.

3. [Ina npuMeHeHNst BHECEHHbIX N3MEHEHWUI BbIMNOSTHUTE KOMaHAY:

sudo ldapadd -Y EXTERNAL -H ldapi:/// -f openldap-enable-syncrepl-
multiprovider-server.ldif

4. Nepe3anycTute cepsep:

sudo systemctl restart slapd

5. |_|OBTOpI/ITe BCE ONMUCaHHble OENCTBUA Ha KaXaoM 13 pe3epBrpyemMbiX CepBepoB.
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NMOACUCTEMA SEPLATFORM.SECURITY. PYKOBOACTBO AODMUHNCTPATOPA 37

6. HacTpoiite AreHT SePlatform.Security:

6.1. MNMepengute K canny KoHdUrypaumm seplatform.security.agent.xml, pacnonoxeHHOMY B
/opt/SePlatform/SePlatform.Security. [lo6aBbTe B CEKLMIO 3NeMeHTa <LdapHosts> CTpoku ¢ IP-
appecamu 1 NopTamMum BCEX pe3EPBUPYEMbIX CEPBEPOB:

<LdapHosts>
<LDAPServer Address="127.0.0.1" Port="389"/>
<LDAPServer Address="172.16.13.167" Port="389"/>
</LdapHosts>

B paHHOM npumepe:

> «127.0.0.1» - agpec NoKanbHOro cepaepa (MoCTaBLUUKA);

> «172.16.13.167» - NPMMEP afpeca cepBepa-NpMeMHuKa (yKaxuTe HyXHbI afpec).
6.2. NepesanycTuTte cepaucC:

sudo systemctl restart seplatform.security.service

Mocne HacTpolikK nocnenoBaTenbHO BKtounTe Bee cepBepa OpenLDAP. MNoakniouuteck HanpsMyto K Kaxaon 6ase
ny6eputech, 4TO OLWMBOK He BO3HMKIO. [1nsi NPOBEPKMN BHECUTE U3MEHEHUST B KOH(OUIY paL Mo Ha O4HOM U3
cepBepoB. Yb6eanTtech, YTo 3TN NU3MEHEHWS MOSIBUSTUCH U HA [,pyTrMX cepBepax.

3. LDAP-CEPBEP M EFTO HACTPOMKA
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4. AreHT 6e30MacHOCTU U ero HacTpoWnka

AreHT 6€30nacHOCTU NpeACTaBnseT CoboN:
> cnyx6y SePlatform.Security.Agent Ha OC Windows;

> cepsuc seplatform.security.service Ha OC Linux.

Cnyx6a (cepeuc) BbINOMHAET crieayoLume yHKUum:

> Tepenaet nHdopmaumio mexay komnoHeHTammn SePlatform.Security n nporpammamu, ucnonb3yowmmMm
cepsuc 6esonacHocTu (Hanpumep SePlatform.HMI.Alarms, SePlatform.HMI.Trends nnp.)

> TpaHcnupyeT coobluenns ayauta 6e3onacHocTu B curHansl SePlatform.Data Server (cTp. 82).

> BbIMOMHAET KOHTPOSb LLeNTOCTHOCTM (halnoB v NpeAocTaBnseT COOOLLEHNS O pe3ynbTaTax C MOMOLLbIO
komnoHeHToB SePlatform.HMI.Security.

Hanpumep, npu pernctpauum nonb3oeatens B SePlatform.HMI.Alarms, BBeieHHble faHHbIe NPoBEPSATCA Ha
LDAP-cepBepe areHTom 6e3onacHocTu. Ecnu gaHHble BepHbI, U Nob30BaTeNb MMEET AOCTYN K MporpaMmMe, areHTt
6e3onacHOCTU 3arNnoOMUHAET NOSb30BaTENS Kak TEKYLLEro, 1 nepeaaeT CBeeHVs 0 npaBax nonb3osaTtens us LDAP-
cepsepa B SePlatform.HMI.Alarms.

Mocne ycTaHOBKM MOXET NOHaA06MTbCA HACTpolKa areHTa 6e3sonacHocTU. [ns HacTpoiku AreHT
SePlatform.Security pegaktupyinte KOHpUrypaunoHHbI hain seplatform.security.agent.xml,
pacnonOXeHHbIN B:

> C:\Program Files\SePlatform\SePlatform.Security-pana OC Windows;
> /opt/SePlatform/SePlatform.Security-ana OC Linux

Mocne n3MeHeHUs HaCTPOEK HYXXHO Nepe3anycTuTb Cnyx6y SePlatform.Security.Agent.

Mpumep HacTPOEHHOrO KOHpUry paLmMoHHOro daiina Haxoautca B [Npunoxexue A: Mpumep KoHUry pauroHHOro
danna AreHt SePlatform.Security (ctp. 101).

HacTtpoutb cBA3b € y3namu cetu SePlatform.Net

3OTa HacTpoiika HeobxoarMa OJ1s yCTaHOBMEHNs CBA3M MexXay areHToMm 6e3onacHocTu u Net-areHTom. Kak npaBuno
areHTbl yCTaHOBJIEHbI HA OQHOM KOMTbIOTEPE, U MEHATb YKa3aHHble 3[1eCb 3HAYEeHUs He TpebyeTcs.

Yt0bbI ycTaHoBUTL cBA3b SePlatform.Security ¢ Net-areHTom, B KOHUry pauroHHoM dhaiine ykaxute agpec TOHKK
poctyna SePlatform.Net.Agent B kauecTBe 3Ha4eHW aTpUBYTOB aIEMEHTa <EntryPointNetAgent>:

> Address - IP-agpec Net-areHTa;
> Port -nopT Ansa nogknoyeHns.

<EntryPointNetAgent Address="127.0.0.1" Port="1010"/>

Hactpoutb cBA3b ¢ LDAP-cepBepom

OTa HaCTpOVIKa BbIMOJTHAETCA B Cliy4ae, eCinu OpenLDAP N areHT 6e3onacHoCTn YCTaHOBJ1€Hbl Ha Pa3HbIX
KOMMNblOTEPAax.

Y106k ycTaHOBUTL CBA3b Mexay AreHT SePlatform.Security u LDAP-cepBepoM, yCTaHOBMEHHLIM Ha ipYTOM
KoMMbloTepe, ykaxute agpec 1 nopt LDAP-cepBepa B KauecTBe 3Ha4yeHui aTpubyToB afiemeHTa <LdapHosts>:
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<LdapHosts>
<LDAPServer Address="127.0.0.1" Port="389"/>
</LdapHosts>

Yka3zaTb agMuHuctpartopa LDAP

Mo ymonuaHuio 34ecb yKasaH NIorMH CTaH4apTHOM yYeTHOM 3anucu agMuHucTpatopa LDAP.

> [Ona OC Windows y4yeTHas 3an1Mcb co34aéTca aBToMaTtuiecku. J1orvH - «<manager», naporib
agMuHMUCTpaTopa - «secret».

> [Ona OC Linux yyeTHasa 3anucb co3paétcs npu yctaHoBke OpenLDAP. JTorvH, ykasaHHbIn B
KOHUry paLnoHHoM daiine no yMornyaHuio - «kadmin», naponb agMuHUCTpaTopa 3a4aeTcs Npu yCTaHOBKeE.

Ecnu meHann agmuHucTpaTtopa LDAP, ykaxuTte ero norvH B Ka4ecTse 3HaueHust aTpubyTa value aneMeHTa
<LdapUser> B yKa3aHHOM BuAE:

<LdapUser value="cn=Manager,dc=maxcrc,dc=com"/>

«dc=maxcrc,dc=com» - foMeH LDAP-cepBepa, ykasbiBaemblI Aia cBasn ¢ AreHT SePlatform.Security.
OT0 3HaYeHMe MeHSATb Herb3sl.

«cn="noruH-agMMHucTpaTopa",dc="ngomeH-6a3bl- faHHbIX" » - YOPMAT YKa3aHUsa KaTanora, NpuHATbIN ansd
OpenLDAP.

34ech Xe ykaxuTte napofib agMUHUCTpaTopa B 3allMdpoBaHHOM BMAE B Ka4ecTBe 3HaYeHus atpubyTa value
anemMmeHta <LdapPassword>

<LdapPassword value="VuZzZyuLC...JFchMHvVKXNeztHoFpe24v2W19viv"/>
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Korga Heobxoaumo 3almndpoBaTth Naposib, UCMONb3YTe NPUIIoXeHUe:;

> seplatform.security.crypter.exe, pacnonoxeHHoe B C: \Program
Files\SePlatform\SePlatform.Security\Utils -pana OC Windows;

> seplatform.security.crypter, pacrnonoxeHHoe B
/opt/SePlatform/SePlatform.Security/Utils - pgna OC Linux

UT06bI NONYYMTb NAPOSb B 3aLIMCPOBAHHOM BUAE:
1. 3anycTtute NpunoxeHune Yepe3a KOMaHOHY0 CTPOKY (TepMUHan) oT UMeHU agMUHUCTpaTopa.
2. BBegute wndpyemblt naponb 1 Haxmute Enter.
3. 3awmndpoBaHHOE 3HaYEHME CKONMPYITE U BCTaBbTE B KaYeCcTBe 3HaYeHust aTpubyTta value
anemMeHTa <LdapPassword> B KOH(UIypaLnoHHbIA doanir.

Bl Bribpate KomangHaa ctpoka - O et

E HlFiradr/dinHM4tgaizbTUlfuzSwDbLLNDSg+H{90410CKuGOwe jipQI jcgm+z0syqGeRb)
VtGPkSllBl:hC +/ T8aF E2KswGERbDCHAB2CwXcD2QF1Y82XACYIhE8LETLeZ tJ18fVDEMZIAZeylfmVpeV2Mb2s4gW8d

latform.Securi

Maponu wudpytoTcs ¢ ucnonb3oBaHnem anroputMa Salted SHA-1 1 xpaHaTca B Buae Heob paTMbIX X3LU-
3HaYeHu.

YKasaTtb nonb3oBatens rno YMOJT4HaHNIO

MoxHo yKkazaTb nonb3oBaTens no yMoyaHuio - Nofib30BaTerns, Ybi NpaBa UCMofMb3YTCA, KOoraa HeT ak TUBHOM
nonb30BaTeNbCKON ceccum. MNonb3oBaTenem rno yMonyaHuo MoXeT ObiTb 1060 Nonb3oBaTenb U3 Co34aHHbIX Mpu
KoHcurypuposaHum LDAP-cepepa (cTp. 61). B uensx 6e3onacHoCcTy He yka3biBaliTe Nonb30BaTens, y KOToporo
€CTb MNpaBa Ha peakTpoBaHWe KOHUrypaumm nogcnctemMesl 6e3onacHoCcTu.

3ap,a|7|Te nMm4a nNonb3oBaTtend B KOHCbI/IpraLl,I/IOHHOM cba|7|ne B Ka4yeCTBe 3Ha4eHUd anM6yTa value 3NNIeMEHTa
<DefaultUser>:

<DefaultUser value="UMANOJBb30BATEJA" />

34ech Xe ykaxuTe naposb Nofb30BaTerns Mo yMonyaHuio B 3aindpoBaHHOM BUAE B KaYeCcTBe 3Ha4YeHns aTpubyTa
value 9yieMeHTa <DefaultUserPassword>

<DefaultUserPassword value="VuZyuLC...JFchMHvKXNeztHoFpe24v2W1l9viv" />

Yka3zatb katanor LDAP aona nogknto4yeHus

OTOT NnapaMeTp MeHsITb He Hy>HO, ecnn Ha LDAP-cepBepe Bcero ofvH Katasnor, 1 Bbl Co34aBani ero ¢ MOMOLLbIO
macTepa B SecurityConfigurator, kak onncaHo B 6. 1. MNogkntoyerune k LDAP-cepsepy 13 SecurityConfigurator (cTp.
47), nu6o ¢ nomotpto SePlatform.HMI.SecurityConfigurator.
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Ecnu xe Ha LDAP-cepBepe XxpaHUTCS HECKOSMbKO Pa3HbIX KaTanoros (KOPHEBbLIX NarokK), TO MO YMOMYaHUIO HY XHO
noaKntoYaTbCs TONbKO K OAHOMY M3 HUX. Y KaXuTe Ha3BaHMe Hy XHOro KaTanora B Ka4ecTBe 3Ha4YeHus aTpmubyTa
value anemMeHTa <SecurityDn>

<SecurityDn value="ou=SePlatformSecurity,dc=maxcrc,dc=com" />

roe «SePlatformSecurity» - Ha3BaHWe KaTasnora rno yMmosn4yaHuio.

«dc=maxcrc,dc=com» - foMmeH LDAP-cepBepa, yKka3blBaeMblil 4151 CBA3U C areHToM 6e30nacHocTu. AT0
3Ha4yeHWe MEHATb HEMb3s.

«ou="uma-katanora",dc="pgomeH-6a3bl-AaHHbIX" » - POPMAT YKa3aHWA Katanora, NpUHATbIN A1
OpenLDAP.

N3meHnTb YPOBEHb JTOr'MpoBaHUA

OTa HacTpoliKa pearninsoBaHa OfHUM 13 aTpMbyToB anemMeHTa <Options> B KOHUrypaumoHHom dhanne.

YT106bI M3MEHUTbL YPOBEHDb NTOMMPOBaHUSA, Ha3HaYbTe aTpuUbyTy LoggerLevel 3HAYEHNE:
>  «@» - YTOObl BbIBOAUTDL B JIOF MUHUMYM MHGOpMaLmm o pabote SePlatform.Security;
> «2»-Y4T06bl BbIBOAUTDL B NOT BCIO HEOBX0AMMY0 MHdopmaumio o pabote SePlatform.Security;

>  «5»-4T06bI BEIBOAUTD B JIOT AOMOMHUTENBHYH UHbopMauumto o paboTe SePlatform.Security.

PekoMmeHpyemMoe 3Ha4eHUE - «2». 3Ha4YeHne «5» crieayeT NCMofb30BaTh TOSIbKO NpY MOVCKE 1 aHanuse
OLLMOOK.

3abnokmpoBaTb MUCMoNb30BaHWe ropsaymx knasuw (Tonsbko ana OC Windows)

OTa HacTpoViKka pearninsoBaHa OfHUM M3 aTpMbyTOB aNleMeHTa <Options> B KOH(pUrypaLumoHHoM channe.

YTt0o0bl 3aNpeTuTb NCMOSIb30BaHMe ropsymxX KnaBuLl, Ha3HaybTe B Ka4ecTBe 3HayeHus aTpubyTa kbDriverString
nepeyeHb codeTaHnin SCAN-kopoB knaeuw. SCAN-KoAbI KNaBuLL pa3aensaTCs BHYTPU COMETAHMS CUMBOSIOM «+»,
a caMu CoYeTaHns - CMMBOJIOM «; ». [MepeyeHb SCAN-kKog0B MoXHO nocMoTpeTb B [Npunoxenne B: SCAN-kofbl
knasuw (ctp. 103).

NPUMEP

kbDriverString="0x1D+0x38+0x53; 0x1D+0x2A+0x01;"

Takoe 3Ha4eHue 6roKMpyeT codeTaHnsa «ctrl+alt+del» n «ctrl+shift+escr.
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UT06bl 6510KMPOBKA MCMOSIb30BaHUA COYETAHWI KNaBULL BbIMOSHANACh KOPPEKTHO, HEO6X0AUMO
ycTaHoBuUTb Apavieep kbDriver, noctaBnsiemblii BMmecTe ¢ auctpnbytusom SePlatform.Security. Ons aTtoro
nepenguTe K pacrnonoxeHuto C: \Program Files\SePlatform\SePlatform.Security\kbDriver.
NHCTpyKuMA No yCcTaHOBKE ApariBepa onucaHa B pacrnonoXeHHOM 34ech dhanne readme_kbdriver_
install.txt.

YKazaTb He06Xo0AMMOCTb NOCTOSAHHOrO 3anpoca 3HaveHun npas ¢ LDAP-cepepa

OTa HacTpolika pearninsoBaHa OfHUM 13 aTpMbyToB anemMeHTa <Options> B KOHUrypaumoHHoMm chaine.

3HaueHue aTpubyTa UseRightsCacheStorage UCMOMb3YETCs A BbiGOpa MCTOYHUKA AAHHbBIX O NMPaBax:

> «1» - npaBa nonb3oBaTens He 3anpaluBatoTcs ¢ LDAP-cepBepa, UCMONb3Y0TCA KILMPOBaHHbIE 3HaYeHus]
npas.;

> «@» - NpaBa nonb3oBaTens 3anpaiwumsatoTcs ¢ LDAP-cepBepa Bceraa.

CKprTb nofib3oBaTend n3 3arnpawumBaemoro CrimCka nonb3oBaTenen

OTa HacTpoliKa pearninsoBaHa ogHUM 13 aTpMbyToB anemMeHTa <Options> B KOHUrypaumoHHom channe.

3HaveHne anVI6yTa ReducedUserList UCNOMb3YyETCA ANA COKpaLLEeHNda cnncka
nornb3oBarenen, npeanocTtaBAemMoro rno 3arnpocy:

> «1» -0 3anpocy NpefocTaBnAeTca CoOKpaLleHHbIN CMCOK Nonb3oBaTtenen;

> «@»-T0 3anpocy npenocTtaBiiAETCA non Hbl1 CIMCOK MOSib30BaTene.

Takol cnncok NpefoCcTaBnsAeTCs, HaNpUMep, B OKHe BXoAa B KOHburypatope. Ytobbl UCKMOUNTL Nosib3oBaTens n3
MOJTHOrO CNMCKa, Ha3dHaybTe eMy NpaBo Interactivelogon ¢ 3anpelaowmym 3HadeHem. MNMoppobHee npaBo
onucaHo B MNpunoxexve D: MNpaBa ctaHgapTHoro npunoxexusa SePlatform.Security (cTp. 109).

TpaHcnmpoBaTb COOOLLEHNS U3 CUCTEMHOIO XYypHana B COO6LeHUst ayauta
6e3onacHoctn (ana OC Linux)

OTa HacTpolika peann3oBaHa OfHUM U3 aTpMOYTOB afieMeHTa <Opt ions> B KOH(UIYpaLMoHHOM daiine.

3HauyeHve aTpnbyTa FAMode NO3BOMSET HACTPOUTL TPAHCHALMIO BbIGpaHHbLIX COOOLLEHUIA U3 TEKCTOBBLIX (halnnos
(Hanmpumep, 13 CUCTEMHOTO XypHarna) B curHanbl coobLueHnin ayauta (ctp. 82):

> «1» - TPAHCNALNSA COOBLLEHUI BKITIOYEHS;

D> «@» - TpaHCNALMS COOBLLLEHNI OTKITIOYEHa.

YUT06bl BbIOpaTh COOOLLEHMS A5 TPAHCAALUN:

1. Mepengute K cpanny seplatform.security.fa.xml, pacrnonoXeHHOMY B
/opt/SePlatform/SePlatform.Security.
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2. O3HakoMbTECh C cogepxaHuem danna. Mo ymonyaHuo 30ecb onucaHbl WaboHbl

COOBLLIEHWI, TPaAHCITUPYEMbIX U3 CUCTEMHbIX Xy pHaroB /var/log/auth.log u /var/log/secure. [N kaxgoro
UCTOYHUKA CO3aH 3NeMEHT <FileRecords> CO BIOXEHHbIM 31IEMEHTOM <Records>, BHYTPY KOTOPOro 1
onuncaHbl WabnoHbl COOBLLEHMI - B 3fIEMEHTax <Rec>. HaszHayeHWe aTpubyToB a5ieMeHTa OrnmcaHo B 3TOM Xe
danne. ObpaTnTe BHUIMaHWe, YTO 3Ha4YeHns aTpubyTa EventType COOTBETCTBYET HAa3BaHWSIM TUMOB
coobLeHnn ayauTa - «<Normal» Unum «Admin». 3T Ha3BaHUA MOXHO MEHSITb - NoppobHee Ha3HaYeHne TUMoB
onuncaHo B pasgene 7. Ayaut 6e3onacHocTu (cTp. 82). Ecnuv tunbl 661111 nepeumeHoBaHbl Npu HacTponke
ayauTa, 30€Cb 3TU 3HAYEHNSA TOXE HYXHO U3MEHUTD.

3. PackoMMeHTUpyiiTe KOHCTPYKLUMKN <Rec>, €CNU HE0GXOAUMO TPaHC/TMPOBATb OMNMCaHHbIe COOGLLLEHUS B
ayaut. Cospaiite cobCTBEHHbIE KOHCTPYKLIMW MO @aHanorum, eciim Heo6xoanuMo TpaHCIMpoBaTb COOBLLEHMS
WHOTO BMaa.

4. ATEHT BE3OMNACHOCTU U EFO HACTPOWKA
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5. 3anyck cepBucos (gna OC Linux)

3anyck cepBuca seplatform.security.useractivity.service

Cepauc npegHa3HayeH s o6CnyXuBaHNUs Ceccuii nonb3osaTens. IMeHHO 3TOT CepBMC NO3BOSIAET OTCNEeaUTb
ANUTENbHOCTb Ceccun  Bpems 6e3encTBrs nonb3oBaTens. bnarogaps emy NpoMcxoauT aBToMaTUYeCKuin BbiXop,
nonb30BaTensa U3 CUCTEMbI, €CNN ANUTENbHOCTb CECCUM UK Bpemsl 6e30e/CTBIUSA [IOCTUITIO YCTaHOBIEHHOMO
numura.

Mo ymonyaHuio cepBuC 3arycKaeTcs aBToMaTniecku. YtoGbl MOCMOTPETh CMUCOK 3aMyLLEHHbIX CEPBICOB,
Ucnonb3yiTe KOMaHay ps aux. [ns yaobcTea noncka oTunbTpyuTe pesynbTaTbl C MOMOLLbI KOMaHAbl grep:

ps aux | grep seplatform.security

Ecnn B cnucke He 6yaeT cepBuca seplatform.security.useractivity.service, Heobxogumo 6yaet 3anycTuTb
€ro Bpy4Hy'o.

Cepsuc 3anyckaetcs Ansi Kaxa0ro Nofb30BaTens oTAeNbHO. YToObl 3anyCTUTb CEPBUC AN KOHKPETHOTO
nonb3oBaTens, Heo6XoaANMOo pefakTupoBaTh ain seplatform.security.useractivity.sh, pacnonoXeHHbl B
/opt/SePlatform/SePlatform.Security.

1. OTkponTe hainn B TEKCTOBOM pefaKkTope, Bbi3BaB KOMaHAY:

sudo nano seplatform.security.useractivity.sh

3HaveHus, KOTOpble HeobX0ANMO U3MEHUTb, BblAENeHbl LLBETOM.

#!/bin/sh

# YcTaHOBUTe npaBWibHbIi agpec gucnnesa ana rpadu4eckoro cepsepa B MEepeMeHHON OKpYXeHWA
DISPLAY.

# MNpumep: ":0".

export DISPLAY=":0"

# YcTaHOBUTe npaBW/ibHbli NyTb K ¢ainy aBTopusauuum AnA rpadpuyeckoro cepsepa

# (Ana Toro nonb3oBaTeNf, OT KOTOPOro BbINOJSHAETCA BXOA B rpaduyeckyn cuUcTemy).

# Mpumep: "/home/userl/.Xauthority".

export XAUTHORITY="/home/userl/.Xauthority"

# YKaxuTe uMA nonb3oBaTenAa ANA 3anycka KOMaHApl OT €ro WMeHMU.

sudo -u userl /opt/SePlatform/SePlatform.Security/seplatform.security.useractivity

2. 30€ch:

> YkaxuTe 3HaveHue DISPLAY, 3aBucsiLLee OT KONM4ecTBa 1 KoHUry pawmm MoHUTOpOB. YToObl y3HaTb
3HayeHue, BbI30BUTE KOMaHAY:

export |grep DISPLAY

> BmMecTo user1 ykaxuTe uMs Hy>XHOro nosnib3oBaTens.
3. 3ateM Haxmute Ctrl + 0, 4TOObI COXpPaHUTb U3MEHEHMs, 1 Ctrl + X, 4yToObl BbIATK U3 peaakTopa.

Mocne aToro cToMT Nepe3anycTutb cuctemy. lNpoBepbTe CAMCOK 3anyLeHHbIX CEPBUCOB C NMOMOLLIbIO KOMaHAbl ps
aux. Cepsuc seplatform.security.useractivity.service 6yaet 3anyLueH oT MMeH/ yKa3aHHOro nosib3oBaTens.

5. 3ANYCKCEPBNCOB (OJ1A OC LINUX)
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Ecnu xe HeobxoamMmo, 4Tobbl cepBUC Crieaun 3a Ceccuen ellle OAHOro Nofb3oBarens, Heo6xoaMmo [06aBUTb 3TOro
nonb3oBaTtens B KOHUrypauuio cepsuca. [1nsa atoro nepengute K dainny
seplatform.security.useractivity.add.anotheruser.sh, pacnonoxeHHomy B
/opt/SePlatform/SePlatform.Security, ncnenynte MHCTPYKLMKN, OMUCAHHON B HEM.

3anyck cepBucoB areHTa 6e30MacHOCTU OT UMEHMW HENPUBUNErMPOBaHHOIO

noJjib3oBaTesis

Cepsucol seplatform.security.service n seplatform.security.useractivity.service, kak npaBuno,
3anyLueHbl OT UMEHU cyneprnonb3oBaTens root. UTobbl NOCMOTPETL, OT YbEM0 MMEHW 3anyLLEH CEPBUC, UCMONb3YITE
KoMaHay ps aux. [ng ypobcTea novMcka oThunbTpynTe pesynbTathl C MOMOLLbI0 KOMaHAbl grep:

ps aux | grep seplatform.security

OpHako B HEKOTOpbIX cyyasx 6bIBaeT HE06X0AMMO pa3peLLmnTb 3anycK cepBuca OT MMEHW HEMPUBUIIErMPOBaHHOIO
nonb3oBartens. [1ns 3Toro BbINOMHUTE CIIEAYOLINE Laru;

1. N3meHunTe Homep nopta Net-areHTa Ha 3Ha4YeHNe BhiLle «10000» (HanpuMep, «11010x»). ATo Heobxognumo,
NOTOMY YTO HEMPUBWIETMPOBAHHBIM MOMb30BATENSIM HEMNb3A "NPOoCAyLWMBaTL" MOPThI C MarbiMy HOMEpPaMMU.
OnsaaTtoro:

1.1. MepenguTe K Nanke, rae XpaHaTca KOHUry paunoHHble daiinbl areHTa 6e30nacHoOCTy -
/opt/SePlatform/SePlatform.Security. 3aMeHuTE B KOHGUIy paLoHHOM dhaiine
seplatform.security.agent.xml Homep nopta Net-areHTa Ha HOBOE 3Ha4YEHKE.

1.2. 3ateM nepenanTe K narnke, rae XpaHaTcs KoHgury paumoHHble dannbl SePlatform.Domain -
/opt/SePlatform/SePlatform.Domain. YKaxuTe HOBOE 3Ha4YeHme nopTa B KOHGUIy paLMOHHbIX
dainax seplatform.net.agent.xml n seplatform.domain.agent.xml.

2. YKaxuTe uMsl HenpuBMUNErMpoBaHHOIro Nofb30BaTens B loHUT-haiinax:
2.1. Nepengute K nanke, cogepxallen loHuT-hannol: /1ib/systemd/system/.

2.2. B pannax seplatform.security.service, seplatform.security.useractivity.service,
seplatform.security.service.backup useplatform.security.useractivity.service.backup
3amMeHunTe 3Ha4eHue root B cTpodkax User=root n Group=root Ha UMA HENPUBUITErMPOBaHHOIO NonbL30BaTens,
Hanpumep User=test n Group=test.

3. Y6enuTech B TOM, YTO HEMPUBMITErMPOBaHHbI NONb30BaTENb UMEET NPaBa Ha YTEHWE U 3aMKCh!
> nanku yctaHoBku SePlatform.Security;
> nanok u cainos, Ans KOTOPbIX BbINOMHAETCH KOHTPOMb LLENOCTHOCTY;
> kawa koHdpurypauum SePlatform.Domain.

Mocne aToro cnepyet nepe3anyCcTutb cuctemy. NpoBepbTe CNNCOK 3anyLLEHHbLIX CEPBUCOB C MOMOLLbIO KOMaHAbI
ps aux. CepBuchl seplatform.security.service nseplatform.security.useractivity.service 6yayT
3anyLeHbl OT MIMEHW YKa3aHHOro Nnosnb3oBartens.

5. 3ANYCKCEPBNCOB (OJ1A OC LINUX)
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6. PepaktupoBaHue KoHdurypauum Ha LDAP-cepBepe ¢
noMoublo SecurityConfigurator

SecurityConfigurator - 3To nporpamma a5t ynpaeneHus CoaepXumbiM (KOH(UIy pupoBaHunsi) katanoros Ha LDAP-
cepsepe. SecurityConfigurator nozsonser:

>

>
>
>
>
>

€034aBaTb yYeTHble 3an1cy Nnosib3oBaTternei;

06beanHATL Nonb3oBaTenen B rpynnbl 4SS NPeaoCTaBeHns UM OQUHAKOBbLIX BO3MOXHOCTEMN;
co3aaBaTb NpaBa [ocTyna K NPUIOXEHUAM W rpynnMpoBaTh NpaBa B NMpUNoXeHus:;

co34aBaTb PONv B NPUNOXEHUSIX U Ha3HAYaTb UX NMOSIb30BaTENSIM UMW rpynnam;

Ha3HayaTb NpaBa Nnofb3oBaTensam UK rpynnam;

06beauHATb APMbI, BKntoueHHble B ceTb SePlatform.Net, B knactepHbie pabouve mecTa.

MpocMaTprBaTh 1 pefaKTMPOBaTb KOHUIYPaLLMIO MOTYT TOJIbKO aaMVHUCTPATOP U NOSIb30BaTesN N, KOTOPbIM
Ha3HauYeHbl paspeLuatoLLye 3HaYeHMs NpaB Ha NPOCMOTP M Ha peAaKkTUpoBaHue KoHdurypaumum (cTp. 71).

YT06b1 3anycTutb SecurityConfigurator, Bocnonb3yitecb koMaHgoi Nyck » SePlatform -
SecurityConfigurator.

MoxHo 3anyctutb SecurityConfigurator ¢c napametpamu. Micnonb3oBaHue napaMeTpoB Npu 3anycke
MO3BONAET YNPaBnATb NONOXEHNEM N BHELLHUM BMOOM OKHa KOH(Urypartopa. [Ana 3anycka ¢ napamerpamm
NCMOMNb3YyWTEe KOMaHAHYH CTPOKY.

Bo3moxHble napameTphbl 3anycka KoHdurypaTopa onvcaHbl B [1punoxenve C: [NapameTtpol 3anycka
SecurityConfigurator (ctp. 107).

SecurityConfigurator pazpa6otaH Tonbko ans OC Windows. Ecnu Bbl paboTaete Ha OC Linux, MoxeTte
ncnonb30BaTh KpoccnnaTdopMeHHbI KoHdurypaTtop - SePlatform.HMI.SecurityConfigurator.

OpnHako, NpUHLUMN KoHdUry pupoBaHus nogcuctemsl SePlatform.Security otnmyaeTtca B 3aBUCMMOCTM OT
ucrnonb3yemoro KoHdurypatopa. MNoapo6Hee 06 3ToM ByAeT HanUcaHo B COOTBETCTBYOLLEM MoApa3aerne.

6. PEDAKTUPOBAHUE KOH®UTY PALIMIN HA LDAP-CEPBEPE C MOMOUWbBKO SECURITYCONFIGURATOR
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MNPUMEP
Paznen onucklBaeT co3faHne U peakTUpoBaHMe KOHUry pauum Ha npuMepe Npo6HOM KOHUry paumm.
Mpeanonoxwvm, Bce nonb3osatenn APM Ha npeanpuaTum AenaTca Ha ABe rpynnbl: AucneTyepsb! 1
ornepaTopbl. Jucnetyepbl MOTyT YNpaBnATb TEXHONOMMYECKM MPOLLECCOM, a orepaTopbl - HabnoaaTh 3a
TEXHOMOMMYECKMM MPOLLECCOM UM NepeaaBaTh AaHHble AucneTyepam. Bee oHn paboTatoT Ha Of4HOM y4acTKe.
Kpome ancneTtyepoB 1 onepaTopoB Ha y4acTke paboTaeT HavanbHWK yyacTtka. OH MOXeT v HabnoaaTth 3a
TEXHOMOMMYECKUM MPOLLECCOM, U YNpaBnsATb M. Bcem nonb3oBaTtensam HeobXxoanMo MMeTb BO3MOXHOCTb
Bocronb3oBaTbes Ntobbim APM Ha npeanpusaTum.
Torpa, 4To6bl co3aTh NPOOHY KOHUIypaLmio, C NOMOLLbIO KOHUrypaTopa He06XoANMO:

1. Co3paTtb Tpu rpynmbl NoNb3oBaTenem - «iucneTyepsl», «OnepaTopbi», «Ha4aNbHUKM Y4aCTKOB».

2. CozpaTtb NpunoXeHWe ¢ NpaBamm Ha HaboAeHVE 1 yNpaBieHne TEXHOIOMIMYECKUM NPOLLECCOM U

Ha3Ha4YNTb UX COOTBETCTBYIOLLMM rpynnam rnonb3oBaTenen.

3. Co3patb ponb HavanbHUKa yyacTka B MPUITOXEHWN.

4. Co3paTb y4eTHble 3anucu nosib3oBarenemn u NOMeCcTUTb UX B IPynMbl, @ TakXe Ha3Ha4yuTb Porb

HavanbHUKY.

5. O6bepgMHUTL B KnacTepHoe paboyee mecTto Bce APM npegnpuatus.
UT06bI NPUCTYNUTL K CO34aHMI0 TaKow KOHGUrypauuu, cnegyet noakntountbcsa k LDAP-cepsepy 1 co3aatb
KaTanor.

6.1. NMoaknioyeHue kK LDAP-cepBepy u3s SecurityConfigurator

SecurityConfigurator moxeT nogkntouatbes kK LDAP-cepBepy Hanpsmyto, NGO ¢ ncnonb3oBaHnem AreHT
SePlatform.Security. Mpu nepom 3anycke SecurityConfigurator npeanoxut nogkntountscs kK LDAP-cepeepy
HanpsmMyto. 3To HeobxoAuMo Ans co3faHus katanora Ha LDAP-cepBepe 1 y4eTHol 3anmMcu aaMuUHUCTpaTopa
SePlatform.Security.

lMocne nepBOro NOAKIOYEHNA HANPAMYIO CrieQyeT HaCTPOUTb NMOAKITHOYEHME C MOMOLLLbIO areHTa
6e3onacHocTu. NogkntoyeHne Hanpsamyto K LDAP-cepBepy He NO3BOMSET NOSIb30BaTbCA BCEMU
Bo3MOXHocTaAMU SePlatform.Security. Tonbko npy NoAKMOYEHUMN C NMOMOLLLbIO areHTa 6e3onacHoCTH
MOXHO:

> nonb3oBaTbcs PyHKUMe ayauTa 6esonacHocTu (CTp. 82);

> 1Cnonb30BaTh TEKYLLYIO NOSIb30BaTENbCKY0 CeCCUto Ha pasHbix APM, 06 beAUHEHHbIX B
KnactepHoe paboyee mecTo (cTp. 75).

MonkntoyeHne k LDAP-cepBepy Hanpsamyro

Mpwu nogkniodeHnm k LDAP-cepBepy Hanpsmy|o:

6. PEDAKTUPOBAHUE KOH®UTYPALIMIN HA LDAP-CEPBEPE C NMOMOUWbBKO SECURITYCONFIGURATOR
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1. B BEpXxHEM MeHI0 BbibepuTe MoaKANYUTLCA. . ..

o
ﬁ MogrnrounTeca %

2. B oTKpbiBLUEMCS OKHE MoaK/lyeHne K cepBepy YKaxuTe:
> appec LDAP-cepsepa (He meHsiTe, ecnn OpenLDAP ycTaHOBNEH Ha 3TOM KOMMbIOTEpPE);

> npotokon 6e3onacHoOCTV (CHAMUTE rano4vku, eciin He cobMpaeTech NCMONb30BaTh MPOTOKON
6e3onacHocTn SSL unu TLS npu nogkntoyveHnn. MNMoapobHee 06 NCMonb30BaHWM MNPOTOKOOB 6€30MacHOCTH
- B YcTaHoBKa 6e3onacHoro coeanHeHust ¢ LDAP-cepsepom (cTp. 51));

> KOpHEeBYIO narky:

> ecnuco3gaeTe HOBbI KaTanor, MoOXeTe YKa3aTtb nto6oe Ha3BaHMe BMECTO CTaHaapTHOro
«SePlatformSecurity»;

> ecnu nogkn4YaeTeCb K KOHKPETHOMY Kartanory, yKaxute ero uMd, ykasaHHoe rnpu HaCTp0I7IKe
AreHT SePlatform.Security;

> NOrvH agMuHUCTpaTopa 6e30MacHOCTM (Npy NEPBOM MOAKITIOYEHUM MOXHO YKasaTb Nboit: 3aech
co3pfaeTcs ydeTHas 3anncb agmuHuctpaTtopa SePlatform.Security);

> naposnb agMUHUCTpaTopa 6e3onacHocTn (ﬂpVI nepeoM NoAKIMH4YeHUN MOXHO yKa3aTb J'IIO6OI7I).

MogknroYeHne K cepeepy n

Yxanoare uma CEepBepa ANA NOSKAKYEHHA,
BEEAWTE MMA NOALBICEATENR W NApPONb

Cepeep: localhost s
BesonacHocT: []ssL ] TS

KopHesan nanka: | ou=35ePlatformSecurity dc=maxcrede=com ~

MonbsosaTent: manager
Maponk: |-"i"|
EN Mposepute | | Moakmou I.-‘ITT:}HJ Ommena

6. PEOAKTVPOBAHWNE KOHOUTYPALIM HA LDAP-CEPBEPE C NMOMOLBIHO SECURITYCONFIGURATOR
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3. HaxmuTe KHonky Mpoeeputb unuv Nogxnioumtbea. SecurityConfigurator nposeput, cyliecTByeT nu katanor
(kopHeBas nanka) ¢ ykasaHHbIM umeHem Ha LDAP-cepsepe. Ecnu He cyllecTByeT, 3anyctutcs Mactep
CO3/1aHNA HOBOW KOHPUIypaLmm, KOTOPbIV NPEANOXUT CO3AaTb KaTanor ¢ ykasaHHbIM UMeHeM. B okHe
mMacTtepa:

> HaBknaake LDAP 3anofnHute nonsi:

> AamunucTtpaTtop LDAP B chopmate cn=MMA-AOMNHNCTPATOPA,dc=0OMEH-BA3bI-OAHHbLIX
(«manager» - ecnu OpenLDAP ycTtaHoBneH Ha Windows, «admin» - ecnu Ha Linux);

> Maponb agMmHUcCTpaTopa LDAP («secret» Mo yMOnyaHuio).
> HaBknagke AgMMHMCTpATOp 3anosTHUTE NONS:

> AgMuHucTpaTop 6e3onacHocTu (NorMH agmuHucTpaTopa SePlatform.Security, ykasaHHbIi npu
NepBOM MOAKITHOYEHUN);

> Naponb agMMHUCTpaTopa (Naponb agmuHucTpaTopa SePlatform.Security, ykasaHHbIi1 npy nepeomM
NOAKITHOUEHUN).

B pe3ynbTate 6yayT co3naHsi:
> kartanor Ha LDAP-cepBepe;

> ydeTHas 3anucb agpMuHMcTpaTopa SePlatform.Security ¢ npaBamu Ha NpocMoOTp U peaakTUpoBaHue
CO3[aHHOrO KaTarora.

B panbHeliwem HOBbI€ KaTanoru co3gatTca Tak Xe: npu nogkntoyveHun Kk LDAP-cepeepy 13
SecurityConfigurator BBegute HyxHoe UMS HOBOrO KaTanora B nosie KopHeBas nanka v HaxmuTe
MpoBepuTb UNu NMoAKAYUTbLCA.

4. TMocne nopknoYeHust K yKkazaHHOMY Katasory CTaHeT AOCTYMHO peiakTUpOBaHME ero KOH(UrypaLwmum ot
MMEHM CO34aHHOro agMUHUCTpaTopa.

[~ —

{JHasan ~ EPEEDHME‘ MECTa B DunbTp
- i
i Mpynnu £y dobaeuts ad”
oy Mpunoxennsa
o DGHOEWTE sgi) Frcnopt & Excel
Orobpaxasmos MMA JanxHocTs MoapasaensHue Moynnel Poan
manager
f 4
d manager | Bcero 1 nonssoeatens EM

6. PEDAKTUPOBAHUE KOH®UTYPALIMIN HA LDAP-CEPBEPE C NMOMOUWbBKO SECURITYCONFIGURATOR
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MopkntoueHune k LDAP-cepBepy ¢ NOMOLLIbIO areHTa 6e30nacHOCTH

YT1006bI HAacTpouTb NofkntoyeHne kK LDAP-cepBepy ¢ NOMOLLbIO areHTa 6e30MacHOCTH:

1. B BepxHeM MeHIo Bbibepute NMapameTpbi.

i
hgxa CoxpaHuTe pE3epEHYIC KOMMED

H;l BoccTaHOBWTE M3 pe3EpEHOH KONWK

—
¥— | [lapametphl I},

=%
2. B oTKpbIBLUEMCS OKHE Ha BKNaake MoaknoyeHue yCTaHOBUTE ranoyky B MyHKTE MoAKAwYaTbCA K areHTy
cucTembl 6e30MacHOCTU.

MogknrodeHne o}

------ {7z WMnopt 1 skcnopT

[ = MopkniouaTecA K GreHTy CHCTEMbBI GE30NaCHOCTH l

[+ 3anomMuHaTE MMEHE SEPEMMCTPUPOBSHHLE NONES0BEETENSH
[ Menonk3oBaTth 3KpaHHYo KNEBWETYPY NPKW PEMVMCTPELIAN NONESOBITENRA

[~ 3Zakpuieate ceccuiy Security npW Boixone

LocTynHele NpaBa TEKYWEr o NoNL30BATENA:
* MpocMoTp KoHPUrypaLwm

* PegakmipoBaHWe KoHBMrypaLmK

* MzmeHeHre HacTpoek

JaKpLITE CTmetuTe

6. PEOAKTVPOBAHWNE KOHOUTYPALIM HA LDAP-CEPBEPE C NMOMOLBIHO SECURITYCONFIGURATOR
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Tenepb Npy NOAKIIOYEHUN K TEKYLLLEMY KaTanory f,oCTaTouHo GyAeT BBOAMTL TONBKO NOMVH afMUHUCTpaTopa 1
naporb.

F'EFHCTFIELI,HH nonNe30BEATENA n

'E;IR BeeauTe MMa Nnonb3cEaTENS M NApoAk ANA BXOA4E B
SHL)  cwcTeMmy WAW NPOM3IBELWTE ELIXOJ W2 CUCTEME

Texywmii nonssoearens: Guest

MonesoeaTens: manager -

Maponk: -----4

EM Boiiti Bcucweuyl Buifit M3 cucTems Ommena

B Takom cny4ae npv Hanu4mMm akTMBHON NOSb30BaTeNbCKOW CeCCUM BBOA, MApons Npuy 3anycke KoHdurypatopa
MOXHO caenaTb Heobs3aTenbHbIM. [119 9TOro HE06XOAMMO U3MEHUTL KOHAOUIY paLLMOHHbIV dhalirn
defaultPassReq.xml, pacnonoXeHHbi B C: \ProgramData\SePlatform\SePlatform.SecurityConfigurator
O3HaKOMbTECh C 3TUM hainnom:

<?xml version="1.0" encoding="utf-8"?>
<Configuration ProductName="SePlatform.SecurityConfigurator" ProductVersion="">
<Configurable Id="defaultPassReqg">
<DefaultPasswordRequirementsSettings>
<DigitsRequired>true</DigitsRequired>
<UpperRequired>false</UpperRequired>
<LowerRequired>false</LowerRequired>
<SpecialRequired>false</SpecialRequired>
<MinimalPasswordLength>7</MinimalPasswordLength>
<MinimalPasswordHistoryLength>4</MinimalPasswordHistoryLength>
<IdentityConfirmation>true</IdentityConfirmation>
</DefaultPasswordRequirementsSettings>
</Configurable>
</Configuration>

MapameTp, perynupyroLmin He06 XOAUMOCTL NOATBEPXAEHUS NTMYHOCTMU - ANTIEMEHT <IdentityConfirmation>.
I3MeHUTEe 3Ha4eHUe No yMomnyaHmio «true» Ha «false», YTOObI MNPV HANIMYMN aKTUBHOW NOSIb30BATENbCKON CECCUU
npw 3anycke KoHgurypatopa He TpeboBanocb BBOAUTL MNaposb A1 NOATBEPXKAEHUA JINYHOCTY.

MoppobHee Ha3HaveHWe dharina u ocTasnbHbIX 3NIEMEHTOB ONMCaHO B Nopgpasaerne MI3MeHnTb HayarnbHble 3HaYeHns
NpaB Ha YPOBHE NpUNoXeHus (cTp. 66).

YcraHoBka 6e3onacHoro coeanHennsa c LDAP-cepsepom

[na 3awuTbl coeguHeHns npu nogkntoveHnn kK LDAP-cepBepy MOXHO BbiGpaTh OAMH 13 NPOTOKOSOB
6e3sonacHocTu: SSLunu TLST. Ans ucnonb3oBaHus MpoToKona HeOBXOANMO YCTaHOBUTb CEPTUDMKAT.

1SSL u TLS - kpunTorpadryeckie NpoToKosbl, wndpyowme nepepgasaemMble AaHHble. [ocne Toro, kak NpoToKor
SSL 6bin ctaHpaptusmpoaH IETF (Internet Engineering Task Force), oH 6611 nepermMeHoBaH B TLS. NoaTtomy SSL n
TLS otnuyatoTcsa Tonbko HOMEPOM OMNUChIBAEMOWN BEPCUM OAHOO M TOro Xe NpoToKona.
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CepTucurkatbl NPOTOKONOB NOCTaBNATCA BMecTe ¢ AucTpubyTneom SePlatform.Security. Ceptudukar
[O0CTaTO4HO YCTaHOBUTb OAVH pas.

CepTucukar ycTaHaBnvMBaeTcsa crneqyowmm obpasom:

1. Mpwu nopknioyeHun kK LDAP-cepsepy Hanpsimyto n3 SecurityConfigurator B okHe MogkieieHne K cepeepy
rarioykoi OTMeTbTe Ha3BaHWe NPOTOKOSIa, KOTOPbI XOTUTE UCMoNb30BaTh. HaxmMute NoakaunTbCs.

MoaknioyeHne £ cepeepy n

YraamTe uMa CEpBEPa ANA NOAKAKDYEHHA,
BEESAWTE MMA NOALZOEATENA W NApONb

Cepeep: 127.0.0.1:389 “"
BesomacHoCcTs: [1ssL TLS

Kopresan nanka: | ou=>5ePlatformSecurity dc=maxcrede=com ™

MonsbsoEaTens: manager
Mapone: | I
EN Mposepute | | Mogkmounteca | | Ommena

2. OnepauuoHHas cuctemMa NpeasioxXuT yCcTaHoBUTb ceptudukar. Haxmure YcTaHoBUTL cepTudukar. . ..

| af
|
| OBwwe Coctas [MyTh cEPTHHMKALIAN

.:E;]E Ceegenna o cepTumKaTe

Her goBepna K 3TOMY KOPHEBOMY CEpPTHDMKATY

UeHTpa cepTuhuKalmd. YTobbl BKNHOUWTE O0BEpHE,

YCTAHOBHTE STOT CEPTHRAMKAT B XpaHWIHLLE

[O0BEPEHHBIX KOPHEBBIX CEPTWHHKATOB LIEHT pOB [
cepTiwhrKa Lmn.

Homy BeiOgan: OpenLDAPServer

Kem Boigan: OpenLDAPServer |

OdeicrenTtenen ¢ 14, 12,2021 no 11,12, 2031

¥CTaHoBMTE CEFITH@ST. " 33ABNEHWE NOCTABWMES

0K
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3. B oTKpbIBLLEMCS OKHE MacTep uMnopTa cepTudukaToB B 06nacTv PacnonoxeHne cepTupukaTa BbibepuTe
TeKywuit nonb3oBaTesib U HAXMUTE KHOMKY [lanee.

=% MacTep umnopTa cepTUgUKATOE

Mactep nmnopta ceptudrKaToe

3TOT MACTEP MOMOr3eT KOMMPoBaTE EEDTHEI:IHKEITI:I, MACKK A0EEPHA W CNWCKK 0T3BIBS
EEI:ITI-'1¢II-'1K.EITIIIEF C NOKANBHOrD AWMCKE B XpaHUMnKLLE EEI:ITI-'1¢II-'1K.EITIIIE.

CepTUQMKET , BELASHHEIM LEHTPOM CEPTMRMKALYM, ABNASTCA NOATEEMHAEHWEN BaLLERA
MMYHOCTA W COAEMHMMT MHDOPMELWAKD, HEOBX0OMMYID ANA 3EWMTE DaHHEX MW
YCTAHOBMEHWA 3ALMILEHHEIX CETEBBIX NOAKMOHERHWA, XPaHUNMILE cepTHdMKATOB —
3T0 0fNacTE CMCTEMEI, NPEAHaSHAYEHHEA LNA XPAHEHMA CEPTUdMKATOE.

Pacnono#xenwe XpaHWnALWLa

(@) TexyLuMi None=0BaTENE

i) NokansHeIR KoMMBoTEeD

[nA Npoaom#EHMA HEHMUTE KHonky “Janes”,

Janee OTmeHa

4. Ha cnepnytouem ware Bbibepute NomecTuTb Bce cepTUdUKaTbl B cliedywiiee XpaHUAUWE Y HAXMUTE KHOMKY
0630p. ... B OTKpbIBLLEMCS OKHE Bbibop XpaHunuua cepTudukKaTa BblOepuTe Nanky [loBepeHHble KOpHeBble
UeHTpbl cepTudmkauum n Haxmute OK. [lnanoroBoe OKHO 3aKpoeTcs.

& % MacTep umnopTa cepTndMKaTos

XpaHwnuue cepTudMKaToR
KDEIHMJ'IHLIJ.EI EEDTMEI:IMKEITDEI - 3TO CMCTEMHBIE IIIEJ'IE'IL_I'Mr E KOTOPBIX
XPEHATCA CEPTHDMKETEI,

Windows aETOMaETHMYECKM BIDEDET XPEHUMMLLE, UMM Bl MOXMETE YHKA3ETh
DACMONOHEHWE CENTHRMKATE BRYYHYHD.

() ABTOMATMHECKH BIBPETE XPAHUIMLLE HA DCHOBE TMNE cepTHdMKATA
(®) MoMecTHTE Bre cepTHAMKATE! B CIEAYIOULES XPEHUAMLLE

¥PEHMNMLLE CEPTUDMKETOE:

| [oBepeHHEIE KOPHESEIE UEHTPEI CEPTHEMKELMK | Ofzop.. I}

Hanee OTmena

5. B okHe macTepa HaxmuTe [lanee, a 3aTeM - FoToBo. [loaTBEpAUTE NMMOPT CEPTUDMKATA B OTKPbIBLUEMCS
OnanoroBoM okHe. B KOHLLe KOHLL0B, B OKHEe MacTepa NosiBUTCA COOOLLEHME UMMOPT YCMEWHO BbiMOJIHEH.

6. PEOAKTVPOBAHWNE KOHOUTYPALIM HA LDAP-CEPBEPE C NMOMOLBIKO SECURITYCONFIGURATOR
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6.2. CospaHue U pegaktupoBaHue rpynn nonb3oBaTesien

Y106kl NPpUCTYNUTL K paboTe ¢ rpynnamu nosib3oBaTesien, nepeianTe B pasaen Ipynnbi.

l—ﬂ Satian

™ ﬁ & i/ )
!é ) 7 @ ik :éé ‘ ﬂ'l' ds; ' ik i
Hazag O6Hoeute | [lMpunoxesus PaGouwe Monesosatenn  foBaeuts

MecTa

Mowmck e o

B paspgene Mpynnbl MOXHO:
> co3paBatb UM y[anaTb rpynmbl;
> 6nokupoBaTb 1 pa3brokMpoBaTh rpynmbl;
> [po6aBnsTb Nonb3oBaTenen B rpynnbl;

> nepexoauTb K pefak TMPOBaHUIO rpynm.

MPUMEP

[ns npobHoln KoHUry pauum cosaainTte rpynmnbl «AucneTyepbi», «OnepaTopbi» U «HayaNbHUKM yYacTKa».

CospaTtb rpynny

B pasgene Mpynnbl HaxmuTe [lo6aBUTb Ha NMaHENM MHCTPYMEHTOB. B cospaBluemcs none BBeAmTe Ha3BaHue rpynnbi.

-
o

gt = ‘) & 0 A
o = — H=— I}/‘ L l—LI
Hazag ObHoewte | lNpunoxenns PaBoune Monezosatenn | |Jobaswts|Mpasute 3abnokuposats
= MECTa rpynmy

=

C’TDSPEJKEE“GE HMIMA HE MOXET MMETE MYCTOE 3HaYEHWE
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Ecnu B cnucke yxe ecTb XoTA 6bl OfLHa rpynna, HOBYHO rpynny MOXHO co3aaTk, Haxas KM B cnincke rpynn u
BbIOpaB [06aBUTb rpynny U3 KOHTEKCTHOIO MEHIO.

Mowck g Za Nl
[ Aucnetyspe
|+ HoBaeuTte rpynmy . Insert |

B JobBasuTe 40U pHIOH rp},.rlﬂ%y Ctrl+Insert
=f Mepeumenosats rpynny F2
/ Pegakmposarte rpynny
JabnokvpoBaTe rpynny
PasBnokmposate rpynny

¥panuTh rpynnmy Delete

Co3patb oou €epPHIol0 rpynny

B rpynnbl MoxHO 106aBNATL AoYepHUe rpynnbl. [JouyepHue rpynnbl MOXHO UCMONb30BaTb, HanpuMep, Koraa
HeobX0oAUMO HacnenoBaTh NpaBa POAUTENBCKOMN FpynMbl.

BbibepuTte B cnmcke rpynny, B KOTOPYO HY>XHO 1,06aBUTb JOYEPHIOI rpynny, 1 BbibepuTe COOTBETCTBYOLLMI MYHKT B
KOHTEKCTHOM MeHI0 no wenyky MNKM.

Namck P | & Auvcnety
[ Aucnety
o

[ Cnepar

JoBasute rpynny Insert

| G [JobaewTs gouepHKORD rpynmy . Ctrl+Insert |

=i e pEMMEHOEETE TEyNNY bs F2
/ Pepakmmposate rpynny

' 3abnokwposate rpynny

PasGnokvposate rpynny

75 Yaanams rpynmy Delete

PepaktupoBatb rpynny

B pasgene Mpynnbi BbIGEpUTE rpynny B CINCKE U HAXMUTE MpaBUTbL Ha NaHENW MHCTPYMEHTOB, NIN60 PeaakTupoBaTh
rpynmny B KOHTEKCTHOM MeEHI0 Mo Lwenyky NMKM.

Aobasute| MNpaswte |3abnrokuposats YaanuTe
rpynmy

6. PEOAKTVPOBAHWNE KOHOUTYPALIM HA LDAP-CEPBEPE C NMOMOLBIKO SECURITYCONFIGURATOR
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OTKDOGTCH OKHO peaKTUpOoBaHUA rpynrbl.

[ (-

= . ™~ [ ™~ ~
- e @ g-ﬂ ; ; ~ | 4 '9
) “ e ER A | A & =+ %
Hazan O6Hosute | [NMpunowxenwa Pabouwe lpynnel Moassosatenn | Ypanume  [oBasuTe HazHauute [obasuTte
- MecTa nNoAs3cEaTENEH poau npasa
B [lncnetuepsi Mowck npasa yel
Tun Tpaso 3HaueHue JddexTuEHOE 3H

WMaentvdmkarop Aucnetyepsl
Orobpamaemos vmA | Jucnetdepsl

Poan

B oKHe peaakTMpoBaHus rpynnbl MOXHO:

> u3MeHuTb naeHtTudukaTop rpynnsl Ha LDAP-cepBepe, nameHns 3HavyeHune nons UaeHTupukaTop;
N3MeHWUTb OToG paxaemoe Ha3BaHWe rpynrbl, U3MEHMB 3Ha4YeHne noss OTobpaxaemoe UMS;
[006aBuTb B rpynny nosnb3oBaTtesien u yaanutb nonb3oBaTenen u3 rpynnkol;
Ha3Ha4YWTb rPynne porib M NIUWUTE POnu;

Ha3HauMTb rpynne npaea v JINLWKTb NPaB;

vV V V V V

yOanutb rpynmny.

YTobbI Bb|6paTb HECKOIbKO Nosfib3oBaTenemn npu D,O6aBJ'IeHVIVI B rpynny, VICFIOJ'Ib3YI7ITe KOM6V|HaL|,VII'0 KJiaBuLl
«Ctrl» + «Shift».

3abnokuposaTb rpynny

I"pynnbl MoXxHO 6110KMpoBaTh. BriokmpynTe rpynnbl, Korga HE06X0AMMO OrpaHNYUTb AOCTYN y4acTHUKOB K APM.
Moka y4acTHMK rpynnbl 3ab10KMpoBaH, ero NomnbITKU BXOAa OTKJTOHSATCSA NoACUCTEMON 6€30MacHOCTM.

Y106l 3a6110KMpOBaTh rpynny, Bbibepute rpynmny B CNMCKe 1 HaxXmuTe 3abiokupoBaTb rpynmny, nmbo
3a610KMpoBaTb rpynmny B KOHTEKCTHOM MeHI0 Mo Lwenyky MNMKM. 3abnokupoBaHHbie rpynmbl BbIAENATCA B CNMCKe

CepbIM LBETOM N KypPCUBOM.

@I—asa,ﬂ, - 7E PaBoume mecta "'ﬂ "'ﬂ @ "p _ ,ﬂ‘

% + ~ +
- Mpuncwerua Jobaevte [paeuts PasBnokwposate Yaanute HobasuTe
= OBHoEMTE s MNonp3osatenn rpynny NonL30EaTENSH

Nawck P A Aucnetuepsl
[ Aucnemueps]

[ Onepatopel

YyeTHble 3anuncu nosb3oBaTernen, CoCToALLMX B 3a6/10KMPOBaHHOM rpynne, B CNYCKe Nosib3oBaTeneil BblAenaTcs
CepbIM LIBETOM U XUPHBLIM LLIPUDTOM.
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6.3. Co3paHue u pegaktupoBaHue npas U NPUIIOXEHUA

Bo3MoxHOCTH nonb3oBaTenen B NpoekTe ONpeaensioTCA HanmyueM y HUX pa3peLleHmii 1 3anpeToB Ha
onpefeneHHble feicTeus. IHopMauusa o ToM, pa3peLleHo Uy 3anpeLLeHo Nornb3oBaTenio Kakoe-nubo AencTseme,
XpaHuTCA BUAe 3HaveHus npaea. [NpaBa cnegyeT co3faBaTtb BHYTPY NPUIOXeHUIA. [punoxeHus no3sonsoT
rpynnupoBaTb NpaBa Mo Kakomy-nnbo NpusHaky v cosgasartb ponu (cTp. 60), KoTopble BNOCNeAcTBUM MOXHO
Ha3HayvaTb Monb30BaTeNAM U rpynnam.

I'Ile CO34aHnn npaBa HY>XHO onpeaeninTtb ero Tur.
> TJlornyeckoe npaBo MOXeET MMeTb O4HO N3 ABYX 3HaAYEHUI: «pa3peweHo» UM «3anpeweHo».

MpumeHsieTca, Korga HeobxoauMOo paspeLuaTtb UK 3anpeLLaTb Kakue-nmbo AekcTBrsA Nonb3oBaTtesen B
npoekTe. Hanpumep, ogHOMY MOSb30BaTESN 0 pa3peLLeHo NevaTb OTYEThI (3HAYEHUE NpaBa - «true»), a 4pyromy
- 3anpeLueHo (3HayeHne npaBea - «false»).

> CTpoKOBOE NpaBo B KAYECTBE 3HAYEHMI NPeaocTaBnsaeT cTpoku. OfHa CTpoKa - pa3pelleHHoe
3HaueHune, BTopast - 3anpeLLeHHoe 3HaYeHre.

ﬂpMMeHﬂeTCﬂ, Korga Heo6xoaAnMo nony4yunTb CMNCOK BO3MOXHOCTEN NOSIb30BaTeNsa B TEKCTOBOM BUZE.
Hanpmmep, CIMNCKN OTHETOB, KOTOPbIE MOJ1b30BaTEJ1Ib MOXET N HE MOXET neyararb.

YT06bI NPUCTYNUTL K paboTe C NpaBamu 1 NPUIIOXEHNAMU, NepenauTte B pasaen NpuaoxeHus.

| [—

=) -, B 8 im! oL, O
I A od = L?aﬂ E%é _ ‘F;ki- \-j L x
Hazag O6HoBUTE Pabouwe Ipynnel MonezoBatenn | [obaeute [lobaeuTs CoxpanuTe 3KcnopT
& MECTE w3 daiina B Gaitn B Excel
N np “EHWA el M npasa S
Tun MNpaso Onucanue

B pa3paene npunoxeHnin MOXHO:

> co3pgaBaTth M yaanaTb NpUnoXeHus;
UMMOPTUPOBAaTL NPUNOXeHUs U3 danna u 3KCnopTupoBaThb B daiirn;
[06aBNATb B NPUNOXEHVS NpaBa 1 yAansATb NpaBa U3 NpUioXeHui;

penaKkTMpoBaTh MpaBa;

vV V VvV V

co3paBaTb N yaanAaTb ponv B NPUOXeHnax.

MNPUMEP
[ns npobHon KoOHUrypaLum co3aainTe NpUIoXeHne «yyactok 1», CoAepXalliee npaea nofb3oBaTenen,
paboTaloLwmx Ha O4HOM y4acTKe:

> 0[QHO Nornyeckoe Npaso A8 A0CTyNa K MPOCMOTPY COCTOAHUA TEXHONOrMYECKOro npouecca;

> OfHO noru4yeckoe npaso ans 00CTyna K ynpasJieHU0 TEXHOJTOTMYEeCKUM MpoL,eCCoM.
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Cospaatb npunoxeHue

B pasgaerne npunoxeHuin HaxmuTte Jo6aBUTb Ha NaHENW MHCTPYMEHTOB. B cospaBliemcs none BBeanTe Ha3BaHue
MPUITOXEHMS.

B eseen

=N o,

Hazap Enepen O6nosute | Npunosesus PaBouwe [pynnot Monssosatenw | [lobasurs | Jobaeuts |¥aanute | fMorvueckoe Crpokosoe
’ MecTa W3 thaiing npago npaeo
Mowck npunosena L |

||| rﬁ] ‘ Tun MNpaso Onucanue

Ecnu B cnucke YXe eCTb X0TA Obl O1HO NpunoXxeHune, HoBOE MNMpUInoXeHne MOXHO Co34aTb, HaXaB MKM B cnucke
I'IpVIJ'IO)KGHI/II;I n Bbl6paB [o6aBuTb npuaoxXeHne N3 KOHTEKCTHOIO MEHHO.

Mownck npraosEHA ,D | % '}l"uaCTGK 'I
Yuacrok 1 | T
| + JoBasnTe NpuacHeHMe [, Insert
by
=] [lepenmeHoEaTs NpUASHKEHNE F2
?‘( YaanuTe npunoxeHwe Delete

[ o6aBuTb NpaBo B NpUoXeHue

Y106bI f,06aBUTL B NPUITOXEHWE NPABO, HAXMUTE Jlorndeckoe npaso Wi CTPOKOBOE MpaBo Ha NaHenu

MHCTPYMEHTOB B 3aBUCMMOCTHU OT TOro, NpaBo Kakoro Turna Hy>XXHO Co34aThb. B cospaBluemcs none sBegute
Ha3BaHWe npaea.

@ Hazag - E Pafoune mecta | 5 [loBaeuts us daiina [T
' - g CE |
# Enepen S lpynnui Eq, fAobaswTe
MpunoxeHus . Nornueckoe | Ctpokosoe Jobasute CoxpanuTe kcnopT
% OBHosuTs A MNonssosatenn & Ypanum i
- S ; pok E daitn B Excel
Mowck npunoxeHA je | é Yuactok 1 MNowck npasa je
Yuactok 1 o Tun Mpaso Onwvcanue

[ O ] |
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MNPUMEP
[oGaBbTe B NPUNOXEHNE «Y4acToK 1» [Ba TOrMYECKMX NpaBa:

>
TEXHOJTOrM4YeCcKoro rnpotecca;
D> «YnpaBneHue TEeXHONOrUYECKMM MpoLeccoM» - Pa3peLlaeT unn 3anpeLLaeT ynpasneHue

TexXHOoNMorm4ecKnm npoL,eccom.

[ [
@_ "4 . E [g:ﬂ Erﬁé F %1‘

“
L 4
Jobaewte [Jobaewre Ypanute

B Gain

noenna PaBouwe Tpynnol Monssosatenw

«MpoCMOTP TEXHONOrMYeckoro npouecca» - pa3peLLaeT Uiu 3anpeLaeT NPOCMOTP COCTOSAHMS

& Excel

Hazapg Enepes OBHoBWTE
= MecTa ws daiina
Mowck npuAoxeHnA pel | £ vuactok 1 Mouck npa yel
Yuactok 1 Tun Mpaso Onucanue
E ] MpocMoTp TEXHONOIMYECKOrD NpoLEeCta
B ¥npagneHune TEXHONOTUHECKIMM NPOLECCOM
PepakTtupoBaTtb npaBo

LI.I,en KHUTE Ha Ha3BaHWe npaea B CMUCKe.

£ Yuactok 1

Twun Mpaeo

| ) MNpocMoTp TEXHOADTAY Ecm:rmll npouecca

T
B ¥NpaBneHWE TEXHOADIK Hec<wnu OLIECCOM

OTKpoeTCcs OKHO peaaKkTUpPOBaHKWs Npasa.

= » ’E 1 2 “®
i L - e
@ y 2 H== +
MNpwnoxerua Pabouwe [pynnw MNonssosatenn | fdobaswte  Yaznwms

Hasag Enepen ObHoBUTH
IHAYEHME

MecTa

W MNpocmoTp TexHonornueckoro npouecca ( Yuacrok 1)

Onucadve

3HaueHue Monescsateny, rpymnsl, poau

B okHe penakTupoBaHMA npaBa MOXHO:
> penakTupoBaTth onvcaHue npasa, U3SMeHUB 3HayeHue nonsd onucaxHue;

> pobaenAtb u yAanAaTb 3Ha4YEHUA npaBa;
> HasHa4yaTb 3HayeHus npas rpynnam v nonb3oBatenam.
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6.4. Co3paHue ponen

BHyTpy NpunoXeHnst MOXHO CO34aTb Posib. POsib - 3TO COBOKYMHOCTE 3HAYEHWI KaXA0ro npasa npunoxexus. Ponb

MOXeT ObITb Ha3HaYeHa Kak nonb30BaTesto, Tak nrpynne.

Co3zpgaHvie 1 pefakTMpoBaHKe porei BeoeTca B pa3gerne npuroxeHuin. UYtobbl co3aaTb posib, Bblibepute
NpunoxeHue U3 cnucka n Haxmute Jo6aeuTb posb. B co3gasliemMcs nore BBeguTe Ha3saHUe Pornu.

h o = b b 9

=1

lpynne Moabsoeatenw | Adobaewte [obaswte Yaanute | florwueckoe Crpoxosoe | Jobasute | CoxpaHute Jkcnopt

13 gaina npaso

H: P - ~ L
# Yuactok WCK Npasa

& Excel

Tun Mpaso Onwcarme L Y
B MpocMoTp TEXHONOTMHECKOrD NpoLecta

YKaxurte 3Ha4yeHns npas gnda Co34aHHoM ponu:

> O - paspeluatolLiee 3Ha4YEeHVe JTOrMYECKOro Npasa;

> & - 3anpelLaroLLee 3Ha4EHe NOrNYecKoro Npasa;

> @ rekcr - paspelLalolLiee 3HaYeHVie CTPOKOBOro NpaBa;
>

@ |tekct 2 - 3anpeLlatoLLee 3HaYeH1e CTPOKOBOrO NpaBa;

nunbo ocTaBbTe 3Ha4YEHNe HeonpeaeneHHbIM:

> - AnAa Norm4eckoro npaea;

> - A5 CTPOKOBOro npasa.

NMPUMEP
Cospaiite ponb HauyanbHUKa y4acTKa, MMEIOLLLEro pa3peLLeHnsl Ha NPOCMOTP U yrpaBneHne
TEXHOMOrMYECKMM MpOLLECCOM.

pasa

H: r —
# YuacTtok

Jel

Twn MNpasc Onmcanme L [HauaneHuk yyactka

-7 MNpocMoTp TEXHONDIMYECKOro NpoULECCa 0

0 ¥NpaENeHWE TEXHONOTMYECKMM NMPOLECCOM a
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6.5. Co3paHue u pepaktupoBaHue y4yeTHbIX 3anucei
YT1006bI NpUCTYNNTL K paboTe C yY4eTHbIMM 3anMcamMu nonb3oBaTenei, nepeaute B pasaen Nonb3oBaTenm.

[ -

O ¢

(=4

o ~ m A
E = S oy . :

Hazag O6roeute | Mpunosxenua PaBoune Mpynne DQunetp [loBaewte Skcnopt
= MecTa & Excel
Orobpaxaemoe UMA Honmsxocte [NogpasgensHue Mpynnal Ponu

manager

B paspene Nonb3oBaTeny MOXHO:
> co3paBaTh U yAansaTb yYeTHbIE 3arnMcK Nonb3oBaTenei;
> 6nokupoeatb 1 pa3brnokMpoBaTh Nonb30BaTenei;
> NpUHYAUTENbHO MEHATb MNapornv y4ETHbIX 3anucen;
>

9KCNopTUPOBaTh CNNCOK YYETHbIX 3anucein B hann.

MNPUMEP

[ns npobHon KoHUry paLum cosaainTe Tpex nofib3oBaTenen - ANCneTyepa, onepaTopa 1 HayanbHUKa
yyacTtka. MNpu co3gaHum NOMecTUTe Nonb3oBaTenel B COOTBETCTBYOLLME rpynnbl. HauyanbHUKY yyacTka,
NMOMMMO rpynnbl, HA3HaYbTE Pofib «HavaNbHUK y4acTKa».
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CospaTtb yYeTHYI0 3anuch

B pasgene Nonb3oBaTenn HaxmuTe lo6aBUTb Ha NaHe MHCTPYMeHTOB. OTKPOETCH OKHO CO3AaHus 1
penaKkTUpOBaHUs yYETHON 3anicu.

.:ﬂ Mnassan
@

e B =2 & b S o 8y o
= = E== L o 2l ] e s
Hazag O6Hoeute | [Mpunoxenwa Pabouwe Tpynnwo Monessosatenn Hoemii Yganute | [JobBaewte Hasnauwte [obasute
- MEeCTa nonL30EaTENE E rpynnbi ponu npasa
~
Tun yuetHoil 3aney B . Tun Mpaso JHaueHne I beKTUBHOE 3HaYEHUe

Noran [ 1 (®) sePlatform.Security

— 9 s e
- . [] Bykesl suwnero peructpa
Moareepxaenme &) LAOXHOCTE NAPONA [] Byxesl sepxrero peructpa

s MuHMMansHan AnvHa napoas 77

Otuecrso @ Komuecso naponeii 6 ncropun 4/ 4

Orobpoaewoes [ ]

JoasHocTE

MogpasaensHue
Agpec nouTsl
Tenston

,ﬂOI‘IO.I'IHHI’E.ﬂbeIE CESOEHKA

Fpynne L |

Ponn

TpefoEaTe CMEHBl NAPOARA NPW CASLYIOLLEM
EXOAE B CUCTEMY

HoBas yueTHas 3anmMcb MOXeT 6bITb OHOTO U3 TPEX TUMOB:
> yyeTHas 3anuck u3 Active Directory unn OC Windows E ;

> nokanbHas yyeTHas 3anucb SePlatform.Security ;

D> yueTHas 3an1cb cepBepa 6esonacHocTu lconics ' .

Bbl6epMTe Hy)KHbIVl T™n yquH0|71 3anucu, nepeknioyaa NKOHKW.

[nsa npo6Hoit KoHdUry paLmm cosgaBaiiTe nokanbHble 3anucu SePlatform.Security.

Co3pgatb fokanbHyo y4eTHyto 3anucb SePlatform.Security

3anonHuTe obsi3aTenbHbIe Nons:
> TJOruH;
> naponb;
> damunus;

> ortobpaxaeMoe UMs (3anonHAeTCa aBToMaTUYeCKN 1 COCTOUT U3 haMUinm1, UMeHN 1 OTHECTBA; MOSTy4YeHHoe
3Ha4yeHNe MOXHO MEHATb);

> rpynna.
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[ns 3awutbl Naponein co3gaBaeMblX YUYETHbIX 3anMceil UCMoNb3YeTCst anroputM Kpuntorpacnyeckoro
XelmpoBaHusl. MonyyeHHoe xeLl-3HaueHne ABNSeTCs HeobpaTUMbIM. [ NOBbILWEHNS KPUNTOrpadhnyHecKonm
CTOMKOCTM Mcrofnb3yeTcs "npucanvBaHne” - nobaBneHne K Naposito HEM3BECTHOM NocneaoBaTelbHOCTH
OaHHbIX nepep WwudpoBaHueM. ITo AenaeTcs Ans npeaoTBpaLleHns AeKOAMPOBaHMS NONYYEHHOro XeLl-
3HaYeHus.

NPUMEP
[nsa npobHo KoHdUrypaLmm cosaanTe Tpex nonb3oBaTenen u o6aBbTe B rpynnbl, Hanpumep:
> «MBaHOB MBaH» - B Ipyrnny «ucnetyepbi»;
> «MeTpoB MeTp» - B rpynny «0OnepaTopbi»;
> «CemeHoB CeMmeH» - B Ipymnny «HavaibHUKKM y4acTKa», a TaKXe Ha3HaubTe porib «HayanbHUK

yyacTka».

lleaHoB [BaH

Tun yqeTHol 3anuor E i .
Norvn anov
I'Iapcmb [ IIT T T
Moateepxaerne sassass
Pamunwa Vearos

ram Kean
COtuectso Veanoswmu
CTobpaxaemos ¥MA eanos Meax
JonsHocTe

MNogpazgensHue

Adpec nouyTel
Tenztiow

JononHuTencHEE cEEasHMA

Mpynnel :‘; Aucnetueps
Panm

[ | Tpefosate cmersl Napona Npu CAELyHOWENM BXOAE B
CHCTEMY

Monb3oBaTens obs3aTenbHO A06aBnsaTh B rpynny. [py 3ToM nonb3oBaTeslb MOXET COCTOATb TOMbKO B
opHoM rpynne.

Co3pgatb y4yeTHyto 3anuck n3 OC munu lconics

Ecnun BbI6paTh yueTHyto 3anuck ns OC Windows munu lconics, Bce HyXHble fiaHHble NoNb30BaTensi, KpoMe rpynbl,
6ynyT noAcTaBneHbl B NMofist aBTOMaTUYECKM.
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Mpexze Yem COXpPaHUTb YYETHYI0 3anncb, Ao6aBbTe Nonb30BaTens B rpynmny.
Hanpumep, B pe3ynbTaTe HaxaTtus E OTKpOETCSH OKHO BbiGOpa Nnosb3oBaTens U3 uyucna nons3osarenei OC.

® B WeaHoea EneHa MBaHoBHa

Tun yueTHol 3annow @ & .

Norn

Mapane L L R L Y]
BriGepure Tin ofvekTa: Moateep#aeHne FREEEERRR R BRI R BN
|" MNonesosatens” | Tunel of bEKTOE. .

= Damunma WMeaHoBa
B cneayowem mecte: Vs EneHa
e I ——

|com ny.local Pazmewenve Oruscrso WBEHOBHE
BeemTe umeHa BriBrpaste: 0B beKTOB (Npurepsl): — | OroBpaxaemos vma MeaHoBa EneHa MBaHoBHE
Wearosa EncHa MeaHosHa (ivanova ci@company.local MpoBEpHTE MMEHa JonxnsocTe

Moagpazaensnne AD HomnaHwa

Agpec nouTel

OpnonHuTenEHo... OK Omaena Tenedon

ﬂ,OI'IO.I'IHb'IIEﬂbeIE CBEEAEHMA

Tpynne

Posnn

PepakTu poBaTb Y4€THYIO 3anncb

B pasgene Monb3oBaTtenu BblGepute nonb3oBaTens B CNUCKe U HaXmuTe MpocMoTp Ha NaHENu MHCTPYMEHTOB, NMnbo
OTKpbITb YYeTHYHW 3anucb Mosb3oBaTeNs B KOHTEKCTHOM MeEHI0 Mo wenyky MKM.

£p 2 9 ?\q 0

Dunetp floBaeute JkcnopT MNpocMotp| 3apate  3abnokupoEaTe
B Excel napofb  NOAbBSOBATENR

]
| OTKpETS YHETHYH 38NMck NONL30EATENH

[
i Jagate Napont NoAL3CEATENA...

5%  3abnokMpoBaTh YYETHYH 33NWCE NOAL30EATENR

30 yuEe 0 33 Nk aTers
Pazbnoxmposate YHETHYHD FaNCh NONL3OEITENR

/< YAanuTh yueTHyo 3aMMCh NOBIOBATENA

OTKpOGTCFl OKHO pefaKTupoBaHuA yHeTHOVI 3anuncu nonb3oBaTtend. B okHe penakTnpoBaHna yquH0|7| 3arnncum MOXHO:

> MeHsTb CBeleHns O nofib3oBarerne (J'IOFI/IH, CbaMVIJ'II/IFl, nMm4, TGHGQ)OH n np.), N3MEHAA 3Ha4YeHnA
COOTBETCTBYHLLUNX noneiu;

>  N3MEHUTb Naposb Nofb30BaTerid, UCMo b3yA KHOMKY 3aAaTb MNapoJ/ib Ha NaHen UHCTPYMEHTOB,
,D,O6aBI/ITb nonb3oBaTesid B rpynny Uyananuntb nojib3oBaTtena U3 rpynnbl;
Ha3Ha4UTb NONb30BaTENto PoJib U NTULLNUTL POSN;

Ha3Ha4nTb NONb30BaTESO NpaBsa v NULLINTb Npas;

vV V V V

yAanuTb YYETHYI0 3annucb Nofib3oBaTernA.
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3abnokupoBaTb Nonb3oBaTens

Monb3oBartenei MoxHO 3a6110KMpoBaTh. BriokupyiTe nonb3oBaTenen, Koraa Heo6XoAMMO OrPaHNYUTE UX JOCTYN K
APM. MNoka nonb3oBaTtesnb 3ab510KUPOBaH, ero NonbITKM BX0Aa OTKITOHAOTCA NOACMCTEMON 6e30MacHOCTH.

YTto6bl 3a6110KMpOBaTb NOb30BaTeNs, BbiIGEpUTE NONb30BaTENSA B CMUCKE U HAXMUTE 3a610KMpoBaTh
nonb3oBaTensd, 60 3abNOKUPOBaTb YYETHY 3anucb MOJIb30BaTeNA B KOHTEKCTHOM MeEHH0 Mo Lwenyky MKM.
Y4yeTHble 3an1cu 3a6/10KMpOBaHHbIX NOSb30BaTENeN BbIAENAOTCSA B CNIUCKE CEPLIM LIBETOM.

CiHazan - IS Patioume mecta | o dunetp _,fil-ﬁ
;:.ﬁ- [pynns -h+ fAobaewuts SR

- MpunoxeHra

= OBbHoBMTE i Fh]}KEI'ICIpT & Excel

Orobpawaemoe vma | flomxnocts  MMoapasaenesy pYynnkl Ponus

manager
Auenetueps

Metpos MNetp Onepatophi

Cemeros Cemen HauansHWKW y4acTka

PunbTpoBaTh CMIUCOK NOJIb30BaTeNnen

dunbTpauua crnrcka nosb3oBarernei obrneryaet Nnovck nonb3osareneil B cnncke. GuUnbTpoBaTh CMNCOK MOXHO B
pasgerne Monb3oBaTenn, a Takxe Npu fobaBneHnn nosib3oBaTesen B rpynnbl. OTo6paxeHne HyXHbIX CToN6L0B
HacTpanBaeTCsl B KOHTEKCTHOM MEHIO.

> Yt00bI OTCbI/IJ'I bTpPOBaThb Mo’ b30OBaTenen B pa3pene Monb3oBaTenu, HAXMUTE GUNLTP HA NaHeNu
MHCTPYMEHTOB. Mosasutcs CTpOKa onA BBOAa Ha3BaHUA NCKOMOIO 3J1eMeHTa.

(=) e IE =2 &

e la
Hazag O6roeute | lNpunowenus PabBoune [pynno
= MecTa

manager
WMearos Meax AucneTuepe
Metpoe Metp Oneparopsl
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> Ytobbl hunbTpoBaTh NONb30BaTenemn npu 4obaeneHnm ux B rpynny Uy HasHavasi ipaBo, B OKHe Boibop
nonb3oBaTenen HAXMUTE MKOHKY OManp. MosiBUTCSH CTpOKa OJid BBoAa Ha3BaHUA MICKOMOIO aJieMeHTa.

Briop nonezcearenci n
Crobpawaemos wma  JonsHocte  [Noapazasnesuse [pynne
= = =
manager
Meanoe ean JucneTueph
Metpoe Metp Cneparopl
T Buibpate | | OTtMena

N3MeHUTb HavyasnbHble 3Ha4YeHUs npaB Ha YpoBHe NMpunoxeHuA

Mpy cozaaHum HOBOI y4ETHOM 3anncK NoNb30BaTess HEKOTopble NpaBa A06aBNATCA aBTOMaTMYecku. 3To Npaea,
yNpaBnsioLLMe CITIOXHOCTbIO0 NMaposis, ero ANIMHOM U KONMYECTBOM NMaposiei, XpaHUMbIX B UICTOPUM YYETHOI 3anncu.

Tun yuerroli 3anmcy B . Tun MNpaso 3HaueHne JIPDHEXTUEHOS SHaUEHME
g _ ~ . A
Norns | | (®) sePlatform.Security
Maponk | | Umppbi Undpi
C HOsKHDCTE NADOAR [] Byxkssl HuxHers peructpa
Moareepiaerie L) LNOKHOCTL NApONA [] Bykenl BepxHero pervcTpa
DM | | [ ] CneuwansHeie cumeons
Wram @ Musmansnas pavea napons LA
Oruecrsa @ KonuuecTeo naponeid 8 MCTOpMM 4] 4
Crrobpaxaemos vMa | | LS S
AonsHocTe
MoapasaensHue

Appec nouTe
Tenstdon

,ﬂ,OI'IO.HHMI'EﬂbeIE CEEAEHKA

Mpynnel |

Paaw

TpeboeaTe CMEHEI MEQOAR NPY CIEZYHIWEM
EXOAE B CHCTEMY

HacTponka HayanbHbIX 3Ha4YEeHWUIN 3TUX NPaB BO3MOXHa B KOH(UrypaLuoHHoMm dhaiine defaultPassReq. xml,
pacnonoxeHHoOM B C: \ProgramData\SePlatform\SePlatform.SecurityConfigurator. MeHssa cogepxaHve
haina, MoOXHO CaMOCTOATENbHO pellaTb, 6yayT Nu Ao06aBNATLCS 3TW NpaBa aBTOMATUYECKU, U C KaKUMK
HayarnbHbIMW 3HAYEHUAMMU.
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Mepen pepakTMpoBaHMeM KOHpMIy paLmnoHHOro dhaiina HyHo 3akpblTb SecurityConfigurator.

Mocne pepakTupoBaHus dainna:
> npu co3aaHuM HOBbIX NOMb30BaTENEN ANns aBTOMaTUYECKM Ha3HauYeHHbIX NpaB 6yayT yCTaHOBIEHbI
HOBbl€ 3HaYEeHNS;

>y CYLLECTBYIOLLMX MOSIb30BaTENeil 3HaYEeHNs OCTaHy TCS NPEXHUMU, NMOKa U3MEHeHUs He By ayT
COXpaHeHbl B OKHE peaakTMpOBaHKA Nonb3oBaTens.

OsHakombTeCh C cogepxaHuem danna:

<?xml version="1.0" encoding="utf-8"?>
<Configuration ProductName="SePlatform.SecurityConfigurator" ProductVersion="">
<Configurable Id="defaultPassReqg">
<DefaultPasswordRequirementsSettings>
<DigitsRequired>true</DigitsRequired>
<UpperRequired>false</UpperRequired>
<LowerRequired>false</LowerRequired>
<SpecialRequired>false</SpecialRequired>
<MinimalPasswordLength>7</MinimalPasswordLength>
<MinimalPasswordHistoryLength>4</MinimalPasswordHistoryLength>
<IdentityConfirmation>true</IdentityConfirmation>
</DefaultPasswordRequirementsSettings>
</Configurable>
</Configuration>

BHyTpn anemeHTa <DefaultPasswordRequirementsSettings> BO BIOXEHHbIX fIEMEHTax XpaHATCA
Ha4yallbHbl€ 3Ha4€HNA NnpaB, aBTOMaTu4eCkKun D,OﬁaBJ'IFIeM blX HOBOMY MNOJ1b30BaTeso npun co3gaHnm HOBOM yquH017|
3anucu. B tabn nue Hxe onncaHbl 3TN 3JTIEMEHTbI U TO, KaK OHU YNpPaBiiAKT COOTBETCTBYHOLLMMU NpaBaMi.

6. PEDAKTUPOBAHUE KOH®UTYPALIMIN HA LDAP-CEPBEPE C NMOMOUWbBKO SECURITYCONFIGURATOR
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AnemMmeHT Ha yto Bnusier Bo3MOXHble NMpumeyvaHue

3HayeHus
<DigitsRequired> TpeboBaHue K > «truen-B  Ecnu«false» ycTaHOBUTL
COOTBETCTBYET YacTV NpaBa CnokHocTb | Hanumio u1dp B napone Ans BCEX 3/IEMEHTOB,
napons napone JonxHa COCTaBNSAOLWMX NPaBo

coaepxaTtbCa | CNOXHOCTb Maposif, TO
X0oTs 6bl 0JHa | 3TO NpaBo He bypeT
umdpa; aBTOMaTU4eCcKmn
> «false» - ,EI,OGaBJ'IﬂTbCFI
B napore He nonb30BaTento npu
o6s3aTenbHo | CO3AaHMM yyYeTHOM
YCMoNb30BaThL | 3anucu. Ecnu «truex»
Ldpbl. YCTaHOBIEHO XOTA Obl Ans
O[LHOTO 3M1EMEHTa, BCE
<UpperRequired> TpeboBaHue K > «true»-B NpaBO aBTOMAaTUYECKM
COOTBETCTBYET YacTy NpaBa CloxHocTs | Hann4mio byke B napone Robaensercs
napons BEPXHEM perucTpe JOoXHa MoSIb30BaTENO LIENTUKOM.
B napone copepxarbcs

XoTs 6bl 0AHa

6ykBa B

BEpPXHEM

perucTpe;

> «false»-

B napore He

obs3arensHo

UCrnonb30BaTh

O6yKBbI B

BEPXHEM

perucTpe.

<LowerRequired> TpeboBaHue kK > «true»-B

COOTBETCTBYET 4YacTy npasa CnoxHocTh | HaNn4mio Gyks B napone

napons HUXHEM perucTpe B [OMXHa

napone copepxarbcs

XoTs 6bl ogHa
6ykBa B
HUXHEM
perucTpe;
> «false»-
B Napore He
obs3aTensHO
“crnonb3oBaThb
6yKBbI B
HUXHEM
perucTpe.
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AnemMmeHT Ha yto Bnusier Bo3MOXHble NMpumeyvaHue
3HayeHusA
<SpecialRequired> TpeboBaHue K > «true»-B

COOTBETCTBYET YacTu NpaBa CnoxHocTb  HAIMANIO napone
napons crneuunanbHbIX OOIXEH
CVMMBOJIOB B napore conepxarbcs
MepeyeHb XoTs 6bl 0AUH
creumanbHbIX cneymnanbHbIN
C/MBOSIOB cumeon,
npvBeneH B > «false»-
Mpunoxexune D: B napone He
MNpaBa obsa3arenbHo
CTaHfapTHOro ncrnonb3oBaTb
NpUI10XeHUs cneuuanbHble
SePlatform.Security CUMBOIbI.
(cTp. 109) (c™m.
onucaHve npasa
SpecialCount)
<MinimalPasswordLength> TpeboBaHue K INMoboe 3HayeHne | YToObBI NpaBo He
COOTBETCTBYET NpaBy MUHMManbHas Konuyectsy Tvnaint4. fobasnsanock
AMHa napons CVMMBOJIOB B naporne aBTOMaTWU4eCcKm nNpu
CO3,aHUM HOBOW Y4YETHOW
3anmcu, HeobxoanmMo
yKazaTb 3Ha4YEHUE «O@».
> EcnuymeHbwmntb
3HayeHue, ykaszaHHoe
B chaune, Toy yxe
CYLLIECTBYHOLLMX
nonb3oBaTenen
6yner ykasaHo
cTapoe 3HaveHue
<MinimalPasswordHistoryLength> Tpe6oBaHue K JTio60e 3HayeHue npaBa, HO C
COOTBETCTBYET NpaBy KonnyecTso KOnu4yecTBy Tvnaint4. BO3MOXHOCTbHO
naponeii B uctopum naponen, YMEHbLIUTb Unn
XPaHUMbIX B yOanuTb 310
ucTopum 3HayeHue.

> EcnunyBennmiuutb
3HayeHue, yKasaHHoe
B chaiine, Toy yxe
CYLLECTBYHOLLUX
nonb3oBaresen B
KayecTBe 3HaYeHusi
npaea 6yaeT ykasaHo
HOBOE 3HayeHue u3
danna.
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AnemeHT

Ha yto Bnuser

Bo3MoOXHble
3HayeHusa

NMpumeyvaHue

<IdentityConfirmation>

MapameTp, perynvpyroLui

HeobXx0AUMOCTb NOATBEPXAEHUSA

JINYHOCTM Npu 3anycke KoHdUry patopa

npy HaNU4YUM aK TUBHOM
Nnosib30BaTeNIbCKOMN CeCCUn

Onucano B [NogkntoyeHne
K LDAP-cepBepy C
MOMOLLIbIO areHTa
6e3onacHocTy (cTp. 50)

NPUMEP

Ecnun He meHaTb cbaﬁn, TO Npu co3aaHnn HOBOW yquHoﬁ 3annucu npaBa Ha3Ha4arTCA aBTOMaTU4ECKN.

BbicTaByM 3HadeHUa «false» 1 «@» Y BCEX 3J1IEMEHTOB AJ1A TOro, YTOObI OTKITHOUUTL aBTOMATUYECKOE

Ha3Ha4eHue npas:

<?xml version="1.0" encoding="utf-8"?>

<Configuration ProductName="SePlatform.SecurityConfigurator"

ProductVersion="">

<Configurable Id="defaultPassReqg">

<DefaultPasswordRequirementsSettings>
<DigitsRequired>false</DigitsRequired>
<UpperRequired>false</UpperRequired>
<LowerRequired>false</LowerRequired>

<SpecialRequired>false</SpecialRequired>

<MinimalPasswordLength>0</MinimalPasswordLength>

<MinimalPasswordHistoryLength>0</MinimalPasswordHistoryLength>

<IdentityConfirmation>true</IdentityConfirmation>

</DefaultPasswordRequirementsSettings>
</Configurable>
</Configuration>

Torga npv co3aHuM HOBOW YYETHOI 3anvcK H1 OAHO NPaBo He 6yaeT Ao6aBneHo aBTOMaTUYECKM:

Tun y4eTHoH 3anuow
NorvA

Mapone
MogTeepxgeHm9e
Pamunma

[ [X

Oruectso
Orobpaxaemos WMA
JonsHocTE
MogpasgensHue
Agpec nouTel

Tenedon

JononHKMTeneHEE CBEASHKA

Mpynnel

Panu

o
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6.6. HasHayeHue 1 yKasaHue 3Ha4YeHun npas

MpaBo MOXeT OblTb HA3HAYEHO:
> MOnb30BaTEN0 JINYHO - B OKHE peAakTUPOBaHUs YYETHO 3anncK Nnosib30BaTesis Unu B OKHE
penaKkTMpOBaHUs Npaeg;
> rpynne nofb3oBaTerieii - B OKHE peAakTUpOBaHUs rpynibl UK B OKHE peaKTMpOBaHUs Npas.;

> ponu- B pasgene npuioXeHui.

Mpy Ha3HayeHuM NpaBa yKa3blBaeTCH 3HAYEHUE NpaBa. VIToroBoe 3HaueHve npasa A5 nofib3oBaTerns 3aBUCUT OT
TOro, Kakoe 3HayeHue npaBa yKasaHo eMy JIMYHO, B KaKMX rpynmnax OH COCTOWUT U Kakue pofn eMy Ha3HadeHbl. Takoe
3Ha4eHue HasblBaeTca ahEKTMBHLIM 3Ha4YeHeM npasa. MopgpobHee 06 aTom B MonyunTs acchekTUBHOE

3HayeHuve npasa (CTp. 74).

HasHauuTtb NnpaBo rpynne
HasHauuTb NpaBo rpynne MOXHO UMn B OKHE peAakTUpOBaHUs NpaBa, Uiu B OKHE pefakTMpOBaHWA rpynnbl.

B okHe pefakTupoBaHus npaea:
1. HaxmuTe flo6aBuTb 3Ha4veHue. [10SIBUTCS CTPOKa C HeonpeaeneHHbIM 3HaYeHeM rnpasa.

2. Bbibepute cTpoKy 1 HaxmuTte flobaBuTb rpynnbl. B g1ManoroBom okHe BblGepute HyXHble rpynmbi.
3. YKaxuTe 3HaueHue npaBa Ansi 4,06aBneHHON rpynbl:
> «paspeuweHo» UK «3anpeweHo» - 471 JTOrMYECKOro npaea;

> paspeluaroLlee 3Ha4YeHve 1 3anpeLaroLlee 3HaYeHune - 418 CTPOKOBOro npasa.

7o - B =) P> - - o ,.
> < g R L oy o% + | N
Hazag O6HoeuTe | [Mpuncxedwa PaGouwe Tpynne Monezoeatenw | [oBaewte Yaanums JoBaenTs JobaenTs

= MECTa SHEYEHWE 3HAYEHMWA noAb3oBaTenei | rpynne

J lNpocMoTp TexHoAOTMUeCKoro npouecca ( Yuacrok 1)

3HaqeHue ONBE30BATENN, rpynnW
- /
e £ Jucnetyeps

Onucanue

0 ‘ﬂ Cneparopkl
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B OKHe pefakTMpoBaHust rpynmnbl:
1. Haxmute lo6aBuTb npaBa.
2. B ananoroBomM okHe pasBepHUTE NPUOXeHKe, Npaea 3 KOToOporo He06XoAMMO Ha3HauWTb Fpynne, 1
BblbepuTe Hy XHble NpaBa.

BreiBop npae n

|:| [ SePlatform.ClusterWorkPlaces
b [ C3 SePlatform.Security
I [] CJ SePlatform.WorkStations
4 | YuacTor 1
Ui} MpocmoTp TEXHONOMMYECKoro NpoLecca

L:) ¥npaeneHWe TEXHOAOTMYSCKMM MPoLEccom

Mownck o Bubpate | | OtmeHa

B penakTope rpynnbl NOABATCA CTPOKU nNpaB C HeornpeaeneHHbIMY 3Ha4YeHNAMI.

MpunoxeHue SePlatform.Security - 3T0 CUCTEMHOE NPUNOXEHNE, OHO COAEPXMUT CUCTEMHbIE NpaBa.
X MOXHO HazHauuUTb rpynne, HanpumMep, YTobbl pa3peLlunTb NPOCMOTP U peAaKkTMpoBaHWe

KoHUry paLmm BceM nonb3oBatenam B rpynne. MNopgpobHee kaxgoe npaso onvcaHo B [Npunoxerue D:
lMpaBa cTaHgapTHoro npunoxenusa SePlatform.Security (cTp. 109).

MpunoxeHusa SePlatform.ClusterWorkPlaces n SePlatform.WorkStations cogepxat npasa focTtyna
K KnacTepHbIM pabounm mectam n APM. MogpobHee 06 vx ncnonb3oBaHuy uuTaiite B 6.7.
OpraHusauusi KnactepHoro paboyero mecTta (cTp. 75).

3. YkaxuTe 3HauyeHVst 406aBneHHbIX NpaB Ans rpynnbi:
> «paspeweHo» UMW «3anpeweHo» - 4151 TOrMYECKoro NnpaBea;
> pa3spelualoLlee 3Ha4YeH1e 1 3anpeLuatoLLLee 3HayeHue - Ana CTPOKOBOro Npaea.

— . ~, ~ ~

(= o '@1 - ﬂ. A e b,
\ . E = < ¥
- ) ==
Hazag O6Hoeute | [Mpunoskenua PaGouwe Mpynne MNonezoceatenw | Yganute  JoBaeute
= MecTa NoAb3CEaTENEH

& M AREEs
e [lncnetuephl nasa
MasHTndukatop JucneTuept: Tun Mpaso 3HaueHne 3P OEKTUBHOS 3HAYEHME
OroBpaxaemoe vma | JucneTuepe @ YuacTtok 1
Paau 1) Npocmorp Texsonorvyeckoro npouecca (—] (—]
® Weanos VeaH 1) ¥Ynpasnenve Texnonoriueckum npoueccom (/]

NMPUMEP
[ns npoGHoii KoHbUry paLumn HasHaybTe NpaBa rpynnam U yKaxuTe 3HaueHu st criefyoLym obpasom:

> rpynne «OnepaTopbi» Pa3peLleH «MpocMOTp TeXHONOrMYecKoro npouecca» U 3anpeLLeHo
«YnpaBneHMe TexXHONOrU4YecKUM MpoLEeCcCoM»;

> rpynne «JucneTyepsl» 3arpeLleH «lpocMoTp TexHOoMorM4eckoro npouecca» U paspeLleHo
«YnpaBneHMe TexXHONOrU4YecKUM MpoLEeCcCoM»;

> 3HauyeHus npa. 4n4 rpynnbl «HavalAbHUKKN y4acTKa» OCTaBbTe HeonpeaeseHHbIMN.
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HasHauuTb NpaBo nonb3oBaTersto

Ha3HaunTb NpaBo Nosib30BaTes 0 MOXHO UK B OKHE pefakTMpPOBaHWs NpaBa, UIN B OKHE peak TMPOBaHUsA y4YeTHOM

3annucu nonb3oBarternd.

B okHe penakTunpoBaHA npasa:
1. Haxmute lo6aBuTb 3Ha4veHue. [losBUTCA CTpOKa C HeonpeaerneHHbIM 3Ha4yeHnem rnpasa.

2. Bbibepute cTpoKy 1 HaxmuTe [lo6aBuTb Nonb3oBaTenei. B AranoroBom okHe BbiGEepUTe HYy XHbIX
nosib3oBaTenen.
3. YKaxuTe 3HayeHue npasa A5 Ao6aBneHHbIX Nofb3oBaTeneil:

> «paspeweHo» UMW «3anpeweHo» - 419 TIOFMYeCKOoro npasa;

D> paspeLualoLlee 3Ha4YeHNe 1 3anpeLatoLLee 3Ha4YeHne - 45151 CTPOKOBOro npaea.

am b ~ ~ ™~
fr . ”é = ! =) -3 {
& o 0 gk 4 04 0% i
Haszaa Q6roerte | NMpunowenws Pabouwe pynno Moaescsatenn | [obaewte  Yaanuts HobasuTh JdobaswTs
= MECTa SHEYEHWE SHAYEHWA nonssosareneid] rpynne

b \,‘v'f'IpEEi,"IEHl'IE TEXHONOTMUYECKUM NPOLECCOM ( ¥Yuyacrok 1)

OnucaHwe
IHaueHue Mons3oeaTeny, rpynnel, pcuM
N - i e
(/] CemeHor CemeH

B oKHe peaakTMpoBaHWs y4ETHOW 3anucu:
1. Haxmute flo6aBuTb npaBa.
2. B pmanoroBom okHe pa3BepHUTE NPUNOXeEHUE, NpaBa U3 KOTOPOro HEOBXOAMMO HAa3HAYUTL Fpynne, U

Bbl 6epMTe HY>XHbl€ npaBa.

BeiGop npae n

|:| [ SePlatform.ClusterWorkPlaces
I [ CA SePlatform.Security
I [] & SePlatform.WorkStations
4 = YuacTok 1
L) MpocmoTp TEXHONOMMYECKOrD NPoLecca

L) YnpaeneHWe TEXHONOTUYECKMM NPOLECcomM

Mowck ~ Buibpate | | OTmeHa

B penakTope y'~|€THOI7I 3anncu nNnoaBATCA CTPOKK NpaB C HeonpeaeneHHbIMU 3Ha4YeHUAMN.

MpunoxeHne SePlatform.Security - 3T0 cCUCTEMHOE NPUNOXEHNE, OHO COAEPXUT CUCTEMHbIE NpaBa.
NX MOXHO Ha3Ha4uTb NOMb30BaTEN, HaNpUMep, YToObl pa3peLLnTb NPOCMOTP U peAaKTUPOBaHME
KOHMUrypaLum, Unm orpaHMuuTb AJIMTENBLHOCTL Ceccum nonb3oBaTens. MoapobHee kaxaoe NpaBo
onucaHo B Npunoxexue D: [NpaBa ctangapTHoro npunoxexus SePlatform.Security (ctp. 109).

O npunoxenuax SePlatform.ClusteriWorkPlaces n SePlatform.WorkStations n nx ucnonb3oBaHuu
yuTante B 6.7. OpraHnsaums knactepHoro paboyero mecta (cTp. 75).
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3. YKaxuTte 3HauyeHus1 ,06aBneHHbIX npae OonAa rpynnbl:
> «pa3speweHo» UIN «3anpeweHo» - 4519 JIOrM4eCcKoro npasa;
> pa3spellaioLlee 3Ha4yeHve 1 3anpeLlatollee 3Ha4eHne - 4119 CTPOKOBOro rnpasa.

s " ™~ i
- 2 = 2 & & R 2
= L = = 4 ¢ x s
- = E= =]
Hazag O6Hosute | MNpunoxenwa Padouwe Tpynne MNoaezosatenw HoBwii 3agate YapanuTs
- MECTa NoABI0BATENE NEpOAb
™ - - r ——
Metpos Metp pasa
Normx petrav Tun Mpaeo 3Hayefive  DddexTUEHOES 3HaueHWUe
Pamunma Metpoe @ Yuactok 1
Wiz MNetp i) [NpocMoTp TEXHONOIMYECKOTD NPOLECCa 0 o
Otuectso MeTpoeudy "
J FJNpAENEHWE TEXHONOMMYECKMM NpOoLeCcomM e e
Orobpaxaemas Mma Metpoe MNetp

MonyuunTtb 3 peKkTMBHOE 3HA4YEHME NpaBa

3HayeHne 0HOro 1 TOro Xe npasa MOXeT OblTb Ha3HaAY€eHO:
> nonb30BaTento JINYHO;
> rpynne nonb3oBaTenewn;

> ponwu.

B 3aB1CcKMMOCTHM OT TOrO, B KAKOW rpynne COCTOWT NOSb30BaTefb M Kakasi porlb EMY Ha3HayeHa, 3aBuUCuT
3 eKTUBHOE 3HAYEHNE NpaBa.

MpaBuna onpepenennsa a¢pHEeKTUBHOrO 3Ha4YeHUs Npasa:
> [nsa 6yneBckoro npaBea:
D> eCcnuv ecTb XO0Tb O4HO pa3peLlaloLLiee 3HaYeHNe 1 HET 3anpeLuaroLmx, 3heKTUBHOE 3Ha4YeHe
paspeLualoLLes;
D> ecnu ecTb XO0Tb O4HO 3anpeLLaroLLee 3HayeHne, 3EKTUBHOE 3HAYEHKE 3anpeLLatoLee.
> [nsa cTtpokoBbix NpaB 3h(peKTUBHOE 3HaYEHNE CKIaAbIBAETCA U3 BCEX HacNeaoBaHHbIX npaB. CTpoKoBble
npaBa oToGpaxatTCs CMMCKOM.
> OJddekTMBHbIE 3HAYEHMA ANA CUCTEMHBIX NpaB SePlatform.Security B [Mpunoxexue D: [NpaBa
cTaHgapTHoro npunoxenus SePlatform.Security (cTtp. 109).
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NMOACUCTEMA SEPLATFORM.SECURITY. PYKOBOACTBO AODMUHNCTPATOPA 75

MNPUMEP
MNepenpuTte K peaakTUPOBaHUIO YUYETHOW 3annCK NoNb30BaTeNs «CemeHoB CemeH», COCTOSALLErO B rpynmne
«HayanbHUKM y4acTKa» 1 0651a4aloLLero posbio «HauyanbHuK ydyacTka». OBpaTute BHUMaHue, YTo:

> HV OHO NpaBo He ObI/10 Ha3Ha4YeHO NONb30BaTENO JINYHO;

> nonb3oBaTesib COCTOUT B rpynne «HavanbHUKU y4yacTKa», KOTOpOI;I Ha3HauyeHbl 06a npasa
MPUITOXEHNA «Y4acToK 1», HO HE YKa3aHbl 3Ha4YeHus Nnpas,

> nonb30BaTento Ha3HayeHa ponb «HavyanbHUK ydYacTka», obnapatowan paspelleHnsaMmn obonx npas
MPUNOXEHNA «Y4acToK 1».

B cTon6ue 3ppekTUBHOE 3HAYeHUe 060UX MPaB - «pa3peweHo», CTONGEL, 3HaYeHue NycTyer.

[Nowck npasa jo
Tun MNpaso 3nauenue ShheKTMEHOE 3HAYEHNE
@ Yuactok 1
2 [pocMoTp TEXHONOIMYECKorD NpoUecta V]
2 ¥YnpaensHWE TEXHONCTMYECKMM NPOLECCOM V]

YKaxuTe rpynne «Ha4anbHuKM y4acTka» 3anpeLlaroliee 3HayeHre npaea «MpocMoTp TeXHONOrM4eckoro
npouecca». 3aTeM BEPHUTECH K pefakTUPOBaHUIO YYETHOM 3anncy HavanbHUKa yvacTtka. CornacHo npaesuny
onpeaeneHns 3 EKTUBHOIO 3Ha4YeHVs NpaBa, Nonb3oBaTento 6yAeT 3anpeLLeHo HabnoaaTthb 3a
TEXHONOMMYECKUM MPOLLECCOM.

Mowck Npasa Jel
Tun NMpaec 3HaYeHne SddekTMEHDE 3HAYEHKE
@ YuacTok
) pocMoTp TEXHONOTMYECKOrD NPoUEcca =]
i) YnpaeneHwe TEXHOMOIAYECKMM NPOLECCOM V]

[o6aBbTe Nonb30BaTerto IMYHO NMPaBo «YnpaBaeHMe TexXHoNoruyeckum npoueccom». B cTpoke npaea
3anonHuTcs ctonbel 3HadeHne. 30ecb MOXHO YKasaTb 3HauYeHVe Nnpaea JINYHO AN Nonb3oBaTens.

Mowek npasa 22

Tun Mpaeo 3naueHue  SddeKTMEHOE 3HAYEHUE

@ Yuactok 1

o7 [MpocMoTp TEXHONOIMYECKOND NPOLECCE

_'} I.'rrl'll:laE.l'I-EHHE TEXHOAOMAYECKMM NPOoUECC0 0

6.7. OpraHnsauus KnacrepHoro paboyero mecra

Heckonbko APM MOXHO 06benHNUTL B KnacTepHoe paboyee mecTo. Torga nocne BXxoga € yYeTHbIMU JaHHBIMU Ha
opHomMm APM, Bxof aBTOMaTU4YeCKMN MPON30MAET Ha ocTanbHbix APM, BXoasLmx B KnacTepHoe paboyee MecTo.

YT106bl cO3aaTh kKnactepHoe paboyee MecTo, Heo6XoAUMO:
1. O6beanHuTL APM, BXOAsLMe B KnacTepHoe paboyee mecTo, B ceTb SePlatform.Net.
2. Hactpoutb AreHT SePlatform.Security Bcex APM Ha o6wuin LDAP-cepsep.

3. Cozpatb knacTtepHoe pabodee mecTo, ucnonb3ays SecurityConfigurator.

6. PEOAKTVPOBAHWNE KOHOUTYPALIM HA LDAP-CEPBEPE C NMOMOLBIKO SECURITYCONFIGURATOR
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Korpa knactepHble pabouve mecta 6yayT co3faHbl, AOCTYM K KnacTepHblM Mmectam u APM moxHo 6ynet
Ha3HayaTb Nofb30BaTeNaM U rpynnam B BUAE npas npunoxeHun SePlatform.ClusterWorkPlaces u
SePlatform.WorkStations.

O6begnHuTb APM B cetb SePlatform.Net

Mepen Hayanom HacTpoliky onpegenute APM, koTtopblii 6yaeT ueHTpanbHbiM y3nom cet SePlatform.Net: Ha
LLeHTpanbHOM Y3Jie CeTU co3aHa HyXxHasa KoHdurypauma LDAP-cepsepa (nonb3osaTtenu, rpynbl, NPUNoXeHus n
npasa). HacTpoiku LeHTpanbHOro y3na 6yayT oTnmM4aTbCs OT HAacTpoeK ocTasnbHbix APM.

Huxe onucaHo co3panue npocteiwein cetn SePlatform.Net, B koTopoii Bce y31bl COEQUHSIIOTCS C
LeHTpanbHbIM y3rom ceTu. Bonee cnoxHele cxembl ceTn SePlatform.Net cnepyet ucnonb3oBats TONbKO
€CIW LLEeHTParnbHbIN y3ern CETU HEe IMEET CETEBOIO COEAMHEHUS C KAKUM-NTBO ApYyTrvM y35ioM

(Hanpumep, ecnv KOMMbIOTEPLI HAXOAATCS B Pa3HbIX CETAX, MEXAY KOTOpbiMU paboTaeT 6paHamayap).

B naHHOM npuMepe Takne CXEMbl HE pacCMaTpUBaOTCS.

Ha kaxgom APM:
1. YcTtaHoute SePlatform.Net (Bxogut B auctpnbytue SePlatform.Domain).
2. CkoHurypupyiite SePlatform.Net:

2.1. NepenguTte B nanky ycTaHoBKK C: \Program Files\SePlatform\SePlatform.Domain 1 oTKpounTe
dain KoHdurypaumm seplatform.net.agent.xml B 1l060M TEKCTOBOM peaaKkTope.

2.2. B atpubyTax anemeHTa SePlatform.Net.Agent ykaxute napameTpsl APM B cetn SePlatform.Net.

ATpubyTt OnucaHue

Name Mma APM B cetn SePlatform.Net. [LonxHo 6bITb YHUKaNbHLIM B CETU
SePlatform.Net.

NetEnterPort MopT, Nno kKoTopomy Apyrue cnyx6bl COeANHATCA C AaHHBIM Y3510M (M0 YMONYaHuio
- «1010»).

ParentAgentPort [lopt ans coeanHeHus c LeHTpanbHbiM y3nom cetn SePlatform.Net.

PekomeHayeTcsi pa3HbiM y3n1aM HasHauaTb pasHble 3HaYeHus aTpubyTa.
Y LeHTpanbHOro y3na ceTu ykasblBaTb He 06A3aTerbHo.

NMPUMEP

LleHTpanbHbI y3€en:
<SePlatform.Net.Agent Name="CentralNode" NetEnterPort="1010" >
OcTanbHbie APM B ceTu:;

<SePlatform.Net.Agent Name="ARM1" NetEnterPort="1010"
ParentAgentPort="1009">

<SePlatform.Net.Agent Name="ARM2" NetEnterPort="1010"
ParentAgentPort="1090">

6. PEDAKTUPOBAHUE KOH®UTY PALIMIN HA LDAP-CEPBEPE C MOMOUWbBKO SECURITYCONFIGURATOR
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2.3. Ha ueHtpanbHom y3ne cetn SePlatform.Net, B aTom xe chaiine, packoOMMEHTUPYINTE KOHCTPYKLMIO
<ChildAgents> U Nepeyncnure Bce Ao4YepHue y3nbl CETH, yKasas UX napameTpbl:

ATpubyt OnucaHue

Name Nma goyepHero y3na cetn SePlatform.Net. Yka3aHo B KoHurypawmm godepHero y3na s
aTpubyTe Name.

Address | |P-appec nodepHero y3na cetu SePlatform.Net.

Port Homep nopta ans noaknioYeHns K fovepHemy y3ny. YkasaH B KOHUrypaLum go4epHero
y3na B aTpubyTe ParentAgentPort.

NMPUMEP

<SePlatform.Net.Agent Name="CentralNode" NetEnterPort="1010" >
<ChildAgents>
<ChildAgent Name="ARM1" Address="199.99.99.101" Port="1009"/>
<ChildAgent Name="ARM2" Address="199.99.99.102" Port="1090"/>
</ChildAgents>

<Options LoggerLevel="2"/>

</SePlatform.Net.Agent>

2.4. Nepesanyctute cnyxby SePlatform.Net.Agent, yToObl MPUMEHUTE BHECEHHBIE M3MEHEHUS.
B pesynbTtate APM 6ynyT 06beanHeHsl B ceTb SePlatform.Net.
HacTtpoutb AreHT SePlatform.Security Ha o6wuin LDAP-cepBep

Ha Bcex APM ceTu gonxeH 6biTb ycTaHoBneH SePlatform.Security. MNpu atom kaxabin AreHT
SePlatform.Security ponxeH 6bITb HACTPOEH HAa OAMH 1 TOT Xe kaTtanor LDAP-cepBepa LieHTpanbHoro y3na.

Ha kaxgom po4vyepHeM y3ne ceTu:

6. PEOAKTVPOBAHWNE KOHOUTYPALIM HA LDAP-CEPBEPE C NMOMOLBIKO SECURITYCONFIGURATOR
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1. YcTtaHosute SePlatform.Security;

2. Mepenpute K HacTpoiike AreHT SePlatform.Security. OTkpoiiTe KOHUry paLmoHHbI dhain
seplatform.security.agent.xml, pacnonoxeHHbIn B C: \Program
Files\SePlatform\SePlatform.Security nykaxure:

2.1. MapameTpbl NokanbHol Toukn gocTtyna Net-areHTa, Bxoasiiei B cetb SePlatform.Net:

NPUMEP

<EntryPointNetAgent Address="127.0.0.1" Port="1010"/>

2.2. NapameTpbl LDAP-cepBepa, pa3BepHYyTOro Ha LileHTparbHOM y3e CeTU:

NPUMEP

<LdapHosts>
<LDAPServer Address="199.99.99.111" Port="389"/>
</LdapHosts>

2.3. AomunncTpatopa LDAP, naponb agMuUHUCTpaTopa U KOPHEBOWN KaTanor - Takue Xe, Kak B HaCcTponkax
AreHT SePlatform.Security Ha LieHTpanbHOM y3ne CeTu.

NPUMEP

<!-- Karajnor nojbs3oBaTesiga LDAP —-->
<LdapUser value="cn=Manager,dc=maxcrc,dc=com"/>

<!-- Taposar LDAP -->
<LdapPassword value="..."/>
<!-- KopHeBOM KaTajoI -->

<SecurityDn value="ou=Security,dc=maxcrc,dc=com"/>

3. Mepesanyctute cnyxby SePlatform.Security.Agent, 4ToObl NPUMEHUTL BHECEHHbLIE U3MEHEHNS.

B pesynbtate APM ceTun 6yayT HacTpoeHbl Ha ob6wmii LDAP-cepsep.

Co3paTb KnactepHoe paboyee MecTo

KnacTtepHoe pabouee mecTo cosgaétca B SecurityConfigurator:
1. Ha naHenu MHCTpyMeHTOB BbiGepuTe Paboune mecTa.

"y [
b= TR ¢}
|_G e —1—1

I —1—1

Mpunoxenua leynne MNonszosatenn
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2. [lobaBbTe KnacTepHoe pabodee MecTo.

Qw e & T 2 -+ = =

Hazag Enepen OBHoeute | Mpunoskenwa Pa 12 Tpynnel MNoaszosaTenm JoBasute Ypan AoBaeuTs KnacTepHoe | ¥4anuTe knacTepHoe
= L pabouys cTaHLMI pabouee MecTo pabouee mecto
5 Cnucok pabounx cTaHuKuiA CeolicTBa BbIOpaHHOW paboueid cTaHLMK

WMma padoueii crariwmn  Vigenmudukatop paboueii cranuuu  Mma knacteproro paGouero mecra W paBousii cranuyn

WMaenTudmkatop pabodel craHumm

WMwus knactepHoro pabouero mecta | PaBoudee mecto

& Cnvcok knacTepHbix paGoumnx mMect CeolicTea BeibpaHHoro pabouero Mecta

Wmg knactepHoro pabodero mecta
Wwma knacteproro pabousro mecta | PaBouse mecto

| Pagouse mecto - |

Cnucok paboqnx cTanumia

3. Onsa kaxgoro APM, KoTopbli BOWGET B KnacTepHoe paboyee MecTo, fiobaBbTe paboyyto CTaHLMIO U yKaXuTe

CBOWCTBaA.
= ~» B =h 2 =
| - £ L
O ¢ L E
Hazag Enepes O6Hoeute | Mpunoxenwa P = lpynnu Monesosatenu AobaeuTe Yagan 0 [loGaeuTe KnactepHoe |
= pabouyte CTaHUMIo pabouee mecTo
o Cnucok paboumnx cTaHuuiA Ceoiictea BbibpaHHoi paboueid ctaHuMK
Wmz patGoueid ctaHumn  Maentudukatop paboyeieTaHumn Mima knactepHoro pabouero mecta Vines paiousii cTaLim
ARM1 ARM1 PaBouee mecto .
WaeHtudvkatop pabodeld craHumm
CentralNode CentralNode PaBouee mecto
ARMZ ARM2 Dafiouse mecTa Wmg knactepHoro pabousro mMecra
CeoiicTBa
MapameTp OnucaHune

Uma paboyeit cTtaHumm | [1pou3BOMbLHOE UMS.

UpeHTuduKaTop Nmsa APMa B cetn SePlatform.Net. CoBnagaet co 3HaueHnem aTpubyTa Name B
paboyeit cTaHUUU (haiine koHdurypaumm SePlatform.Net.
MMa KiacTepHoro Bbibepute knacTepHoe paboyee MecTo, A,00aBNEHHOE paHee.

paboyero mecTa

[=] seplatform net agent xml E3

<?xml wversion="1.0" encoding="utf-8"7>
<!—— KosdMrvpHMpoeaHe Net-areHTa

VI T S ]

U

|%|<5EPlatfr:nrrr. Het . Agent |[Hame="CentralNode" HNetEnterPort="1010"

CeoMcTBa BeiDpaHHoOW pabouel claHummK

s pabouel cTaHumm CentrgiMode

Maenmndukatop paboded cranumy | CentralMode

Ma knacteproro paBousro mecta | PaBouee mecto

B pesynbTaTe 6yaeT co3aaHo knactepHoe paboyee MecTo, B KoTopoe BxoasaT APM u3 uncna o6 beanHeHHbIX B CETb
SePlatform.Net.

6. PEOAKTVPOBAHWNE KOHOUTYPALIM HA LDAP-CEPBEPE C NMOMOLBIKO SECURITYCONFIGURATOR
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npeJJ,OCTaBVITb AOCTYnN K KNnaCTepHbIM paﬁquM MectamMm u APM nonb3oBaTtensim

MpaBa pocTyna K co3faHHbIM KnacTepHbiM paboumm mectam u APM xpaHsiTcs B NpunoxXeHusix
SePlatform.ClusterWorkPlaces 1 SePlatform.WorkStations cooTBercTBeHHoO. [paBa co3gatoTca
aBTOMAaTUYECKU B MOMEHT CO34aHUs1 COOTBETCTBYIOLLIMX S1IEMEHTOB.

Ha3zHaunTb NpaBa AoCTYMNa MOXHO Kak Monb30BaTenaMm, Tak 1 rpynnam:
> PaspeweH gocTyn K pa6odemy MecTy - NMpaBoO AOCTYNa K KnacTepHOMY paGoyemy MecTy.

> PaspeweH AocTyn K pabo4eil cTaHuuu - NIpaBo AoCTyna K otaenbHomy APM.

BeiGop npae n

d |:| | = SePlatform.ClusterWaorkPlaces

[ 2} Paspewen gocryn k paBouemy mecty - Pafiouse mecto
b [ CH SePlatform.Security
4 [W] [ SePlatform.WorkStations

[ {5 Paspewen goctyn k paBoueii cranuum - ARM1

) Pazpewen gocryn k paboveld craHumm - ARM2

) Pazpewen goctyn k paBoueld cTanumK - CentralMode
4 [ ][5 Yuacrok 1

L1 €2) NpocmoTp TexHonorwueckoro npouecca

I:I ¥ l.'l"'I'IFIEEr.I'IEHHE' TEXHOACTMHECKMM NPOUECCOM

pe) Bufipate | | OtmeHa

B pe3ynbTaTte BOSMOXHOCTb aBTOPM30BaTbCA Ha BCeX APM, BxogAawmx B KnacTtepHoe pa6oqee MeCTO, 3aBUCUT OT
KOMOUMHALLMM Ha3HAYEeHHbIX npas.

HOoctyn K LOoctyn K APM, PesynbTaT aBTOpU3aLInm
KnacTepHOMy BXOZASLLMM B KNnacTepHoe
pa6bouyeMy mecty | pabouee MecTo

Ectb EcTb, KO BCcemM Mpu Bxone Ha ogHoM 13 APM aBTOpm3aLLns IPOMCXOAUT Ha
Bcex APM, Bxoaswumx B KrnactepHoe paboyee MecTo.

EcTb, He KO BCeM Mpw Bxoge Ha ogHoM 13 APM, K KOTOpOMY eCTb
OOCTyn, aBTopMU3aL s MPOUCXoaUT TONbKO Ha Tex APM, k
KOTOpbIM UMeEETCS AO0CTY.

Het Ectb Mpu Bxone Ha ogHOoM 13 APM He npoucxoauT aBTopu3aLus Ha
ocTanbHbIX APM.

6.8. Pe3sepBHOe konupoBaHue KoHUrypaumm

MHdopmaumio n3 katanoroB LDAP MOXHO coxpaHaTb B pe3epBHbie Konvuu. OHM MOryT NPUroAnTbCS NPy NepeHoce
KoHpurypaumm Ha apyrve APM, pna co3paHusa otyetoB u np. Micnonbayiite SecurityConfigurator ana cozpaxun
pe3epBHbIX Konuit. Cnocobbl co3aaHnsa U BapuaHTbl MCMOSIb30BaHUS KOMWUIA OncaHbl B Tabnue HuXe.

6. PEDAKTUPOBAHUE KOH®UTY PALIMIN HA LDAP-CEPBEPE C MOMOUWbBKO SECURITYCONFIGURATOR
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Urto coxpaHuTb

®dopmat | Kak coxpaHuTb

Kak ucnonb3oBaTtb

danna
MonHasa pesepsHasi * . bak MeHio0 -> CoXpaHuTb MOo>XHO BOCCTaHOBUTbL KOHpUrypaLmio n3
Konua KoHdurypawumm pe3epBHyH Konwio pe3epBHOW KOMuM:
[ MeHi0 -> BOCCTaHOBUTb M3 pe3epBHOI KOMUI
{5 Nogxnoumacs
5& Qrenauumaea
H CoxpaHuTe
?H CoxpaHWTb pESEPEHYID KOMHIO %
I*_F BoccraHoBwTs M3 pesepBHOM Konuu
Cnu1cok npunoxenHnm n | *.xml Pa3pnen Npunoxenus -> | MOXHO UMNOPTUPOBATL NPUNOXEHUA 1 NpaBa u3
npas CoxpaHutb B ¢aiin CoxpaHeHHoro davina:
m NMpunoxenus -> flo6aBUTb U3 ¢aiina
=
CoxpaHuTe
g daidn
* x1lsx Paszpgen Npunoxenus -> = B KayecTBe OTYETA O pa3peLLeHnax 1 3anpeTax
*.csv | 9kcnopT B Excel nornb3oBarenei 1 rpynmn nofib3oBaTenen
*.docs —
JkcnopT
& Excel
Cnuncok *.x1sx | Paspgen Mpunoxenus ->  Bo Bcex cnyyasnx, Koraa Hy>XeH CrncokK
nonb3oBartenemn * . xml 3kcnopTt B Excel nonb3oBaresnen co BCeMU faHHbIMU
Y — nonb3oBarenen
* . docs

SkcnopT
g Excel

6. PEOAKTVPOBAHWNE KOHOUTYPALIM HA LDAP-CEPBEPE C NMOMOLBIKO SECURITYCONFIGURATOR
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7. Ayout 6e3onacHoCTH

SePlatform.Security MmoxeT oTnpaBnsiTe coobLLeHNs 06 M3MEHEHUSIX B NopcucTeMe 6€30MacHOCTM B CUrHasbl
SePlatform.Data Server. 3ta dyHkUMs Ha3bIBaeTCsA ayauMToM 6€30MacHOCTH.

[ns nonyyeHns coobeHuii ayamta 6e3onacHoCcT HeobxoauMbI:

> SePlatform.Security - TpaHcnpyeT coobLieHus;

> SePlatform.Data Server ¢ nogkntoueHHsiM Mmogynem OPC AE Server - 3an1cbiBaeT coobLeHus B
CUrHasbl,

> noboe cpencTBO NPOCMOTPa 3HaYeHuUIn curHanos cepaepa (Service - OPCExplorer) nunu coobueHuii
(Service - LogViewer, SePlatform.HMI.Alarms).

CoobLeHnsa ayanta 6e3onacHocTu 6bIBaOT TPEX TUIMOB:
> nepBble coobLLalT 06 M3MEHEHUSIX B CMIUCKAX MOMb30BaTenen, rpynn 1 NPUNoXeHUi, B T.4. NPaB 1 pore;

> BTOpble - cryxebHble coobLeHnst o pabote AreHT SePlatform.Security (Bxoza v Bbixod nonb3oBaTens,
BbIMOSTHEHNE KOHTPOSSA LLeNTIOCTHOCTU U MP.);

> TpeTbu XpaHAT MHAOPMALMIO O TEKYLLEM MOfb30BaTerne (NorvH, oTobpaxaemoe UMs, rpynna) u paéoyein
CTaHU MW,

YT100bl 03HAKOMUTLCS C COOBLLIEHMSIMU NEePBbLIX ABYX TUMOB, nepenauTte K danny
seplatform.security.agent.json, pacnosoxeHHOMY B:

> C:\Program Files\SePlatform\SePlatform.Security-ana OC Windows;
> /opt/SePlatform/SePlatform.Security-pana OC Linux.

Co006LWeHNAMM TPETLETO TUMNa ABMNSAKTCS:

JIOTVH TEKYLLLEro nosib3oBaTerns;

oTobpaxaemMoe MS TEKYLLIEro NMob30BaTens;

Ha3BaHWe rpynribl, B KOTOPO COCTOUT TEKYLLIMIA NMONb30BaTENb;

vV V V V

nUMSA TeKyLLen paboyer CTaHLnN.

YT100bI nony4artb COOGLLI,EHVIFI O COCTOAHUM NOACUCTEMDbI 6630I'IaCHOCTVI, HeO6XOLI,VIMOZ

> HacTpoutb AreHT SePlatform.Security ansa TpaHcnsaumm coobLeHNn, NP HEO6XO[UMOCTM USMEHUB TEKCTbI
COODLLEHUI;

> noprotoButk curHansl B SePlatform.Data Server.

Hacrtpoiika AreHT SePlatform.Security 1 pegaktupoBaHue TeKCToB COO6LLEHUIA

[lns HacTpolkm ayamTa 6e30MacHOCTM 1 ero CoobLLIEHWI crieqyeT peaak TUpoBaTh KOH(UIy paLUoHHbIe dainbl
seplatform.security.agent.json nseplatform.security.agent.xml, pacnosoxeHHble B:

> C:\Program Files\SePlatform\SePlatform.Security-pana OC Windows;
> /opt/SePlatform/SePlatform.Security-pana OC Linux.

Pe,EI,aKTVIpOBaHVIe TEeKCTOB COOGLIJ,GHVIVI
®dain seplatform.security.agent.json XpaHUT TEKCTbI COOOLLEHMIA, KOTOPblE MOXHO peaakTupoBaTh. [1pu

dhopmmpoBaHUM TeKCTa COOBLLIEHNST MOXHO NCMONbL30BaThb Tern. Tern onncaHbl B Havane davna. [nsa kaxagoro
€006 LLLEHNA YKa3aHbl NapaMeTpbl, HA3Ha4YEeHME KOTOPbIX ONUCaHO B TabnuLLe HAXE.

7.AYONT BE3OIMNACHOCTHU
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HassaHue
napameTtpa

HasHauyeHue napameTpa

name

N peHtndmkatop coobuieHnsa. MeHsTb Henb34.

value

TeKcT coobLLEeHuS.

type

Tun coobeHuns. Tun cnyxuT ons nomMeTki CooBLLEHNI, KOTOpble MOTyT GbITb 3anMcaHbl B OAVH
u ToT Xe curHan SePlatform.Data Server.

Mo ymonyaHuio Bce COOOLLEHNSA MMEIOT TUM Admin W 3aMUCHIBAOTCS B OAMH W TOT Xe CUrHan,
yKa3saHHbI B KapTe CUrHanos KoHUrypaunoHHoro ¢aina seplatform.security.agent.xml.
YT06bI pa3Hble COOBLLEHMS 3aMUCbIBANIUCh B pa3Hbl€ CUTHasbl, O4HUM COODLLIEHVAM
HeobxoAnMOo yKasaTb TUN Admin, a APYrMM - Normal, a 3aTEM B KapTe CUrHanoB ykasaTb 3Tu
TUMbI AN pa3HblX CUrHanoB.

HasBaHus Admin M Normal MOXHO MEHATb, rNMaBHoOE - YTOObI HOBbIE Ha3BaHWA ObINN YKa3aHbl B
060X KOH(UIy paLMOHHbIX dainax.

severity

KaTeropusi BaxXHOCTV CO0OLLEHNA. DTOT NapamMeTp CryXuUT ANA pa3feneHust BCex COObLLEHMIA Ha
YeTblpe KaTeropum BaxHOCTU. KaTeropum onncaHbl B KapTe BaXHOCTW KOH(UIy paLoHHOro
daina seplatform.security.agent.xml. o ymonyaHuo ansa Bcex coobLLEeHMn yKa3aHa
KaTeropuma BaXXHOCTU Info.

sound

3BYK, KOTOpbIV AOMXeH BbITb BOCNIPOU3BEAEH NPU HACTYMNEHUM COBbITUS, O KOTOPOM rOBOPUTCS
B coobLeHun. PopmaT 3HauYeHUst - UMsI U paclumpeHne chaiina 3Byka. daiin 3Byka A0NXeH
HaxoAWTbCA B Manke NpoekTa, MOCPeACTBOM KOTOPOro NpocMaTtpuBalTcs cobbiTus, HanpuMmep,
SePlatform.HMI.Alarms. NMogpo6Hee 06 3TOM - B JOKYMEHTE Ha COOTBETCTBY IOLLINIA NMPOAYKT.

ackrequired

HeobxogumocTb KBUTUPOBaHUSA CODbITUSA, O KOTOPOM rOBOPUTCS B cO0bLLeHnn. Ecnn
HeobX0AMMO KBUTUPOBATb COObITME, YKaXWUTE 3HAYEHME «1», ECIIU HET - «@».

NPUMEP

Mo yMOn4yaHuno C006LI.I,eHI/Ie onncaHo cnegyoumm o6pa30M:

{"name" :"AUDIT ADD USER", "value":"Ha '%arm.name3%' OT MMEHU

'ScurrUser.symbolicId$%' rpynna 'ScurrGroup.symbolicId%': HacTpolka cOmucka
noyib30BaTesiert - JoOaBJyieH MNoJsib30BaTesb '#user.displayName#'.", "type":"Admin",
"severity":"Info", "sound":"", "ackrequired":"0"}

30ecb MOXHO U3MEHUTb TEKCT COOBLLIEHUS], TUM U BaXHOCTb, YKa3aTtb 3BYK U HeobXoANMOCTb

KBUTUPOBAHWSA:

{"name" :"AUDIT ADD USER", "value":"B rpynny '%currGroup.symbolicId%' nofarjeH
nojib30BaTesis '#user.displayName#'.", "type":"Normal", "severity":"Debug",
"sound":"defaul.wav", "ackrequired":"1"}

7.AYONT BESOMNACHOCTH




84 NOOCUCTEMA SEPLATFORM.SECURITY. PYKOBOACTBO AODMUHNCTPATOPA

Co06LLeHNsa NepBoro TuMna oTNpaBsloTCS B pe3ynbTaTe U3MEHEHWUI, NpousBeeHHbIX B KoHdUrypatope
©e3onacHocTu.

SePlatform.HMI.SecurityConfigurator TpaHcnvpyeT coobLueHnst ayauTta nepeoro Tuna, nepeymcrieHHble B
seplatform.security.agent.json.

SecurityConfigurator TpaHcnvpyeT co6CTBEHHbIE COOOLLEHUS ayauTa NEPBOro TUMa, MO3TOMY U3MEHUTb KX
HE MonyuuTcs.

UTo6bl Nonb3oBaTbcs PyHKLMeN ayanta 6€30nacHoCTH, BKIloUMUTE B HacTpoikax SecurityConfigurator
NoAKIoYeHne K areHTy 6e30MacHOCTy.

F Mapamerpei x

e nﬂﬂ-"“m”e”“& MogrntodeHne

137 MMNopT ¥ skcnopT

| v MNogknioyaTech K GredHTy CHUCTEMBI GE30NaCHOCTH

[ 2EnoMUHETE MMEHS 33PEMMCTPUPOBEHHBLI NONBSOEETENSH
[ Wenonk3oBaTh SKPEHHYH KNGEWETYPY NPW PEMMCTPELMK NONb30BATENA

[ 2akpuieath ceccuio Security npu Boixone

HocTynHeIE NpaBa TEKYWEro NoNL30BaTENA:
* MNpocMoTp KoHEMrypaLA

* Penak MpoBaHWe KoHGMrypaLm

* MameHeHWe HACTPOEK

JBKPBITE | O TMEHUTE

HacTpoiika areHTa 6e3onacHoCTu A4nd TpaHCNALMn coobLLEHMI

®dain seplatform.security.agent.xml NO3BONSET HACTPOUTb U BKMIOYUTb TPAHCALMIO coobLieHni. [ns aToro:

1. OTkpoiTe chann. MNepengmnte K anemeHTy <AuditLogConsumers>. BKnounte TpaHCHSLMIO COOOLLEHWIA,
3apaB 3HayeHve aTpnbyTa TraceAudit:

> «1» - AN BKIOYEHUA ayanTa;

> «@» - ANA OTKNIOYeHNs ayauTa.

<AuditLogConsumers TraceAudit="0">

7.AYONT BE3OIMNACHOCTHU
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2. Bo BNOXEHHOM 3neMeHTe <OpcDalLogConsumer> ONULLIUTE TaK Ha3blBaeMbI cepeep-noTpebuTens
coobueHni - ak3emnnap SePlatform.Data Server, B curHanbl KOTOporo 6yAyT TPAHCNIUPOBATLCS COOBLLEHMS.
YKaxwuTe 3HaueHns1 aTpubyToB 3anemMeHTa <Server>:

> Host -|P-agpec cepBepa;

> Type - Tun cepaepa («OPC» nnn «TCP» ana Windows, Tonbko «TCP» ana Linux);

> ProgId-cTpokoBbiin naeHTudgmkatop OPC-cepsepa (ecnu Bbi6paH OPC-cepsep);

> TCPServerPort - NOPT s nogkntodennsa k TCP-cepeepy (ecnu BbibpaH TCP-cepsep);

> HostTcpReserve - UMs unu IP-agpec cepBepa ona pe3epBHOro kaHana ceasu ¢ TCP-cepeepom
(3HayeHne MoXeT BbITb NYCTbIM);

> MasterPasswordCipher - X3Ll-3Ha4eHNe MacTep-naporns, yCTaHOBNEHHOro Ha noakmntoyveHve K TCP-
cepBepy (3Ha4YeHne MoXeT ObITb MyCTbIM).

370 3Ha4YeHne AOJTXHO coBMnaaatb CO 3Ha4YeHnem anVI6yTa Cipher anemeHTa
<MasterPassword> B danne HacTpoek SePlatform.Data Server unu SePlatform.AccessPoint:

<MasterPassword Cipher="bknxu/rPt/+PCnmzYA....1B1i2bHuzYk2/XKKYFr" />

<Server Host="127.0.0.1" Type="OPC" ProgIld="SePlatform.OPCDAServer"
TCPServerPort="4388"
HostTcpReserve="" MasterPasswordCipher="">

B pamkax ogHoro anemeHnTta <OpcDaLogConsumer> MOXET OblTb HACTPOEH TOMNBKO OfIVH CepBep-
notpebuTtenb COobLLEHWIA.

KonunyecTtBo anieMeHTOB <OpcDhaLogConsumer> MOXET ObITb NHOOBIM.

3. 3apaviTe 3Ha4YeHVs ANs KaxA0M KaTeropum BaXHOCTW COObITUIA B KapTe BaXHOCTU <SeverityMap>,
N3MEHMB 3Ha4YeHUs aTpnbyToB Value. ATpUGYT MOXET NpUHMMaTb 3Ha4YeHus ot 0 o 999. O6paTtute BHUMaHME,
YTO 3TV 3HAYEHNS MOHARO0ATCA B AanbHENLLEM - HAaNpUMep, NpY HAacTPoriKe CoBbITUI B CUrHanax
SePlatform.Data Server, npu HacTpolike oTobpaxeHus cobbiTui B SePlatform.HMI.Alarms.

Takum 06pa30M MOXHO OTMETUTb, Kakne COOGIJJ,eHVIFI MMEIOT BbICOKYO BaXHOCTb, a KakKne - HU3KYIO. Mo
yMon4aHuio Bcem coobLieHsM B cpaiine seplatform.security.agent.json ykazaHa KaTeropms BaxHOCTH
«Info».

<SeverityMap>
<Severity Category="Critical"™ Value="800" Sound=""/>
<Severity Category="Important" Value="200" Sound=""/>
<Severity Category="Info" Value="100" Sound=""/>
<Severity Category="Debug" Value="0" Sound=""/>
</SeverityMap>

3aech Xe Ans Kaxaomn KaTeropum B Ka4ecTBe 3HaueHust aTpubyTta Sound MOXHO YKasaTb haiin 3Byka, KOTOpbIi
DOnXeH 6bITb BOCNPOM3BEAEH NpY HACTYNIEHNN COObITUS U3 3TOM KaTeropun. 3BYK MOXET ObITb YKa3aH nbo
ONA KaTeropum BaxHOCTK, MO0 A5 KaX4oro coobLeHns o cobbITUM OTAENBLHO - B dhaine
seplatform.security.agent.json, Kak onucaHo Bbiwwe. Ecnu ans coobLuieHnsa He ykasaH 3BYK, TO Npu
HacTynneHun cobbiTUSi BOCNPOM3BOAMTCH 3BYK, YKa3aHHbIN A5 KAaTEropumn BaXHOCTN 3Toro cobbiTus. dann
3BYKa AOSXEH HAXOAUTLCSA B Manke NpoekTa, NoCpeACTBOM KOTOPOro NpocMaTpmBatoTcs cobbiTUSA, HAaNpUMmep,
SePlatform.HMI.Alarms. Mogpo6Hee 06 3TOM - B JOKYMEHTE Ha COOTBETCTBY IOLLIIA MPOAYKT.

7.AYONT BE3OIMNACHOCTHU



86

NOOCUCTEMA SEPLATFORM.SECURITY. PYKOBOACTBO AODMUHNCTPATOPA

4. 3anonHuTe 3Ha4yeHud anI/I6yTOB KapTbl CUrHanoB <SignalMap>. B YKa3aHHble 30eCb CUrHasbl U
3anucbiBatoTcst coobLueHns ayauta. O6paTuTe BHUIMaHWE, YTO Ha3BaHUsi CUrHANoB MOTyT ObITb NG bLIMM.
BaxHo, 4Tobbl AN Kaxaoro Tuna - Normal, Admin, UserName, DisplayName, GroupName U
WorkstationName - ObINO CO34aH0 No gBa curHaina c pa3HblM peXMMOM 3aruncu. I'Iop,poGHee Ha3Ha4eHunA
anI/I6yTOB KapTbl ONncaHbl B Tabn nLe Hnxe.

<SignalMap>

<Signal Name="DynEvents
<Signal Name="DynEvents
<Signal Name="DynEvents
Type="UserName" />
<Signal Name="DynEvents
Type="DisplayName" />
<Signal Name="DynEvents
Type="GroupName" />
<Signal Name="DynEvents

.NormalDynSignal" Mode="DynamicEvent" Type="Normal"/>
.AdminDynSignal" Mode="DynamicEvent" Type="Admin"/>
.UserNameDynSignal" Mode="DynamicEvent"
.DisplayNameDynSignal" Mode="DynamicEvent"

.GroupNameDynSignal" Mode="DynamicEvent"

.WorkstationNameDynSignal" Mode="DynamicEvent"

Type="WorkstationName"/>

<Signal Name="DynEvents.NormalMessage" Mode="Value" Type="Normal"/>

<Signal Name="DynEvents.AdminMessage" Mode="Value" Type="Admin"/>

<Signal Name="DynEvents.UserNameMessage" Mode="Value" Type="UserName"/>

<Signal Name="DynEvents.DisplayNameMessage" Mode="Value"
Type="DisplayName" />
<Signal Name="DynEvents.GroupNameMessage" Mode="Value" Type="GroupName"/>
<Signal Name="DynEvents.WorkstationNameMessage" Mode="Value"
Type="WorkstationName"/>

</SignalMap>

Ha3Ha4veHua anMGyTOB KapTbl CUrHaloB

HasBaHue HasHaueHue aTpubyTa

aTpubyTa
Name lNonHoe numa curHana kak B SePlatform.Data Server.
Mode Pexum 3anvcu coobLueHns B curHan:
> «DynamicEvent» - CUrHamn, co3AaloLLmMiA AUHAMUYECKoe cobbITueE;
> «Value» - 06blYHaA 3an1cb coobLLEeHNS.
Type Twn coobLeHuniA, 3anncbiBaloLMXCS B cUrHan. Tunbl onucaHbl B HaYarne AaHHOro pasgena.

[ns kaxgoro coobueHus TpeTbero Tuna (UserName, DisplayName, GroupName U
WorkstationName)C03ﬂaeTCHHOCOGCTBeHHOﬁnapecwﬂmnOB.

[ns coobLueHnin nepBoro n BTOporo Tuna 4ocTaToqHo ABYX MNap curHanos. B aTtom cnyyae
aTpubyT Type CNYXUT AN MOMETKUN COOBLLEHUNIA, KOTOpble MOTYT GbITb 3anMcaHbl B OAWH U TOT
Xe curHan. Mo ymonyaHuio B daiine seplatform.security.agent.json Bce coobLieHns
UMEIOT TUM Admin, M 3aNMCbIBAlOTCA B OAMH U TOT XXe CUrHari, yKasaHHbIN B KapTe CUrHarnoB.
YT06bI pa3Hble COOBLLEHMS 3aMUCbIBANIUCh B Pa3HbIE CUrHasbl, OGHUM CO0BLLLEHNAM
Heo6XoAMMO yKasaTb TMMN Admin, a APYrMM - Normal, @ 3aTeM B KapTe CUrHanoB yKa3aTtb 3TK
TUMbl 4515 pa3HbIX Nap curHanoB. HasBaHmnA Admin M Normal MOXHO MEHSITb, IMaBHOE - YTOObI
HOBbl€ Ha3BaHMs1 GblNM yKa3aHbl B 060MX KOHUry paLMoHHbIX chainax.

5. JononHUTENBHO MOXHO U3MEHUTb NpechrKC COOBLLEHNI ayAnTa, MU3MEHMB 3HaYEHNe aTpubyTa value
anemeHTa <mesPrefix>. OH CNYXUT ANs BblAeNeHus coobLueHui ayanta 6e30nacHOCTU B CNIMCKE BCEX
oCTanbHbIX COOGLLEHWIA, KOTOPbIE MOryT OTOGpaXaTbCs B CPEACTBE NPOCMOoTpa.
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Moprotoska curHanos B SePlatform.Data Server

[ns Kaxaoro coobLeHns ayanta HeobXxoaMmo co3aTh Mo [ABa curHana: 06blUHbI U AUHAMUYECK .
JyHaMU4YecKuii CUrHan rno3BorfeT CreHepupoBaTh cobbiTHe, OTNpaBnsaLLee coobLeHne U3 06blYHOro cUrHana B
cpeacTBa NpocMOoTpa COoBLLEHNIA.

YT06b1 NnogrotoButb SePlatform.Data Server k 3anucu coobLeHni nogcuctTembl 6esonacHocT, Heob6XxoaAnMo
co3gatb 12 curHanos Tuna String B oTaenbHONM nanke gepesa curHanos. iMeHa CMrHanos no yMOS4YaHnto
nepeyvncneHbl B KOHUry paumoHHom danne seplatform.security.agent.xml, HO UX MOXHO USMEHUTD.

> [OvHamunyeckune curHanbl, NpuBeaeHHbIe B KOHUry paLMoHHOM chalre no yMonyaHuio:
> Messages.NormalDynSignal;

Messages.AdminDynSignal;

Messages.UserNameDynSignal;

Messages.DisplayNameDynSignal;

vV V V V

Messages.GroupNameDynSignal;
> Messages.WorkstationNameDynSignal.

> OO6blYHbIE cUrHanbl, NpUBEeAEHHbIE B KOH(UIypaLnoHHOM dhaisie Mo yMON4aHuio:
> Messages.NormalMessage;

Messages.AdminMessage;

Messages.UserNameMessage;

Messages.DisplayNameMessage;

Messages.GroupNameMessage;

vV V V V V

Messages.WorkstationNameMessage.

Co3paHue curHanos B npunoXxeHmn KOchmrypaTop
Ecnu gnsa koHdurypuposanus SePlatform.Data Server Bbl ucnonbayeTe npunoxeHve KoHpurypaTop, TO:

1. Co3paiiTe B AepeBe cuUrHarnoBs narky A curHanos ayauta (Hanpumep Messages). BHyTpuy nanku cospante 12
curHanos Tuna String.
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88 NOOCUCTEMA SEPLATFORM.SECURITY. PYKOBOACTBO AODMUHNCTPATOPA

2. 3aTeM HacTpoWnTe reHepaL o CobbITUIA NPK 3anMcK COoOLLLEHWI B CUrHanbl. [N 3TOro Ha3HaybTe CO34aHHbIM
obbekTam CBOWCTBA, OnncaHHble B Tabnuuax Huxe. Takxe MOXHO BKITHOYMTL donar BeA,eHUst ICTOpUM, YToObI
UMETb BO3MOXHOCTb 00paTUTLCA K HEl Npu Nepe3anincy 3Ha4YeHns curHana.

Ilns Toro, 4To6bl 3anncb CooBbLLEHUS B CUIrHAr reHepupoBana cobbiTue, B KOH(Ury paLmio
SePlatform.Data Server gonxeH 6biTb BkntoueH mopynb OPC AE Server. NoapobHee o Tom, Kak
MOAKOYNTb, HACTPOUTb U UCMONb30BaTb MOAYS1b, YNTANTE B COOTBETCTBYIOLLEM AOKYMEHTE.

> T[lanke Messages:

CBoOMCTBO 3HaueHune
999000 (Tnn MOXHO He yKa3blBaTb.
obbekTa)
999004 CKpunT, reHepupy LA COOBLLEHUE MPW HACTYMIEHMN COBbITHSA.
(ycnosue
reHepawum MPUMEP
coobLLeHN) o
<EventConditions>

<EventCondition Name="DynamicCondition"
Type="Dynamic" Enabled="1">

<Subcondition Type="Dynamic" Message="" Value=""
Sound="" Severity="100"
AckRequired="0" Enabled="1" SoundEnabled="0" />
</EventCondition>

</EventConditions>

roe:
> 3HayeHve aTpubyTa Name ByaeT MCNonb30BaTbCA NpY HACTPOVKE
OVHaMUNYeCKMX CUrHanoB.;

> 3HaueHve aTpubyTa Severity QONXHO COBMaAaTh CO 3HAYEHNEM
KaTeropvm BaxHOCTU COODLLEHNI, 3aNUChIBAIOLLMXCS B CUrHar,
yKa3aHHbIM Mpy HAaCTPOIKe areHTa.

> [OuHaMnyeckum curHanam (Cogepxar YacTuuy «Dyn» B Ha3BaHUM MO YMOMYaHUIO):

CBolicTBO 3HayeHue
5000 (agpec Conditions=(DynamicCondition)
curHana) roe HazeaHwe yCcnoBusi B CKoObKax [0MXHO CoBMafaTh CO 3Ha4YeHnem aTpmbyTa

Name, YKa3aHHbIM B CBOMCTBE 999004 nanku Messages.

9001 (cnar True
BeaeHnA MCTOleVl)

> OO6bIYHbLIM CUrHanNam:

CBoiicTBO 3HayeHue

9001 (chnar BegeHusa nctopum) True
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CoszpaaHue curHanos B SePlatform.Development Studio

Mopsinok cosaaHus npoekTa n koHduryprpoBaHnusa SePlatform.Data Server onvcaHbl B AOKYMeHTaL MM Ha
SePlatform.Development Studio (pasaen «3HakomcTBo ¢ SePlatform.Development Studio
pyKOBOACTBA nosnb3oBaTensa»). 30eCb ONMCAHO CO34aHNe CUTHANoB B YXXe CKOHUIy pupOBaHHOM
SePlatform.Data Server B cyuiecTBytoLLeM NpoeKTe.

Ecnu gna koHdurypuposanus SePlatform.Data Server Bbl ucnonsayete SePlatform.Development Studio, To:

1. OtkponTe umetowmincs npoekT SePlatform.Development Studio. MepeianTe K anemMeHTy, onucbiBaloLWEMY
cepBep B BalleM npoekTe. Y beautech, 4to 3aeck nogkntodeH anemeHt OPC AE Server.

2. MNepeiioute BHYTPpb 3N1I€MEHTA, ONUCHIBAOLLEro cepBep. 30eCb MOXET OblTb pa3MeLLLEH 3NTEMEHT
npunoxexus. Ecnu ero HeT, cos3gaiTte, NepeTsHyB 3N1eMEHT MpunoxeHue C NaHesIn 351IEMEHTOB.

3. BHyTpu anemeHTa NpUNoXeHns co3aanTte norndeckuit 06bekT. 3To byaeT nanka Ans CUrHanos,
npepHa3HavYeHHbIX A1 3anUcK coobLLLEHMIA ayauTa (Hanpumep Messages).

4. BHyTpy CO34aHHOrO flormyeckoro o6 bekTa co3fanTe ABeHaaLaTb NapaMeTpoB, COOTBETCTBYOLLUX
OBeHagLuaTv curHanam, npegHasHaydeHHbIM A18 3anncy coobLueHnn ayauta. [na Bcex napaMeTpoB yKaxuTe
3Ha4YeHus1 CBONCTB:

> HanpaeneHue («oTcyTcByeT»);

> Tun («string»);

> Vms.
5. [Insa wecTtu napameTpoB, NpeAHa3Ha4YeHHbIX ANA CO34aHNA ANMHAMMNYECKMX COObITUI, B OKHE CobbiTUA
ycTaHoBuTe conar FeHepupoBaTb CO6bITUA (TAKME CUrHANbI B UMEHaX M0 YMONYaHWIO CoAepXaT YacTuLy «Dyn»).
YT06bI OTKPLITH OKHO, NEepenauTe K NaHenn MHCTPYMEHTOB 1 BbibepuTe Bua -> CobbiTuA. B oTKpbiBLLENCA
TabnuLe yKaxure 3HayeHne BaXHOCTM COBbITUSA, COOTBETCTBYIOLLIEE KAaTEropum BaXHOCTM, yKa3aHHOW Npu

KOH(pu1rypuposaHum areHta. Ecnu Heobxoamnmo, ykaxure cpaiin 3Byka, BOCNPOU3BOAMMOrO NPy HaCcTyMeHnn
cobbITUSI, M NapaMeTpbl KBUTUPOBAHUS.

Messages & X ¥ |[ar Ceolictea * o X
# Test-project.Domain Server.Application. Messages forvuecknii obrext =8 1= [~ ! NormalDynSignal Mapanerp -
@ Obwme
¥poBeHs gocTyna My BAMUHEI A
‘ ) &) NormalMessage | E ) &) NormalDynSignal E
CBnacTe gocTyna rnoBanbHan
| ) € AdminMessage ‘ ‘ ) &) AdminDynSignal ‘ Hanpasaenne oTCyTCTRYET
| T Tl I | Tun string
) Userh B ) &» UserNameDynSigna
| _eosuns ‘ Wnar MNeormalDynSignal
| ) &) DisplayNameMessage ‘ ‘ ) &9 DisplayNameDynSignal ‘
| ) &) GroupNameMessage ‘ | ) &3 GroupNameDynSignal ‘ &CQ&MTMH =~ bl S
! NormalDynSignal Mapamerp
| ' &) WorkstationNameMessage ‘ ‘ ) &) WorkstationNameDynSignal | [] Arperuposats cobertua
leHepupoEaTL CcofeITHA
Coobuenwe | Baxrocts | [leaxtusnpyrouee | KewmuposaTts Bpema | 3syx
100 1 He Tpebyerca

6. MocTpoiiTe peLleHne n NpUMeHUTe KoHgUrypauuto. Ytobbl yoeanTbCs, UTo curHanbl co3aaHbl B cepBepe,
oTKpoiTe npunoxeHne KoHdpurypaTop unu Service - OPCExplorer 1 npoBepbTe, 4To co3aaHHas nanka ¢
CuUrHanamm noasunach B gepese CUrHanos.

MonyyeHune coobLieHun ayguta

Mocrne BHeCeHUs U3MEHEHWI B KOHDUIy paLmMmn cepeepa 1 areHta 6e30nacHOCTH, nepe3anycTuTe Ux Cryxobl
(cepBuchbl). B peaynbTtaTte 6yAeT HaCTpoeHa 1 BKITloYeHa TpaHCnALMs coobLuieHuin ayauta. Ytobbl 03HaKOMUTLCS C
pe3ynbTaToM, UCMOoMNb3YiTe NMoboe CPeacTBO NPOCMOTPA 3HAYEHMIA CUTHANOB cepBepa UM CUCTEMHBIX COOG LLLEHWIA.
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[lna npumepa Hxe npueeaeHo n3obpaxeHne okHa npunoxenusa SePlatform.HMI.Alarms. BHecute nameHeHus B
koHcurypauumo SePlatform.Security: ykaxute Homep TenedgoHa CyLLEeCTBYIOLLEro Nonb30BaTens Unu cogante
HOBY10 YUYETHYI0 3anncb. CoobLLEHNS 0 BHECEHHbBIX M3MeHeHUsaX nosieaTcsa B okHe SePlatform.HMI.Alarms.

2 804

Bpema reHepaupi Coofiwerme )
02.02.2024 13:43:28.886  Ha'wma MK ' 0T umern ‘manager’ rpynna 'AAMMHMCTPATOPEI' s HACTPOIKA tNicka nonbsosaTensi - ¥ nonssosaTtens Kpbinos AHApei' sanana damanua: 'Kpoinos',
02.02,2024 13:43:28.886  Ha 'uma MK ' 0T MMeHK ‘manager’ rpynna ‘AAMMHMCTPETOPE!': HAcTpoiika ciucka nonb3oeaTenei - ¥ nonbsosaTtensa 'Kpeinos AHapelf' 3anaHo wMa: ‘AHapeid’,
02.02.2024 13:43:28.886  Ha'wma MK ' oT umern ‘manager’ rpynna ‘AAMMHWCTPETOPGEI't HAcTpoiika tiicka nonb3osaTensi - ¥ nonssosaTtens Kpbinos AHapei 3anan norud: ‘krylov',
02.02.2024 13:43:28.886 B rpynny ‘AgmMuHucTpaTopel’ aobasneH nonbsosaTens Kpeinos AHapeit',
02.02.2024 13:43:28.886  Ha'wma MK ' oT uMerK 'manager’ rpynna 'AaMUHMCTPaTope!'s HacTpoiika ciucka rpynn - B rpynny nonssosaTtensit 'Aucetyepel’ aobasnen nonbsosaTens: Kpeinos AHapei'.
02.02,.2024 13:42:48.252  Ha 'uma MK ' 0T MMeHK ‘manager’ rpynna AAMMHMCTPETOPE!': HacTpoiika cicka rpynn - M3 rpynnel 'AucneTyepsl’ yaaneH nonesosartens Tetpos Metp'.
02.02,2024 13:42:40.781  Ha 'wma MK ' 0T uMeHn ‘manager’ rpynna AOMMHACTPETOPE't HACTPOMKE CMCKa Nonb3oBaTEne - ¥ nonssoeaTtens TleTpos MNeTp' MsMeHeH TenedoH: sHaueHue '121212 saMeHeHo ..
02.02,.2024 13:42:31.169  uma MK
02.02.2024 13:42:31.169 ALMAHWCTPETOPEI
02,02.2024 13:42:31. 169 manager

I 2 0] 52 coobluenus
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8. KOHTpOJb LenocTHoCcT! (paiyioB U Nanok

Mopcuctema SePlatform.Security nossonseT npoBoAnTs NPOBEPKY COCTOSIHUS (halnoB M NanoK Ha TEKYLLEM
KomnbtoTepe. Mpu BbINONMHEHUM NPOBEPKM TEKYLLLEE COCTOSIHWE (DalNoB CPaBHMBAETCS C OXMAAEMbIM COCTOSHUEM.
OxupaaeMoe COCTOsIHME Ha3blBaETCs 3TANOHOM.

Mo ymonyaHuio KOHTPOsb LLENOCTHOCTU BKITHOUYEH U BbIMOMHAETCA AJ151 HEKOTOPbIX CUCTEMHBIX (DalnnoB 1 Nanok.
OTkntoyeHre dyHKL UM KOHTPOSA LLeNTIOCTHOCTU OnmcaHo Hxe (cTp. 93).

YT06bI U3MEHUTL HACTPONKM KOHTPOSSA LLENOCTHOCTK, CrieAyeT peAakTUpoBaTb KOHUry paLMoHHbIe dannbl
seplatform.security.agent.xml nseplatform.security.ic.xml, pacrnonoxeHHbie B:

> C:\Program Files\SePlatform\SePlatform.Security-ana OC Windows;

> /opt/SePlatform/SePlatform.Security-pana OC Linux

B KoHpurypaumoHHom painne seplatform.security.ic.xml MOXHO yKa3aTb KOHTPONUpyeMbIe Nanku n dainsl,
3apatb TaiMep NPOBEPKM LIeNOCTHOCTU M ONPeaeninTb CEPbe3HOCTb HapyLLEHWI LLeNOCTHOCTU. 3[EeCh XXe MOXHO
VCKNIOYUTB AJ19 KOHTPONUpyeMbIX Nanok AaTy nocnegHen Mmoandukaumm n3 pe3ynbTaTos NpoBepKu.

1. YT06bI YK@3aTh KOHTPONMpyeMble Nanku u daisbl, Ha3HaubTe aTpubyTy file anemMeHTa <IC>, BIOXEHHOIO
B <ICList>, 3HaYeHue, ABMALLEECS MOMHbIM MyTeM K KOHTpOnupyemoii nanke unv danny. B ogHom
anemMeHTe <ICList> MOXET OblTb YKa3aHO HECKOMbKO BIOXEHHbIX 31IEMEHTOB IC.

NPUMEP

<SePlatform.Integrity.Control>
<ICList>
<IC file="C:\Windows\system32" />
<IC file="C:\Windows\Cursors" />
</ICList>
<Options ICPeriodSeconds="300"/>
</SePlatform.Integrity.Control>

Cnuncok KOHTponupyemMbix hannoB MOXHO HAaCTPOUTb.

> MoXHO punbTpPoBaThb, KaKMe MMEHHO dpainbl CrieayeT KOHTPONMPOBaTh, C MOMOLLIbIO Macku. [1nga aToro
yKaxuTe 3Ha4yeHune aTpnbyTta mask anemMeHTa <IC>. Takum 06pasoM MOXHO KOHTPONMPOBaTb, Hanpumep,
TONbKO (hairbl C onNpeaeneHHbIM pacLUMPEHNEM.

NPUMEP

<SePlatform.Integrity.Control>
<ICList>
<IC file="C:\Windows\system32" mask="*.exe;*.dll1"/>
</ICList>
<Options ICPeriodSeconds="300"/>
</SePlatform.Integrity.Control>

8. KOHTPOJ1b LIENTOCTHOCTU ®ANITOB U MAMOK
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> MOXHO UCKIHOUNTBL U3 KOHTPOJS LLeNTOCTHOCTM BCE Nanku u daisnbl, BMOXEHHbIE B KOHTPOTMPYEMYHO
nanky. Toraa KOHTPOSb LLeNOoCTHOCTM 6y AeT BbINOMHATLCS TOSIbKO AJ1S caMoi nanku. [nsa 3Toro ykaxure

3HayeHue «0» Ans aTpubyTa recursive anemMeHTa <IC>.

NPUMEP

<SePlatform.Integrity.Control>
<ICList>
<IC file="C:\Windows\system32" recursive="0"/>
</ICList>
<Options ICPeriodSeconds="300"/>
</SePlatform.Integrity.Control>

>  MOXHO UCKINIOUUTB U3 KOHTPOIS LLENOCTHOCTM KOHKPETHbIV (haln Unm nanky, BIOXEHHYIO B
KOHTpONupyemyto nanky. [ns 3Toro ykaxure NomnHbIA NyTb K UCKNOYaeMbIM draiinam 1 nankam B
KayecTBe 3Ha4YeHus aTpubyTa £ile afieMeHTa <IC>, BIOXEHHOrO B 3fIEMEHT <ICExclude>. B ogHoM
anemMeHTe <ICExclude> MOXET OblTb YKa3aHO HECKOMbKO BIIOXEHHbIX 3/1IeMeHTOB IC.

NPUMEP

<SePlatform.Integrity.Control>

<ICList>
<IC file="C:\Windows\Cursors"/>
</ICList>
<ICExclude>
<IC file="C:\Windows\Cursors\busy.svg"/>
</ICExclude>

<Options ICPeriodSeconds="300"/>
</SePlatform.Integrity.Control>

2. Ytobbl 3apaTh TaiMep NPOBEPKM YKa3aHHbIX (halnos, HasHaybTe aTpubyTy ICPeriodSeconds 3NeMeHTa
<Options> ANWUTENBHOCTb MHTEPBANa NPOBEPOK B cekyHAax. Ecnu Heobxogumo, 4Tobbl NpoBepka
npoBoAMnach TOSbKO NO 3arnpocy nosib30BaTenNsl, yKaxure atpubyTy ICPeriodSeconds 3HAYEHNE «O».
3. UTobbl onpenenntb CEPbE3HOCTb HApYLLEHWI LLENOCTHOCTU chaiifioB, 00aBbTE B 3NIEMEHT <Options>
HOBble aTpUbYTbl U HA3HAYbTE MM 3HAYeHUs TUNa bool. HoBbIMYM aTpMbyTamu MoryT BbiTb:
> artpubyT ICErrorObjectNotExist, ONpPesensaoLmn cepbE3HOCTb HapyLLeHust "O6beKT He
cywecTtByet".
> aTtpubyT ICErrorDateChanged, ONpeaensaowui CepbE3HOCTb HapyLweHna "MaMeHnnach gata
obbekTa".
> aTtpubyT ICErrorFileChanged, ONpeaensaowmi CEpbE3HOCTb HapyLLeHMS " 13MeHnNnoch
copepxumoe anna".
> aTtpubyT ICErrorNewObject, OnpeaensioLmin cepbE3HOCTb HapyLweHus "O6HapyXeH HOBbI
00bekT".
Ecnu ykazaTtb HoBOMy aTpnbyTy 3Ha4YeHUe true, TO HapyLUEHWE AaHHOro TMa 6yaeT cuMTaTbCs OLLIMOKOM,
ecnu false - HapyLeHWe AaHHOro Tuna ByaeT cuutatbes npeaynpexaeHnem. o ymonyaHuio Bce HapyLleHns
cuuTatoTcs owmnbkamu.
Ecnu tpebyetcs, 4Tobbl 0 KaXA0M HapyLLEHUM NPUXOAUIO OTAENbHOE NoapobHoe coobLueHne, HeobXxoaUMo
yKasaTb MakcuMarbHO A0NyCTUMOE KOSTMYECTBO TakmxX COOBLLEHUI B XypHane. Y Kaxute 3TO KONMYECTBO B
aTpubyTe ICErrorLogMax afleMeHTa <Options>. [10 yMon4aHuio 3Ha4eHne aTpubyTa paBHO «0».

8. KOHTPOJ1b LEENTOCTHOCTU ®ANITOB U MAMOK
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4, |-|pl/1 BbIMOJTHEHNX NPOBEPKU LENTOCTHOCTU Nankn MOXHO UCKNKYaTb Aaty nocneaHemn MOJJ,I/Id)VIKaLl,I/II/I nankum na
pe3ynbTaToB NPOBEPKU. ATO HEOBXOAUMO, HaNPUMEP, KOrAa OAMH U3 BTOXEHHbLIX B KOHTPOIMPYEMYIO Nanky
rainrnoB NOCTOAHHO nepesanucbiBaeTcs. Pain MOXHO UCKITIOYNTD N3 MPOBEPKMW, HO B HEKOTOPbIX ONepaLMOHHbIX
cuncteMmax uSmMeHeHune cbaﬁna npmBoaunT K UISMEHEHUIO Nankun, 1 Torga nogcucrteMa 6e3onacHocTu oTnpasnAaeT
coo6u.|.eHme O HapyLeHUn LLeNTI0CTHOCTU Nanku. YTtobbl 3TOrO He npoucxoauro, afemMeHTy <Options> cnegyer
yKasaTtb aTpubyT ICCheckDirDateChanged CO 3HAYEHUEM:

> «false» - 4yTOObI AaTa nocregHei MoanguKaLum nanku He y4YmMTbiBanachk npy NPoBepKe LLeSIoCTHOCTY;
> «true» - 4TO6ObI AaTa nocneaHen MoandUKaLLmMmM narnky yYuTbiBanachk npy NpoBepKe LLerIoCTHOCTU.

3HaueHune aTpubyTa Mo YMOMYaHUIO - «true».

Mocne usmeHeHNa HaCTPOEK KOHTPOSS LLENOCTHOCTN HEOBXoAMMO Nepe3anycTuTb cnyx0y (cepswuc) areHTa
6e3onacHocTh. lMocne aToro ¢ CoobLWEHNAMI O BbINOMTHEHMN NPOBEPOK MOXHO 03HAKOMUTbLCS, Hanpumep, B
npunoxexun Service - LogViewer. CoobLeHns UMetoT cneayoLwmii Bua;

MpoBepeHo XXX / YYY obbekToB. O6HapyxeHo HapyweHui AA. Owmbok Al, npeaynpexaeHui A2.
9TaNoHOM CKpbLITO HapyweHuhn BB.

3pech:
D> «XXX» - KONUYECTBO haiinoB, KOTOPbIE 3anMcaHbl B 3TanoH. 3TO YMCO NOCTOAHHO, ECMU 3TanoH He
nepecosaaeatb.

> «YYY» - (haKTUYECKOE KOoNnYecTBO (hannoB B MOAKOHTPOSbHbIX nankax. KoHTporb LLenocTHOCTH
BbIMOSTHAETCA A8 BCEX 3TUX (halnoB, U3 KOTOPbIX TONIbKO XXX 3anucaHbl B 3Tar0H.

> «AA» - 06LLEee KONn4YecTBo HapyLueHuit. Cpefint HUX:
> «Al» - KOJINYECTBO HApYLLEHWUIN, CUUTAIOLLMXCS OLLIMOKaMM.
>  «A2» - KONINYECTBO HapyLLEHUIN, CUUTAIOLLUXCS NpeaynpexaeHnamu.
Kak onpeaenutb TUM HapyLLEHWs ONMCaHO BhiLLE, B MyHKTE 3 HACTPOKM KOHTPOSS LLeNOCTHOCTH.

> «BB» - KONNYeCTBO (haiinoB, K KOTOPbIM He YAanoch Nosly4YnTb AOCTYN HAa MOMEHT CO3aHus aTanoHa. He
BXOAST B 00LLYI0 CTAaTUCTUKY OLLNGOK.

OTkno4YyeHne KOHTpOJA LUeNTOCTHOCTH

YToObl OTKMIOUUTL (PYHKLMIO KOHTPONSA LEeNOCTHOCTH, NepenauTte K panny seplatform.security.agent.xml.
3aecb Ha3HaybTe aTpnbyTy ICMode 3nemMeHTa <Options> 3Ha4YeHUe:

> «@» - A4 OTKJTI0YEHNSA KOHTPONA LEJTOCTHOCTHU,
> «1» - A519 BKJOYEHUSA KOHTPONS LeNTOCTHOCTH.

<Options LoggerLevel="2" ICMode="0" ... />

8. KOHTPOJ1b LIENTOCTHOCTU ®ANITOB U MAMOK
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9. be3sonacHocTb B KOMNoHeHTax Cuctam Nnatgopm

Mopcuctema 6e3onacHocTn SePlatform.Security no3sBonseT pasrpaHMynBaTh BO3MOXHOCTU NONb30BaTeNel B
KomnoHeHTax Cuctam NnaTtgpopm. Hanpumep, cepsuc 6e30nacHOCTY MOXHO UCMONb30BaThb B
SePlatform.HMI.Alarms, SePlatform.HMI.Trends. MNogpobHee 0 TOM, Kak akTMBMPOBaTbL CEPBUC GE€30MacHOCTH,
yuTainTe B 4OKYMEHTaxX Ha COOTBETCTBYHOLLME KOMMOHEHTHI.

Mocne Toro, kak cepBuc 6e30MacHOCTU aKTMBMPOBaH, HEO6X0AMMO Ha3HaYMThb NMONb30BaTENsAM MNpaBa Ha
UCMONb30BaHNe BO3MOXHOCTEN KOMMOHEHTOB. [1151 3TOro He06XoAMMbI NPUNOXEHUs], CoAepXallye 3TU npaea.
Cos3paBaTtb NPUNOXEHUs: He HY>XKHO, MCMONb3YiTe WabnoHbl NPUNOXEHWIA:

> «Alarms» anqa SePlatform.HMI.Alarms;
> «Trends» gna SePlatform.HMI.Trends.

La6noHbl nocTaBnsaoTcs BMecTe ¢ auctpubyTuBoM SePlatform.Security u HaxoasTca B nanke:

> C:\Program Files\SePlatform\SePlatform.Security\Configurator\Templates unuC:\Program
Files (x86)\SePlatform\SePlatform.Security\Configurator\Templates gna OC Windows;

> /opt/SePlatform/SePlatform.Security/Configurator/Templates gna OC Linux.

Y106kl MICNOMb30BaTh MNPUMOXEHNS B CBOMX MPOEKTaX, UMMOPTUPYATE NPUIIOXEHUSI B KOHCDUTY paL o
SePlatform.Security. [1ns 3Toro otkpoite 0KHO pegakTMpOBaHWsi NMPUIOXEHWIA M HaXMUTe lo6aBuTb U3 ¢aina.

2 B & (5

[ |-
@ ‘F;L"l' K

T E==
Hazag OBbHoEWTE Patouwe lpynnm MNonesosarenw || flobaewre |[[oBaswme ¥aanute
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MepenguTe K Nanke ¢ WaboHaMu NpUNOXEHNI U BbIGEPUTE HY XHbIl LiaboH. BbiG paHHOE NpUnoXeHne NnosiBUTCS B
CMKCKeE NPUIoXeHuiA 1 Oy eT cogepXaTb NpaBa Ha UCMOoNb30BaHVe BO3MOXHOCTEN KoMMoHeHTa. MNoapobHee Kaxaoe

npaBo ONMCaHoO B JOKYMEHTE Ha COOTBeTCTBleLLI,Mﬁ NPOAYKT.

Nowck NpuaoseHnA L £ Alarms 1 npasa gl
YnpaeneHwe cocToaHMeM oRopYaOBaHIR Tun I'Ipaao OnHcaHHE
Alarms Acknowledgment Keutwpoganwe
ClearCurrentEvents OyWcTia cnwcka oNepaTUEHLIX COOBIEHMIE
EditSettings PenakTvpoBaHUE HECTROEK
EventTableSortAvailability Copmvpoeka E Tabavue coobeHui
ExportDatafvailability Zxcnopt B Excel
FileSystemAccess Hocryn k darnoeol cucTeme
Filtering TuneTpauma
Printing BmEoa Ha npuHTEp

UV U UUUVUUUUUUULUK

SoundPlaybackManagment

Suppression
TakeCurrentEventsSnapshot

ViewCurrentEvents

ViewEventHistory

YNpaEneHWe SEYKaMK

Nogaenerue v Gnokuposarue

CHMMOK ONEPATMEHLIX CODBLEHMEA

NpocmoTp onepaTMeHblx cooBuleHuiA

NpocMoTp MCTOpKYECKKMY CODBLLEHMIA
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10. PewneHne pacnpocTpaHeHHbIX Npobnem

B pazpene npeacTasneHbl MHCTPYKLWUM MO YCTpaHEHUIO NPo6ieM, BO3HMKAIOLLMX MPU HACTPONKE KOMMOHEHTOB
SePlatform.Security, npu peaakTpoBaHunn koHurypaumm Ha LDAP-cepeepe ¢ nomoLpto SecurityConfigurator, u
B npoLiecce paboTbl nogcucteMbl 6e3onacHocTy B Lenom. Pasgen Haxoautcsa B pa3paboTke u 6yaeT AONONHATLCS.
Mop3aronoBku pasgena coBnagatT ¢ TEKCTaMM OLLMOOK:

> B XypHarne npunoxeHuni Windows;

> B npunoxeHun Service - LogViewer;

> B AMarnoroBbix OkHax npunoxexus SecurityConfigurator.
OwunbKM B CUCTEMHbIX XypHanax unu B Service - LogViewer

Cnyx6a 'SECURITYAGENT' He 3apeructpupoBaHa

Ota owmnbKa BO3HMKAET B TeX cry4asix, koraa AreHT SePlatform.Security He moxeT 3anycTtutbca. Mpu aToM
cnyxba SePlatform.Security.Agent (seplatform.security.service) MoxeT HaxoauTbLCA B cTaTyce
"BblnonHAeTcA". B Takux cnyyasx B NepByto o4epenb CTOUT MPOBEPUTD, YTO KOH(PUIy paLMOHHBIN hain
seplatform.security.agent.xml cocTaBneH npaBunbHO. [Npumep KOHUry paLnoHHOro anna HaxoanTCs B
Mpunoxenne A: lNMpumep KoHdurypaumonHoro canna AreHt SePlatform.Security (cTp. 101).

Owwubka npu nogkntoveHun Kk LDAP-cepBepy 'x.x.x.x:X'. Onepauuns He yaanack. Kog,
ownoku: 34
B kKoHdurypaumnoHHom channe seplatform.security.agent.xml katanor agmuHucTpaTtopa LDAP ykazaH B

HenpaBubHOM chopmarte. Vicnonb3ynte oopmat ykasaHusa Katanoros, NpuHsTobin gns OpenLDAP: «cn="noruH-
agMuHucTpaTopa",dc="pgomeH-6a3bl- faHHbIX" ».

NMPUMEP

HenpaBunbHo: <LdapUser value="Manager"/>

MMpaBunbHO: <LdapUser value="cn=Manager,dc=maxcrc,dc=com"/>

Owwnbka npu nogkntoyeHnn Kk LDAP-cepBepy 'X.x.x.x:X'. HeBepHoe nwus
nosib3oBaTens unu naporsb

B kKoHdurypaunoHHom chaine seplatform.security.agent.xml yka3aH HEBEpHbIN KaTanor agMuHucTparTopa
LDAP.

Karanor agmuHucTpatopa LDAP 3auacTyto co3gaetca Ha atane yctaHoBku OpenLDAP. He meHsiiTe 3HadeHue,
yKasaHHoe B KOH(purypauoHHoMm channe:

> onsa OC Windows - <LdapUser value="cn=Manager,dc=maxcrc,dc=com"/>;

> ana OC Linux - <LdapUser value="cn=admin,dc=maxcrc,dc=com"/>.

HenpasunbHbIi naponb ansa nogknioyeHnsa Kk LDAP / Owunbka c kogom 53

Ecnu naponb yka3aH BepHO, a oLinbka Bce paBHO BO3HMKAET - ybeautech, YTO Napofib YKasaH B 3aLimMgppoBaHHOM
BMAe, Hanpumep:

10. PELLEHVE PACMNPOCTPAHEHHbLIX TPOBITEM
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<LdapPassword value="U7y9IEVgu3Bg++VKHxkRv4baTM6CKpuosN1gFNVJIs2GVYIBKHCyx
/90omgL3DJigUPjFmX10FoNRYPeg3ycHSYLBD1ONn7XXJewvulXD837Y8aQbOBfxU35A0wqUR+8
yJFYFqFPxn7/fpIlheuz6iuot9cIvgtrOyiMgHkFuOiRIOE" />

YT06bI 3aLLndpoBaTh Naponb, UCMONb3YNTE NPUNOXeHMe seplatform. security.crypter. exe, pacnofioXeHHoe B
C:\Program Files\SePlatform\SePlatform.Security\Utils. Nogpo6Hee - B pasaene 4. AreHT 6e30MacHOCTM 1
ero Hactporika (ctp. 38), B nyHKTe YKa3aTb agMuHucTpatopa LDAP.

CoobuieHus Bupa "<= mdb_equality candidates: (xxx) not indexed"

Co06LeHna NoABNATCA B CUCTEMHOM XypHane Linux, korga OpenLDAP He nHaekcupyeT ykasaHHbIn aTpubyT
(xxx) ons 6onee 6bICTPOro noucka. YTobbl yCTpaHUTb 3Ty NpobnemMy, HeO6XOAMMO NPUCBOUTL MHAEKC CIEAY LM
obpasom:

1. B nto6om mecTe cozpante dann filename.ldif co cnegyowmmM COoEPXUMbIM:

dn: olcDatabase={1}mdb,cn=config
changetype: modify

add: olcDbIndex

olcDbIndex: xxx eq

roe BMECTO XXX CefyeT ykasatb aTpubyT u3 Tekcta coobLeHns. Ecnv coobLieHnsa BO3HMKAKT A8 pasHbIX
aTpubyTOB, Kaxabl U3 HUX MOXHO NEPeYncnuTb B OTAENbHOM CTPoKe Buaa olcDbindex: xxx eq. Mpumep:

dn: olcDatabase={1}mdb,cn=config
changetype: modify

add: olcDbIndex

olcDbIndex: AQRef eq

0lcDbIndex: AQMemberID eq
olcDbIndex: AQMemberRole eq

2. MNpumennTe co3aaHHbIN hain C MOMOLLbI0 KOMaHAbI:

sudo ldapadd -Y EXTERNAL -H ldapi:/// -f filename.ldif

Owwnbku B AManoroBbix OKHax npunoxeHus SecurityConfigurator

He yAaJ10Cb COXpPaHUTb U3MEHEHUA Ha cepBepe. NO write access to parent. Yy
nosib3oBartesia HegoCTaToO4HO npas

BcTpeuaetca npu nogkntoyveHumn n3 SecurityConfigurator, yctaHosneHnHoro Ha Windows, k OpenLDAP,
ycTaHoBneHHOMY Ha Linux. Owunbka BO3HUKAET, ecnu He Gblnin NponmncaHbl NOSIUTUKK KOHTPOSS A0oCTyna npu
HacTpoiike OpenLDAP . BepHuTech Ha wwar : co3pavite cdaiin-wabnoH ¢ onucaHuem npae goctyna kK OpenLDAP n
npUMeHuTe ero.

objectClass: value #2 invalid per syntax. HeBepHbI CUHTaKcuC

Owmnbka BO3HMKAET, ecnun He Bblfa NpUMeHeHa CTpyKTypa (cxema) kaTanoroB Ha LDAP-cepBepe npu HacTpoike
OpenLDAP (nn6o 6bina npumeHeHa HEKOppeKTHasa cxema). BepHutech Ha war .
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Ecnu aTo He nomorno, npoBepbTe, YTO:
> Bnanke C:\Program Files\OpenLDAP\schema ecTb hain security.schema;
> B (panne KoHurypaumum C: \ProgramData\OpenLDAP\openldap\slapd.conf ecTb CTpOUKa:

include ./schema/security.schema

npeﬂ,CTaBﬂeHHble y4y€THblEe JaHHbl€ HEBEPHbI

B aToM cnyyae cnenyeT npoBepuTh KaTtanor agMUHNCTpaTopa, yKasaHHbI B MacTepe Co34,aHnsa HOBOW
KoHdpurypaunmn SePlatform.Security, 3anyckaemom npu nogkntoveHnn Hanpamyto k LDAP-cepeepy us
SecurityConfigurator (cTp. 47).

MacTep cozgaHua HOBOA KoHGUMypaLKMK n

LDAP LDAP

B Ana co3aaHvA HosoW KoHpWrypauwy TpebyeTcR aETopr3aLma
MOoMb30EATENA C BOIMOMHOCTEID PEAAKTMPOBAHNA CTPYKTYPRl CEpESpa
LDAP. ¥kawuTe MMa 3TOM NONB30EATENA W €0 NEpoAkb.

Cepeep: localhost
KopHesan nanka: ou=NewCatalog,dc=maxcrc,de=com
ApmuHuctpatop LDAP: cn=Manager,dc=maxcrc,dc=com

Mapone agmunmcrparopa LDAP:

Hazan DNanee [oToBO CTmeHa

Ecnn He MeHsinNM 3HaYeHne No yMOor4yaHuto, To B CTPoKe AgMuHUcTpaTop LDAP ONXHO ObiTb YKa3aHo:
> «cn=Manager,dc=maxcrc,dc=com» - ecnu OpenLDAP yctaHoBneH Ha Windows;

> «cn=admin, dc=maxcrc,dc=com»-ecnu OpenLDAP ycTaHoBneH Ha Linux.

OOGDBEKT He CyLecTByeT

Takas ownbka BO3HUKAET, ecnu 6blna U3MeHeHa UNu HEKOPPEKTHO yaaneHa 6a3a OpenLDAP. MpoeepbTe, 4TO B
nanke C: \Program Files\OpenLDAP\data HaxogsaTcs daiinbl data.mdb 1 lock.mdb - 3To u ecTb 6a3a. Ecnu channbl
HaxoAATCS B nanke, a ounbka Bce paBHO BO3HWKAET, TO HEO6X0AMMO yAanuTb 1 NOBTOPHO yYcTaHoBUTb OpenLDAP.
O6paTuTe BHUMaHUE, YTO 3TO NPUBEAET K NOTepe CO3[aHHbIX paHee KoHdurypauui! Noatomy nonpobynte cHavana
HalTN 1 BOCCTAHOBUTbL hainbl data.mdb 1 lock . mdb, Hanpumep, B KOP3MHE - BO3MOXHO, OHW BbINN yaaneHsl unu
nepemMeLLeHbl Mo oLnbKe.

Mocne ypaneHuna OpenLDAP nanka C: \Program Files\OpenLDAP ocTaetcs. Ecnu 6aza6bina
"cnomaHa", To 3Ty nanky Hy>XHO yA4anuTb, MHaye nocne noBTopHon yctaHoBkn OpenLDAP 6ypnet
COEOMHSITLCS CO CTapoW, "crioMmaHHon" 6a30M.
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Cnyx6a OpenLDAP He 3anyckaeTcs

Cnepnyet npoBepuTb Hanu4ume KOHUrypaumoHHoro ganna slapd. conf B nanke
C:\ProgramData\OpenLDAP\openldap. Ecnu dann oTcyTCTBYET, TO HY>XXHO CKONMPOBaTb Tya €ro pe3epBHyo
Konuio U3 C: \Program Files\OpenLDAP

He npoucxoguT aBTOMaTU4YECKUI BbIXOA NOSIb30BATENA U3 CUCTEMbBI, €CNU
INMTENbHOCTb ceccun unu BpemMs 6esneincTems UCTEKIo

CnepnyeT npoBepuTb, 3anyLLeH nu cepeuc seplatform.security.useractivity.service. YTo6bl NOCMOTPETH
CMMCOK 3aryLLEeHHbIX CEPBUCOB, UCMONb3YNTe KOMaHay ps aux. [ns ypobcTea novMcka oThunbTpynte pesynbraThbl
C NOMOLLbK KOMaHAbl grep:

ps aux | grep seplatform.security

Ecnun B cnncke HET HyXXHOro cepeuca, Heo6XoAMMO BpYYHYO BbINOMHWUTL 3anyck cepsuca
seplatform.security.useractivity.service.

Heob6xoaumo n3ameHuTb HaCTPOMKN pa3HOHaNpaBfIEHHOro pe3epBUpOBaHUSA
OpenLDAP B OC Linux

YT100bl UISMEHWUTL HACTPOMKM pa3HoHanpaBreHHoro pesepsupoBanusa B OC Linux, Henb3si IPoCTo 3aHOBO CO34aThb U
NPUMeHUTb doalin openldap-enable-syncrepl-multiprovider-server.ldif. CHauyana npuageTcs yoanurb
NpeXHne HaCTPONKK, a 3aTEM NMPUMEHUTb HOBbIE.

YTtobbl yAanuTb npexHue HaCTpOVIKM, BbIMONHUTE Ccriegyouine nencTeus:

1. Bblrpy3I/ITe TEKYLYHO KOH(bI/IpraLI,VII'O C NMOMOLLbIO KOMaHAbl:

sudo slapcat -b cn=config -1 ldap-config.ldif
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2. B ntobom TEKCTOBOM pejakTope M3MeHUTE Nony4eHHbI dann ldap-config.1dif. Hanpumep, MoXHO
MCnonb30BaTh peaakTop hano

sudo nano ldap-config.ldif

Uuncna, nyTn W Ha3BaHNA MOryT OTNTMYAaTbCA OT NpUBeAEHHbIX B NMpUMepe HNUXe.

2.1. Ypanute 3annchb olcServerlD:

olcServerID: 1

entryCSN: 20230417093406.763770Z#000000#000#000000

modifiersName: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
modifyTimestamp: 202304170934067Z

2.2. Y panute 6nok, coaepxalliuin Moaynb syncprov.la:

dn: cn=module{1},cn=config

objectClass: olcModulelList

cn: module{1}

olcModulePath: /usr/lib/ldap

olcModuleload: {@}syncprov.la

structuralObjectClass: olcModulelist

entryUUID: bed4047c6-714e-103d-91db-cbfldc15f9bc

creatorsName: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
createTimestamp: 20230417093406Z

entryCSN: 20230417093406.7621267Z#000000#000#000000

modifiersName: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
modifyTimestamp: 202304170934067Z

2.3. Y panute 6nok, cogepxatiuii olcSyncrepl u olcMirrorMode:

olcSyncrepl: {0}rid=001 provider=ldap://1.2.3.4:389 bindmethod=simple
binddn="cn=admin,dc=maxcrc,dc=com” credentials="secret" searchbase="dc=max
crc,dc=com" scope=sub schemachecking=on type=refreshAndPersist retry="30 5
300 3" interval=00:00:05:00

olcSyncrepl: {1}rid=002 provider=ldap://1.2.3.4:389 bindmethod=simple
binddn="cn=admin,dc=maxcrc,dc=com” credentials="secret" searchbase="dc=max
crc,dc=com" scope=sub schemachecking=on type=refreshAndPersist retry="30 5
300 3" interval=00:00:05:00

olcMirrorMode: TRUE

entryCSN: 20230417093406.764528Z#0000001001#000000

modifiersName: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
modifyTimestamp: 20230417093406Z

10. PELLEHVE PACMNPOCTPAHEHHbLIX TPOBITEM
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2.4. Y nanute 6noku, cogepxalume olcOverlay syncprov:

dn: olcOverlay={@}syncprov,olcDatabase={1}mdb,cn=config

objectClass: olcOverlayConfig

objectClass: olcSyncProvConfig

olcOverlay: {@}syncprov

olcSpSessionlog: 100

structuralObjectClass: olcSyncProvConfig

entryUUID: be407890-714e-103d-91dc-cbfldc15f9bc

creatorsName: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
createTimestamp: 20230417093406Z

entryCSN: 20230417093406.7633967#000000#000#000000

modifiersName: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
modifyTimestamp: 202304170934067Z

dn: olcOverlay={1}syncprov,olcDatabase={1}mdb,cn=config

objectClass: olcOverlayConfig

objectClass: olcSyncProvConfig

olcOverlay: {1}syncprov

structuralObjectClass: olcSyncProvConfig

entryUUID: be414d38-714e-103d-91dd-cbfldc15f9bc

creatorsName: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
createTimestamp: 20230417093406Z

entryCSN: 20230417093406.7688397#000000#001#000000

modifiersName: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
modifyTimestamp: 20230417093406Z

3. OcTaHouTe cepeuc OpenLDAP, a 3aTem ybeanTtech, YTO OH OCTaHOBIEH:

sudo service slapd stop
sudo systemctl status slapd

4. OuncTuTE Nanky oT NPeXHeN KOHUry paunm:
sudo rm -rf /etc/ldap/slapd.d/*

5. UHnumnanmnsupymTe ovnLeHHbIA OT NPeXHNX HacTpoek ain ldap-config.ldif B slapd.d:
sudo slapadd -b cn=config -1 ldap-config.ldif -F /etc/ldap/slapd.d/

6. NonpaBbTe NpaBa focTyna K nanke slapd.d:
sudo chown -R openldap:openldap /etc/ldap/slapd.d/

7. 3anyctute cepuc OpenLDAP, a 3atem ybeautech, Y4TO OH 3anyLUEH:

sudo systemctl start slapd
sudo systemctl status slapd

MpexHune HaCTPONKM pa3HOHaNPaBIEHHOrO pe3epBUPOBaHMA yaaneHbl. Tenepb dann openldap-enable-syncrepl-
multiprovider-server.ldif MOXHO co34aTb U NPUMEHNTb 3aHOBO, KakK ONMCaHO B pa3gene Pa3HoHanpaBneHHoe
pe3epBupoBaH/e.
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11. MpunoxeHus

MpunoxeHue A: NMpumep KoHpUrypaumoHHoro cpamna AreHT
SePlatform.Security

MpuBeneHHbI Npumep KoHdury pauum AreHT SePlatform.Security onvcaH Tak, yTo:
> Touka gocTyna Net-areHTa ycTaHoBeHa Ha rokarnbHol paboyeii CTaHuum;

LDAP-cepBep yCTaHOBIEH Ha NTIOKanbHOM paboyel CTaHuuK;

aAAMMHUCTPaTOPOM siBRsieTcA Manager, Kak npy yMonyaHuuy;

nonb3oBarenem rno ymonyaHuio asnaetca Guest;

vV V VvV V

TpaHCNALKNA ayamTa CoobLLLEHNI BKIHOYEHA:
> KaTeropuu BaXHOCTU YKa3aHbl Kak npu yMonyaHuu;
> TpaHcnAuma coobLLeHWi BeAeTCA B ABe Napbl CUrHanos, Kak B npumMepe (cTp. 82);
> KOHTPOJlb LLENOCTHOCTM BKITHOYEH;
> 3abnokupoBaHo codeTaHue knaeu «ctrl+alt+del» n «ctrl+shift+esc», Kak Npy yMonyaHum.

<SePlatform.Security.Agent>
<EntryPointNetAgent Address="127.0.0.1" Port="1010"/>

<LdapHosts>
<LDAPServer Address="127.0.0.1" Port="389"/>
</LdapHosts>

<LdapUser value="cn=Manager,dc=maxcrc,dc=com"/>

<LdapPassword
value="...Wqg7cRi9SdqyWWWYzUuxoio7F7dLalEDeRwleelP1cBlpLfL17KnI..."/>

<LdapSecure value="False"/>

<SecurityDn value="ou=SePlatformSecurity,dc=maxcrc,dc=com"/>

<DefaultUser value="Guest"/>
<DefaultUserPassword value="VuZyuLC...JFchMHvVKXNeztHoFpe24v2W1l9viv" />

<GuestDisplayName value=""/>
<mesPrefix value=""/>

<AuditLogConsumers TraceAudit="1">
<OpcbhalogConsumer>
<Server Host="127.0.0.1" Type="OPC" ProgId="SePlatform.OPCDAServer"

TCPServerPort="4388" HostTcpReserve="" MasterPasswordCipher="">
<SeverityMap>
<Severity Category="Critical" Value="800"/>
<Severity Category="Important" Value="200"/>
<Severity Category="Info" Value="100"/>
<Severity Category="Debug" Value="0"/>
</SeverityMap>
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<SignalMap>
<Signal Name="Messages.DisplayNameDynamicMessage" Mode="DynamicEvent"
Type="DisplayName" />
<Signal Name="Messages.DisplayNameMessage" Mode="Value"
Type="DisplayName" />
<Signal Name="Messages.AdminDynamicMessage" Mode="DynamicEvent"
Type="Admin" />
<Signal Name="Messages.AdminMessage" Mode="Value" Type="Admin"/>
</SignalMap>
</Server>
</OpcbhalLogConsumer>
</AuditLogConsumers>

<Options LoggerLevel="2" ICMode="1"

kbDriverString="0x1D+0x38+0x53; 0x1D+0x2A+0x01;" UseRightsCacheStorage="0" />
</SePlatform.Security.Agent>
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MpunoxeHue B: SCAN-koabl KnasuLl

HasBaHue knaeuwm  Kop

Esc 0x01
Win neBbiit 0x5B
Win npasbii 0x5C
Caps Lock Ox3A
Tab OxOF
Shift neBbi O0x2A
Shift npaBbI 0x36
Ctrl neBbin 0x1D
Ctrl npaBbiin 0x11D
Alt neBbi 0x38
Alt npaBbIn 0x138
F1 0x3B
F2 0x3C
F3 0x3D
F4 Ox3E
F5 Ox3F
F6 0x40
F7 0x41
F8 0x42
F9 0x43
F10 0x44
F11 0x57
F12 0x58
«— Backspace Ox0E
Enter 0x1C
1 0x48
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HasBaHue knaeuwm  Kop

! 0x50
— 0x4B
— 0x4D
Mpoben 0x39
PrtSc 0x54
Scroll Lock 0x46
Pause/Break 0x45
Insert 0x52
Home 0x47
Page Up 0x49
Delete 0x53
End Ox4F
Page Down 0x51

Num Lock 0x45
1} 0x1B
[{ Ox1A
=+ 0x0D
; 0x27
/? 0x35
> 0x34
- 0x0C
" 0x28
<, 0x33
| 0x2B
A Ox1E
B 0x30
C Ox2E
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HasBaHue knaeuwm  Kop

D 0x20
E 0x12
F 0x21
G 0x22
H 0x23
I 0x17
J 0x24
K 0x25
L 0x26
M 0x32
N 0x31
O 0x18
P 0x19
Q 0x10
R 0x13
S Ox1F
T 0x14
U 0x16
\Y Ox2F
w Ox11
X 0x2D
Y 0x15
z 0x2C
0 0xB
1 0x2
2 0x3
3 0x4
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HasBaHue knaeuwm  Kop

4 0x5
5 0x6
6 0x7
7 0x8
8 0x9
9 OxA
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MpunoxeHue C: NMNapameTpbl 3anycka SecurityConfigurator

MapameTp OnucaHue u npumep

WindowsFixed [nsa rnaBHOro okHa npunoXxeHna n ero go4epHmnxX oKoH 3a6J'IOKI/IpOBaHa BO3MOXHOCTb
MEHATb NOoJ10XEeHne Uimn pasamep.

seplatform.security.configurator.exe WindowsFixed

FileSystemSafeMode | YnpaBneHWe peXUMOM OrpaHMyeHus AocTyna K dainoBoi cucteme. Briokupyet
BO3MOXHOCTb BbI30Ba OKHa CNPaBKMU.

seplatform.security.configurator.exe FileSystemSafeMode

Height, Width Pa3mep rnaBHOro okHa NpunoXxeHus npu 3anycke:
> Height - BbICOTa OKHa;
> Width - WKXpWHa OKHa.

Ecnu ykasaH oguH napameTp, BTOPOI NapameTp AoSXeH 6blTb yKazaH
obs3aTenbHo.

seplatform.security.configurator.exe Width 800 Height 600

Top, Left MonoxeHne rmaBHOro OKHa NPUIoXeHWs Npu 3arnycke:
> Top - pacCTOsiHWE OT BEPXHEW rPaHuILLbl 3KpaHa 10 OKHa;

> Left - paccTosaHue oT nesomn rpaHnL bl 3KpaHa 0 OKHa.

Ecnu ykasaH oauH napameTp, BTOpOii NapameTp AofXeH OblTb yKa3aH
obasaTensHo.

seplatform.security.configurator.exe Top 200 Left 100

SetScreen Homep MoHuTOpa, Ha KoTopoM TpebyeTca 0TO6pPa3nTb FMaBHOE OKHO NPUOXEHNS NpU
3anycke. Homepa MOHMTOPOB 3aAaHbl B HacTponkax OC.

OKHO KOHUrypaTopa 0TKpOeTCS Ha yKazaHHOM MOHUTOpE B TEX Xe KoopAauHaTax, B
KOTOpbIX 61110 3aKPbITO B NMOCNEAHUI pa3.

seplatform.security.configurator.exe SetScreen 2
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MapameTp OnucaHue u npumep

AlwaysOnTop 'naBHOE OKHO npunoXxeHna 6y,u,eT Bcerga OT06pa)KaTbCF| nosepx Apyrnx OKOH.

OKHO MOXET 6bITb MEPEKPLITO OKHOM ApYroro npurnoxeHuss CUCTam
Mnatdopm (Hanpumep SePlatform.HMI.Alarms), ecnu oHo Toxe 3anyLleHo
C NnapamMmeTpomM AlwaysOnTop.

seplatform.security.configurator.exe AlwaysOnTop
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NMpunoxeHue D: NpaBa cTaHgapTHOro NpUNoOXeHus
SePlatform.Security

MpaBo KpaTkoe OnucaHue
onucaHue
AttempsTimeOut TanmayT npu OnutenbHOCTb 6110KMPOBKM NONb30BaTENS MPU NPEBbILLIEHN
npeBblLLEeHUN KOnuyecTBa HeyaauHbIX NOMbITOK, YKa3aHHbIX B
Konun4yecTBsa MaxAttempsCount.
MOMbITOK BXOAQ,
MWH
ConfigurationAccess PepakTtupoBaHve  [MpepnoctaBnsaeT AOCTYN K peAakTMpoBaHWIO KOHUrypaLmm
KOHdUry pauum SePlatform.Security.
OTvM NpaBoMm HagenseTca agMUHUCTPaTop
SePlatform.Security.
EditSettings N3meHeHve MpenocTtaBnsaet AocTyn k HacTporikam SecurityConfigurator.
HacTpoek
Interactivelogon NHTepakTuBHbIA | [103BONSAET UCKMIOYUTBL YHETHYIO 3annCh M3 CNNCKa
BXOA nonb3oBaTenen, NpeaocTaBnaemMoro no 3anpocy. Hanpumep:
> 1¥3 BblNafatoLLEero CnMcka nonb3oBaTernen B OkHe BXOAa
B KOHhUrypaTope;
> ¥3 cnncka, 3anpawimBaeMoro KOMMoHEHTOM CnMcok
nosb3oBaTeneit pacwmpennsa SePlatform.HMI.Security.
PaHee npumeHsinochk Oisi 3anpeta/pa3pelueHusi Bxoaa. Cenvac
ONA 3TOro creayer NCnonb30BaTh 6JIOKUPOBKY YYETHOMN 3anmcy
nonb3oBatens (cM. 3abnokuposaTtb nonb3oBartens (cTp. 65))
LowerCount KonudyecTtso B Y cTaHaBnueBaeT MUHUMarnbHO A0MNYCTUMOE KONMNYECTBO
napone CMMBOJIOB B HUXHEM pErMcTpe B napone.
CUMBOJIOB B
HDKHEM
peructpe
MaxAttempsCount KonwnyecTtso Y cTaHaBnuBaeT KONMYeCcTBO HeyAa4HbIX MOMbITOK BXOA4a Ans

nonbITOK BXOAa,
wT

nonb3oBatens. Ecnu nonb3oBatenb He BOWAET 3a YyKa3aHHoe
KONMYECTBO MOMbITOK, TO 6/10KMPYEeTCs Ha BPEMS, yKa3aHHOE B
AttempsTimeOut.

Mpwu BBOAE HenpaBunbHoro napons AreHT SePlatform.Security
coobLLaeT 0 KONMYECTBE OCTaBLUMXCS MOMNbITOK BXoAa 10
BPEMEHHOM BJ10KNPOBKMU.

11. TMIPUINTOXEHNA



110

NOOCUCTEMA SEPLATFORM.SECURITY. PYKOBOACTBO AODMUHNCTPATOPA

Mpaeo KpaTkoe OnucaHue
onucaHue
MaxIdleTime MakcumanbHoe | YcTaHaBnvBaeT Bpems 6e34encTBus nofb3oBaTens. Tanmep
Bpems cbpacbiBaeTcs NpU Kaxaom B3anMOLEeNCTBUM NONb30BaTeNs C
be3nencTeuns, APM - wenykom unu gBnXeHnem Mbilln, BBOAOM TEKCTA C
MWH Knasuatypbl U T.A4. Ecnu Xe 3a ykazaHHOe BpeMs Nofnb3oBaTenb
He B3aumogencTayeT ¢ APM, npoMcxoanT aBToMaTtuyeckun
BbIXOZ, MOfIb30BaTENS U3 CUCTEMBDI.
O heKTNBHBIM 3HAYEHMEM MpaBa ABMSETCA MaKCUManbHoe
3Ha4eHue.
NumberCount KonwnyecTtso Y cTaHaBnNuBaeT MUHUMarnbHO A0NYCTUMOE KONIMYeCcTBo uudp B
umcppoBbIX napone.
CUMBOJSIOB B
napone
PasswordAge Cpok gencteua | YcTaHaBnMBaEeT rpaHuLLbl CpoKa AeNCTBUsI Napons.
napons, AHen [0 “cTeyeHVss MUHMManbHOIO CpoKa AencTBuA 0GHOBUTb
naporsib HEMb34.
Mocne nctevyeHns MmakcmMarnbHOro Cpoka AencTBus Napons
MOMbITKW BXOAa CO CTapbIMU YUYETHBIMU AaHHbIMUW 6y Ay T
OTKJIOHATbLCA.
O heKkTNBHLIM 3HAYEHNEM MUHUMANBbHOIO CPOKa ABNSETCA
MaKCumarnbHOE 3Ha4YeHMe.
O heKkTNBHLIM 3HAYEHNEM MAaKCMMarbHOrO CpoKa ABNAETCS
MVH/MarbHOe 3Ha4YeHune.
PasswordComplexity CnoxHocTb 0O65a3aTenbHOCTb MCMONb30BaHWS B Maporie cneayowmx BuaoB
napons CUMBOJIOB:
> umudpesl;
> OyKBbl HUXHErO PErncTpa;
> OyKBbl BEPXHErO PerncTpa;
> cneuuanbHble CUMBONIbI.
PasswordMinLength MuHumanbHas YcTaHaBNMBaeT MUHUMArbHO A0NYCTUMOE KONMYECTBO

ONnHa naponAd

CUMBOJIOB B napo’e.

PasswordNotifyForChange

YBenomnexne o
CMeHe napons,
nHen

Mo3Bonser co3aaTtb HaNoMUHaHUe 06 UCTEYEHUM CpoKa
[eiicTBuUA Napons Ana nonb3oBaTtens. 3a ykasaHHoe A0
UCTeueHNs Napons Bpems 6yaeT oTnpassieHo HarnoMuHaH1e o
CKOPOM MCTEYEHUM CpoKa AeiCTBMA Napons.

3de)eKTI/1BHbIM 3Ha4dyeHneM ABndeTca MakcumalribHoe
3Ha4vyeHune.

PasswordsInHistory

KonuuecTtBo
naponen B
uctopum

YcTaHaBnNuBaeT KOMMYECTBO XPaHUMbIX B UCTOPUM NMaporei.
OG6HOBMUTL MapoJsib Ha TAaKOW Xe, KaK B UCTOPWUW Naporieil, He
nomny4nuTcs.

SCbeGKTVIBHbIM 3Ha4dyeHnem ABndaeTcAa MakcumalibHoe
3Ha4vyeHune.
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Mpaeo KpaTkoe OnucaHue
onucaHwe
SessionDurationLimit MakcumanbHoe | YcTaHaBnuBaeT ANUTENbHOCTbL ceccum nonb3oBartens. lNocne
BpeEMS ceccum, MCTEYEHMSA YKa3aHHOrO BPEMEHW MPOMCXOAUT aBTOMATUYECKUN
MUH BbIXO[, NOfib30BaTens U3 CUCTEMbI.
O PEKTNBHBIM 3HAYEHMEM ABNAETCA MUHUMAITbHOE 3HaYEHME.
SpecialCount KonuyecTtBo Y cTaHaBNMBaET MUHMMAsIbHO AOMYyCTUMOE KONMYECTBO
creumanbHbIX cneumanbHbIX CUMBOJIOB B Mapone.
CMMBOJIOB B
CneunanbHble CUMBOJIbI
napone
2@ # % % & N < >
_-= )y 1 {1}
~ N ) n \ | /
UpperCount KonunyecTtBo B Y cTaHaBNMBaET MUHMMAsIbHO AOMYCTUMOE KONMYECTBO
naporne CUMBOJI0B B BEPXHEM peErncTpe B napore.
CMMBOJIOB B
BEPXHEM
peructpe
ViewConfiguration MpocmoTp MpenocTaBnAeT AOCTYN K NPOCMOTPY KOHMUry paumum
KOHdUrypauum SePlatform.Security 63 BO3MOXHOCTN pefakTMpoBaHuS.
WinKeysShortcutAccess HOoctynk lMpenoctaBndaeT AOCTYN K UCMOMNb30BaHWIO COYETaHNIN KNaBuLL
coyeTaHnaM (Tak Ha3biBaeMbix Hotkeys).
Knasul UT06bI MCMoNb30BaTh COMETAHMA KNaBULL, X HEOBXOAMMO
Windows

HacTpouTb. [MogpobHee 06 3ToM B 4. AreHT 6e30MacHoCTU 1 ero

HacTpovika (cTp. 38).
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NcTopusa usmeHeHui

1.4

1.4.4

WcnpaeneHus
> YcTpaHeHa npuynHa, No KOTopoi Npu nepe3anycke cryxbbl SePlatform.Security.Agent cTapbie
npouecchl He 3aBepLuanuck. M13-3a aToro nocne nepesanycka cnyx6tbl BO3HMKanu Apyrue npobnembi:

D> He OoTKMto4ancsa annosbIii ayauT;
> Hekotopble curHanbl SePlatform.Data Server, kyaa 3anvcbiBancb COobLLLEHUS ayauTa, He nony4Yani
aKTyarnbHbIX 3HAYEHN.

> WcnpaeneHa ownbka, U3-3a KOTOPOW Nponasano coeamHeHne Mexay areHToM 6e30macHoCTU 1

SePlatform.Net-areHTom.
> Tpu n3MeHeHUn 3Ha4eHN NpaB B COOBLLEHMSIX ayAnTa Tenepb 0TobpaxatoTcs Kak HOBble, TaK U CTapble

3HayeHus.
> Tpu BbINOMHEHUN KOHTPONS LLEENOCTHOCTM (haiiny, KOTopbIi 6b1n NepeMeLLEeH U3 KOHTPOSIMPYEMOM Nanku, a
3aTeM BO3BpalLLEeH B Hee, OLLIMOOYHO NPUCBanBarncs CTaTyC yaaneHHoro.

> B OC Linux ayauT usmeHeHun pannos Tenepb Mo yMOMYaHUo OTKITIOYEH.

> B OC Linux cepBucbl 6e30nacHoCTM Tenepb 3arnycKalTcsa aBTOMaTUYeCKM Nnocre 06HOBNEHNA unn
ycTtaHoBku SePlatform.Security.

1.4.5

BHyTpeHHVIe N3MEHEHNA. (DyHKLl,VIOHaJ'I bHOCTb NOACUCTEMbI HE UBMEHUNACb.

1.4.6

Ob6paTtute BHUMaHWe: He pekOMeHAYyeTCA UCNONb30BaTh NpeabiayLyto Bepcuio 1.4.5 n3-3a MHoraa BO3HMKaLLIMX
owwimbok 3anycka npoektoB SePlatform.HMI, ncrnonb3aytowmx KOMNOHEHTbI GE30MacHOCTM.

VcnpaBneHus
> WcnpaBneHa owwnbka, n3-3a KOTOpon pedynbTaTbl HE3aMea IMTENbHOM MOBTOPHOM NMPOBEPKM LLENOCTHOCTU

(haiinoB oTNMYanuch OT peaynbTaToB NPeabiAYyLLEN NMPOBEPKN.
> YcTpaHeHa npyynHa, Nno KoTopoli 3a6/10KMpoBaHHbIe yYeTHbIEe 3anncK Nnofb3oBaTerneil He
pa36y10KMpOoBanmMCh Mo CTEYEHUM BPpeMEHN GITOKUPOBKM.

NCTOPUA N3MEHEHUN
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> WcnpaeneHbl owmnbKM reHepupoBaHns coobLLEeHUIA ayanTa:

> PaHee npu nsmeHeHUn 06bIYHOTO 3HAaYEHKSA YICNOBOro Npasa OLLMGOYHO reHeprpoBanoch ABa
coobLLeHVs ayanTa - 06 U3MEHEHUM pa3peLLIEHHOTO U 3aMpeLLLEHHOr0 3Ha4YeHWii NpaBa. Tenepb
reHepupyeTtcs ofHo coobLeHne 06 U3MEHEeHUN 3HaYEHUs NpaBa.

> [Mpy UISMeHeHUM 3HaYEeHUs1 NMpaBa MakcuManbHoe BpeMsA Ceccuu CTapoe 3HaYeHve oWnGoYHO
oToGpaxanoch B CEKyHAaxX BMECTO MUHYT.

> [Mpy USMeHeHUM 3HaYeHus1 NMpaBa CpoK AeMCTBMA Napons yKasbliBasioCb HEKOPPEKTHOE CTapoe
3HayeHue npasa.

> [Mpy USMeHeHUM 3HaYeHs1 NpaBa CpoK AeUCTBMA napons AJ1s rpynnbl U3 Hee yAansnmch U BHOBb
[06aBnAnyChb Nonb3oBaTenmu.

> B HeKoTopbIx COOBLLEHMSIX OTCYTCTBOBAsIN NPOGENbI, YTO 3aTPYAHSNO YUTAEMOCTb.

1.4.7

VcnpaBneHus

> WcnpaeneHa own6Ka, U3-3a KOTOPOW MU 3arpoce pesysibTata NPoBEPKM LLeNoCTHOCTM chalifioB 1 nanok
Bpemsi MocrieaHen NpoBepKy He OGHOBIISNOChH.

> YcTpaHeHa npyynHa, Nno KoTopoli Npuy nepeBofie Nnosfib30oBaTenis U3 ofHol rpynmbl B APYryto yaaBanocb
YCTaHOBUTb €70 YYETHO 3an1cy Naposb, NOAXOASLLMIA NAPOSbHbIM MOMUTUKAM NMPEXHEN rpynmbl, HO He HOBOA.

1.4.9

HoBast BOSMOXHOCTb

PeannzoBaHa BO3MOXHOCTb yKa3blBaTb COObITUAM ayauTa 3BYK U HEOOXOAMMOCTb KBUTUPOBaHUA. [18 3TOro
06HOBMEHbI KOHGUrY paLoHHbIEe dainbl:

> B danne seplatform.security.agent.xml Ansa KapTbl BaXHOCTU COObITUN <SeverityMap> 3BYK
yKa3blBaeTCs B KA4eCTBe 3HA4YeHNst HOBOro aTpnbyTa Sound.

> B danne seplatform.security.agent.json gna kaxzgoro wabnoHa coobLyeHusi 3BYK 1 HEO6XOOMMOCTb
KBUTUPOBaHUSA YKa3bIBalOTCHA B KAYECTBE 3HAaYEHNN NapaMeTpoB sound U ackrequired COOTBETCTBEHHO.

Ynydwerve

B dhaiine seplatform.security.agent.json o6HoBneH wabnoH coobilenna ayanta AUDIT IC CREATE
ETHALONZ2, yBEAOMJISIIOLLLEr0o O CO34aHNN 3TanoHa.

VcnpaBneHus

> WcnpaeneHa owinGKa, U3-3a KOTOPOW AN NoJfib30BaTesisi He 0GHOBMANOCH KONMYECTBO Naposiei B UICTOpUn
Mnpv NepeBofe ero U3 rpynbl C Ha3HaYeHHbIM NpaBoM "KonnyecTBo naponeit B uctopun” B rpynny 6e3 Takoro

npasa.

> YcTpaHeHa npuynHa, no kotopoii AreHT SePlatform.Security He Mmor nognucaTtbcs Ha curHansl ans
reHepavmm coobLeHui ayauta nocne nepesarpy3ku APM.

1.4.10

Ynydwenne

B dain seplatform.security.agent.json go6aBneH HOBbIM LIA6MOH COOOLLEHMS, YBEOOMIISAIOLLENO O
nobaBneHnn ponu nonb3oBaTento.

NCTOPUA N3MEHEHUN
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VicnpaBneHus
> YcTpaHeHa NpyymHa LMKIMYeCcKol nepesarpy3ku areHta 6e3onacHocTy, BO3HMKaBLUEN Nocsie yaaneHust y
TeKyLlero nonb3oBaTerns npas A0CTyNa K narnke, LLenoCTHOCTb KOTOPON KOHTPOSMpoBanach areHToM.
> Tenepb npu aBTOPM3aL, MM NONb30BATENs Nociie U3MeHeHVs! NApOoSbHbLIX NONMUTUK BCeraa Tpebyetca
CMEHUTb Naporb.

1.4.12

BHyTpeHHVIe N3MEHEHNA. CDyHKU,VIOHaJ'I bHOCTb NOACUCTEMbI HE UBMEHUINACb.

1.4.14

YnyJweHua

> TMosBunack BO3MOXHOCTb UCKITHOYATb JIOMMH NoSib30BaTeNs U3 3anpaluuBaeMoro Crmcka nosib3oBaTtene.
Tak, Hanpumep, B OKHe BXoAa B KOH(UrypaTope fIorvH Takoro nosib3oBaTtesis He 0Tobpa3nTcs B BbiNagalowem

CMUCKe nonb3oBaTenen.

> Tenepb Npu py4yHOM 3anyCcKe NpOBEpPKU LIENTIOCTHOCTU Ha YAarieHHOM KOMMbOTEPE B NTOKasbHbI Xy pHan
MPVXOAUT TOSNbKO OAHO COOBLLEHME ayAnTa O 3aMyCKe NpoBepku. PaHee Npuxoaunno ABa OANHAKOBbIX
COODOLLEHNS - OT yAaneHHOro 1 OT JIOKarnbHOro areHToB 6e30MacHOCTM.

WcnpasneHve

VCTpaHeHa npuynHa, no KOTOpOI?I npu co3aaHnn 3TanoHa Ha yaaneHHOM KOMIMboTepe B JTOKallbHOM XypHane
OT06pa)KaJ'IOCb coobLLeHMe 0 CO34aHMN 3TanoHa C HenpasWbHbIM UMEHEM MoJfib30Bartend, Co3aaBLUero 3TasoH.

MN3MeHeHUa ooKyMeHTauuu

Pepakuusa 1

> B pasgen 2. YcTtaHoBka u yganeHuve (cTp. 7) nobasneHa KomaHaa yaaneHnst HaCTPOeK U pe3epBHbIX KOMWii
6a3 OpenLDAP B OC Linux.

> B onucaHum HacTpoiikn coobeHnin ayamta gna OC Windows 1 OC Linux Tenepb ynoMuHaeTcs
BO3MOXHOCTb 3aaTb 3TUM COODLLEHUSIM KATErOPUIO BaXHOCTW.

> B pa3pgene 10. PelueHne pacnpoctpaHeHHblx npobnem (cTp. 95) onucaHo, Kak USMEHUTb HAaCTPONKM
pa3HoHanpasneHHoro pesepsuposaHus OpenLDAP B OC Linux (cTp. 98).

> B paspgene «HacTpoilka KOMMNOHEHTOB» -> «[inA nojib3oBaTesiei OC Linux» yganeHo npumeyaHme o

HeobX0aUMOCTM BbI30Ba KOMaHAbl export |grep DISPLAY U3 AUPEKTOPUU
/opt/SePlatform/SePlatform.Security. KOoMaHay MOXHO BbI3blBaTb U3 J1060ro pacrosioxXeHus.

> B punoxenune B: SCAN-kogpl knasuw (cTp. 103) ncnpaeneH olwmnbo4HO yKasaHHbIN Kog knaesuwm Esc:
3Ha4yeHme «@x21» 3aMEHEHO Ha MPaBUIIbHOE - «@X01».

Pepakuusa 2

> AKTyanusupoBaHO OnMcaHue HacTporKK KoHTporst uenocTHocTh ana OC Windows n OC Linux. 3gech xe
npvBeAeHa pacLundpoBKa COOBLLEHUI O pe3ybTaTax NPOBEPKY LLENTIOCTHOCTY.

> O6HoBneHa cxema B3anmogeiictamst komnoHeHToB SePlatform.Security B pasgene 1. O npogykTe (cTp. 5).

NCTOPUA N3MEHEHUN
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Pepakuua 3

[ob6aeneH HeaoCTaLWMIA 3aKPbIBAKOLLIMIA CieLll B NpuMepax Xml-KOHCTpYKLuiA B pasaenax 6.7. OpraHuzauus
KnacTepHoro paboyero mecta (cTp. 75) u 7. Ayaut 6e3onacHocTtu (CTp. 82).

Pepakuus 4

B pasgene 2. YcTaHoBKa 1 yganexue (CTp. 7) akTyanmampoBaHbl CUCTEMHbIe TpeboBaHuS.

Pazpgen "HacTpoika KOMMOHEHTOB" NepeuMeHoBaH B «<HacTpoiika KoMnoHeHToB SePlatform.Security».

B pasgen «HacTpoitka komnoHeHToB» [06aBNEH NoApa3aen, onvChIBaOLLMA HACTPONKY AreHT
SePlatform.Security n OpenLDAP «Jina nonb3oBateneit RPM-cucTem».

B nogpaspenax, onmMcbiBaloLLMX HACTPOWKY areHTa 6e30MnacHOCTH:
> OnucaHo, KakK TpaHCNMPOBaTb COODLLIEHUA U3 CUCTEMHOIO Xy pHarna B coobLeHnn ayauta ans
nonb3oBartenen Debian-cuctem n gna nons3osartenen RPM-cuctem.

> YnomsiHyTa Heo6X0AUMOCTb MMIMOPTa HACTPOEK MOAY e MOHUTOPUHIa Ansg nonb3oeaTenen Debian-
cuctem u ans nonb3osatenet RPM-cuctem. bes mogynei MoOHUTOpWHra areHT 6e3onacHocTu He byaet
OTCNEeXuBaTh ANUTENIbHOCTb CECCUIM U BIOKMPOBOK MOSIb30BaTENEN.

B nogpaspene, onvcbiBaloLEM HAacTPOMKy areHTa 6e3onacHocTu s nonb3oatenen OC Windows, ynomsaHyTa
HeobXoAMMOCTb YCTaHOBKM ApariBepa kbDriver. [ipaiiBep He06X0ANM AN KOPPEKTHON 6510KMPOBKM UCMOMb30BaHUSA
COYETaHWI KNaBuLL.

Pepakuusa 5

B nogpaspgenax, onucbiBaloWmMX «HacTpoilka komnoHeHToB SePlatform.Security» B 4acTu TpaHCcnAuum
Cco06LLeHNI ayauTa, onMcaHa BO3MOXHOCTb YKa3blBaTb:
> 3BYyK, OMNOBELLAILLMIA O HACTYMNNEHUN COObITUSI ONPEeAENEHHON BaXHOCTY;

> 3BYK " HeO6XO,IJ,I/IMOCTb KBUTUPOBaHUA ONA KaXaoro cobbITUSA oTAesNibHO.

Pepakuus 6

CTpyKTypa AOKyMeHTa nepepaboTaHa:
> Onucanune komnoHeHToB SePlatform.Security u3 pazgena 1. O npogykTe (cTp. 5) NepeHeceHo B
cobcTBeHHble pasaensl: 3. LDAP-cepsep 1 ero Hactporika (ctp. 12), 4. AreHT 6e30nacHOCTU 1 ero HacTpovika
(cTp. 38), 6. PepakTupoBaHue KoHdurypauum Ha LDAP-cepsepe ¢ nomolupbo SecurityConfigurator (cTp. 46).
NHdopmauus 3 6eiBLiero pasaena "Hactporika komnoHeHToB SePlatform.Security” Takxe nepeHeceHa B 9Tu
pasgensl.
> Onucanwne npouecca noakntoyverHusa kK LDAP-cepepy 13 pasgena 6. PegakTypoBaHue KoHUry pauum Ha
LDAP-cepBepe ¢ nomoLubio Security Configurator (cTp. 46) BblHECEHO B COOCTBEHHLIN Nogpasaen 6.1.
MoakntoveHve K LDAP-cepepy 13 SecurityConfigurator (cTp. 47).

> HacTpoiikn u ncrnonb3oBaHve ayauta 6€30nacHOCTY M KOHTPO S LIESTIOCTHOCTU Tenepb ONUCaHbI B
cobCTBEeHHbIX noppasaenax 7. Ayaut 6ezonacHocTu (cTp. 82) n 8. KoHTponb LenocTHOCTY hainos 1 nanok
(cTp. 91). PaHee 3Tn byHKLUMM BbINK ONUCaHbI B pa3fenax, OnMcbiBaloLLMX HAaCTPONKY areHTa 6e3onacHoCTy.

B pasgene 2. YcTaHoBKa 1 yganeHue (CTp. 7) akTyanu3mpoBaHbl CUCTEMHbIE TpeboBaHuA.

NCTOPUA N3MEHEHUN
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B paspgene 4. AreHT 6e30nacHOCTM M ero HacTporka (cTp. 38) onncaHa BO3MOXHOCTb CKPbITUA YHETHON 3anmcu
Nnonb30BaTeNsa M3 3anpallMBaeMoro Cnucka nofb3oBaTenen.

1.3

1.3.5

YnyJweHua
> YCKOPEHO BbIMOMHEHNE KOHTPOIS LLEeNOCTHOCTM A 60MbLLIOro Konuyectsa gainos.

> Tenepb Kaxaomy coobLUeHNo ayanTa MOXHO 3aAaTb KaTeropuio BaxHocTu. CoobLLEeHNA 1 X KaTeropum
BaXXHOCTM ONnucbIBaloTCs B dhaiine seplatform.security.agent.json, pacnonoXxeHHOM B Marke yCTaHOBKM

SePlatform.Security.

VcnpaeneHus
> YcTpaHeHa npuynHa, no kotopoi nponapano coeamteHne SePlatform.HMI ¢ AreHT SePlatform.Security.
Mpobnema Bo3HUKana nocne BbiXo4a U NoOBTOPHOIo BXxoza nonb3osatens B OC, ¢ nocneayoLen CMeHown

nonb3osatens SePlatform.Security u3 npoekta SePlatform.HMI.
> PeweHa npobnema, ns-3a kotopor B OC Linux He npoucxoaun aBToMaTUYeCKUii BbIXOA, Nonb3oBaTens U3
nogcucTemMbl 6e30MacHOCTU MO UCTEYEHUU:

> BpeMEHN 61'IOKVIpOBKVI npuv npesbllLeHnn KonndyecTea HeyCrneLlHbIX MoMnbITOK BXoAa,

> MaKcuMarnbHOro BpeMeHu 6e34eicTBus Nnosb30oBaTters.

N3meHeHna oOKyMeHTauuu

Pepakuyus 2

B cxeme B3anmopeiicTeus komnoHeHToB SePlatform.Security akTyanusmpoBaHa MkoHKa KoHdurypaTopa.

B pa3pene «HacTpoiika KOMMNOHEHTOB»:
> [puBeneHbl HOBble MapameTpbl OnncaHusa cepeepa-noTpedbuTens coobleHuii ayanta Host TcpReserve U
MasterPasswordCipher - ana nonb3osatenen Windows 1 ans nonb3oBatenei Linux.

> OnucaHa HacTporiKa cnmncka oannos, LEeNoCTHOCTb KOTOPbIX A0MXHA KOHTPONMPOBATLCS MOACUCTEMON
6e3onacHocTu - ona nonb3osatenen Windows v gna nonb3osartenei Linux. Tenepb U3 cnucka MoxHo
UCKITI0YaTb BIIOXEHHbIE dhaisibl U Nanku, a Takxe punbTpoBaTb KOHTPONupyemMble daisbl U nanku no
pacLUVPEHUIO NI HA3BaHUIO.

> [Ons nonb3osateneit OC Linux onvcaHa HacTpoiika cepeuca SePlatform.Security, npegHasHauyeHHoro ans
OTCNEXUBAHUS ANUTENBHOCTU CECCUIA M BpEMEHM 6e34eNCTBUA NoNb30BaTeNeN.

Pepakuusa 3

B pa3pene «HacTpoiika KOMMOHEHTOB» -> «[inA nonb3osaTeneit 0C Linux»:
> onucaHa HacTpoiika OpenLDAP, npumeHsiemasn st OTCNeXnBaHus OiMTeNnbHOCTU CECCUM 1 6TOKMPOBOK
Norb30BaTeNeN - UMMNOPT HAaCTPOEK MOAY IS MOHUTOPUHIa;
> onncaHa BO3MOXHOCTb 3arycka CepBMCOB areHTa 6€30MacHOCTM OT UMEHW HEMPUBWIEMMPOBAHHOIO
nornb3oBaTtens.

NCTOPUA N3MEHEHUN
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B pasgene 10. PelwweHune pacnpocTpaHeHHblx npobriem (cTp. 95) onncaHo, Kak NpefoTBpaTuTL NOSBIIEHWE B XypHare

coobueHnn Buaa <= mdb_equality_candidates: (xxx) not indexed.

Bo BceM JOKYMEHTE aKTyanuampoBaHbl CKPUHLLOTI.

NCTOPUA N3MEHEHWI
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