@ Systém ne

[MporpamMmHbin komnsekc Cuctam lNnatgopm

SePlatform.HMI.Alarms 2.1

PyKOBOD,CTBO noyfib30oBaTesid

Pepakumsa CooTBeTtcTtByeT Bepcuum N0
1. NpepBaputenbHas 21.0




@ Sy S.|. é m e © 000 «CUCTIM CODT», 2022-2023. Bee npasa 3aLumiLeHbl.
soft

ABTOpCKME NpaBa Ha AaHHbIN AOKyMeHT npuHagnexat OO0 «CUCTOM
CO®dT». KonuposaHue, nepenevatka n nyénvkaumsa noboi yactm unm

BCEro AOKyMeHTa He 0nyCKaeTcA 6€e3 NMCbMEHHOI0 pa3pelieHna
npaBoo6nap,aTenﬂ.



SEPLATFORM.HMI.ALARMS. PYKOBOOCTBO MNONb30BATESA 3

CopepXxaHue

1. O MPOLY KT 4
2.YCTAHOBKA M YOAMEHUE ... 5
3. JononHuTenbHaA HAaCTPOMKA OKPYXEHVIA . 7
4, BCTPaMBaHUe B NPOCKT . 8
4.1. NopkntoueHune (obHoBneHne) mopynsa SePlatform.HMI.IntegrityControl ... ... .. ... ... .. ... .. ... ... ... ..... 8
4.2. Nob6aBneHue ak3emnnsapa IntegrityControl B NPOEKT _ ... 9

A . APl 11
4.3 CBOMCTBA ... e 12
4.3.2. KOMAHIDBI - ..o 13

5. 3anyck B BUfle caMOCTOATENbHOIO MPUNOXEHWS ... 15
O C WiNAOWS . . .. 15

O C LiNUX - .. 15
6. BO3MOXHOCTU NMPUIOXKEHUS . .. e 16
6.1, TTOOKIMIOUEHUE K YBIMY _ - e e e e e e e e e e e 16
6.2. MPOBEPKA LIEIIOCTHOCTU _ .o oo oo e e e e e e e e e e e e e e e e e 16
6.3. COBAAHME BTANMOHA _ . ... il 17
6.4. OUNBTPAUMS DAMIIOB .. . ... 18
6.5. OKCMOPT B (AN 18
UICTOPMSA MBMEHEHMI ... ... 20
20 il 20

2 0T L 20
NBMEHEHUS OKYMEHTALM _ ... 20

PO AU 1 20

P AL 2 il 21
PN B il 21
LIPS 21
2 N 22
MBMEHEHUS BOKYMEHTALMU . ..o e 22

Pepakumsa 1



4 SEPLATFORM.HMI.ALARMS. PYKOBOOCTBO MNONb30BATENA

1. O npoaykre

SePlatform.HMI.IntegrityControl - npunoxeHune ansa py4Horo 3anycka KOHTPons LenocTHOCTV chalnoB 1 Nanok Ha
noKasnbHbIX/yaaneHHblX y31ax U ipocMoTpa pe3ynbTaToB NpoBepku. [punoxeHne ncnonb3yeTcst Kak AornosIHEHNE K
komnoHeHTam SePlatform.Security n SePlatform.HMI.Security, T.K. KOHTpoOnb LENOCTHOCTU BbINOHAETCS C
NMOMOLLbH 3TUX KOMIMOHEHTOB.

SePlatform.HMI.IntegrityControl moxHo 3anyckaTtb Kak oTAefnbHOe NpUIoXeHne, NM60 BCTpausaTh €ro B
npuknaaHble npoekTbl, paspaboTtaHHbie B SePlatform.HMI. Lieneebimu npoekTamu MoryT 6biTb NPOEKTHI,
pabotatome Ha OC Windows, OC Linux, a Takxe [OCTYMHbIE Yepe3 Beb-uHTepdeiic.

1.OMNPOOYKTE
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2. YcTaHOBKa U yaaneHue

OC Windows

Ons yctaHosku unu yaanenusa SePlatform.HMI.IntegrityControl ncnonbayite auctpnbytvs
seplatform.hmi.integritycontrol-<lng>-<version>.<arch>.msi

B Ha3BaHuM dhanina <1ng> - 3TO A3bIK KOMIMOHEHTA, <version> - HOMEpP BEPCUN KOMIOHEHTa, a <arch> -
LerieBas NpoL,eCCopHas apxXuTekTypa.

OC Linux

IOna yctaHoBku unu ypanenus SePlatform.HMI.IntegrityControl ncnone3yiite naket
seplatform.hmi.integritycontrol-<lng>-<version>.<arch>.rpmunuseplatform.hmi.integritycontrol-
<lng>-<version>.<arch>.deb B 3aBUCMMOCTM OT BbIG paHHOro nakeTHoro meHeaxepa OC.

B HasBaHuM nakeTa <1ng> - 3TO A3blK KOMMOHEHTA, a <version> - HOMep BEPCUM KOMIMOHEHTA.

KomaHgp! yCTaHOBKI/I/y,D,aJ'IeHI/IFI HY>XHO 3anycKaTb C NpaBamMu cyrnepronb3oBaTend root, HaxoaAach B narnke
C YyCTaHOBOYHbIM MNMakKeToM.

B komaHgax yfnaneHnsa BMecTo NofHOro UMeHW NakeTa ykasblBante umMs
seplatform.hmi.integritycontrol

[MNakeTHbIN MeHeaxep YUM

YcTaHoBKa

yum install seplatform.hmi.integritycontrol-<lng>-<version>.<arch>.rpm

Y panenuve

yum remove seplatform.hmi.integritycontrol

[MNakeTHbIN MeHeaxep RPM

YcTaHoBKa

rpm -i seplatform.hmi.integritycontrol-<lng>-<version>.<arch>.rpm

2.YCTAHOBKA W YOAITEHUE
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Y paneHuve

rpm -e seplatform.hmi.integritycontrol

[MakeTHbIN MeHepxep APT

YcTaHoBKa

apt-get install seplatform.hmi.integritycontrol-<lng>-<version>.<arch>.deb

Y panexuve

apt-get remove seplatform.hmi.integritycontrol

[MakeTHbIM MeHepxep DPKG

YcTaHoBKa

dpkg -i seplatform.hmi.integritycontrol-<lng>-<version>.<arch>.deb

Y paneHve

dpkg -r seplatform.hmi.integritycontrol

2.YCTAHOBKA W YOAITEHUE
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3. [lononHuTenbHasa HAaCTpoMKa OKpYXeHUsA

Mepepn ucnonbaoBannem SePlatform.HMI.IntegrityControl:

1. Ecnv Bbl NnaHupyeTe NoAKoYaTbes K yAaneHHbIM y3nam, 06s3aTenbHO 06 beAUHUTE CBOW KOMMbIOTEP U
ynanexHble y3nbl B ceTb SePlatform.Net. Hactpoiite cnyx6y SePlatform.Net.Agent Ha kaxaom y3ne,
BKMtoYvan y3en ¢ yctaHoeneHHbIM SePlatform.HMI.IntegrityControl. Kak opraHnzosatb cetb SePlatform.Net
onuncaHo B pyKkoBoACTBe rnornb3oBaTtens Ha SePlatform.Domain.

2. Ha tex komnbloTepax, roe 6yaeT BbINOMHATLCS KOHTPOSb LLENOCTHOCTU, B KOHAUIy paLnoHHbIX dharnax
SePlatform.Security:

> BknwounTe pexmm KOHTpOons LLenocTHOCTU B dpaine seplatform.security.agent.xml.
> YKaxuTe KOHTponupyemble dpainbl 1 nanku B dpamne seplatform.security.ic.xml.

> Ecnu HyxHoO, BKMoUMTE NEPUOANYECKYO aBTOMATUYECKYIO MPOBEPKY KOHTPOIS LLenoCcTHOCTY B dhaiine
seplatform.security.ic.xml.

MoppobHee o ToM, Kak HacTpamBaTb SePlatform.Security, onMcaHo B pykoBoACTBe nonb3oBaTens Ha
SePlatform.Security.

3. OOMONMHUTENBHAA HACTPOMKA OKPY XEHUA



8 SEPLATFORM.HMI.ALARMS. PYKOBOOCTBO MNONb30BATENA

4. BcTtpanBaHue B NpoOeKT

Mpunoxenne SePlatform.HMI.IntegrityControl paspa6otaro cpegctsamu SePlatform.HMI n BbinonHeHo B BUae
npoekTta SePlatform.HMI. B co6ctBeHHble npuknaaHble npoekTol SePlatform.HMI.IntegrityControl BcTpanBaetcst
KaK oTaernbHasa 6ubnuoTeka - BHELLHWIA Moay b (MOApPOGHEE 0 TOM, YTO TaKoe BHELLHUIA MOAY b, CM. B pyKOBOACTBE
nonb3oBatens Ha SePlatform.HMI).

Y106b1 BcTpouth SePlatform.HMI.IntegrityControl B npoekT:
1. Mopkniounte SePlatform.HMI.IntegrityControl k npoekTy kak BHeLHUI Moaynb (CTp. 8).
2. No6aBbTe ak3emnnsap Tuna IntegrityControl B npoekT (cTp. 9).

3. YkaxuTte ana ak3emnnspa tuna IntegrityControl y3en SePlatform.Net, Ha koTopom BeinonHsaercs
KOHTPOIb LLENOCTHOCTY.

Ecnu y3en nokanbHbIN, €ro MMs ykasblBaTb HE 06513aTeNbHO.

B nHTepdeice BcTpoeHHoro ak3emmnnspa Tvna IntegrityControl Bbl yByanTe TONBKO AEPEBO KOHTPONNPYEMbIX
¢hannoB ¢ yKkazaHHOro BaMu y3ra v pesynbTaTbl MPOBEPOK Mo Kaxaomy danny n nanke. Ecnue
SePlatform.Security Bknto4eH nepuoanyecknin KOHTPONb LEENOCTHOCTH, Bbl TAKXe YBUAUTE Kak MEHSIETCS OKpacka
U3MeHeHHbIX harnoB 1 Nanok.

B0o3MOXHO, Bbl XOTUTE U3MEHWUTb HAcTPoKkK Tuna IntegrityControl no ymonyanmo, no6aBuTb [OMOMHUTENbHbIE
KHOMKW, NaHesnb Co CTatucTukon u T.4. Micnone3ynte ana atoro API (cTp. 11), KoTopoe npegocTasnsaeTt ak3emnnsap
Tvna IntegrityControl.

4.1. MopknioyeHne (06HOBNEHNE) MOAYNS
SePlatform.HMI.IntegrityControl

Mopakniountb BHeWwHun mopynb SePlatform.HMI.IntegrityControl K npoekTy
1. Co3panite (ecnu eé TamM HET) B Nanke CBOEro NPoeKTa Narnky externals, B KOTOPOW HY>XXHO pa3mellaTtb dhannbl
BCEX NOAKIIHYAEMbIX BHELLHWUX MOAYEN.
2. Mepengute K Nanke, B KOTOpYyto ycTaHaBnmBatoTcs Bee npunoxerus SePlatform. HMI:
> C:\Program Files\SePlatform\SePlatform.HMI.Extensions (OC Windows);
> /opt/SePlatform/SePlatform.HMI.Extentions (OC Linux).

3. B nanke yxe ponxHa 6b1Tb nanka IntegrityControl, NOSIBUBLLASCS NOCME YyCTAHOBKU
SePlatform.HMI.IntegrityControl. Ckonupyiite 3Ty nanky IntegrityControl B cO3iaHHY0 BaMu Nanky
externals.

4. OTkpoliTe cBOW NPoeKT B AusaiiHepe SePlatform.HMI.

4. BCTPABAHWE B NMPOEKT
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5. Mepengute B MeHto MpoekT 1 Bbibepute KoMaHay O6HOBUTb CCbUIKM Ha BHEWHUE WHUTDI.

Daiin  [Mpaeka Bwg  [poekr  [lMomowe

Iﬁ I:ll |:| | Cozgate... Ctrl+T A
BMONMOTEKE KOMNOHEHTOE 3anyck KoMIUAALKMA F3
|O.‘ 3anyck KoMNUAALMK TEKYLLErD THNE Ctrl+F3
Db ane Mokazate aKTUMEHYHD BKN3JKY B paHTaime Ctrl+F9
T — MokazaTe rNAeHYH: opMy B paHTalMe F9
v [lpoekt <IntegrityCo MNpoBepka LENCCTHOCTH
Tune AKTyanHINPoEaTE BEPCHIA JNIEMEHTOE
JKpaHHbIE GopMbl
MnoBankeHble obnekTt Ceuinky Ha oHUTEL...
OBHOBWTE CCEIKW HA EHELLHWME HOHMTEI I}

Tak Bbl 0GHOBWTE CMNCOK BHELLHWX MOZYJ1EN CBOEro NpoeKTa U HoBbI Mofy b IntegrityControl noseurcs B
OubnMoTeke KOMMNOHEHTOB.

BuBAWOTEKE KOMNOHEHTOR g X
[SN
bl BrewwHmne mogynn L
Commonlib
- IntegrityControl N
[nobBaneHele oBLEKTEI
¥ Tunbl

[ IntegrityControl
@ Hactpoiikn
\ @ PazpeleHns y

JkpaHHble dopmbl

O6HoBUTL BCTpoeHHbIN moaysnb SePlatform.HMI.IntegrityControl

Y1006l 06HOBUTBL yXe BCTPoeHHbI B NpoekT SePlatform.HMI.IntegrityControl:
1. YcTaHoBuTe HyxHyto Bepcuto SePlatform.HMI.IntegrityControl.

2. O6HoBuWTE (harnbl BHelLHero moaynsa IntegrityControl B nanke externals cBoero npoekTta. [ns aToro
3aMeHuTe cyLecTByoLyo nanky IntegrityControl Ha nanky IntegrityControl U3 nanku ycTaHOBKMU
SePlatform.HMI.IntegrityControl:

> C:\Program Files\SePlatform\SePlatform.HMI.Extensions (OC Windows);
> /opt/SePlatform/SePlatform.HMI.Extentions (OC Linux).

Mocne o6HoBNeHWS hannos Moaynsa Bce ak3emnnapbl Tuna IntegrityControl, yxe no6aBneHHble B NPOEKT,
0OHOBATCA aBTOMaTUYECKM.

4.2. lo6aBneHue aksemnnspa IntegrityControl B npoekT

[ o6aButb ak3zemnnap Tuna IntegrityControl B npoekT

OCHOBHOW 3n1eMeHT B COCTaBe NOAKITHYEHHOro BHeLHero mopynda IntegrityControl - Tvn IntegrityControl.

4. BCTPABAHWE B NMPOEKT
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YT06bI 06aBUTL 3K3eMnnAp Tvna IntegrityControl B NpoekT, NPOCTO NepeTaHMTE TUMN Ha pabodyto ob6nacTb.

SEEHE FOTIC Al V@ Ffi-pElwaBN = £< Thh %

BMBNMOTERKS KOMAOHEHTOE 8 x Example @
OBLwme 3nEMEHTEI 1 | 2 3 4 5 5 7
hd BHewwHne mogynm

CommeonLib
¥ IntegrityControl

¥ Tugkl
|:| IC_Tree
LI IntegrityControl

JkpaHHble dopmel

noBansHble 0BbEKTEI

Mpoekr <IntegrityControl>

Bbl MoxeTe 0,06aBUTb B MPOEKT CKOMbLKO YrOAHO 3K3eMnnsApoB Thna IntegrityControl n HacTpoMTb Kaxabli
3K3emMnnap nop, otaenbHble uenu. Hanpumep, ncnonb3oBaTtb pa3Hble 3K3eMnnapbl A4 NPocMoTpa
KOHTponupyeMbix ainoBs 1 nanoK Ha pasHbiX y3nax.

Moakniountb 3K3emnnap Tuna IntegrityControl K y3ny SePlatform.Net

Moakniouatb SePlatform.HMI.IntegrityControl k yany SePlatform.Net HyxHo Tonbko ecnu Bbl XoTuTe paboTtaThb C
yAaneHHbIM y3rom. Ecnu xe y3en nokanbHblIi, Bbl MOXETE SIBHO HE YKa3blBaTb UMS Y31Na, T.K.
SePlatform.HMI.IntegrityControl no ymonyaHuto nogkntoyaeTcs K nokanbHoOMY y31y.

Y106kl NogkniounTs 3k3emnnsp Tuna IntegrityControl k yany SePlatform.Net:

4. BCTPABAHWE B NMPOEKT
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1. MNepengute K cBOWCTBaM ak3eMnnisipa (0bnacTb PegakTop CBOWCTB).

2. Hanpute cBoicTBO VIMS y3na ceTu n ykaxure uMms, KoTopoe ykasaHo Ans y3na B danne KoHdurypauum
SePlatform.Net.Agent.

CTpykTypa obbexTa &
[<X
KMras Onucanue
v [ Example Tun Ha ccHoee Popma
v Ip bl
i I IC Tree 1 |C_Tree
b Button_1 KHonka
bn] Button_2 KHonka
B Text 1 TekeT
A Text 2 TekcT
B Text 3 TekeT
A Text 4 TekcT
B Tewed & T e
PeaakTop CBOACTE &
[cX
CeolcTeD KApakTepUCTUEN  3HAYEHWE
@ Pagnyc ckpyrnenma RW 0
) Leer nepa RW 4273190080
® Crune nepa RW CRACLWHEA AMHMA
@ Tonwwuna nepa RW 1
@) Ueerzanuexn RW OxFFOD000D
™ Crune sanuexm RW Het zanunekn
pTheme RE=v EeiDarkTheme
iewlata B L. Mnfa
S ModeMame RWF¥# -~ Model
WNETPOBATE A3HHBIE KW?* -~ talse

Ecnu Bam He yaanoch nony4nts AaHHbIe C yKa3aHHOro y3na, npoeepbTe, 4to B SePlatform.Security
BKITI0OYEH KOHTPOIb LLeNOCTHOCTU M yKa3aHHbIN y3en BxoauT B ceTb SePlatform.Net (cTp. 7).

4.3. API

OcHoBHol anemeHT gobaensiemoro mogyns SePlatform.HMI.IntegrityControl - 310 Tvn IntegrityControl. 3ToT
1N npepocTasnsaeT API, koTopoe MOXHO ncnonb3osathb (CTp. 1) Ana cBoux 3agau.

CsoiicTBa
Nms yana cetu (NodeName) (cTp. 12) Mma ysna SePlatform.Net.
MNMokasbiBaTb TONBLKO (haiifibl C HApyLIEeHUeM BkntoyaeT punbTpaumio 31emMeHToB AepeBsa.

uenoctHoctu (ShowOnlyChanged) (cTp. 12)

4. BCTPABAHWE B NMPOEKT
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CocrosHue (Status) (cTp. 12) TeKyLMin cTaTyC NPOBEPKU LLENMOCTHOCTU.
Ouwmbka (Error) (ctp. 13) TeKCT oWMOKM NpU BbIMOITHEHNW KOHTPOINA LLENTIOCTHOCTW.
KomaHabl
Check (c1p. 13) BbINonHAeT NpoBepKy KOHTpONupyeMbix hannoB Ha y3ne, ykazaHHoM B cBoncTee MMs
y3na ceTtu (cTp. 12).

CreateEtalon (ctp. = Co3paét atanoH Ha y3ne, yka3aHHom B ceoiicTse Vims yana ceTu (cTp. 12).

14)

4.3.1. CBoncTBa

Umsa y3na cetn (NodeName)

Mms yana SePlatform.Net, koTopoe ykasaHo gns y3na B cpaiine koHgurypaumm SePlatform.Net. MoxHo He
yKasblBaTb 3Ha4YeHWe, eCrnu y3en J1oKanbHbIN.

string NodeName

MokasbiBaTb TONBKO pannbl ¢ HapyLieHueM uenoctHocTu (ShowOnlyChanged)

DUnNbTPYeT CINCOK KOHTPONMUPYEMbIX halinoB 1 Nanok eLue A0 0TOO paxeHus nx B
SePlatform.HMI.IntegrityControl.

bool ShowOnlyChanged

3HayeHue

« B nepeBe KoHTponvpyemMbix ainoB oTobpaxaroTcs TONbKO 31IEMEHTbI C HapyLLEHWEM LLENOCTHOCTH,
true» | U3MEHEHHOW JaTON U T.[A.

« B nepeBe KOHTponuvpyembix hainoB oToOpaxaroTCs BCE 3NTIEMEHTbI.
false

»

CocrosiHue (Status)

TeKyLLIMVI CTaTtyC NpoOBEPKU LLeNTOCTHOCTW.

string Status

4. BCTPABAHWE B NMPOEKT
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Owmwnbka (Error)

TeKkcT owmnbKm NpW BbIMONMTHEHUN KOHTPONA LLEJTOCTHOCTU.

string Status

Mona ana BbiBoAa CTaTUCTUKU

Tun IntegrityControl npegocTaBnsaeT TakxXe Mnons, C MOMOLLbH KOTOPbIX MOXHO MONYyYnUTb CTAaTUCTUKY CO34aHUst
3TanoHa, BbIMOMHEHUsI MPOBEPKY, @ TaKXe y3HaTb KONMYECTBO NPOBEPEHHBIX U MOBPEXAEHHbIX (hannoB. Takue nons
He[oCTYMNHbI B pegakTope CBOMCTB, HO K HUIM MOXHO 06paTunTbes B ntobom 06 paboTunke yepe3 06bekTbl Information
n Statistic:

> Information

prnna TEKCTOBbIX NOfen c I/IHCbOpMaLl,I/IeVI O BbIMNOJTHEHUN NMPOBEPKU N AaHHbIX 00 3TaroHHOM 3Ha4YeHuN.

EtalonDateCreated string = [aTta 1 BpemMs co3faHusa 3TanoHHoro (hanna.

EtalonNameCreator | string | Vima nonb3oBaTtens, CoO34aBLUEro 3TanoH.

LastCheckData string | [Jarta n BpeMs BbINOMTHEHWA NocregHen NpoBepKmn LenocTHOCTH ¢haiinos.

> Statistic

prnna nonemn gngd cTaTUCTUKU B 3aBUCUMOCTUN OT cTtatyca Q)aﬁna.

all int4 = KonuyecTtBo BCex NpPOBEpPeHHbIX (hannos.

violations | int4 | KonnyecTBO haiinoB C HapyLUEHMEM L,eNTIOCTHOCTU (HOBbI€, yAaNeHHbIE N USMEHEHHbIE
dannsbl).

warnings | int4 = KonunyecTBo NpeaynpexaeHni.

errors int4 | KonuyecTtBo OLLUNOOK.

NPUMEP

BbiBECTM B TEKCTOBbIE MOMA ,D,aTy/BpeMﬂ CcO34aHuAa 3TarnoHa 1 UMA nonb3oBartend, co3aaBLuero
9TalnoH.

Text_1 = IntegrityControl_1.Information.EtalonDateCreated;
Text_7 = IntegrityControl_1.Information.EtalonNameCreator;

4.3.2. KomaHgbl

Check

BbInonHseT NpoBepKy KOHTponupyemblx hannos Ha y3ne, ykazaHHoM B cBoicTee MiMA y3na cetu (cTp. 12).

4. BCTPABAHWE B NMPOEKT
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MPUMEP

3anycTUTb KOHTPOSb LLeMOCTHOCTU Ha BblGpaHHOM y3ne.

IntegrityControl_1.Check.Invoke();

CreateEtalon

Co3paet aTanoH Ha y3rne, yka3aHHom B ceoicTBelIMs yana cetu (cTp. 12).

NMPUMEP

3anycTUTb KOHTPOSb LLeMOCTHOCTU Ha BblGpaHHOM y3ne.

IntegrityControl_1.CreateEtalon.Invoke();

4. BCTPABAHWE B NMPOEKT
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5. 3anyck B Buae caMoCTOATENIbHOIo NPUOXeHUs

OC Windows

Ons 3anycka SePlatform.HMI.IntegrityControl kak oTaenbHOro NpunoXeHyst BOCMoNb3yNTeCh KOMaHAOM NMyck
SePlatform » SePlatform.HMI.IntegrityControl.

OC Linux

3anyckaTb C NpaBaMmu agMUHUCTpaTopa.

Onsa 3anycka SePlatform.HMI.IntegrityControl kak oTaenbHOro npunoxeHusi BOCMNONb3yMTECh KOMaHAON Myck -
PazpaboTka - SePlatform.HMI.IntegrityControl (OC Astra Linux). B gpyrux OC cemeincTsa Linux kKomaHaa
OTKPbITUSt MOXET 6bITb Apyras.

5.3ANYCKB BNOE CAMOCTOATENBbHOI O MPUIOXEHWA
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6. Bo3MOXHOCTU NpuUnoxeHus

Ecnu Bbl nonb3yeteck chopmoii IntegrityControl unu SePlatform.HMI.IntegrityControl, 3anyLieHHbIM Kak
OTAEMNbHOE NPUNOXEHKE, Bbl BUOUTE YXe rOTOBbLI HAGOP KHOMOK.

6.1. NoaknioyeHue K y3ny

Mo YMOn4aHuo npunoxeHne NnoAKNKNYeHO K BallemMy J1oOKaJibHOMY KOMMNbIOTEPY, HA KOTOPOM U BbINOJTHAETCA
KOHTPOJ1b LLEJTOCTHOCTMW.

B Korrpons yenoctnocTa — O x

ﬁ I‘?‘COEEET!:ETBHOH eaEbInOﬂHWbHDOEEDKY ?

@ain STanoH [aTa usMeHeHHa dakT [aTa usMeHeHuA

[lononHKTEnbHEA HHdopMalma | ™

ITanon
Aata cosnaHua;
11.10.2022 14:13:03

WMa nonesosaTens:
Guest (I o a—)

Nposepka
[aTa nocnenHel NposepKi:
22.05.2023 10:54:59
PesyneTat:
Beero:
238 dhaiinos
v

Monyuer cicox Galinos NokansHoro yana.

UTo6bl MOAKIIOUMTLCS K JII0GOMY yaaneHHoMy y3ny (BXOASALLEMY BMECTE C BaLLWUM NOKaNbHbIM Y3I10M B CETb
SePlatform.Net), HaxmuTe KHOMKY BbiMONHUTL MOAKJIMEHUe K Y3Jy, BblGepuTe TUM y3na u BBEAUTE UMSL.

E KoHTponE LENCCTHOCTI
ﬁ i C0308Te 3TANOH (2;] BeINONHWUTE NPOBEDKY ?

EE SJTanoH

B C:\Program Files\Openl DAP
B C:\ProgramData\Dpenl DA o W, BainosmuTs nogknrouenie K yany

AtempYyTomeTior. do
5 BrIDEpUTE Y3EN CETH, K KOTOPAMY HYHHD
NOAKNDYMTECA

Tun y3na: | yoaneHHe -

Mma yzna: [Nodel|

MNoaknoYeHHe OTMEHE

6.2. [lpoBepka LEenoCcTHOCTH

IMpu npoBepKe LLenoCTHOCTM NPOBEPAETCH COOTBETCTBME KOHTPOSbHbIX CYMM (DaifioB 1 3TanOHHbIX KOHTPOSbHbIX
cymM. Cnncok KOHTponupyembix dannos (CTp. 7) dopMupyeTcs 3apaHee B KOH(Ury paLMoHHOM haine cnyxosi
SePlatform.Security.

6. BOBMOXHOCTW NPUITOXEHWA
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I'IposepKa MOXET BbIMNOJTHATLCA aBTOMATU4ECKH !CTE. 7! C 3afaHHbIM Nepnoaom, ecriv 3To yKasaHo npu HaCTpOVIKe
cnyx6bl SePlatform.Security.

YT100bl BpYy4YHYIO 3aMyCTUTb NPOBEPKY LLeNIOCTHOCTU Ha NOAKITIOYEHHOM Yy311e, HAXXMUTE KHOMKY BbINONMHUTb
npoBepKy.

@ KoHTpone WenocTHooTH

ﬁ fh CozpaTte 3TanocH ('_)a BeInonHWTE NpoBeEpKy 7

3TanoH

‘Program Files\OpenlDAP
o data

F
N I run

B pesyrnbTaTe NpoBepKy Mo KaxaoMy (aiiny Bbl MOXETe OTCIeAnTb Obifl T M3MEHeH (haiin 1 Koraa oH 6bin
U3MEHEH.

[ Konrpons uenoctocTn - O x>

ﬁ ﬁh Co3AaTh 5TanoH ethIHDHHMTbﬂDOEEF‘KY ?

daiin StanoH NaTa nsmeHeHna dakT NaTa nsmeHeHrs

[JononHuTensHas Hbopmalys ™

3TanoH
NaTa co3naHHA:
11,10,2022 14:13:03

MMs nonezosaTens:
- -

Nposepka

111_instzll.log q 4 3 . . 47 1 3 14 ADYIWEHWE LENOCTHOCTH
install & . X
: installlog 06.06.2023 10:12:23

‘ PezyneTart:

flaTa nocnenHei NpoBepKi:
HUE LENOCTHOCTH

Beero:

|1 slapd.conf 0337875310255 1d0042ed452 54dc32e  06.10.2022 21:30:08 0857875310255 1d0042ed45e54dc32e  29.12.2022 20:50:54 OBHOBNEHE AATA MIMEHEHKS 238 daiinos

6.3. Co3pnaHue sTanoHa

Mop, 3TanoHOM NOHMMAaETCS CPE3 TEKYLLETO COCTOAHMUS (KOHTPOIbHBIX CYMM) MO KaxaoMy canny, ¢ KotopbiMm byaer

CpaBHMBATbCA COCTOAHNE q)a|7|n03 B npun CJ'IG,EI,leLLl,GI;I NnpoBepKe. YUtobbl co3aaThb 3TanoH, HAXMUTE KHOMKy Co3aaTtb
3TalJIoH.

@ KoHTpone UENOCTHOCTI

N @ CoznaTe 3TanoH 2;] BeINONHKTE NPOBEPKY i

mau!.L ITanoH

\tempYyTMomeTion. docx

[na kaxpgoro darina Bbl MOXETE YBUAETb 3TANOHHY KOHTPOSIbHYI0 CYMMY M AaTy U3MEHEHNA 3TaroHa.

6. BOBMOXHOCTW NPUITOXEHWA
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[ Korrpons uenocriocru - O 4

Q @Cuznamsmﬂor—« 2 BrnomTs nposepicy ?

[laTa usmeneHIa [laTa usMeHeHa 10O NHUTENSHER VHBOPHELYA

3ranon
[lara cospars:
11.07.2022 15:22:41

Wma nonesosatens:
o\ MameTrn. docx f 34012: fcd dba6dd 2 6 HapylwerHe LEnocTHoCTH Guest{DEV70-22-ERSH)

Nposepxa

6.4. PunbTpauyuma pannos

YT106b1 0TO6Pa3nTb TONbLKO haisibl C UISMEHEHUSIMU, HAXXMUTE KHOMKY Moka3aTb ¢aiiibl C HapyweHueMm
uenocTHocTU. YTo6bl CHOBa 0TOGpa3uTb Bee chaiinbl, HAXMUTE KHOMKY elle pas.

@ KoHTpone uenocTHoCOTK

Q rj_m CoznaTte aTanoH ('_"a BLINONHKTE NPOBEPK.

* C:'Program Files\OpenlDAP
o data

B run

6.5. OkcnopT B hann

Bbl MOXeTe coXpaHuTb MHCOPMaLINIO O KOHTponMpyembix cdarnax B dopmate Tabnuubl (*. csv unm * . x1sx).

| HnnE.l Karanor [+] aiin v pacwiperve | v | STanoHHas KoHTPONbHas Cymta Teywas KOMTPOnoHas cyvma | v | Stanoras natawspems | v|  Tecywas aatawepems |~|  Cocrosme |21 U
1 C:\Windows\Cursors
11 C:\Windows\Cursors\aero_arrow.(9024a1e60a7fa3191b 79459845 7dece 9024a1e60a7fa3191b7945f98457dece 07.12.2019 16:09:07 07.12.2019 16:09:07 LIEnocTHOCTb HE HapYLWeHa
12 C:\Windows\Cursars\aero_arrow_ 9aae2c56f6742235210dfb7a78611aa4 9a3e2c56f6742e35210dfb7a786 11884 07.12,2019 16:0%:07 07.12,2019 16:0%:07 LLenocTHOCTE HE HaPYILEHS
1.3 C:\Windows\Cursorsaero_arrow_ 0f1063c58 145ae496c6bbda 106adfdod 0f1063c58 145ae496c6bbda 106adfdod 07.12.2019 16:09:09 07.12.2019 16:09:09 LIEnocTHOCTb HE HapYLWeHa
1.4 C:\Windows\Cursars\aera_busy.al 22323aa33da375165bea%4d 273fbde 223e33a33da97516%be2a%4d273f0bde 07.12,2019 16:0%:07 07.12,2019 16:0%:07 LLenocTHOCTE HE HaPYILEHS
15 C:Windows\Cursors\aero busy 1. 1206fc673c4c71bf6c057ea377aa8fdS 1206fc673c4c7 1bféc057ea377aadfds 07.12.2019 16:09:07 07.12,2019 16:09:07 LlenoctHocTe He Hapywea

Mo kaxagomy channy B Tabnuuy coxpaHseTcs:

> wums cbanna u pacLLmpeHuE;
3TanoHHasi KOHTPONbHasA CyMMa;
TeKyLLasi KOHTPOJbHasa CyMMa;
3TanoHHasa pata 1 BpeMms;

TeKyLlas Aata v Bpems;

vV V V VvV V

TeKyLee CocTosiHMe (hanna (MHopMaLuns O CyLLLEeCTBOBaHMN (hainna, HapyLLEeHNK LLeNTOCTHOCTU U
O0OHOBNEHWUN AaTbl U3MEHEHMS hanna).

YT100bI COXpaHnUTb MHOpMaLMIO B hain, HaXMUTE KHOMKY 3KcnopT B ¢aiin, BbiGepute MecTo COXpaHeHNs 1
dopmart danina.

6. BOBMOXHOCTW NPUITOXEHWA
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@ KoHTpone uenocTHoCTK

Q |“_T_kh CoznaTte aTanoH ('_"a BbINONHKTE NpoOBEPKY ?

dain

C:'Program File

Kitemp/MomeTios. doox

C:YFrogramData\Openl DAF \openldap\slapd. conf

E CoxpanuTe gain

KHura Excel (*,xlsx)
CEPBITE NankM

>
. e
 [D:\WORK [
> & C:\ PaboTa
> am D=\ TeCT_KOHTPONE UENOCTHOCTH, C5Y [}
> & E\
> & 5\
MmA daiina: | TecT_KOHTpONk UENOCTHOCTH.CSY
Tun dalina: |TekcToBel daiin (*.csv) -

[ oTrpErTS

CrTMERE

6. BOBMOXHOCTW NPUITOXEHWA
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NcTopusa usmeHeHui

2.0

HoBasi BO3MOXHOCTb

[ns orpaHuyeHus NpaB Monb30BaTenen BMecTo CBONCTB Pa3pelunTs BeinonHATL npoBepky (AllowCheck) n
Paspewunts cozpgaHue atanoHHbix 3HayeHunin (AllowCreateEtalon) Tuna IntegrityControl Tenepb ucnonb3ynre
HOBbIW TVN Pa3pewenus (IntegrityControl_Permissions). HoBbI TN cogepxuT ceoncTaa [poBepka dainos
(CheckFiles) n CospgaHue aTanoHHbix 3Ha4eHumn (CreateEtalon).

Mpu nepexofe Ha Hoyto Bepcuto SePlatform.HMI.IntegrityControl ans ucnons3oBaHusi HOBOro TMNa
Pa3peweHuns BaM notpebyetcsa nopaboTtaTtb NpoekT.

B ak3emnngape Tuna IntegrityControl B napameTpe nHuumnanusaumm PaspelueHns CownmMTeCh Ha HY XHbI
ak3emMnnap Tuna Paspewenus. Ecnu Bbl ncnonbayete IntegrityControl_Form, MOXeTe co3naTb 3K3eMnnsap
paspeLleHuii NpsiMo B 06paboTumke oTKpbITUSE OPMBbI.

Ecnu Bbl XenaeTte ucnonb3oBaTb cUcTeMy 6e30nacHOCTH A8 orpaHnYeHnsl Npae nosnb3oBaTens:
1. Cospaiite B nogcucteMe 6esonacHocty npunoxerue ans SePlatform.HMI.IntegrityControl ¢ npasamu:
> CheckFiles (Mposepka dannos);
> CreateEtalon (Co3paHune 3TanoHHbIX 3Ha4YEHUI).
2. Anqa sk3emnnapa Tvna PaspeleHus:

> BknounTe MCNONb30BaHWEe NoACUCTEMbI 6e30MacHOCTM (B CBOMCTBE Vcnornb3oBaTh cepBep
6e3onacHocTu gnsa onpegeneHus npas (UseSecurity)).

> YKaxuTe umsa npunoxeHus, kotopoe Bbl ucnonblyete anga SePlatform.HMI.IntegrityControl B
noacucteme 6esonacHocT (B CBOMCTBE MIMA NpuioXxeHus ¢ npaBammn 6esonacHocTy

(SecurityApplication).

WcnpaeneHHas ownbka

VcnpaeneHa ownbka, n3-3a KOTopow COOBLLLEHNA O COCTOAHMN (halina He COOTBETCTBOBaNM COObLLEHNAM ayauTa.

2.0.1

BHyTpeHHue nameHeHusi. PyHKLMOHANbHOCTb KOMMOHEHTa HE MEHsINach.
N3meHeHun AOKYMEeHTauuu

Pepakuus 1

> [ob6asneHo onucaHue (cTp. 18) BO3MOXHOCTH BbIrpy3Ku MHOPMaLLMK O KOHTponupyemMblx dannax B
Tabnuuy.

> B onucaHue HacTpoiikmn okpyxeHus (CTp. 7) AobaBneHbl Ha3aBaHUA KOHMUIY paLMOHHbIX dainos
SePlatform.Security.

> OnucaHa BO3MOXHOCTb (CTp. 16) BbiGopa y3na ans noakoveHus.

NCTOPUA N3MEHEHWI
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> OnucaHo kak 3anyckatb npunoxenve B OC Linux (cTp. 15).
> OwwnbouHo ykasaHHas cnyxba SePlatform.Net 3ameneHa Ha SePlatform.Security (cTp. 16).

Pepakuusa 2

> O6HOoBNEHBI CKPUHLOTHLI B pasaene ¢ onucaHnemM BcTpamBanusa SePlatform.HMI.IntegrityControl B npoekT

(cTp. 8).

> B HecKkonbKuWx pasgenax umMd Tuna nameHeHo ¢ IC_Tree Ha IntegrityControl.

Pepakuusa 3

BHyTpeHHVIe N3MEHEHUA. Cop,ep>KV|M0e OOKYMEHTa HE USMEHUITOCb.

1.2

HoBble BO3MOXHOCTU
> T[lepepaboTtaHo AP| KOMMNoOHeHTa, UCMONb3yeMOoro 4151 BCTpanBaHus B NPoeKThl nonb3oBatens. PaHee aTot
KOMMOHEHT Ha3blBarncsa IC_Tree, Tenepb Ha3biBaeTcA IntegrityControl. APl KOMMoHeHTa cTano npoLue u

MOHATHEN AN NCMOMb30BaHuA.
CocTtas HoBoro API:
> CesoicTsa:

> NodeName ons 3agaHua uMeHun y3na cetu.

> AllowCheck, pa3peLuatoLLee BbINOMHATL NMPOBEPKY.

> AllowCreateEtalon, paspeluatoliee co3gaBaTtb 3TarOHHbIE 3HAYEHWS.

> ShowOnlyChanged ans BkntoyeHus unbTpaLLmnm 351EeMEHTOB AepeBa 1 0TOOpaxeHUst TONbKO

(¢hannoB C HapyLLUEHNEM LLeNOCTHOCTY.

> Status, cogepxallee onvcaHve TekyLLen onepawmn.

> Error, conepxalyee onncaHue oMOKK, KOTOpas NPOMU3OLLIa Npy BbIMOMHEHWN NOCNeaHE

onepauu.

> KomaHgbi:
> Check pnsa npoBepky KOHTponupyembix annos Ha y3re, ykazaHHoM B cBovicTBe NodeName.

> CreateEtalon gnsa co3nanuda aTanoHa Ha y3ne, ykaszaHHom B cBoncTBe NodeName.
> [Oob6aBneHbl 06bekTbl Information n Statistic, c nOMoOLLbIO CBONCTB KOTOPbIX MOXHO NOSTyYnUTb
OOMNONMHUTENbHYI0 MHPOPMALMIO O LLENOCTHOCTM CUCTEMBI.
> [ob6aeneHa bopma IntegrityControl_Form onsi OTKpbITUS C onpeaerneHHbIMU napameTpamu. Takas
dopma MOXeT UCMONb30BaTLCA, HaNpUMep, ANA KOHTPONA onpeaerneHHoro y3na.

> CsoncTsa popmbl:
> AllowCheck, paspeLuatoLLee BbINOMHATL NPOBEPKY.
> AllowCreateEtalon, pa3peluatolee co3jaBaTb 9TanOHHbIE 3HAYEHUS.
> [MapameTpbl MHULMaNU3aLuu:
> init_NodeName pgna 3agaHusi UMeHu y3na CeTu.
> init_RestoreWindow ans paspeLueHna BOCCTaHOBNEHNS MONOXEHUS OKHa.

> B CTpPOKe CcTaTyCa Tenepb BbiIBOAUTCA TEKCT OLINBOK NoAKIYEHNS K y3ny.

> PeannzoBaHo coxpaHeHue LWnpuHbl CTONOLIOB B AepeBe halisnos.

McnpaBneHHble oWnGKu

NCTOPUA N3MEHEHUN
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VcnpasneHa npobnema, ns-3a kotopon He pabotanu ceovictea AllowCheck (PaspelumnTb BbIMOSHATL MPOBEPKY) U
AllowCreateEtalon (PaspewuTb co3gaHne aTasioHHbIX 3Ha4YeHun).

1.2.1

HoBas BO3MOXHOCTb
[ob6aBneHa BO3MOXHOCTb 3KCMOpTa laHHbIX 13 Aepesa B Tabnuuy gopmara *. csv n * . x1sx.
VMcnpaBneHHas owmbka

Manka, He coaepxallas KoHTponupyemble daiinbl, oLMGOYHO OKpaLLMBanach B XeNTbli LBET.

N3meHeHun AOKYMEeHTauuu

Pepakuus 1

BHyTpeHH1e nameHeHusi. CoaepXumoe AOKYMEHTa HE MSMEHWUIIOCh.

NCTOPUA N3MEHEHWI
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