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1. PykoBOACTBO Nosib3oBaTens

1.1. O npopgykTe

SePlatform.HMI.SecurityConfigurator - npunoxeHue, npegHasHauYeHHoe Ans KOHUry pypoBaHUs NMOACUCTEMbI
6e3onacHocTu SePlatform.Security.

Mopa KoHdUry pupoBaHueM noacuctTeMbl 6€30MacHOCTU NoOapPa3yMeBaeTCs:

> co3aaHue y4eTHbIX 3anuceii nonb3oBaTenen Ans npegocTaBneHns UM AocTyna K BO3MOXHOCTSIM MPOEKTa;
obbeanHeHVe nonb3oBaTenen B rpynnbl 4715 NPeAoCTaBNeHUa UM OQUHAKOBBIX BO3MOXHOCTEN;
co37aHue npaB [OCTYNa K BO3MOXHOCTSAM MPOEKTa W rpynnMpoBKa Npas B NPUIOXeHWS;

co3faHne ponel7| M Ha3Ha4eHne nx nosib3oBaTtenam unu rpynnam;

vV V V V

HasHa4yeHne npaes nosib3oBaTtesiam, rpynnam i ponAam.

Wcnonbayite SePlatform.HMI.SecurityConfigurator kak camocToaTenbsHoe npunoxeHve, Unu BCTpanBaiiTe ero B
npoekTbl aBToMaTtu3auum, paspabotaHHslie B SePlatform.HMI. NMoapo6Hee B 1.3. 3anyck npunoxexus (cTp. 7).
Ponb SePlatform.HMI.SecurityConfigurator B cxeme B3anmopgeicTeusa ¢ SePlatform.Security n gpyrumun
MPUNOXEHUSAMU MOXHO OnucaTh CreayoLLei UnncTpaLmeil:

ArenT SePlatform.Security pyrve

® vy 1 ®

NpHNoHEEHWA

LDAP-cepeep

1. SePlatform.HMI.SecurityConfigurator BcTpanBaeTcs B NpOeKT aBTOMaTM3aLMn, peann3oBaHHbIN B cpene
paspaboTku SePlatform.HMI, unu Bbi3biBaeTcA Kak caMOCTOATENbHOE NPUMNOXEHUE.

2. C nomowpto SePlatform.HMI.SecurityConfigurator mexsieTcsi KoHdUry paumsi nogcmucteMbl 6e3onacHoCTH
SePlatform.Security. HoBasi koHdburypauus nepepgaercs AreHT SePlatform.Security.

3. AreHT SePlatform.Security 3anucsiBaeTt Ha LDAP-cepBep KoHdbUrypaLmto, rae oHa XpaHUTCS B Buae
katanoros LDAP.

4. LDAP-cepBep no 3anpocy npefocTaBnseT MHpopMaLmio 0 nonb3oBaTensx, rpynnax, ponsx u ux
BO3MOXHOCTAX AreHT SePlatform.Security.

5. AreHT SePlatform.Security npegoctaBnsiet HGOOpMaLmio BCEM NPUNOXEHUSIM, 3anpaLlMBaloLLMM ee.

1. PYKOBOOCTBO NOJIb3OBATENA
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1.2. MNoproToBka K paboTte

Tpe6oBaHUs K OKpYXeHUIo

Ons pabotbl SePlatform.HMI.SecurityConfigurator nonxHel 6b1Tb yCTaHOBNEHbI:
> SePlatform.HMI - cpega pa3paboTku NpoekToB aBToMaTn3aLLum;

> SePlatform.Security - nogcuctema 6e30nacHOCTH, KOTOPYHO MOXHO KOH(OUry pupoBaTb B COOTBETCTBUM C
Hy>XAaMW MpoeKTa;

> SePlatform.Domain - komnoHeHT, obecneunBatoLmin B3aumopeiictene mexay SePlatform.HMI un
SePlatform.Security;

> SePlatform.HMI.Security - koMnoHeHT, obecneunBatoLLee B3aUMOLENCTBUE NPUITOXEHNS C
SePlatform.Security;

> SePlatform.HMI.Tables - komnoHeHT, 06ecneyrBatoLLmii OTOG pakeHe KOMMOHEHTOB NPUOXEHUS B
NPOEeKTe B peXumMe UCNoJTHEeHUA.

Ecnu npunoxeHuve ncrnonb3yeTcs B Be6-BEPCUU NPOEKTa aBTOMAaTM3aLum, TO yCTaHOBUTE [OMNOSTHUTENBHO:
> SePlatform.HMI.WebViewer - ansa npocmotpa npoektoB SePlatform.HMI B Be6-uHTepdeiice;

> SePlatform.HMI.Security.WebViewer - ans pabotbl komnoHeHToB SePlatform.HMI.Security B Be6-
UHTEpeEliCe;

> SePlatform.HMI.Tables.WebViewer - ans pabotsl komnoHeHToB SePlatform.HMI.Tables B Be6-
uHTepdelice.

Ecnu Heobxogumo nogkniounte SePlatform.HMI.SecurityConfigurator k npoekty SePlatform.HMI, yctaHoBute
Takxe SePlatform.HMI.CommonLib.

YcraHOoBKa, yoaneHune nnu BocCrtaHoBJ1IEeHUe

OC Windows

[na yctaHoBKK, yaaneHust unu socctaHoBnennsa SePlatform.HMI.SecurityConfigurator 3anycture ycTaHOBOYHbIN
¢ann seplatform.hmi.securityconfigurator-<lng>-<version>.<arch>.msiucnegynTte MHCTPYKLNAM
MacTepa.

B HasBaHum chaiina <1ng> - 3TO A3blK KOMMOHEHTa, <version> - HOMEP BEPCUM KOMTOHEHTA, a <arch> -
Lieriesas NpoL,eccopHas apxXuTeKTypa.

OC Linux

KomaHAbl Ha YyCTaHOBKY U yAarneHne Hy>XHO 3anycKaTb C MpaBamu Cynepriofib30BaTerisi.

IOna yctaHoBku SePlatform.HMI.SecurityConfigurator Bbi3oBute nakeT ¢ KOMaHAOM Ha yCTAHOBKY B 3aBUCUMOCTH
OT UCMNONb3yEeMOro nakeTHoro meHegxepa:

> rpm-naker:

1. PYKOBOOCTBO NOJIb3OBATEINA
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sudo rpm -i seplatform.hmi.securityconfigurator-<lng>-<version>.rpm
> deb-naker:

sudo dpkg -i seplatform.hmi.securityconfigurator-<lng>-<version>.deb

B Ha3BaHuM nakeTa <1lng>-3TO A3bIK KOMMOHEHTA, a <version> - HOMep BEPCUN KOMMOHEHTA.

Ons ynanenus SePlatform.HMI.SecurityConfigurator Bbi3oBUTE KOMaHAy Ha yaarneHue NpuioxeHust B
3aBKCUMOCTM OT UCMOSb3YEMOr0 NaKeTHOro MeHeaXepa:

> rpm-naker:
sudo rpm -e seplatform.hmi.securityconfigurator
> deb-naker:

sudo dpkg -r seplatform.hmi.securityconfigurator

1.3. 3anyck npunoxeHusa

SePlatform.HMI.SecurityConfigurator moxHo ncnonb3oBaTb kak CaMOCTOATESNIbHOE NPUITIOXEHNE, UM BCTPOUTD
€ro B NPOEKT aBTOMaTtusauuu, paspaboTaHHbin B SePlatform.HMI, B kauecTBe BHeLLHero Mogynsi.

Y1061 3anycTutb SePlatform.HMI.SecurityConfigurator kak camocTosiTenbHoe NpUnoXeHUe, HAXMMUTE UKOHKY
NPUNOXEHUs B MEHIO My cK.

‘ SePlatform.HMI.SecuntyConfigurator

HacTpoiikn camoCTOATENBbHOrO NPUNOXEHNA MOXHO U3MEHUTb B KOH(UIy paLMoHHOM daiine (cTp. 25).

Bctpoutb SePlatform.HMI.SecurityConfigurator B npoekT SePlatform.HMI
Yt06b1 BcTpouTth SePlatform.HMI.SecurityConfigurator B npoekT aBTomaTnsauuu, pa3paboTaHHbIi B
SePlatform.HMI, nogkntounTe NpoeKT pacluMpeHnst B CBOW NPOEKT B BUAE BHELLIHENO MOAYNS.

IOna Bctpaneanust SePlatform.HMI.SecurityConfigurator B npoekT SePlatform.HMI noHagobutca

eunbnuoreka SePlatform.HMI.CommonLib.

1. Ytobbl nopgkntoyaTb NPOEKTHI B BUAE BHELLHMX MOAYNEN, co3falite B nanke CBOero NpoekTa nanky ¢ UMeHem
externals.

1. PYKOBOOCTBO NOJIb3OBATENA
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Fsy
Mran fata nzmeHeHna Twn Pasmep
externals 023.12.2022 11:29 Manka c gainamn
chjects 08.12.2022 11:28 Manka c gainamn
resources 08.12.2022 11:28 Manka c gaidnamn
foo] example.hmi 17.11.2022 12:49 SePlatform. HMI project 1 KB

2. MepeiiguTe K narke ¢ paciumperuamun SePlatform.HMI:

> C:\Program Files\SePlatform\SePlatform.HMI.Extensions unuC:\Program Files
(x86)\SePlatform\SePlatform.HMI.Extensions (OC Windows);

> /opt/SePlatform/SePlatform.HMI.Extensions (OC Linux).

OTclopa ckonupyiTe nanky SecurityConfigurator unanky 6ubnuotekn CommonLib B CO34aHHY0 paHee
externals.

1. PYKOBOACTBO MONb30OBATENA
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3. 3anyctute cBoii npoekT B [An3anHep SePlatform.HMI. B meHio NpoekT Ha naHenun MHCTPYMEHTOB BbibepuTe
O6HOBUTb CCLUIKM Ha BHelwHue HUTLL. B pe3ynbTaTte B 6MGnnoTeke KOMMNOHEHTOB NOSIBATCS OHUTbI BHELLHMX
mopaynen - SecurityConfigurator n CommonLib. Moaynb SecurityConfigurator npegocraBnsietr cnegytouime
KOMMOHEHTbI:
> Twn SecurityConfigurator, npeaHa3HavyeHHbI ANA pa3meLleHus Ha hopme.
> TwunSecurityConfigurator_Settings, npenHa3HayeHHbIN ANF YNPOLLLEHNA HACTPONKMN 9K3eMMNSapoB
KOHUrypaTopa, co3fgaBaemMbliX Ha OCHoBe Tuna SecurityConfigurator unm ykasaHHbIX HUXe (hopM.
> OcHOBHy 3KpaHHyto bopmy SecurityConfigurator_App, npegHasHayeHHyo s 3anycka OKHa
KOHUrypatopa B BUAE OTAENBHOMO NPUITOXEHMS.
> O3kpaHHyt dopmy SecurityConfigurator_Page, npegHa3HayeHHy0 5151 OTKPbITUSt OKHA
KOHcpurypaTtopa Bo penme.
> O3kpaHHyt dopmy SecurityConfigurator_Form, npegHasHayeHHy0 5151 OTKPbITUSt OKHA
KOHUrypatopa B BUAE OTAENbHOrO OKHa.
> O3kpaHHyto dopmy SecurityConfigurator_Tests, npegHa3HauyeHHyo Ana 4EMOHCTpaLLum npumepa
BCTpanBaHus KoHdurypaTtopa B npoekT SePlatform.HMI.

BuBnuoTeka KOMNOHEHTOB g X

oL

OBwre 3nemeHThl
bl BHeELWHWE Moy
CommeonLib
v SecurityConfigurator
¥ Tune

[0 SecurityConfigurator
@' Hacrpoiikn
@' Pazpewerun

¥ JKpaHHBIE GopMEl
[T SecurityConfigurator_App
i SecurityCenfigurator_Page
i SecurityCenfigurator_Form
™1 SecurityConfigurator_Tests

lnoBaneHsle oBbeKTE
et MpoekT <example>
Tunel
JKpaHHEIe doprel

[noBanbHble 0bBEKTHI

MoapobHee Kaxablii KOMMOHEHT onncaH B CrpaBoYHOM PyKOBOACTBE.

O6HoBuTb SePlatform.HMI.SecurityConfigurator B npoekte SePlatform.HMI

Ecnu SePlatform.HMI.SecurityConfigurator yxe BCTpoeH B NpoeKT B BUAE BHELLHENO MOAY 1S, TO Npy YyCTaHOBKE
HOBOW BEpCUN HEO6X0AMMO 06HOBUTDL (halnbl MogysA B nanke externals npoekTa. [nsa aToro:

1. PYKOBOOCTBO NOJIb3OBATENA
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1. YcTaHoBuTe HyXHyto Bepcuto SePlatform.HMI.SecurityConfigurator.
2. 3aMeHnTe CyLLEeCcTBYIOLLYIO NankKy SecurityConfigurator Ha nanky SecurityConfigurator,
pacronoXeHHY0 B Narke yCTaHOBKW pacLUUPEHS:
> C:\Program Files\SePlatform\SePlatform.HMI.Extensions unuC:\Program Files
(x86)\SePlatform\SePlatform.HMI.Extensions (OC Windows);
> /opt/SePlatform/SePlatform.HMI.Extensions (OC Linux).
3. Ecnu yctaHaBnuBanu Hoyto Bepcuto SePlatform.HMI.CommonLib, He 3abyabTe aHanornyHo o6HOBUTL
dainbl MoaynA B nNanke externals NpoekTa.
4. 3anycTtute cBoii npoekT B [In3anHep SePlatform.HMI. B meHto MpoekT Ha naHenn MHCTPYMeHTOB Bblbepute
O6HOBUTbL CCbUIKM Ha BHeWHWe KHWUTLL. B pesynbTaTe BHEWHWE Mogynn 6yayT 06HOBNEHbI. KpaHHble (OpMbI
SecurityConfigurator, yxe go6aBneHHble B MPOEKT, 0OHOBATCHA aBTOMaTUYECKM.

1.4. BO3MOXHOCTM NPUIIOXEHUS

B pazpene npoaeMoHcTpupoBaHa pabota ¢ Bo3amoxHocTamM npunoxerHus SePlatform.HMI.SecurityConfigurator.

[ns HarnagHoCTM onucaH npuMep co3aanns KoHdurypauum SePlatform.Security.

MpeanonoxuMm, cornacHo TpeboBaHKsaM K NpuMepy, BCE Monb30BaTesnv AeNATCS Ha AUCTIETYEPOB U ONepaTopoB.
[vcneTyepamM AOCTYMHO ynpaBrieHne pe3epsyapoM, a onepaTtopam - HacocoM. Kpome Toro, CyLLLEeCTBYET porb
HayarnbHKKa y4acTKa, KOTOPOMY [I0CTYMHO yrnpasneHne o6oMmmn o6 bekTamu.

Torga, YTobbl CO3A4aTb HyXHYH0 KOH(bUrypaLuo, Heo6XoaMMO:

1. Co3pgatb aBe rpynnbl (cTp. 11) nonb3oBaTenen - «iucneTyepsi» U «OnepaTopbi».

2. Cospatb npa.a (cTp. 12) Ha ynpasneHve pe3epByapoM 1M HACOCOM WM Ha3HaunTb ux (cTp. 14)
COOTBETCTBYIOLLMM pynnam nosib30BaTenei.

3. Cospatb ponb (cTp. 15) Ha4anbHWKa yyacTka.
4. Cospartb yyeTHble 3anucu (cTp. 16) nonb3osaTtenei NpoekTa U NOMECTUTL UX B rPYMMbl, @ TakXe Ha3HaunTb
ponb.

1.4.1. Bxoga C y4eTHbIMU AaHHbIMMU

Y106kl NPUCTYNUTL K paboTte, He0bX0aUMO aBTOPU30BaTLCS. [N aBTOpU3aLLMn HAXMUTE Ha MKOHKY B IEBOM
HUXHEM YITy.

.| ) Heobxopuma asTopusaLma nonbsosaTens

1. PYKOBOOCTBO NOJIb3OBATEINA
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Mo ymonuanwuio, ecnu koHdurypauusi SePlatform.Security He co3pnaHa, kaTtanor Ha LDAP-cepsepe u
y4yeTHas 3anucb agMuHncTpatopa SePlatform.Security cosganyTcs npu nepeom 3anycke KoHdurypaTopa.
Nwms kaTtanora - SePlatform.Security. YuyeTHble AaHHble aAMUHUCTPaTOpa, 06rafatoLLero npasaMmu Ha

NPOCMOTP N U3MEHEHUE KOHUTy paLLum:
> NOIrvH- «administrator»;

> naponb - Takou Xe, Kakon 6bin BBeaeH npu yctaHoBke LDAP-cepBepa B cocTaBe
SePlatform.Security (ecnu 3ToT Wwar 6611 NponyLLeH, CTaHAAPTHOE 3HAaYEHWE Napors - «xsecret»).
[anee aT0T Nnaposnb Hy>XHO 6yeT 06HOBUTL B Liensax 6e3onacHoCcTu.

BBeaute ykasaHHble y4YeTHbIE faHHbIe U HAXMUTE BoitTu B cucTemy. [0osSIBUTCA AManoroBoe okHo,
TpebytoLee o6HoBNeHUa napons. Haxmute OK 1 B OTKpbIBLLEMCS OKHE BBEAWTE HOBbI NAPOsb.

[nA cMeHEI NEponA BEEAMTE CTApkIN NApoNs, HOBLIA Napans K1
NOATEEpHAEHME HOBOMD NaPONA

Mone3oBaTens:  administrator

CTapbiii Naponk:

Heobxognmo ssectn cTapeiii napone [~ ]

HoBeI Naponk:

nDD.TEFEFIHLD.EHME:

EN =& CHMEHWMTE Naponke OTMeHa

Ecnu xe Heo6xoanMo KoHUry pupoBaTb CO3aHHbI paHee KaTaror 1 UCTofib30BaTb UMEIOLLYIOCS YUYETHYIO
3anncb agMUHUCTpaTopa, HacTpoiTe AreHT SePlatform.Security. HacTpoiika AreHT SePlatform.Security
ornvcaHa B JIOKYMeHTe Ha noacuctemy 6esonacHoctu SePlatform.Security.

Ecnu BBegeHbl y4eTHble AaHHble Nonb3oBaTens, 0b1afaroLLero npaBamm Ha NPOCMOTP U U3MEHeHWe
KOHbUrypaumm, COOTBETCTBYOLLME AeACTBUA ByayT AOCTYNHbI. B NpoTvBHOM criyyae focTyn 6yaeT OTKIIOHEH, U B
OKHe KOHUrypaTtopa nosiBUTCA coobLLieHne 06 3TOM.

B | @) ¥ nonbzosaTens VsaHos MeaH' 0TCYTCTEYIOT NPaBa ANA NDOCMOTPE KOHDWM ypaLIM

Bbl MOXeTe co3aatb COOCTBEHHYHO YHETHYIO 3annCb aAMMHUCTPATOPa, HaAENMB €ro NpaBaMu Ha NPOCMOTP
N U3MEHeHMe KoHdUrypaLmm, a 3aTem yaannuTb YYETHYH0 3annch «administrator».

1.4.2. Co3pnaHue v pefaktupoBaHue rpynn nosnb3oBarenen

MNonb3oBaTtenen MOXHO 06'beD,VIHFITb B rpynnbl ona yD,OGCTBa. OTO0 NomoraeT Ha3Ha4yaTb OAUHAKOBLIE pa3peleHna n
3anpeTbl HECKOJNMTbKKUM NoJib3oBartenAamMm OaHOBPEMEHHO.

Cospapum ABe rpynnbl Nofb30BaTenNei: «AncneTyepbl» U «OnepaTopbi».
CospaHue 1 pefakTMpoBaHuWe rpynn BeAeTCsA B OKHE NpocMoTpa rpynn. YTtobbl OTKPbITb OKHO, HaxMuTe Moka3aTb

rpynnbl Nonb30BaTeNen.

1. PYKOBOOCTBO NOJIb3OBATENA
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YT06bI CO30aTh HOBYIO rpynny, HAXMMUTE l06aBUTL Tpynmny ’31 . B OTKpbIBLLUEMCSI OKHE BBEAMTE HA3BaHUE Py bl
T

1 HaxmuTe OK. ['pynna nosaBMTCA B CAMCKE rpynmn.
EEQ? %5‘-‘}: (!EE\E &r &sﬁ?&x
|}:? & JucneTuepe:
& AucneTyepkl H YneHel rpynnel

AHarornyHo cosaanre rpynny «OnepaTtopbi».
YT06bI peaakTMpoBaTh rpynny, HAXMUTE PeAakTMPOBaTL rpynny ’33\ UNu ABaxzabl KIVKHWATE MO CTPOKE rpynribl B
&7

Crnucke.
YT100bI HalTK rpynny B CnCKe rpynn no MMeHu, BOCFIOJ'Ib3YI7ITer NaHeN b NOUCKa Haf, CMUCKOM.

onepa
rb\ AucneTHepbl
&' OnepaTopsl
,D,l'lﬂ COPTUPOBKU CMCKa non b3OBaTeJ'IeI7I, COCTOALLKMX B rpynne, HAaXXMUTE Ha 3aroyioBOK Crnuncka YneHobl rpynnbl.

MepBoe HaxaTne CopTUPYET CNMCOK MO BO3PacTaH1io, BTOPOE - Mo yObiBaHWIO, TPETbLE HaxaTve OTKIoYaeT
COPTUPOBKY .

T s S e e

|,D 83\ AumeTuepel
\r"
& AucneTyepkl YneHkl rp{/\\:;nbl

«ﬁ\ OnepaTopbl SEMENOY

ivanow

CneuunanbHbie KoOMaHab! peaakTtuposaHusa rpynnmn

KomaHpa KHonka OnucaHune

BnokuposaTb ﬁ NcnonbayeTcs, Koraa Heo6Xxoaumo orpaHnynUTb LOCTYMN B CUCTEMY BCEM
rpynny nonb3oBaTtesisiM, COCTOALLMM B rpynne. MNoka rpynna 3abnokupoBaHa, NonbITKK
nonb3oBareren BX0/1a Y4YaCTHUKOB OTKJTOHSIKOTCSH NoACcHUCTEMON 6e3onacHOCTH.

Y106kl pa3bnoknpoBaTb 3a0/10KMPOBAHHYO FPY MMy, HAXMUTE d‘l

EJ'IOKI/IpOBKa rpynnbl, B KOTOpOl7| Haxogutca TeKyLLI,I/Il7| nonb3oBartersib,
HEBO3MOXHa.

1.4.3. Co3pgaHue NpunoXxeHun u npas

Bo3MOXHOCTM Nonb30oBaTenen B npoeKTe onpenenAanTCcA Hanndnem y HuxX pa3pemeHM17| 1 3anpeToB Ha
onpefeneHHble fencTeusi. Hpopmauma o ToM, paspeLLeHo unm 3anpeLLeHo NonbL30oBaTesnto kakoe-nnmbo aencTeve,
XpaHuTcs B npase. [na yaobcTea npasa crpynnupoBaHbl B Npunoxenus. MNoapobHee 06 3Tom B PykoBoacTee
nonb3oBaTens nogcucteMbl 6e3onacHocTn SePlatform.Security.

1. PYKOBOACTBO MONb30OBATENA
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CospaHune n penakTunposaHue l'lpl/lJ'IO)KeHMVI M npaB BeAEeTCA B OKHE NMpoCMOoTpa ﬂpMﬂO)KeHMI‘;I. YTtobbl OTKPbITb OKHO,
HaxmuTe NokasaTb CNUCOK NPUJIOKEHUNA.

e (Bt T L L BT

M pUnoXxeHne MOoXHo:

> co3[aTtb B OKHE pefakTUpOBaHWA NPUoXeHUi;

> wvmnopTupoBaTh U3 channa. MNMoppobHee 06 aTom B 1.4.8. BesonacHocTb B KOMMNOHeHTax Cuctam Nnatdgopm

(cTp. 22).

YT100bl CO3AaTh HOBOE NPUNoXeHue, HaxmuTe lo6aBUTb MpUIOKeHue & . B OTKpbIBLLEMCS OKHE BBEAUTE
T

Ha3BaHWe NPUIoXeHna n Haxmute OK. MNpunoxeHne NOABMUTCSA B CIMCKE I'IpVIJ'IO)KGHVIVI.

EEEUE E&T&z 5&.‘&)’( %5

MpunoskeHme

Tun MNpaso OnKcaHKe

¥NpasneHue TEXHONOMMHECKMMK oDeekTaMH

Tenepb B NpunoxeHun HeOGXO,D,VIMO co3aartb nNpasa. [na aToro Haxmurte PepakTupoBaTb npunoxeHue g unnn
e

ABaXxabl KITMKHUTE MO CTPOKE NpunoxXxeHna B CNncke. OTKpOGTCFI OKHO pefiakKTpoBaHA NpuioXxeHua.

e B2 (% 0,0 ST

E ¥NpaBneHe TEXHONOrMYECKMMA ofbEeKTaMI

Tun Mpaso OnvcaHme

YT0oObl pa3rpaHnynTb 40CTYN ByAyLIMX NoNb30oBaTenemn K TeXxHonormyeckum obbekTam, HeobxogMmo cosfath [,Ba
NOrMYecKKX npaea:

> 0[QHO NpeaocTaBnAeT AOCTYN K YMPaBIeHNo pe3epByapoM;
> [pyroe npeaocTaBnseT LOCTYM K YNPaBNEHUI0 HAaCOCOM.
[N 3TOro B OKHE peakTUPOBaHKS MPUMNOXEHNS HaxXMUTE lo6aBUTb Jloruyeckoe npaso . B oTkpbIBLUIEMCS
T

OKHE BBeAuTE Ha3BaHMe npaBa N HAXXMUTe lo6aBuThb. I'IpaBo 6yp,eT C0O34aHO0 N NoABUTCA B CNUCKeE NnpaB NpUnoXxeHunaA.

W Tee7 %t 2 0.0 & & %

& ".‘I'II'IFIEBJ'IEHME TEXHONOMMHECKMMIA 0D BERKTaMM

Tun Mpaso Onu1caHKe

norv4ecKoe ¥NpasneH1e HacoooM Mpaso AoCTYNa K Hacocy

Haxmute CoxpaHUTb M3MeHeHUs, YTOObI NOATBEPAUTL BHECEHHbIE N3MEHEHMS.
AHanorm4yHeiM 06 pasomM cosfaiTe eLLe 0AHO FTOrMYeCcKoe NPaBo «YnpaBieHwe pesepByapom».

OKCMopT U UMMNOPT NPUIIOXEHU
B okHe npocMoTpa NpUnoXeHin [OCTYNEH NPOCMOTP Tabnuubl ¢ MHOPMaLMen o NpaBax NpUNoXeHus, Bbl6paHHOro
U3 cnucka. Ty Tabnunuy MOXHO COXpaHuUTb B chaiin. [1na 3Toro B OKHE NPOCMOTPa NPUMOXEHWIA HAXMUTE IKCMOPT B

dain. .. % . OTKpoeTcs ananoroBoe okHo, rae 6yaet npeanoxeHo BbibpaTh NOMHbIN Ny Th K Nanke s XpaHeHus

canna, ums caina u ero pacLUMpeHmne: * . csv unm * . x1sx (0 co3gaHnm u NpMMeHeHUn pannoB C pacLLMpeHneM
*_json HanMcaHo H1Xe). YKaxute TpebyemMble napameTpbl U HAXMUTE COXPaHUTbD.

1. PYKOBOOCTBO NOJIb3OBATENA
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MpunoxeHne BMeCTe C ero npaBamMmu MOXHO COXpaHuUTb B chain-wabnoH. Takon gann MoXHO ncnonb3oBaTh AN
uMnopTa npunoxeHus B koHdurypauuo SePlatform.Security.

> YTto6bl COXpaHMTb WAGOH NPUITOXEHUS, BblGEpUTE HY>XHOE NPUITOXEHNEe U3 CINCKA U HAXMUTE IKCNopT B
daiin. . . % . B oTKpbIBLLEMCS OKHE yKaxuTe MyTb K Nanke Ans xpaHeHus caiina, ums gaiina u paclumpeHme

* . json, a 3aTeM HaxmMmuTe CoxpaHnTb. Daiin NosBUTCA B YyKa3aHHOM PacrofioXeHUMN.

> Ytobbl UMNOPTMPOBATL paHee COXPaHEHHbIN LWabOH NPUNOXEHNSA, OTKPOWTE OKHO MPOCMOTPA NPUIOXEHUIA
W HaXMUTE UMNopTUpoBaTb MpuiokeHue U3 ¢aina. .. lj? . B oTKpbIBLLEMCSA OKHE Nepenante K

pacnonoxeHuio danna n oTkpowTe ero. MNpunoxeHue NoABMTCA B CAMCKE NPUITOXEHWIA.

1.4.4. HasHauyeHue npaB

MpaBo MOXET ObITb HA3HAYEHO:
> Nonb30BaTerNto JINYHO - B OKHE peAaKTUPOBaHUSA yYeTHOI 3anncy Nnosb30oBaTerns;
> rpynne nosb3oBaTterieil - B OKHE peAakTUPOBaHUsA rpynnbi;
> ponu - B OKHE peakTMpOBaHUsA posiu.

B pesynbrate achdekTrBHOE 3HaYEHME NpaBa A5 MoNb30BaTerns 3aBUCUT OT TOTO, KaKoe 3Ha4yeHne rnpasa
Ha3Ha4YeHo eMy JIMYHO, B KaKMX rpynnax OH COCTOUT M Kakue pofin eMy Ha3HadeHbl. MogpobHee 06 3ToM B
1.4.7. NonyyeHve 3¢ eKTUBHbIX 3Ha4YeHun npaB (cTp. 21) (cTp. 21).

HasHauum npaBa co3gaHHbIM paHee rpynnam.
Mepenioute K peoakTUpoBaHWIO rpy bl «AucneTyepsi». YT0ObI HA3HAYUTL NPaBO rpynne HaxMuTe l06aBUTL MpaBa.

e ]
Caar bR @ | a

. I,.'J,DEEEHTI:I‘I aea
Wz Tun l T 15;[_1.:|15L1i
dumeTyepsl
OnucaHme:

Bbibepute NpaBo «YnpaBneHue pesepByapom» U HAXMUTE I06aBUTD.

Mpaso Onu1caHke
[ ] sePlatform. Security
v [H] ¥npaBneHue TEXHONOrMHECKIMK OFLEKTaMM

[] 15} ¥npasneHie Hacocom Mpago AOCTYME K Hacocy
EL\I} 2} ¥npaeneHWe pesepeyapom Mpaso QOCTYNE K pE3EpEYEDY
AobaenTe OTHMEHE

B okHe BbI6opa npaB MOXHO BbI6paTb HECKOMbKO NpaB 04HOBPEMEHHO.

1. PYKOBOOCTBO NOJIb3OBATEINA
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MpunoxeHue SePlatform.Security - 3TO CMCTEMHOE NPUITOXEHUE, OHO COAEPXUT CUCTEMHbIE NpaBa. Mx
MOXHO Ha3HAYUTb MONb30BaTENNIO, HAaNpUMep, YTOObI pa3peLLnTb NMPOCMOTP U pefaKTUPOBaHME
KOHUrypaLum, Unm orpaHnynTb AIMTENIbHOCTL CEeCCuM Nonb3oBaTens. MNoapobHee Kaxaoe NpaBo onncaHo
B 1.6.1. NMpaBa cTtaHgapTHoro npunoxeHusa SePlatform.Security (cTp. 27).

B cnncke npaB, HazHa4YeHHbIX rpynne, NosBUTCA BblO paHHOE NpaBo.

H R e 2R A

WMa: SpdexTHEHOE
Tun Mpaso 3HaveHue e OrmcaHue
|,U,I-1E|'IET‘-IE|JI:-I ‘
YnpasnexHuwe TexXHONo...
OnmcaHke:

| ‘ norudeckoe | YnpaeneHue pezepeyapoM | [a Aa MpaEo AOCTYNE K pEZEpEYapy

3HaueHue f,o06GaBNISEMOro NpaBa Mo YMOSTHYaHMIO - «Jla».

UT06bl UI3MEHUTb 3HAYEeHWe NpaBa, ABaXabl KIMKHUTE B siuelike cTonbua 3HadveHue.

OcTaBbTe pa3peluatoLlee 3HayeHne f06aBeHHOro Npaea, NocKosbKY Nofib30BaTeNsiM AaHHOM rpynMbl paspeLueHo
«YrpaBfieHue pe3epByapoMm».
Cprenaem npaBa [ocTyna kK 060py40BaHM0 B3aMOUCKITIOUAOLLMMU: ECIIN €CTb [OCTYN K pe3epByapy, TO HET

JOCTyna K Hacocy, U HaobopoT. [1ns aToro HasHaybTe rpynne NPaBo «YNpaBAeHUE HACOCOM» U YKaXUTE AJ1Sl HEro
3anpeLuatoLee 3Ha4eHe.

T ks AR B

mg: ShderTHEHDE
Tun Mpaeo 3Ha4YeHHne e — OnMcaHwe
|,JJ,u1cr|ET-|E|:|b| ‘
Ynpasnexnne TexHono...
On1caHwe:
| ‘ norv4eckoe | ¥npasneHWe HacocoM HeT HeT MNpaeo 4oCTYNa K Hacocy
norv4eckoe | ¥npaenedHwe pesepeyapoM | fa Oa MNpaBo AocTyna K pesepeyapy
Poma:

[nsa rpynnbl «OnepaTopbi» CrieQyeT Ha3Ha4UTb Te Xe NpaBa, HO 3Ha4YeHWs yKasaTb HAaobopoT: «YnpaBneHue
pesepByapom» 3arpeLLEHO, a «YnpaBneHne HacoCoM» Pa3peLleHo.

R s A28

ma: SthiherTHEHDE
Tun Mpaso SHaYEHWE e —— Onu1caHue
|Onepampbl |
YnpasneHue TeXHono.. .
OnucaHue:
| | norvyeckoe | YNMpagneHWe HacocoM Oa JIE] Mpaeo 4o0CTYNS K HAoooy
norvyeckoe | ¥npasneHwe pesepeyapoM | Het Het Mpaeo 40CTYNa K pesepeyapy
Ponu:

1.4.5. Co3paHue ponei

BHyTpI/I NMPpUInoXeHna MOXXHO CO34aTb pPoJib. Ponb -3T0 COBOKYIMNHOCTb 3HaYEeHU Kaxaoro npaBa NpunoxXxeHuA. Ponb
MOXeT ObITb Ha3Ha4YeHa Kak Nofb30BaTerto, Tak U rpynne.

1. PYKOBOACTBO MONb30BATENA



16 SEPLATFORM.HMI.SECURITYCONFIGURATOR. PYKOBOACTBO NMOJTIb3OBATENA

Cospapum ponb HavanbHUKa y4acTKa, UMeIoLLEro npasa Ha ynpasfieHe 060MMM TEXHONOrMYeCKUMMN 06 beKTaMu: 1
HacocoM, 1 pe3epsyapoM.

CospaHue 1 pefakTMpoBaHWE CCKa Porei BEAETCS B OKHE peAakTUpoBaHus ponei. Ytobbl OTKPbITb OKHO,
nepenanTe K OKHy peaakTMpoBaHUA NPUNOXeHUs N HaXMuUTe PefakTUpoBaHue posnei.

e R 500, 8 & H

& ¥YnpasneHwe TeXHonormyeckuMK obbeic] FEAGKTUPOBAHWE pOnEN h

Tun Mpaso OnucaHme
norv4eckoe | ¥NpasneHWe HacoooM MpaBo 4oCTYNa K Hacocy

NoOrMHECKDE | YMpaBneHue pesepeyapoM | [paBo AOCTYNE K PEEPEYEDY

OTKpOoeTCSs OKHO peakTUpoBaHus ponei. Ytobbl co3faTh HOBYHO porib, HAXMUTE lo06aBUTb posib .B

2

OTKpPbIBLLEMCS OKHE BBEAMTE Ha3BaHWe ponu 1 HaxmuTe OK. Ponb nosisutcs B cnucke ponei. HazHaueHune npas
pOSV MPOVUCXOAUT aBTOMATUYECKM, TaK KaK posib OTHOCUTCS K MpunoxeHntio. OcTaBbTe paspeLuatoLime 3Ha4YeHns ans
oboux npae ponu.

CIETE Y

& YNpasneHHe TEXHONOrMYeCKMMIA oBbEKTaMI

Pone Tun MNpaso SHaYEHKHE OnKcaHue
HavanbHuK yYacTka norvdeckoe | YnpasneHWe HacoooM La MpaBo AoCTYNa K HAacocy
norvdeckoe | Ynpasnenwe pesepeyapoM | Aa Mpaeo AOCTYNa K pesepeyapy

1.4.6. Co3paHue u pefaKkTMpoBaHMe YYeTHbIX 3anncen nonb3oBarenen

YT1006bI NONb30BaTENN MOMK nony4yunTb JOCTYMN K BO3MOXHOCTAM MNPOeKTa, KaXaoMy U3 HUX HeobxoAuMo co3aaTb
JNTNYHYHO YYETHYO 3arnuchb.

Co3pagunm HOBYHO YYETHYI0 3anuChb Nnonb3oBaTtens.
CospaHue 1 pefakTMpoBaHWE CMNCKa YYETHbIX 3anucen BeleTCA B OKHE MPOCMOTPa YYeTHbIX 3anvcei. YTobbl
OTKpPbITb OKHO, HaXMWuTe Moka3aTb CNMCOK MNoJib3oBaTeNen.

Tad7 e 2] 2 8

MosBUTCA CNMCOK BCEX YYETHBIX 3annceid, CyLLeCTBYOLLMX B noacucTeme 6eaonacHocTn SePlatform.Security.
Moka cpeau HUX HaxoAWUTCS TONbKO aaMUHUCTPATOP.

1. PYKOBOACTBO MONb30OBATENA
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Y106bI CO30aTh HOBYHO YYETHYIO 3an1Cb HaXMuTe l06aBUTb Y4ETHY 3anucb Nosb3oBaTens ,Q . OTKpoeTcs
+

OKHO CO3,aHUA U peAaKTUPOBaHUSA YYETHOM 3anuck. 3anosiHMTe BCe HEO6XOaMMbIE MO, BblAeNeHHble KpacHOM
paMKoM.

EEIE% %a‘:ﬂ &E &+ 4;+ 's'?ll-

NorkH ivanoyv

SpherTHEHDE
ZHAYEHWE

Tun ‘ Mpaso ‘ 3HaqeHMe

MNapone YT

MoaTeepHaeHWE —

DaMnMa MeaHoe
MrMa KMeaH
OTuecTeD MeaHoBK4

OTobpawaemoe MMA |MeaHoe MeaH

Jom#HOCTE

MoapaszgeneHue

Afnpec NodTel

TenedoH

Hon. ceeneHya

Mpynnel

Poni

n TpefoBaTe CMEHEI Mapona
NP CNEAYIOWEN BXOAE B CHCTEMY

NMPUMEYAHUNE
[None 0T06pa)|(aeM0e UMA 3anoJTHAeTCA aBTOMaTu4yeCckun, ero 3Ha4eHme CoctomnT U3 BBeeHHbIX CbaM nnun,
nMeHn n otyectBa. OiHaKO 3HaYeHne 0T06pa>KaeM0ro MMEHU MOXHO MEHATL.

1. PYKOBOACTBOMOJIb30OBATENA
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[o6aBum nonb3oBaTens B NpeAHa3HaYeHHY0 A5 Hero rpynny. [nsa 3Toro HaxmuTe jo6aBuTb B rpynny & .
1—

OTKpoeTcst 0OKHO Bbibopa rpynnbl. Beibepute rpynny «AucneTyepbi» U HAXMUTE J06aBUTb. Y Nofib3oBaTens
NOSIBATCSI pa3peLLeHmnst U 3anpeTbl, Ha3Ha4YeHHbIe rpynne, B KOTOPYto OH Bbin Jo6GaBneH.

R B o~ i

Tl

TNaruH ‘i\ranw
Mapons sassana
MoaTeepHaeHHe sassana
PIHMIMA ‘HBEIHDB
Wma ‘HBEH
OTyecTE0 ‘HBEHDBMH

OTobpa#kacHos MMA ‘HBEHDB WeaH

JomKHoCTb ‘

Moapazaenexwe

Aapec noyTel

TenedoH

Mpynne! AducneT4epe

Aon. ceegeH4a ‘
Ponu ‘

] TpeboEaTe cMeHE Napona
MpH CNEAYIOWEM BEX0AE B CHCTEMY

Twn Mpaeo

YnpasneHne TEXHOND...

NorM4ecKoe ¥NpasneHwe HacoooMm

norW4eckoe | YMpasneHWE peSEpEYapoM

SdderTHBHDE

3Ha4YeHHe e — OnucaHue
HeTt Npaso AOCTYNa K HacoCcy
Oa MNpaeo AOCTYNa K pESEPEYapY

3HaueHusa npaB 3anncaHbl B ctonbel, 3pdekTMBHOE 3HaYeHUe. DTO CBA3AHO C TEM, YTO MpaBa yHacneaoBaHbl OT
rpynnbl. MoapobHee 06 ahdeKkTNBHBIX 3HaYeHusix npaB B 1.4.7. MNony4yeHne 3 eKTUBHbIX 3Ha4YeHuUI npas (CTp.

21).

KonuyecTBo rpynn, B KOTOpble Nofib30BaTenb MOXeT ObITb f06aBneH ogHOBPEMEHHO, perynmpyeTcs
ceovictBoM UserlnOnlyOneGroup komnoHeHTa 2.2. Hactponku (cTp. 31) unu HacTponkamu NpunoxeHus

(cTp. 25).

1. PYKOBOACTBO MONb30OBATENA
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CospaliTe ellie o4HOro nonb3oBaTens u Ao6aBbTe ero B rpynny «OnepaTopsi». 3HaYeHUA NpaB AoCTyna K
obopynoBaHuio OyayT yHacnenoBaHbl HOBbIM NMONb30BaTENEM.

E EEED:? %*ﬁthz &1—*’)(}"1- E?.

Mok ‘petrcw SdderTHEHDE

Tin Mpaso 3HaYeHWe e OnucaHue
Mapons mammnan

Ynpasnenne TeXHONO...

MoATEEMHAEHHE | assenss norMyeckoe | YNpasneHre HIcocom Na MpaBo 4OCTYNE K HACocy
PEMANHA ‘HETDUB norvHeckoe | ¥YnpasneHue pesepeyapoM Het Mpago AoCTyNa K pesepsyapy
AMa ‘HETD
OTyecTso ‘HETDDBMH

OTobpakasMoe 1MMa ‘HETDDB Metp

MoapasaeneHue

Anpec NoYTbl

TenedoH

Ipynnbl OnepaTtopel

LomkHOCTE ‘ |

Lon. cBeaeH4A ‘

Pani

n TpefoBaTe cMeHE! Napona
NP1 CNEAYIOWEN BX0AE B CHCTEMY

YT06bI YAanuTb y4eTHYI0 3annch Nonb30BaTess, B OKHE NPOCMOTPa nosib3oBaTtenen BbibepuTe nonb3oBatens B
Tabnvue n HaXMNUTE KHOMKY YAaiuTb YYETHYW 3anucb nosib3oBaTens , .
X

YTtobbl BEPHYTbCA K OKHY pefaKTUpoBaHUA y‘-leTHOI?I 3anucu Haxmute PegakTupoBaTb y‘-IéTHle 3anucb
nosb3oBaTena g mnnu gBaxabl KIMNKHUTE MO CTPOKe Hy)KHOVI yquH0|7| 3anucu B Tabn nue.
&

B Tabnuue, oTob6paxaemoii B OKHE MPOCMOTpPa YYETHbIX 3arnmceil, MOXHO M3MeHUTb Habop cTon6uoB. [nsa aToro
knukHuTe NMKM no 3aronoeky Tabnuubl 1 B KOHTEKCTHOM MEHI0 OTMETbTE HyXXHble CTONGLbI.

OTobpakasmoe
TNoruH OT4ecTe0
HMA Ié/ MoruH
adrministrator administrator /  OToBpawaemoe uMa
ivanoy WMeaHoE KBaH WB: f |1ama BaHOBH
MeTpos MNeTp |
petraoy MeTpoBI Mel of Damunra ETPOBMY
o OTuecteo

o domwHocTe

+/ MoapasnensHue
ModTa
TenedoH
JoNonHUTENEHEIE CBEAEHMA
Mpynnel

Poma

1. PYKOBOACTBO MONb30BATENA



20 SEPLATFORM.HMI.SECURITYCONFIGURATOR. PYKOBOACTBO NMOJTIb3OBATENA

3KCI10pT cnucka nonb3oBaTenen U CMCKoB UX 3CbeeKTVIBHbIX npas
Tabnuuy co CNMCKOM Morb30BaTeNen MOXHO COXpaHUTb B chann. [na 3Toro Haxmute dkcnopT B ¢aiin. . . % .

OTKpoeTCcs MarnoroBoe oKHo, rae byaeT npeanoxeHo BbiGpaTb pacrnonoxeHue, MMs daiina u ero

pacLuupeHue: *. csv Unu * . x1sx. 34ecb Xe MOXHO yKa3aTb, CreyeT JIM 9KCNOPTUPOBaThb CMMCKU MPaB Kaxaoro
Nonb30BaTens B OTAENbHbIe haisbl C TaKUM Xe pacluupeHueM, Kak y cdhaina cnvicka nonb3oartenei. Ytobbl
M3MEHUTb pacnorioxeHue daina, HaxmuTe BelbpaTb nanky .

MyTe 3KkcnopTa: E

D:\project

A B BciDpaHHOM KaTanore cogepwaTcA hainbl, KoTopsle MoryT Beime
MEPEZaAnMCaHE

MMA dalina: |Cnucok none30BaTensi. sy

Tun dalina: | TekcToBelld dain (*.csv) w

SKCMOPTUPOBATE NPaBa NoNE30BaTENEM

OK OTmMeHa

YKaxute Tpe6yeM ble NapamMeTpbl N HAXXMUTE COXpaHUTb.

B dpaiin co cnuckom nonb3oBaTener CoXpaHaloTcA Te flaHHble, KOTopble 0TobpaxatoTcsa B Tabnuue B OkHe
NPOCMOTPa YYETHbIX 3anvcen (NorvH, uMsi, damunusi u np.). Ytobbl U3MeHUTb HAabop AaHHbIX B
coxpaHsieMom dhaiine, UsMeHUTe BUAMMOCTb CTONOLL0B B Tabnuue. Takke MOXHO U3MEHWUTb LLUMPUHY

CTONOL,0B.

CneuuarnbHble KOMaHabl peAakTUPOBaHUSA YYETHbIX 3anucen

KomaHpa KHonka OnucaHune
BrioknpoBaTb y4eTHy0 ﬁ NcnonbayeTcs, Koraa Heo6XoaMMo orpaHnymnTb AOCTYN NoSb30BaTeNs B
3anucb nonb3oBaTens cuctemy. MNMoka nonb3oBaTtenb 3abn0KMPoBaH, MOMbITKU BXOAA

OTKJTOHAOTCS NoACUCTEMON 6e30MacHOCTH.
YToObI pa36J'IOKI/IDOBaTb 3861'IOKI/1|Z)OBaHHyPO YYETHYI0 3anncb, HAXMUTE

ﬂ] .

EJ'IOKI/IpOBKa yquH0|7| 3anucu TeKyLlero nonb3oBarend
HEBO3MOXHa.

1. PYKOBOOCTBO NOJIb3OBATEINA
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KomaHpa KHonka OnucaHune

3aBepLnTb ceccuo ﬁ MpepocTaBnseT agMUHUCTPATOPY BO3MOXHOCTb 3aBEPLUNTL CECCUM

nonb3oBarens Ha X BblGpaHHOro nonb3oBaTens Ha ykasaHHbix APM.

yKasaHHbix APM. Hanuune komaHabl cBsazaHo co ceoncTBoM DomainNodesList KomnoHeHTa
SecurityConfigurator. MogpobHee cBONCTBO onucaHo B CnpaBo4HOM

pykosoacTse (cTp. 30)

1.4.7. MNony4yeHne apPeKTUBHLIX 3HAYEHU NpaB

3HaueHue 04 HOrO 1 TOro Xe npasa MOXET 6blTb Ha3HAYEeHO:
> Nonb30BaTento JINYHO;
> rpynne nonb3oBaTenewn;

> ponu.

3HaveHne npaBa 4114 nofnb3oBarend 3aBUCUT OT TOro, B KakKux rpynnax oH COCTOUT, Kakune ponn eMy Ha3Ha4eHbl, 1
KakKkoe 3Ha4eHune npasa Ha3Ha4yeHo nosib30BaTesto JINYHO. MToroBoe 3HauyeHWe Ha3blBaeTCA S(beeKTMBHbIM
3Ha4YeHneM npaesa.

MNpaBuna onpeaenenns aHeKTUBHOro 3Ha4YeHNs NpaBea:

> [ndnormnyeckoro npasa:
> ecnu ecTb XOTb OAHO pa3peLulatoLLee 3Ha4YeHNE N HET 3anpeLuaroLLnx, 3apekTMBHOE 3Ha4YeHne
paspeLuaioLee;
> ecnu ecTb XOTb OAHO 3arpeLlatoLee 3HavyeHne, a(pekTUBHOE 3HaYEHUe 3anpeLLatoLee.
> [nsa cTtpokoBbix NpaB 3h(peKTUBHOE 3HaYEHNE CKIaabiBaeTCA U3 BCeX HacneaoBaHHbIX npas. CTpoKoBble
npaBa oTo6paxalTCA CMMCKOM.

> OdekTrBHBIE 3HAYEHNs ans cucTeMHbix npaB SePlatform.Security npuseaeHbl B 1.6.1. MNpasa
cTaHgapTHoro npunoxexus SePlatform.Security (cTp. 27).
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Jonyctum, nonb3osatens MeTpos MNeTp ABNSETCA 0QHOBPEMEHHO U ONEPaTOpPOM, U HaYanbHUKOM yyacTKa.
MepeianTte K peaakTUPOBaHMIO YUYETHOM 3an1cy 3TOro Nosib30BaTessa U Ha3HaubTe eMy Pofib HavyarnbHMKa y4acTKa.
Y106l HA3HAUNUTE POSib, HAXMUTE [l06aBUTL PO/ MOL30BATESN.

—

Saer e R R R DR R A % A d &

FloruH ‘petrc-v ‘ — [loBaBUTE pONK NONB30BATEND StherTHEHDE —
3Ha4YeHHe
DaMHUnuA ‘HETDDB ‘
Ynpaenexnne TEXHONO...
Mma ‘HETP ‘ NorM4eckoe | YNpasneHWe HacocoM la MpaBo A0CTyNa K Hacocy
OTuyecTeE0 ‘I’IETDGBMH ‘ norv4eckoe | ¥YNpasneHwe pesepeyapoM Het Mpaeo aocTyna Kk pesepeyapy
OTobpakaemos MMA ‘HETDDB NeTtp ‘

Monb3oBaTtenb yHacneayert paspeLlaroLLme 3Ha4eHns npas posin, Ho eMy No-nNpeXxHemy ByaeT 3anpeLeHo
YNpaBnsTb pe3epByapoM, Tak Kak OH HaxoguTcs B rpynmne OnepaTopbl. HazHaybTe npaBa Ha ynpasneHve
COCTOsIHMEM 060pYA0BaHMS NOSb30BaTeN! o JINYHO. AP DEKTUBHBIM 3HAYEHMEM Takxke 6yaeT 3anpeT Ha yrnpaBreHne
pe3epByapoM.

R Rt RARS & AR A DL

NMoruH ‘petru:n'«' | ShdeKTHEHDE
Tin Mpaeo SHaqYeHne e — Onucanne
DEMHNMA ‘HETDDB |
YnpasneHue TEXHONO. .,
Wma ‘HETF' | NorM4eckoe | ¥npaeneHWe HacocoMm fa Na pEE0 DOCTYNE K HACoCY
OTuecTen ‘HETDDBH” | norvdeckoe | Ynpaenenwe pesepsyapoM| |Aa Het paB0 ADCTYNE K pESEpEYapy
OTobpakasmoe 1MMa ‘HETDDB Metp |

Paspelunte ynpaBneHve peaepByapom rpynne OnepaTopsl. Toraa a(p@ekTUBHLIM 3HaYeHeM ANA nonb3osBaTens
CTaHeT pa3peLleHne Ha ynpaBiieHue pe3epByapoM, TaK Kak yrpaBreHne pa3peLleHo:

> rpynne OnepaTopsl, B KOTOPO COCTOUT NOMb30BaTerb;
> ponuHavanbHUK y4acTKa, KOTopas Ha3HauyeHa Nofb30BaTernto;

> Nnonb30BaTento NINYHO.

1.4.8. be3onacHocTb B KOMMNOHeHTax Cuctam lNnaTtdopm

Mopcuctema 6e3onacHocTn SePlatform.Security naet BO3MOXHOCTb pa3rpaHuymMBaTh BO3MOXHOCTH
nonb30BaTeneN B HEKOTOPbIX KoMMoHeHTax Cuctam Mnatgopm:

> SePlatform.HMI.Alarms;
SePlatform.HMI.Trends;
SePlatform.HMI.IntegrityControl;
SePlatform.HMI.SetPoints;
SePlatform.HMI.Statistics;
SePlatform.Development Studio.

vV V V VvV V

MoapoGHee 0 TOM, Kak UMEHHO aKTUBMPOBATb CEPBUC 6E30MacHOCTM, YUTaNTe B OKYMEHTAX Ha COOTBETCTBYHOLLME

KOMMOHEHTBI.
Mocne Toro, kak cepBrc 6&30nacHOCTM aKTUBMPOBaH, HE0OX0AMMO Ha3Ha4YMTb NoNb30oBaTeNsAM NnpaBa Ha
UCMONb30BaHNe BO3MOXHOCTEN KOMMOHEHTOB. [1151 3TOro He06 XoAUMbI NPUIOXEHUST:

> Alarms ang SePlatform.HMI.Alarms;

> Trends ans SePlatform.HMI.Trends;

> IntegrityControl nna SePlatform.HMI.IntegrityControl;
> SetPoints ana SePlatform.HMI.SetPoints;

1. PYKOBOOCTBO NOJIb3OBATEINA
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> Statistics ana SePlatform.HMI.Statistics;
> DevsStudio ans SePlatform.Development Studio.

a6 noHbl 3TVX NPUIOXEHWI NocTaBnstoTcA BMecTe ¢ auctpubytnsom SePlatform.HMI.SecurityConfigurator un

Haxo4ATCA B Nnanke:
> C:\Program Files\SePlatform\SePlatform.HMI.SecurityConfigurator\resources\Security

Templates unn C:\Program Files
(x86)\SePlatform\SePlatform.HMI.SecurityConfigurator\resources\Security Templates ong

OC Windows;
> /opt/SePlatform/SePlatform.HMI.SecurityConfigurator/resources/Security_Templates ons

OC Linux.
YToObl NCNONb30BaTh NPUITOXEHUA B CBOMX MPOEKTaX, UMMOPTUPYNTE NPUIOXEHUA B KOHCUIY paLuuio

SePlatform.Security. [1nsa 3T0ro oTkpoiite 0OKHO NMPOCMOTPa NPUOXEHUI U HAXMUTE UMNOPTUPOBaTb MPUSIOKEHNE
u3 ¢aiina lj? . OTKpoeTcst OKHO MMNnopTa WabnoHa npunoxexus. MNepengnTe K pacnonoXeHmio WabroHoB,

Bbl6EepUTE HYXHbIN, N HAXMUTE OTKPLITD.

MyTb K Nanke WabnoHOB NPUTOXEHNI MOXHO YKa3aTb B cBoncTBe App TemplatesPath komnoHeHTa 2.2.

HacTtpoiku (cTp. 31) unu B HacTpoiikax npunoxeHus (cTp. 25). Ecnun 3HaveHne He yka3aHo, To o
YMOJ4YaHUIo UCNoNb3yeTcAd Ny Thb K nanke Security Templates B nanke npoekTa.

[MpunoxeHve NOSBUTCA B CNNCKE NPUIMTOXEHWUNA.

FEEE g&ﬂ:&: ﬁ&.—gﬁgx %Iﬁ?

MpunosKeHHe
P Tun Mpaso OnucaHkue
Alarms
noruyeckoe | Acknowledgment KEMTHPOBaHME
YMpaENEHKE TEXHONOMMYECKMMY 0D EEKTEMN
P OYMCTEE CnMcKa
normdeckoe | ClearCurrentEvents ONEpPaTHBHLIX
coofweHIi
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1.4.9. PesepBHOe KonupoBaHue KOHUrypauum

[lns coxpaHeHust TekyLwen KoHuMry paumm noacmMcTeMbl 6€30MacHOCTU MOXHO CO3AaTb ee pe3epBHYo Konuto. Mpu
HeobX0AUMOCTU COXPaAHEHHY O KOHGUIy paL Mo MOXHO BOCCTaHOBUTL U3 PE3EPBHON KOMUM.

UTtoObl co3faTh pe3epBHYHO KOMNUIO TEKYLLEN KOHDUIypaLuum, HaXMUTe COXpaHUTb pe3epBHYH KOMMK
KOHpUrypauum.

OTKpoeTcs AnanoroBoe okHo, rae 6yaeT NpeanoxeHo BBECTY NMOSHbIN My Tb K Narnke A8 XpaHeH!sl pe3epBHOIN KOMum
N UMS pe3epBHOI Konuu. Y kaxute oba napameTpa u HaxXmuTe COXpaHUTb.

P |C:\ProgramData\Backups j

am T\
aa 00
aa 5\

Wms daiina:  |ConfigurationBckp|

Tun dalina: | PesepeHbie komam (*.bak)

CoxpaHuTe OTtMeHa

> YTto6bl NepeiT K narnke Ha ypoBeHb Bbllle, HAXMUTE #

> UYrobbl cozpaTh B YKa3aHHOM pacnojioXeHUn HOBYHO nariky, HaXmMurte j .

[lns co3gaHua pe3epBHON KOMUK Hy XXHO 06nafgaTh NpaBamMu Ha YTeHne, co3aHne U usmeHeHve ainos B
yKasaHHOM narike.

MyTb K Nanke gns xpaHeHus pe3epBHbIX KON KOHMUrypauum ykasbiBaeTcs B cBoricTBe BackupsPath
KOMMOHeHTa SecurityConfigurator. Ecnu 3Ha4yeHne He yKa3aHo, TO Mo YMOSYaHWIo UCNOoNb3yeTcs Ny Tb K
nanke Backups, co3patoLLeiics B Nanke NpoeKTa Npu NepBoM CoXpaHeHUn pesepsHol konuw. MNoapobHee
cBoMNCTBO onucaHo B CripaBoyHoM pykosoacTsee (cTp. 30).

Tenepb BOCCTAHOBUTE COXPAHEHHY 10 KOHGUIy paLLmio U3 pe3epBHOii Konuu. [ns HarnaaHoCcTY yaanute nobyio
YYETHYI0 3an1cb, KpoMme «administrators», n npunoxeHune «yYnpasseHne COCTOAHUEM TEXHOJIOFUYECKOIrO

obopynosaHua».
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YT06bl BOCCTAHOBUTL KOHDUrY paLinio U3 pe3epBHOI KOMUKU, HAXXMUTE BOCCTAHOBUTL KOHGUIYpaumio U3 pe3epBHOi

FEEE E’ht’h 5&-&@@9{ lEI;ﬂDDu;I

OTKpoeTCs AnanoroBoe okHo, rae 6yaeT npeanoXeHo BBECTU NOSHLIN Ny Tb K dhainy pe3epBHON KOnuu 1 NOSTHOE UMSA
pe3epBHOI Konuu. Y kaxute oba napameTpa U HaXMUTe OTKPbITb.

t |C:\ProgramData\Backups

aa T ConfigurationBckp.bak
aa 0 L

a5

MmA daitna: |ConfigurationBokp.bak PesepeHele komm (% bak) -

OTKPEITE OTMeHa

[lnsi BoCCTaHOBNEHUS pe3epBHON KOMWK HY XHO 06nafaTk NpaBamMu Ha YTeHne hainrioB B yKa3aHHOW nanke.

Y naneHHas yyeTHas 3anvucb BHOBb NMOSIBUTCS B CMIUCKE YYETHLIX 3anncen, a yaaneHHoe NpUoXeHue - B Cncke
NPUITOXEHUN.

1.5. HacTpoika npunoxeHus B KOHPUrypaunoHHbIX pannax

HacTpoiku pyHKUUI NpUnoXeHus

HekoTopble (byHKLMN NPUNOXEHUS MOXHO HaCTPOUTb, M3MEHNB KOHUIy paLMoHHbIN hann app_
settings.json, pacnonoXeHHbIN B:

> C:\ProgramData\SePlatform\HMI.SecurityConfigurator ana OC Windows;
> /home/<user>/SePlatform/HMI.SecurityConfigurator ana OC Linux.

Mpumep Takoro davna:

{

"UserInAtLeastOneGroup": true,

"UserInOnlyOneGroup": false,

"AppTemplatesPath™: "C:\\Program
Files\\SePlatform\\SePlatform.HMI.SecurityConfigurator\\resources\\Security
Templates",

"BackupsPath": "C:\\ProgramData\\Backups",

"DomainNodes": "",

"ScreenKeyboard":

{
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"Enabled": false,
"ProgramPath": "",
"Arguments": ""

}

}

MapameTpbl HaCcTpoekK 13 hanna coBnagaloT Co CBOMCTBaMM KOMMOHeHTa 2.2. HacTtporiku (cTp. 31). KpaTko
napamMeTpbl OMNMCaHbl HUXE.

MapameTp HasHa4yeHue

UserInAtLeastOneGroup | Perynupyert ob6s3atenbHOCTb f00aBNEHVs NONb30BaTeNs B rpynny.

UserInOnlyOneGroup Perynvpyert konu4ecTBo rpynm, B KOTOPbIX NONb30BaTeNb MOXET COCTOATb
OAHOBPEMEHHO.

AppTemplatesPath MonHbIV NyTb K Nanke Ans XpaHeHust LWabnoHOB NPUoXeHU.

BackupsPath MonHbIf NyTb K Narnke Ans XpaHeHWst pe3epBHbIX KOMuiA KoHUry paLmm

nogcucTeMbl 6e30MacHoOCTH.

DomainNodes Cnucok nmeH APM, Ha KOTOPbIX MOXHO 3aBepLLUTb CECCUMIO MOSb30BaTens.

ScreenKeyboard HacTpoikun ncnonb3oBaHWsA 3KpaHHOWM KnaBuaTypbl, rae:
> Enabled - HacTponKa BUAUMOCTU KHOMKMW BbI30Ba 3KPaHHOW KraBunaTypbl.

> ProgramPath - NOMHbIN NyTb K NPOrpaMMe 3KpaHHOWN KilaBuaTypbl.
MoXHo He yKa3biBaTb. 1o yMmonyaHuio 6yaet ncnosib3oBaTbCs:

> BWindows - seplatform.hmi.keyboard.exe (MocTaBnsieTca BMecTe
¢ puctpuéytmusom SePlatform.HMI).

> BLinux-/usr/bin/fly-vkbd.

> Arguments - aprfyMeHTbI 3aMycKa nporpaMmmbl 3KpaHHOW KraBuaTypbl.
3aBuCAT OT UCMONbL3YEMOiA NpOrpaMMmbl.

HaCTp0I7IKVI BHellHero suaa rnpunoXxeHusd

MHdopMaums 0 NPpUNoXeHUn CoOXpaHsieTcs B KOHUry paLMoHHble dainbl. 3To HeobXxoauMOo ANs TOro, YTo6bI
COXpaHaTb BHELLHWUI BUA, U nonoxeHne okHa SePlatform.HMI.SecurityConfigurator npu nepesanycke npunoxeHusi.

Ums cpana HasHauyeHue

session.json B Q)aﬁn 3annucbiBalOTCA AaHHbI€e O NONTOXEeHUN N pa3Mepe OKHa NMpuinoxXeHna B nocrnegHen
ceccumn.
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Ums cpana HasHauyeHue
settings XpaHuT MHOPMAaLLMIO O BHELLHEM BUAE NPUIMOXEHWS:
.Jjson

> WupuHe 1 BUaAUMocTu Tabnu, (nonb3oBaTenei, NPUNoXeEHNA 1 Np.) U X CTONOLLOB;

> WMpWHE CNUCKOB (MPUMOXEHWI, Fpy N 1 Np.), PacronoXeHHbIX B TEBON YacTu OKHa
MPUIIOXEHMSI.

TakxXe 3[4eCb XpaHATCA NyTH:

> K nanke, BblbpaHHoM Ans aKcrnopTa annos *. csv Unn * . x1sx;

> K narnke, U3 KOTOpon UMMOPTUPYIOTCS LIABIOHbI MPUSTOXEHWIA.

Y1066l 03HAKOMUTLCS C dhainamu, NepeianTe K X pacronioXeHUHo:

> C:\Users\<user>\SePlatform\HMI.SecurityConfigurator gna OC Windows;

> /home/<user>/SePlatform/HMI.SecurityConfigurator ansa OC Linux.

1.6. MNpunoxeHusn

1.6.1. NpaBa ctaHpapTHoro npunoxeHusa SePlatform.Security

MpaBo KpaTkoe OnucaHue
onucaHue
AttempsTimeOut TanmayT npm OnutenbHOCTb 6110KMPOBKW NONb30BaTENS MNP NPEBbILLIEHN
npeBblLLEeHUN KOnuyecTBa HeyaauHbIX NOMbITOK, YKa3aHHbIX B
Konun4yecTsa MaxAttempsCount.
MOMbITOK BXOAQ,
MWH
ConfigurationAccess PepakTtupoBaHve @ [MpepnoctaBnsaeT AOCTYN K peAakTUpoBaHWIO KOHUrypaLmm
KOHUry pauum SePlatform.Security.
OTvM NpaBoM HagenseTca agMUHUCTPaTop
SePlatform.Security.
EditSettings N3meHeHne lMpepocTaBnseT 4OCTYN K HAaCTpovikam
HacTpoek SePlatform.HMI.SecurityConfigurator.
He npumeHsieTcs B TekyLuen Bepcum
SePlatform.HMI.SecurityConfigurator.
InteractivelLogon MHTepakTMBHBbIN | Paspeluaet/3anpeLwaeTt Nonb30BaTento BXOA,.

BXO/A,

YcTapesLuee npaeo SePlatform.Security, dyHKLMIO KOTOPOro
BbINOHSAET 6110KMpoBKa. [1ns paspelueHunst Unu 3anpeta BXxoaa
ncnonb3ymnTe 6IOKUPOBKY YHETHON 3anmcu Nnonb3oBaTtens (CM.
Cneu,man bHbl€e KOMaHAbl peaKTUpoBaHNA YHETHbIX 3anucen

(cTp. 16))

1. PYKOBOOCTBO NOJIb3OBATENA
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Mpaeo KpaTkoe OnucaHue
onucaHue
LowerCount KonuuyecTtso B YcTaHaBnNMBaEeT MUHUMArbHO A0NYyCTUMOE KONMYECTBO
napone CUMBOJIOB B HUXHEM pErMcTpe B napone.
CUMBOJIOB B
HUXHEM
perucTtpe
MaxAttempsCount KonwnyecTtso Y cTaHaBnuBaeT KONMYeCcTBO HeyAa4HbIX MOMbITOK BXoAa Ans
MonbITOK BXxofda, | nonb3oBatens. Ecnv nonb3oBarenb He BOVAET 3a YKa3aHHoe
wT KONMYECTBO MNOMbITOK, TO 65TOKMPYETCA Ha BPeEMS], yKa3aHHOE B
AttempsTimeOut.
MaxIdleTime MakcumanbHoe | YcTaHaBnvBaeT Bpems 6e34encTBus nofb3oBaTens. Tanmep
Bpems cbpacbiBaeTcs NpU Kaxaom B3anMOLeNCcTBUM NONb30BaTeNs C
be3nencTeuns, APM - wenykom unu gBnXeHnem mMbilln, BBOAOM TEKCTA C
MWH Knasuatypbl U T.4. Ecnu Xxe 3a ykaszaHHOe BpeMs Nofnb3oBaTenb
He B3aumogencTayeT ¢ APM, npoMcxoanT aBToMaTtuyeckun
BbIXOZ, MOfIb30BaTENS U3 CUCTEMBI.
O heKTNBHBIM 3HAYEHMEM MpaBa ABMSETCA MaKCUManbHoe
3Ha4yeHue.
NumberCount KonwnyecTtBo Y cTaHaBnuBaeT MUHUMarnbHO A0NYCTUMOE KOIMYeCcTBo uudp B
umcppoBbIX napone.
CUMBOJSIOB B
napone
PasswordAge Cpok gencteuA | Y CcTaHaBnMBaeT rpaHuULLbl CpoKa AeNCTBMSA Napons.
napons, AHen [0 “cTeyeHVss MUHMManNbHOIO CpoKa AencTBuA 06HOBUTb
naporsib HeMb34.
Mocne nctevyeHns MmakcmMmarnbHOro Cpoka AencTBus Napons
MOMbITKW BXOAa CO CTapbIMU YUYETHBIMU AaHHbIMUW 6yay T
OTKJIOHATBLCA.
O heKkTNBHLIM 3HAYEHNEM MUHNMANbHOIO CPOKa ABNSETCA
MaKCumarnbHOE 3Ha4YeHMe.
O dheKkTNBHLIM 3HAYEHNEM MaKCMMarbHOrO CpoKa ABNAETCS
MVHMMarbHOe 3Ha4YeHue.
PasswordComplexity CnoxHocTb 0O65a3aTenbHOCTb MCMONMb30BaHWS B Maporie creayowmx BuaoB
napons CUMBOJIOB:
> umndpesl;
> OyKBbl HUXHErO PErncTpa;
> OyKBbl BEPXHETO PErncTpa;
> cneuuanbHble CUMBONIbI.
PasswordMinLength MuHumanbHas YcTaHaBNMBaEeT MUHUMArbHO A0NYyCTUMOE KONMYECTBO

ONHa naponAd

CUMBOJIOB B napoJe.
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Mpaeo KpaTkoe OnucaHue
onucaHue
PasswordNotifyForChange YBepomneHve o | [lo3BonseT co3gaTtb HANOMUHaHME 06 NCTeYEeHUN CpoKa

CMeHe napons,
JHen

OEeNCTBMA Napors AN nonb3osartens. 3a yKa3aHHoe A0
UCTeYeHns napons Bpems 6yaeT oTnpaBneHo HanoOMUHaHKeE O
CKOpPOM UCTEYEHWN CPOKa AENCTBUS Mapors.

SCbeGKTVIBHbIM 3Ha4dyeHnem ABndeTcAa MakcumalibHoe
3Ha4yeHune.

PasswordsInHistory KonuuecTtso YcTaHaBNuBaET KONUMYECTBO XPaHUMbIX B UICTOPWUM Naposnen.
naponew B OB6HOBUTL Maposb Ha TaKoW Xe, Kak B UCTOPWUM Napornew, He
ncTopum Mony4unTCS.

MuHMManbHoe gonyCcTMMoe 3HaveHne npasa - «1». Ecnu
noTpebyeTcsi UrHopMpPOBaTb UCTOPWIO MAPONeN, crenyeT
yOanuTb NpaBo y NMonb30BaTens uinn rpynnebl.

O heKkTNBHLIM 3HAYEHUEM ABNAETCA MaKCMMarbHoe
3Ha4yeHue.

SessionDurationLimit MakcumanbHoe | YcTaHaBnuBaeT ANUTENbHOCTL ceccum nonb3osartens. [locne
BpemM4 ceccuu, UCTEYEHNS yKa3aHHOro BpEMEHW NMPOUCXOANUT aBTOMATUYECKUN
MWH BbIXOZ, MOfIb30BaTENS U3 CUCTEMBI.

O PEKTNBHBIM 3HAYEHMEM ABNAETCA MUHUMAIbHOE 3HaYEHME.

SpecialCount KonwnyecTtso Y cTaHaBnuBaeT MYHUMarbHO A0MNYCTUMOE KONNYECTBO
cneuunanbHbIX crneyuanbHbIX CUMBOMOB B Maporie.

CUMBOJOB B
CneuuanbHble CUMBOJIbI
napone
2l @ # % % ~ & N < >
_-= ) 1 gy
~ N ) n \ | /

UpperCount KonuyecTtso B YcTaHaBNMBaET MUHMMAsbHO A0NYCTUMOE KONMYECTBO
napone CUMBOJIOB B BEPXHEM permcTpe B naporse.
CUMBOJOB B
BEpXHEM
perucTtpe

ViewConfiguration lMpocmoTp lMpepocTaBnAeT AOCTYN K NPOCMOTPY KOHMUry pauum
KOHUry paLum SePlatform.Security 6€3 BO3MOXHOCTH pefaKkTMpoBaHus.

WinKeysShortcutAccess Ooctyn Kk BnokupyeT ucnonb3oBaHne codeTaHnn KnaBuww (Tak
coyeTaHnaM Ha3blBaeMbix Hotkeys).

Knasuil UTo6bl 3aNpeTuTb UCMONb30BaHNe COYETaHW KNaBuLL, yKaxuTte
Windows

nX B KOHdUrypaumoHHom dhaiine AreHT SePlatform.Security.
MoppobHee 06 3TOM B AoKyMeHTe Ha SePlatform.Security, B
pasgere, on1CbIBaOLWEM HAaCTPOVKY areHTa.
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2. CnpaBo4HOe pyKOBOACTBO

2.1. SecurityConfigurator

SecurityConfigurator - Tun, npegHasHa4YeHHbIN 415 pa3MelleHns Ha hopme B npoekTe SePlatform.HMI.

Twvn He sIBNAETCA NonHoLeHHo 3ameHol npunoxennsa SePlatform.HMI.SecurityConfigurator: skzemnnsp tuna
OTNINYAETCS OT MPUITOXEHUSI TEM, YTO B HEM OTCYTCTBYET BEPXHSISi NAHENb UHCTPYMEHTOB U HUXHSIS CTPOKa cTaTyca.
Twvn cneanyet ncnonb3oBartb TOJTbKO 414 CO34aHnA COBCTBEHHOrO NpunoXxeHna
SePlatform.HMI.SecurityConfigurator. B ocTanbHbIx criyyasix MCNonb3yiTe oaHy U3 (hopM, NPefoCTaBISEMbIX
pacLLVPEHVEM.

2.1.1. CBouncrBa

Error

None c TekcTom oWnbKN NpUnoXxeHna. Tonbko Ana YTeHna B pexmnme UCMOoJTHEeHUA. Twvn 3HaYeHus - yBe,EI,OMJ'IFlIOLLl,VIVI
string.

Status

Mone c TekcToM cTaTyca NpunoxeHus. TONbKO ANS YTEHUA B peXMMeE UCMONMHEHWA. Tyn 3Ha4YeHNns - yBEAOMSIOLWMNA
string.

CurrentForm

XpaHuT Kof, cTaTyca OTKpbITOro BO hperiMe OKHa NpunoXxeHns (OKHO MPOCMOTpPa NPUOXEHNI, OKHO peaakTMpoBaHus
nonb30BaTtens n T.M.). TONbKO ANS YTeHUA B peXMMe UCMONMHEHVA. Tvn 3HavyeHns - yBeAOMMSioLWwmn uint1.

pClosed
CcblnkaHa KOMaHAy, BbINOJIHAEMYIO B pe3yJibTaTe 3aKpblTUA OKHa B 3K3eMridape Tuna.
HacTtpoiiku (init_Settings)

Ccbinka Ha ak3emnnap Tuna 2.2. Hactponku (cTp. 31), XpaHALLmMn HaCTPONKKU KOH(purypaTopa.

PaspeweHus (init_Permissions)

Ccbinka Ha ak3emnnsap Tuna 2.3. Pa3peluenns (cTp. 32), XpaHALLMIN HaCTPOMKM [OCTYMNa Nonb30oBaTenen K
channoBol cucTemMe B Auarnorax coxpaHeHus (ainos.

Bbi3oB aKpaHHOW KnaBuaTtypsl (init_ScreenKeyboard)

Ccblnika Ha aK3emnnap Tuna ScreenkKeyboardOptions, XpaHsALLMIA HACTPONKM BbI30Ba 3KPaHHOM KnasuaTtypbl. Tun
npenocTtaenaetca 6ubnuotekon SePlatform.HMI.CommonLib.

2. C[IPABOYHOE PYKOBOOCTBO
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2.2. HacTtponku

Tun npegHa3HaveH A5 XpaHeHUs HacTpoek KoHdurypaTopa.
Bce ak3eMnnapbl KOHGUrypaTopa, CocnaBLUMECS HA 9K3EMMIAP 3TOro TMNa, 6yaAyT UMETb OfMHAKOBbIE HACTPONKN.

HacTpoikun onncaHbl B CBOMCTBaXxX TUNa.
2.2.1. CBoncrBea

Monb3oBarenb gonxeH 6biTb B rpynne (UserinAtLeastOneGroup)

Perynupyet obs3aTenbHocTb fo6aBneHns nonb3oBaTtens B rpynny. Tun 3HayeHus - bool.

TpeboBaHue 0653aTeNbHOIr0 HAXOXAEHUS MONb30BATENS B rPYNNe TENEPb UCXOAMUT U3 NOACUCTEMDBI
6e3onacHocTn SePlatform.Security.

3HaueHue:

> «true» - Nonb3oBaTelb A0MXEH COCTOSATb XOTS Obl B OZIHOMN rpynne. [Noka nonb3oBatens He 6y,u,eT
,EI,OGaBJ'IeH B rpynny, COXpaHnTb y4E€THYH 3annCb He yOacTCA, TakK Kak KHOMNKa CoOXpaHeHuA 6yn,eT HeaKTUBHa.

> «false» - nonb3oBaTens HeobA3aTenbHoO A06aBNATL B rpynny (prﬂﬂbl), KHOIMKa CoOXpaHeHNA aKTUBHA.
OpHako nonbITKa COXpPaHUTb YYETHYO 3anncb NpmMBogunT K oLimbKe.

Monb3oBaresnb MoOXeT 6biTb TONbLKO B ogHoit rpynne (UserinOnlyOneGroup)

Peryn MpyeT Konn4ecCcTBO rpynn, B KOTOPbIX NOJfib30BaTe/lb MOXET COCTOATb OAHOBPEMEHHO. Tun 3HayeHus - bool.

3HayeHue:
> «true» - Nonb3oBaTeNs MOXHO A06aBUTb TONMbKO B OAHY rpynny;

> «false» - nonb3oBaTenNsa MOXHO 106aBUTb B HECKOMNbKO rpynn.

MyTb K wabnoxHam npunoxenun (AppTemplatesPath)

MonHbIN NyTb K Nanke AN XpaHeHns WaboHOB NpunoXxeHui. Tun 3HayeHns - string.

Ecnu He ykasblBaTb 3Ha4Y€HWE CBOMCTBA, TO NPW UMMOPTE NPUNOXEHW Gy AeT NPeanoXeH NyTb K narnke rno
ymonyaHuto. Mankow no ymonyaHuio SBnsAeTcs nanka Security _Templates B manke npoekTa.

[MyTb K pe3epBHbLIM KonuaM 6a3bl (BackupsPath)

MonHbIN NyTh K Nanke Ana XpaHeHUs1 pe3epBHbIX KOMNWii KOHGUrypauum noacuctemMbl 6e3onacHocTu. Tun 3HaveHwns -
string.

Ecnu He yKka3blBaTb 3Ha4YeHVe CBOMCTBA, TO NPY COXPaHEHWUN pe3epBHOM KONWUU Ui BOCCTAHOBIIEHUM U3 pe3epBHOM
Konun 6yeT NpeanoXeH NyTb K Nanke Mo ymonyaHuio. [ankoi no yMmonyaHuio sBnseTcs nanka Backups,
co3aaroLancs B nanke NpoekTa npu NepBoM COXPaHEHWU pe3ePBHON KOMUK.

2. CIIPABOYHOE PYKOBOOCTBO
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Manka ans akcnopta (ExportFolder)

XpaHuT NomnHbIN NyThb K Narnke, KyAa nofib3oBaTtenb MOXET BbIMOMHATL 9KCMOPT CIUCKOB NOfib30BaTenen n
LWwabioHoB NpuIoxeHuin B dainbl. Tun 3HaveHus - string.

Mo ymonyaHuio CNMcKu napameTpoB COXPaHSAITCSA B:
> C:\ProgramData\SePlatform\HMI.SecurityConfigurator\Export -ana Windows;
> /home/<user>/SePlatform/HMI.SecurityConfigurator/Export - ang Linux.

Cnucok y3nos gomeHa (DomainNodesList)

Cnuncok nmeH APM, Ha KOTOPbIX MOXHO 3aBepLUNTb CECCUIO NOJib30BaTesifi. Twn 3Ha4YeHus - string.

Ecnu ykasaTtb xota 661 ogHo umst APM B cetn SePlatform.Net, B okHe pegakTnpoBaHusa y4eTHON 3anucu
nonb30BaTesns NoABUTCS KOMaH4a Ha 3aBepLUeHre ceccun. Pe3ynbTaTt NpuMeHeHns CBOMCTBA ONUCaH B
CneuvanbHble KOMaHAbl peaakTypoBaHUA yyYeTHbIX 3anucen (cTp. 16)).

MPUMEP

MocTpoeHa npocTeiiwas cete SePlatform.Net, B KoTopoii Bce y31bl NOQYMHEHbI LLEHTPANbHOMY Y311y CETM.
B ceTb BKntouyeHbl Tpu APM: CentralNode, Nodel 1 Node2. Heo6xogmMmo MMeTb BO3MOXHOCTb 3aBepLUaTh
nonb3oBaTenbCcKue ceccum Ha y3nax Nodel n Node2 ns KoHdpurypatopa Ha LLeHTpasibHOM y3ne
CentralNode. Torga B kayecTBe 3HadyeHus ceonctea DomainNodesList yka3biBaeTcs cnmcok MeH Nodel
1 Node2.

2.3. PaspelwieHus

Twn, no3BonNALLMIA ypPaBnATb AOCTYNOM Nonb3oBaTenein K (pannoBoin cucteMe B Auanorax coxpaHeHus cainnos.
Ecnu orpaHnunTb [OCTYN, NOMb30BaTElb CMOXET SKCNOPTUPOBaTh (haiirbl TOMbKO B Nanky, ykasaHHyo B
ak3emmnnsape Tnna 2.2. Hactpoiku (cTp. 31).

[nsa onpenenenys npaB AOCTyNa TEKYLLEro nosib3oBaTensi K (haiinoBoi cucTeEMe MOXHO UCMONb30BaThb
KoHpurypauwmto nogcuctemel 6esonacHoctn SePlatform.Security. MoapobHee - B onmMcaHnm CBOCTB TUNa.

2.3.1. CBouncTtBa

Ucnonb3oBaTh cepBep 6e3onacHocTu and onpepenexus npas (UseSecurity)

Mo3BonseT BKMOUYATL MCNONb30BaHNe noacuctembl 6esonacHoctn SePlatform.Security ansa onpenenenns npas
JoCTyna TeKyLLero nonb3oBaTens K ¢ainioBoii cucteme.

3HayeHus:
> «true» - UICNONb30BaTb cepeep 6€30MacHOCTM A5 ONpeaeneHusi Npas;

> «false» - He UCMOMNb30BaTb cepBep He3onacHOCTM AN onpeaeneHus npas.

Mpw BKOYEHUM CriepyeT 3anonHUTL 3Ha4YeHre cBocTBa MiMA npunoxeHus ¢ npaBamu 6e30nacHoOCTH
(SecurityApplication).

2. C[IPABOYHOE PYKOBOOCTBO
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LocTtynHocTb ¢ainoBou cuctembl (FileSystemAccess)

lMo3BongaeT BKAKOYMTb UM OTKITIOUYUTL JOCTYN NONb3oBaTens K (hannoBon cucteme B Auanorax coxpaHeHus
c¢annos.

3HayeHus:
> «true» - (hainoBas cuctemMa AOCTYHa, B Auanorax coxpaHeHus cainos ecTb AOCTYN K Mo60i narnke;

> «false» - (pannoBas cuctema HefocTynHa. MNonb3oBatenb MOXET COXpaHATb (painbl TONbLKO B Nanky,
yKazaHHyto B cBovcTBe [anka ans akcnopTa (ExportFolder) skaemnnsapa tuna 2.2. Hactpoviku (cTp. 31).

NUmsa npunoxeHus ¢ npasamu 6esonacHocty (SecurityApplication)

Xpanut nms npunoxenus SePlatform.Security, B koTopom copepxutcs npaBo FileSystemAccess (JocTyrnHoCTb
daitnoBoit cucTembl), perynupytoLlee AoCTyNHOCTb (DannoBor CUCTEMbI A9 KOHKPETHOrO Nonb30BaTens unm
rpynnbl NONb30BaTeNen.

YT1o6bl MCNoNb30BaTh cepsep 6e3onacHocTn OnaonpepeneHna npae TeKyLlero nosib3oBaresid, yctaHoBUTe
3HaueHve «true» Ana CBOACTBA Mcnonb3oBaTtk cepeep 6e3onacHocTu s onpegeneHus npaes (UseSecurity).

2.4. SecurityConfigurator_App

OkpaHHas hopma SecurityConfigurator_App - ocHoBHo komnoHeHT SePlatform.HMI.SecurityConfigurator,
npefHasHaYeHHbI N5 3anycKa B BUAe OTAENbHOro NpunoxeHus. B pexume ncnonHeHna ABNAeTcs NonHOLEHHbIM
KoHcbUrypaTopom nogcuctemsl 6esonacHocTu SePlatform.Security u nozsonser:

> cos3aaBaThb, peAakTUpoBaTh U yAansaTh YYETHbIE 3anvcu nosnb3oBaTenei;

co3aaBaTb, peakTUpoBaTb U yaansTb rpynnbl Nofb3oBaTenel;

[06aBnATb Nonb3oBaTeneii B rpynrbl M yaansTb UX U3 rpynn;

co3aaBatb, pefakTMpoBaThb U yAansaTb NPUIOXEHUA U NpaBa, Ha3HayaTb NpaBa Nnonb3oBaTensaM U rpynnam;

co3paBaTb Posnn B NMPUIIOXeEHUAX N Ha3HavyaTb UX NOJib30BaTenAam U rpynnam,

vV V V V V

COXPaHATb pe3epBHbIe KOMMN KOHAUIypaLnm 1 BOCCTaHaBNMBaTb KOHUIy paLmio 3 pe3epBHOIN KOMWA.

He nmeet cobCTBEHHBIX CBONCTB M (DYHKLMIA. HacTPOMKM NpUioXeHust 3arpyXatoTcst U3 KOHAUry paumnoHHoro canna

(cTp. 25).

2.5. SecurityConfigurator_Page

OkpaHHas ¢popma SecurityConfigurator_Page npeaHa3HadyeHa Ansa oTkpbITUA OKHa KOHGUry paTtopa Bo dpenme. B
pexume UCMOSTHEHNS NO3BOJSET:

> cospgaBartb, pefakTUpoBaTh U yAansaTh yYeTHbIe 3anMcu nonb3oBaTenen;

co3paBatb, pefakTMpoBaTh U yAanaTh rpynnbl Nofib3oBaTene;

[06aBnATL Nonb3oBaTenen B rpynnbl U yaansTe UX U3 rpyn;

co3aaBatb, pelakTMpoBaTh U YAaNsTb NPUITOXeHUa U NpaBa, Ha3HavaTb NpaBa Nofb30BaTeNsiM U rpynnam;

cOo34aBaTb pPoJ1n B NMPUINOXEHUAX N Ha3Ha4YaTb UX Nonb30BaTtesnaM u rpynnam,

vV V V V VvV

COXPaHATb pe3epBHbIe KON KOHGUIypaLum 1 BOCCTaHaBNMBaTb KOH(MIY paL Mo U3 pe3epBHOM KOMUK.

Otnuuaetcs ot 2.4. SecurityConfigurator_App (cTp. 33) TeM, 4TO KOH(UIypaTop, OTKPbIBAEMOWN JaHHOW
¢OpMON, MOXHO HAaCTPOUTb C MOMOLLbIO CBOWNCTB.

2. CIIPABOYHOE PYKOBOOCTBO
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2.5.1. CBouncrtBa

Tema ocpopmneHus (init_Theme)

Ccbinka Ha ak3emmnnsp Tuna Theme, XpaHALLMIA HACTPOVKM 0OGOPMITEHNSA KOHUrypaTopa. Tun npegocTaBnsaeTcs
ounbnuotekon SePlatform.HMI.CommonLib.

Hactpoiiku (init_Settings)

Ccblnka Ha ak3emnnap Tuna 2.2. Hactponku (cTp. 31), XpaHALLMIN HACTPONKKU KOH(purypaTopa.

Pa3peweHus (init_Permissions)

Ccbinka Ha sk3emnnap Tuna 2.3. Paspeluenus (cTp. 32), XpaHALLMIN HaCTPOMKM [OCTYNa Nonb3oBaTenen K
channoBol cucTemMe B Anarnorax CoxpaHeHus (ainos.

Bbi3oB aKpaHHOW KnaBuaTtypsl (init_ScreenKeyboard)

Ccblnika Ha aK3emnnisp Thna ScreenkKeyboardOptions, XpaHaALLMIA HACTPONKM BbI30BA 3KPaHHOW KNaBuaTtypbl. Tun
npenocTtaenaetca 6ubnuotekon SePlatform.HMI.CommonLib.

2.6. SecurityConfigurator_Form

OkpaHHas hopma SecurityConfigurator_Form npegHasHauyeHa oS OTKPbITUA OKHa KOHUIrypaTopa B OTAE/TbHOM
OKHe. B pexume ucnonHeHs No3BosnseT:

co34aBartb, pefakTMpoBaTh U yAanaTh yUYeTHbIe 3an1cy nonb3osarteneit;

co3aaBatb, pefakTMpoBaTh U yAanaTb rpynnbl nonb3osaTenei;

[06aBnATb Nonb3oBaTenei B rpynnbl U yaansaTe UX U3 rpyn;

co34aBaTtb, pefaKTMpoBaTh U YAANATb NPUITOXEHUA U NpaBa, Ha3HayaTb NpaBa Nnoyib30BaTesNisiM U rpynnam;

co3paBaTb Posiv B NMPUITOXEHNAX N Ha3Ha4yaTb UX NONb30BaTenAamM U rpynnam,;

vV V VvV V VvV VvV

COXpPaHATb pe3epBHbIe Konun KOHCbI/IpraLl,I/II/I N BOCCTaHaBNnBaTb KOHCbI/IpraLI,I/ﬂO n3 pe3epBH0171 Konun.

Otnuyaetcs ot 2.4. SecurityConfigurator_App (cTp. 33) Tem, 4TO KOHMrypaTop, OTKpbIBAaeMOIN JaHHON
hOpMON, MOXHO HACTPOUTb C MOMOLLbIO CBONCTB.

2.6.1. CBouncTtBa

Tema ocpopmnenua (init_Theme)

Ccblfika Ha aK3eMnnisip Thna Theme, XpaHALWMIA HACTPONKK odbopMIieHnst KoHdurypatopa. Tvun npegocTaBnaercs
ounbnuotekon SePlatform.HMI.CommonLib.

Hactpowku (init_Settings)

Ccbinka Ha ak3emnnap Tuna 2.2. Hactponku (cTp. 31), XpaHALLmin HaCTPONKKU KOHpurypaTopa.

2. C[IPABOYHOE PYKOBOOCTBO
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Pa3spelueHus (init_Permissions)

Ccbinka Ha ak3emnnsp Tuna 2.3. Pazpeluenns (cTp. 32), XpaHALLMIN HaCTPOMKK [OCTYNa NoNb30BaTernen K
¢annoBo cMcTemMe B guanorax coxpaHeHus annos.

BoccraHaBnuBaTb nonoxeHue okHa (init_RestoreWindow)
[No3BonseT BocCcTaHaBNMBAThL NOMNOXEHNE OKHA NOocre ero NMOBTOPHOIo OTKPbITUA. Twvn 3Ha4eHus - bool

3HayeHus:
> «true» - NONOXeHNE OKHa 3anoMuHaeTcs. OKHO OTKPOETCS B TOM Xe MecTe, rae 6blf10 3aKpbiTo.

> «false» - MONOXEHME OKHa He 3anomMuHaeTcsi. OKHO OTKpOeTCA B KoopAuHaTax rno yMon4yaHuio.

Bbi30B akpaHHOM Knasuatypsl (init_ScreenKeyboard)

Ccblnka Ha ak3emnnsap Tuna ScreenKeyboardOptions, XpaHALLMIA HACTPONKU BbI30Ba 3KpaHHOM KnasuaTtyphbl. Tun
npepocTtaBnsercsa 6ubnuorekoit SePlatform.HMI.CommonLib.

2.7. SecurityConfigurator_Tests

dopma npegHasHayeHa O 03HaKOMITEHNS C NpUMepaMi NCMNoNb30BaHUs OpM pacLumpeHns 2.6.
SecurityConfigurator_Form (cTp. 34) n 2.5. SecurityConfigurator_Page (cTp. 33) B npoekTe SePlatform.HMI.

YT106bI 03HAKOMUTLCS C 3TUMU MPUMEPaMU, OTKPOTe hOPMY B pexume peaakTnpoBaHus. O3HaKOMbTECH C
obpaboTynkamm cobbITUIA KHOMOK OTAenbHbiM OKHOM U Bo ¢peiime.

2. CIIPABOYHOE PYKOBOOCTBO
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NcTopusa usmeHeHui

2.2

HoBasi BO3MOXHOCTb

Pa3pa60TaHa BO3MOXHOCTb OrpaHmn4eHuna gocTyna nonm b3oBaTenemn K cbaﬁnosoﬁ CuctemMe.

> CozpgaH tvn 2.3. Paspeluenus (ctp. 32) (SecurityConfigurator_Permissions) co cBocTBOM
FileSystemAccess ([JoctynHocTb (haiinoBoil cuctemel), 3Ha4eHne KOTOpOro perynmpyeT AOCTYM K CUCTEME.

> Twuny 2.2. Hactpouku (cTp. 31) (SecurityConfigurator_Settings) no6asneHo ceonctso ExportFolder (Manka
Ans aKcrnopra).

Ecnuy nonb3oBartens oTcyTCTBYET [OCTYN K (pannoson cucteme (FileSystemAccess = false), To B hannosbix
Avanorax 6yaer HefoCTyneH NPOCMOTP AiepeBa Narnok M Co3,aHue HOBbIX Marnok, a 9KCnopT 6yAeT BO3MOXEH
TONbKO B Manky 3KCropTa, yKalaHHyto B cBoicTee ExportFolder. Mo ymonyanuio nankom ansi akcnopTa siBNAETCS:

> C:\ProgramData\SePlatform\HMI.SecurityConfigurator\Export-B OC Windows.
> /home/<user>/SePlatform/HMI.SecurityConfigurator/Export-B OC Linux.

YnyJweHua

> TyHKTbl KOHTEKCTHOrO MEHIO C KOMaHAaMU Ha U3MeHeHne KOHAUIy paLLm CKpbITbl, €CNV NOMb30BaTeNto
3anpeLLeHo pefakTMpOBaHNE KOH(UIY paLLmu.

> Tenepb Npy Ha3HaYeHUM NpaB Monb30BaTento Uy rpynne B okHe BbIbopa NpaB He 0ToBpaxaroTcs yxe
Ha3HaueHHbIe npas.a.

> Tpu co3gaHnm HOBOW ponu BCe NpaBa NpurioXeHns 6ornbLue He Ha3HavalTCcA el aBTomaTndecku. MNpaea
NpUNOXEHUs1 MOXHO [,00aBUTb UMK YAanNuTb, Kak 3To AenaeTca Ans rpynn v nornb3oBaTenen.

MN3meHeHne

MckrnioyeHa BO3MOXHOCTb 3KCMopTa MHdopmaLmum B aiinbl * . pdf BO BCeX MecTax, e MOXHO BbIMNONTHATb
3KCTOpT:

D> 3KCMOopT CNMCKa nonb3oBaTenen u ux npas;
> akcnopT Tabnuubl "CnnMcok npae 1 UX 3Ha4eHU s NPUIToXeHUsa" Co CTPaHNLLbl CIMCKa NPUITOXEHWIA;

> 3KCNopT NnpaB OTKPbITOro Ha pefakTUpPOBaHWE MPUITOXEHNS.

VcnpaeneHus
> WcnpaBneHa ownbka, n3-3a KOTOpoW Nonb30oBaTesto, [OOaBNEHHOMY B FpyMMy C HYNEBbIM 3HAYEHNEM
npasa "VcTtopusi naponen”, Henb3s H6bI10 YCTaHOBUTbL TEKYLLWIA NAPOSb.
> Tenepb npu aBTOpPMU3aL MM NONb30BATENS MOC/Ee U3MEHEHVS NAPOSbHbIX MOMUTUK NpeariaraeTcs CMEHUTb
naposb, eCnn CTapbIi Naposb HE NOAXOAWT HOBbIM MaposibHbIM MoNUTUKaM. PaHee B TakoM criyvae BO3HvKana
ownbka.
> YcTpaHeHa nNpuymHa, Mo KOTOPOW NOCIe MMMopTa NpUIioXeHns B Tabnuue npae ponu otobpaxanuck He
cpas3y, a, Hanpumep, TOfIbKO NOCIIE Nepexoaa K pefak TMPOBaHMI0 NPUITOXEHWS.
> [pu n3meHeHnn paamepoB OKHa Bbibopa npaB KHonku "[JobaBuTb" n "OTMeHa" ocTaBanucb Ha MecTe, U3-3a
4yero umm 6b1510 HeyA06HO Nonb3oBaTbCA. Tenepb KHOMKKU NepeMeLLatoTCA COOTBETCTBEHHO U3MEHEHNIO
pa3MepoB OKHa.

NCTOPUA N3MEHEHUN



SEPLATFORM.HMI.SECURITYCONFIGURATOR. PYKOBOACTBO NMOJTb30OBATENA 37

2.2.1

Y nydweHua

> Twn Pa3speweHua (SecurityConfigurator_Permissions) Tenepb NO3BOMSET UCMNOMb30BaTb CEPBEP
6e3onacHocTu AN onpeneneHys npas 4OCTyNa Nnofb30BaTtens K hainoBomn cucteme.

> T[aHenb MHCTPYMEHTOB Ternepb 0hoOpMIISETCS B COOTBETCTBUM C BblOpaHHOM TEMOA.
WcnpasneHne

Mpu ucnonb3osaHum SePlatform.HMI.WebViewer paspenutens obnacteit okHa KoHcurypaTopa He no3Bosisn
HOPMarbHO U3MEHSATb UX Pa3Mepbl.

N3meHeHus AOKYMEeHTauuu

Pepakuus 1

B PYKOBOACTBE NoJib30oBaTesA:

> B pa3gene 1.4.8. besonacHocTb B KoMnoHeHTax Cuctam Nnatdopm (cTp. 22) akTyannsnpoBaH CNCOK
wabnoHos npunoxeHnin SePlatform.Security, nocTaBnaemMbix ¢ ANCTPUOYTUBOM KOHpUrypaTopa.

> WcknoyeHo ynoMuHaHne BO3MOXHOCTU 3KCMNopTa AaHHbIX B hannbl * . pdf.

> O6HOBNEHbI CKPUHLLOTHI.

B cnpaBo4YHOM pyKOBOACTBE ONUCaHbl HOBbIE KOMMOHEHTbI 2.2. HacTponku (cTp. 31) n 2.3. Pa3peluenus (cTp. 32), a
Takxe nx ceonctea. [na komnoHeHToB 2.1. SecurityConfigurator (ctp. 30), 2.6. SecurityConfigurator_Form (cTp. 34) n
2.5. SecurityConfigurator_Page (cTp. 33) onncaHbl HoBblE CBOWCTBA - CChINMKWU Ha 3K3eMMnapbl TUMNOB 2.2. HacTponku
(cTp. 31) n 2.3. Pazpeluenus (cTp. 32).

2.1

HoBble BO3MOXHOCTU

> BHewHun moaynb SecurityConfigurator npegocTaBnsier HoBble KOMMOHEHTbI A5 pa3paboTKu NPOeKToB
SePlatform.HMI:

> T1un SecurityConfigurator, npegHa3HayeHHbIN 1151 pa3MeLLeHns Ha popMe;

> opma SecurityConfigurator_Page - aHanor npexHen opmbl SecurityConfigurator,
npeaHa3Ha4YeHHbI N AN OTKPbITUS BO penme;

> opma SecurityConfigurator_Form - aHanor npexHei opmbl SecurityConfigurator,
npeaHa3HauYeHHbIN N8 OTKPbITUSA B BUAE OTAENBHOIO OKHA;

> opma SecurityConfigurator_App - ocHOBHasA popmMa, NnpegHa3HadYeHHasa g 3anycka B Buae
OTAENbHOrO NPUNOXeHUs;

> Tun SecurityConfigurator_Settings, npegHasHayeHHbIN Ans yNpoLeHns HaCTPONKKN 3K3EeMMNAPOB
KOHUrypatopa, co3gaBaeMblX Ha OCHOBE YKa3aHHbIX BblILLE TUMOB 1 hOpM.

> [OnaTuna SecurityConfigurator n dpopm SecurityConfigurator_Page, SecurityConfigurator_Form
MOXHO:

> BbI6paTh TEMY 0DOpPMIIEHMSI.
> HacTpouTb BblI30B 3KpaHHOW KnaBuaTypbl B (hannoBbix Auanorax.
> PeanusoBaHa BO3MOXHOCTb 3KCMOpTa M UMMNOpTa COBCTBEHHbIX LLAGOHOB MPUMOXEHUA.

NCTOPUA N3MEHEHUN
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YnyuweHua

> HacTpoiikn camocTosTenbHoro npunoxerust SePlatform.HMI.SecurityConfigurator Tenepb coxpaHsiotcs
B KOH(pUrypaumoHHbI chainn app_settings. json, pacrnonoXeHHbI B:

> C:\ProgramData\SePlatform\HMI.SecurityConfigurator (OC Windows);
> /home/<user>/SePlatform/HMI.SecurityConfigurator (OC Linux).

> lepepn yaaneHmem y4eTHOMN 3anvcy Nosib3oBaTess Tenepb NPoBEepsAeTCs ero akTMBHOCTb Ha YA aneHHbIX
pabounx CTaHUUSX, yKa3aHHbIX B HACTPOMKax aK3emMmnnspa KoHdurypatopa.

> BcnnbiBalowasa noackaska ¢ TEKCTOM OLL noKm Tenepb 0T06pa)KaETC$I Bcerga, 6e3 HeOGXO,EI,VIMOCTI/I
HaBeOeHWUsi MblILLIW Ha 3NTEMEHT C OLLUUOKOM:

> B OKHE peaaKkTUpPOBaHWs YYETHOWM 3anucy nonb3oBaTterns;
> B OKHE CMeHbl Maporsisi Y4ETHO 3anucy nosb3oBaTersi.

> BokHe NpocMOoTpa yYETHbIX 3anucen Tenepb MOXHO CO3a4aBaTtb, peAakTnpoBaTb N yaanATb y4€THble 3anucu
C NOMOLLbIO KInaBuaTypbl UM KOHTEKCTHOIO MEHH0. AHanorn4yHo B oKHe npocmoTtpa npmnoervu?l MOXHO
co3naeartb, pefakTnposaTb U yaanAaTb NpUnoXeHna C NOMOLLBIO KiaBmaTtypbl NN KOHTEKCTHOIO MEHHO.

> B okHe npocMoTpa rpynmn Bbi3BaTb KOHTEKCTHOE MEHIO 15t CO3[4aHusi HOBOM rpy bl Tenepb MOXHO 6e3
BblAEMNEHVs CYLLLECTBYIOLLEN rpynmbl.

> [obaeneHbl WabnoHbl NpunoxeHut 6esonacHocty ans pewexuin SePlatform.HMI.SetPoints n
SePlatform.HMl.IntegrityControl.

> O6HoeneH wabnoH npunoxeHus 6esonacHocTn ana SePlatform.HMI. Trends.
> B uHTepdelice koHdUrypaTtopa 06HOBMEHbI MKOHKM.

2.1.1

VcnpaeneHus
> WcnpaBneHbl oWnGKKN, BO3HUKABLUKE NpY CO34aHUM HOBbIX YYETHBIX 3anUCe:

> He ynaBanock CoOXpaHUTb HOBYIO YUYETHY0 3amnuch, eCnu Npy ee co3aaHum nose Maposb 3anosHANoch B
NoCNefHI oYepenb.

> He nosBnsAnack BCNbIBaOLWAA NOACKA3Ka O HECOBMaAeHNM 3Ha4YeHNI 13 rnonen Maponb
NoaTBepxaeHue.

> YcTpaHeHa npuyrHa NOBTOPHOro BXxoAa B noacucteMy 6e3onacHOCTU Npy UCMONb30BaHWM KnaBuwwm Enter B
OKHe aBTOopu3aLum Nnosnb3oBaTens.

2.1.2

HoBas BO3MOXHOCTb

Tenepb Npu 3KCMNOPTE CNMCKa Nonb3oBaTenen B dhains MoXHO A0MNONHUTENbHO co34aTb dainbl C nepevyHemM
3h(PEeKTUBHBIX NPaB Kaxaoro nonb3oBaTtens.

WcnpasneHne

YcTpaHeHa npuynHa, no KoTopoi Ucrnonb30BaHue Knaeuwn Enter nocrne BBoga Ha3BaHUsi HOBOW rpynrbl NPUBOAMIO K
owinbke.

NCTOPUA N3MEHEHUN
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N3meHeHusn AOKYMEeHTauuu

Pepakuyus 2

B PYKOBOACTBE NoJib3oBaTesA:

> AkTtyanusuposaH pasgen 1.3. 3anyck npunoxexus (cTp. 7).

> Pas3pen XpaHeHne KOHGUIypauUMOHHLIX ¢aitoB nepemmeHoBaH B 1.5. HacTponka npunoxeHus B
KOHpurypaumoHHbIx hannax (cTp. 25) u pacLumpeH.

> Pas3pen besonacHocTb B npuaoxeHUax nepenmeHoBaH B 1.4.8. besonacHocTb B KOMMoHeHTax CUcTam
[Mnatdopm (cTp. 22) 1 aKTyanusnpoBaH.

> OO6HOBNEHbI CKPUHLLIOTbI.

AKTyanu3npoBaHo CrpaBo4YHOE PYyKOBOACTBO.

Pepakuusa 3

B pykoBoacTBe nonb3oBatens:

> B pa3pgene 1.4.3. CozgaHue npunoxeHni n npaB (cTp. 12) co3pan nogpa3aern, onvcbiBaoLLMn SKCMOPT U
UMMOPT NpuUnoxexun (ctp. 13).

> B pa3pene 1.4.6. Co3gaHue 1 pegakTUpoBaHWE YYETHbIX 3anncer nonb3oBatenen (cTp. 16) cozpaH
noapasaern, onMCbIBalOLLMM 3KCMOPT CNMcKa nosib3oBaTenen 1 CnMckos ux addekTrBHbIX npas (cTp. 20).

> WwmaagmuHuctpatopa SePlatform.Security no ymonyaHnuio nameHeHo ¢ «AdminQA» Ha «administrator».
Nms apMmuHncTpaTopa 6bino o6HoeneHo B SePlatform.Security 1.4.9.

> OGHOBMEHbI CKPUHLLOTHI.

B uctopum nsmeHeHuin ncnpaeneH oMb 04HO YKasaHHbI HoMep npeabiayLen pegakumn. Bmecto "Pepnakums 1"
ykasaHo "Pepakuusa 2".

2.0

BaxHo. TekyLuas Bepcus npefgHasHadeHa ans ncnonb3osanus ¢ SePlatform.HMI 2.0.

N3MeHeHUa [OKyMeHTauuu

Pepakuus 1

BHyTpeHHWe n3meHeHusi. CoaepXumoe fOKYMeEHTa He U3MEHUIOCD.

1.2

HoBas BO3MOXHOCTb
Cnnckn NpunoXeHnin 1 NONb3oBaTenen Tenepb MOXHO 3KCNOPTUPOBaThL B dhainbl popMaTtoB * . csv, *.x1sx, *. pdf.

Mpumeyanmne: ceorcTBo lMNyTh A akcnopTa Tabnuy opmbl SecurityConfigurator, pazpabatbiBaBLlueecs ons
peanu3auum 3Ton BO3MOXHOCTH, yaaneHo us uHtepdeiica, Tak kak 6onee HeakTyanbHOo.

NCTOPUA N3MEHEHUN



40 SEPLATFORM.HMI.SECURITYCONFIGURATOR. PYKOBOACTBO NMOJTIb3OBATENA

YnyuweHua

> B okHe npocMoTpa cnvcka NpunoxeHuin nosisunach Tabnuua npeasaputenibHOro NPOCMOoTpPa NMPUIIOXEHMIA.
Tenepb nNpu BbIGOpe NpUNoxXeHUs U3 cnucka B obnactu cnpasa oTob paxaeTcsi MHopmaLMsi 0 MpaBax
MPUIOXEHUS, UX 3HAYEHUSIX U HA3HAYEHWSIX.

> B okHe npocMoTpa cnvcka nonb3oBaTenel Tenepb oTobpaxaercsa 6onbLie MHopmaLum o Nosib30BaTesnsix.
Momumo noruHa 1 oTobpaxaeMoro MeHW B Tabnuue NosiBUNINCL HoMepa TenedoHOB, AONXKHOCTH, POSW U Mp.
Habop cTon6L0B TabnuLbl MOXHO MEHSTb.

MN3MeHeHUa ooKyMeHTauuu

Pepakuusa 1

B pykoBoAcTBe nonb3oBaresns OnMcaHo, Kak 3KCNopTUpoBaTh CNMCKM NpUnoxeHuii (CTp. 13) n nonb3osartenei (CTp.
20) B channbl hopmMaTtos *. csv, *.x1sx, *.pdf.

W3 cnpaBoyHOro pykoBoACTBa yaarneHo yrnoMmuHaHue yctapesLuero cBoicTsa [yt ans akcnopta tabnuu, opMmbl
SecurityConfigurator.

Bo BceM LOKYMEHTE aKTyanunampoBaHbl CKPUHLLOTI.

Pepakuyus 2

WHdopmaLmsa o KoHUrypaumoHHbIX hainnax npunoxeHusa akTyanusmnpoBaHa u nepeHeceHa u3 nogpasaena 1.3.
3anyck npunoxeHust (cTp. 7) -> "HacTporikn Buga npunoxenHmsa” B HOBbIM pa3aen - 1.5. HacTporika npunoxenns B
KOHUrypaLmoHHbIX dhannax (cTp. 25).

1.1

1.1.1

Ynydwerve

B Habope KOMMOHEHTOB, NPefoCTaBNAeMbIX BHELLHUM MoayremM SecurityConfigurator, nossunacb HoBas
3KpaHHas popma - SecurityConfigurator_Tests. Popma npegHa3HavyeHa Ans O3HaKOMSIEHNS C MPUMEpPOM
BCTpanBaHus KoHdurypatopa 6e3onacHocTu B npoekT SePlatform.HMI - 3aeck okHO KoHUrypaTopa oTKpblBaeTcs
MO HaXaTuio Ha KHOMKY HacTpoiika nosnb3oBaTenen.

VcnpaBneHus

> WkoHka npaea PasswordAge (Cpok aeicTBua napons, AHei) B OKHe BbiOOpa npaB oTobpaxanach
HEKOPPEKTHO Npu UCrofb3oBaHun npunoxexusa Ha OC Linux.

> YcTpaHeHa npyynHa, Nno KOTOpol B OKHE PEAAKTMPOBAHUS YYETHbIX 3anMUCcein He CoXpaHsinach
YCTaHOBIEHHasi BPY4HYI0 LUMPKHA CTONGLIOB.

NCTOPUA N3MEHEHUN
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N3meHeHusn AOKYMEeHTauuu

Pepakuyus 2

BHyTpeHHVIe N3MEHEHUA. Co,u,ep>K|/|M0e O0OKYyMeHTa HEe U3BMEHUI10Cb.

Pepakuua 3

B pykoBoacTee nonb3oBartens:
> B pa3gene 1.3. 3anyck npunoxeHus (cTp. 7) onmcaHo Ha3Ha4YeHre HOBOW 3KpaHHOW (hOpMbl pacLLMpeHUs! -
SecurityConfigurator_Tests.
> O6HoeneH pasgen 1.4.7. Nonyyenne adhdekTUBHbIX 3Ha4YeHui npaB (cTp. 21). MNpumep, NpMBeAeHHbIN B
pasgene, onMcaH Kopoye v MpoLLe.

> AKTyanuampoBaHbl CKPUHLLOTI.

NCTOPUA N3MEHEHUN
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