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1. HasHauyeHue u npuHUMN paboTbl

Mogynb SNMP Manager npegHa3HayveH Ana B3aMMOAENCTBUSA C YCTpoUCTBaMu B ceTu no npotokonam SNMPv1,
SNMPv2c 1 SNMPv3. OcHoBHbiMU dhyHKUMAMM Moy s SNMP Manager senstotcs yaaneHHbI MOHUTOPUHT U
KOHTpPOIb OYHKLIMOHNPOBAHNSA CETEBbBIX YCTPOMCTB (KOMMYTAaTOpP, MapLUpyTM3aTop, NpuHTep 1 T.4.). KoHTponb 1
MOHUTOPUHI YCTPOMCTB BbINOSHAETCA nyTeM nepegayun areHtom moayto SNMP Manager pasnuyHbix
XapaKTepucTuK ceTeBoro ycTpoiicTea (Bepcust OC, dpusnyeckuii agpec, |P-agpec, 06bem cBob60oaHOM onepaTBHOM
namMsaTMn T.4).

Mopynb paboTaeT ¢ ycTporcTBaMu, KOTOpble ucnonb3ytoT npotokon TCP/IP. Cxema nepefayn AaHHbIX C O4HUM
CeTeBbIM YCTPONCTBOM MOKa3aHa Ha PUCYHKE HUXE.

Mopynb noanepXxmBaeT 04HOBPEMEHHOE COEAMHEHME C HECKOMbKMMMU areHTaMm Nno HECKOMbKM KaHanam CBSA3W.
OpnuH areHT nony4vaeT AaHHble TONMbKO C OfHOM0 CETEBOr0 YCTPONCTBa. ECrnn cBA3b NoTepsiHa No ogHOMY 13
KaHanoB, BbIMOSTHAETCS NEPEKITIOYEHNE COeauHEHUs Ha paboTatoLme pe3epBHbIe KaHanbl. KaHan, ncnonb3yembli
MOAyNem AN nepenaymn faHHbIX, Ha3biBAeTCs aKTUBHBIM.

Moaynb SNMP Manager BbINOnHAET CrieqyoLee:
> UMKNMYeCcKM OTNPaBASeT areHtam 3anpoch! (CTp. 7);
> nonyyaert trap yBegomneHus (cTp. 9) oT areHToB 06 M3MEHEHWN 3HAa4YEHWI NapaMeTpOB.

Moayne SNMP Manager YcTpoucTeo

AreHT
3anpoc Ha nony4yeHe
AaHHBIX
»
oTBeT nopt 161

trap-yBegomneHue

< nopt 162

3HayeHne 1 Ka4eCTBO CUrHasna, KoTopble NonyyeHsl MoAyneM BO BPeMSA Onpoca areHToB (CTp. 9), cpaBHUBaKOTCA CO
3HayeHneM u kayecTBoM curHana B sigpe SePlatform.Data Server. Ecnu 3HayeHve curHana otnuyaeTcs ot
nocnegHero 3HayeHus B ape, NPOUCXOAUT Nepe3aniucb 3HaYeHui curHana.

1. HABHAYEHWE U MPUHUNIM PABOT b
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@

MNepeaada cobpaHHby
AFHHEIX BALQO

Moayae, NpoE0AALLMA ONpOC

SNMFP Manaser

MpepocTaEAfHWME A3HHBIX MOAyAk no npoTokoaam SMMPyL,
SMMPY2C 1 SMNMPYS

— e

CeTEELIe YCTpOWHCTES

WHuumanusupyoLwme 3HaueHust curHanos, Kotopble obcnyxusatotca mogynem SNMP Manager, Bo Bpems cTapTa
SePlatform.Data Server paBHbl «EMPTY».

McTopust paboTbl Mopy st coxpaHsieTcsl B XypHane paboTtbl Moayns. BeaeHve xypHana pabotbl Mogyns
HacTpaumBaeTcsi B 06LLMX NapaMmeTpax MOAYNS.

1. HABHAYEHWE U MPUHUNIM PABOT b
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2. be3onacHocTb B npotokosie SNMPv3

B SNMPv3 nopnepxvBaetcs mogenb 6e3onacHoctn USM, koTopas ocHOBaHa Ha ay TEHTUUKALLMN UMEHN
nonb3oBatens. Mogenb 6e3onacHocTn USM (User-Based Security Model) ncnonb3yet koHuenumo
aBTopM30BaHHOro cepeepa (Authoritative Engine). Bo Bpems nto60oi nepeaayn coobLieHns ogHa unm e CyLHOCTH
(areHTa), nepegaTyuk UNu NPUEMHUK, paccMaTpuBaloTCcs B KayecTBe aBTopnsoBaHHoro SNMP-cepsepa. Takum
obpasom, nony4atenb 1 OTNpaBUTENb COODLLEHNI ABNAOTCS aBTOPU30BaHHLIMM.

[nsa Kaxaoro CeTeBoro yCTponcTBa naponb npeobpa3yeTcs B HEKOTOPbIN YHUKanbHbI K1to4. 3To obecneyvBaeTt
JononHutenbHyto 6e3onacHocTb. [na ayTeHTudmrkaumm ncnons3yetcsa anroputm MD5 unu anroputm SHA. Ona
LW POBaHUS KITtoHua UCMonb3yeTcs anropnt™m wudgpoBanua AES unu DES.

B SNMPv3 npeaycmoTpeHo Tpu ypoBHA 6€30MacHOCTU:
> NoAuthNoPriv - naponu nepegatoTcs B OTKPbITOM BuAe, KOH(PUAEHLMANbHOCTb AaHHbIX OTCYTCTBYET;
> AuthNoPriv - ayTeHTndukaumsa 6e3 KoHuaeHuManbHOCTY;

> AuthPriv - ayTeHTUdUKauus n wmudpoBaHne, MakCMMarnbHbI YPOBEHb 3aLLMLLLEHHOCTU.

2. BESOIMNMACHOCTb B MPOTOKOJTE SNMPV3
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3. Cnocobbl nony4yeHust faHHbIX OT areHToB

3.1. Onpoc

Y106bI MoAynb nonyyun AaHHble OT areHTa Nno KoMaHae onpoca, H606X0,EI,I/IMO cOo34aTb CUrHanbl NOOAMUCKU HA 3TU
AaHHble B KoHpurypatope SePlatform.Data Server. 3agaHue 3HayeHust «<Poll» ans napameTpa DataReceiveMode
B appece curHana (cTp. 16) aBnseTcs ycnosueM nonyyeHus AaHHbIX Mo curHany. Moaynb oTnpaBnsieT KomaHapl
3anpoca BCeM areHtam, Ha nony4deHne aHHbIX OT KOTOPbIX HACTPOEHbl CUrHarnbl.

Onpoc areHToB BbINOSHAETCA NEPUOANYECKM, NEPVOA, 3aAaETCA B HACTPOKax KoHuUrypauuv areHta (cTp. 11).
Onpoc HeCKONbKKX areHToB BeeTCsl MoAyNeM OfLHOBPEMEHHO. Ecnu B TeueHne 3apaHHOro TaimayTa OT areHTa He
6bIy1 MOMYyYeH OTBET HU MO OLHOMY CUrHany, CoeiUHeHe Mo KaHany CBA3U cYUTaeTcs pa3opBaHHbIM. Moaynb
NbITaeTCA NOAKITHOYUTLCH K ApYroMy KaHany cBasu. CoefMHeHNe C areHTOM CYUTaeTCsi pa3opBaHHbIM, eCin
MoAYyb HE CMOT MOAKITIOUUTLCS K APYrOoMY KaHany cBA3w. [NpuimHa HEBO3MOXHOCTU YCTaHOBEHUSI COEAMHEHNS C
areHToM BbIBOAMTCSA B XypHan paboTbl Mogynsa. CoeguHeHne CUUTaeTCs yCrneLwwHbIM, €CII MOAYb NOMYYun XoTs
6bl OQVH yCNELLHbI OTBET OT areHTa.

3anpoc UrHopupyeTcs areHToM, ecnu ayTeHTudukaLumoHHas nHopmauums (IP-agpec, napons [OCTyna K areHty),
KOTOpas nepefaHa B 3anpoce, HeBepHa.

Mocne paclundpoBKK NakeTa, KOTOpbI OTMNPaB/IEH MOAYEM, areHT reHepupyeT OTBETHOe CoobLLeHME. B oTBeT Ha
KOMaHAy o6LLero onpoca Moaynio NpUXoanT coobLLEHNE, KOTOPOE COAEPXUT 3HaYEHMe 3anpaLlBaemMoro
napamerpa.

[MonyyeHne 3Ha4YeHM 3rIeMEHTOB MaccuBa Tuna Sequence of

Ons pabotel ¢ SNMP tunom Sequence of <type> B mogyne SNMP Manager peanvzoaH chyHKLMoHan Ans pabotbl
C 3NeMeHTaMu MaccmBa.

OID anemeHTa maccusa onpegensietcs no npuHuuny: OID pogutensckui + IHaekc anemeHTa maccuBa. YTtobbl
y3HaTb OID KOHKpeTHOro napameTpa, BOCNONb3yNTECh CneLmanbHoOn yTunuton, Hanpuvep MIB Browser.

PabotaTb CO 3HaYEHMAMMU SNTEMEHTOB MacCKBa MOXHO TONTbKO Yepes onpoc. Ecnv HacTpouTs crnocob nonyyeHns
[aHHbIX Yepes trap yBeLOMITEHNS, TO B Xy pHasie NMpUIIoXeHWiA NMosSiIBUTCS NpeaynpeXaeHne, YTo CUrHanm He MOXeT
nony4aTb YBeOQOMJIEHUS, yCTAaHOBIIEH CNOCO6 MosyYeHns flaHHbIX - TONbKO Yepes onpoc.

Tunbl curHanos, KOTOpbIE Nnony4yarT 3Ha4eHnA 3J1IEMEHTOB MacCuBa, A0JT>KHbI COoBNMaaaTb C TUNMOM MaccuBa
AaHHbIX.

YT00bI NONYYUTL 3HAYEHUSA INEMEHTOB MacCcuBa, CreayeT B cepBUcHOM npunoxenun KoHdurypatop co3patb
CurHan c 5000 CBOMCTBOM, B KOTOPOM yKa3sarb:

> UMSH areHTa;

> OID apgpec poautenbCKoro afieMeHTa MaccuBa;

> cnocob nony4yeHns AaHHbIX - «ToIbKO Yepe3 onpoc»;
>

MHOEKC 3J1eMeHTa Mmaccuea.

3. CMMOCOBbIMONYYEHNA JAHHBIX OT ATEHTOB
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PepakTop agpeca n
SNMP Arent  Aapec Cnocob nonyueHua AaHHsX CocraeHoi Tan MHaekc 3nemMeHTa MaccHBa
SNMP Manager 1 |Arent 1] |.1.3.6.1.21.2.21.23 Tonsko yepes onpoc b * |3 ®
an JoBaEnTs QK | | OTtmena |
NPUMEP

I'Ionyqume 3Ha4YeHW afieMeHTa MaccumBa.

1. B ytunute MIB Browser BbibepuTe 351IEMEHT MacCuBa, 3HAYEHNE KOTOPOro XOTUTE MOMNYYUTb.
Hanpumep, ifDescr.4.

&} iReasoning MIB Browser ) - m} X
OID 3nemenTa Maccuea
File Edit Operations Tools Bookmarks Help
Address: |172.16.145.73 ~ Advanced... QD .1.3.6.1.2.1.2.2.1.2.4 ~ | Operations: | Walk B . Go
SNMP MIBs Result Table
2-M18i1—::rg‘dod.\nternet - Name/OID Value Type IP:Port Q
&[] mgmt .1.3.6.1.2.1.2.2.1.2.36 'WAN Miniport (Network Monitor)-Kaspersky L...|OctetString |172.16.145.... | A
=-[ | mb-2 .1,3.6.1,2,1.25.3.2.1.3.46 WAN Minipart (Network Monitor)-Kaspersky L...|OctetString 172, 15.145....
- ] system .1.3.6.1.2.1.2.2.1,2.37 'WAN Minipart (Network Monitor)-Npcap Pack... (OctetString 172, 15.145....
H interfaces .1.3.6.1.2.1.25.3.2.1.3.47 WAN Miniport (Network Monitor)-Npcap Pack... [OctetString [172.15.145.... D
‘ iAumber .1.3.6.1.2.1.2.2.1.2.38 AN Miniport (Network Monitor)-QoS Packet... |OctetString |172.16.145....
E E ifTable .1.3.6.1.2.1.25.3.2.1.3.48 AN Miniport (Network Monitor)-QoS Packet... |[OctetString |172.16.145.... })
= HEntry .1.3.6.1.2.1.25.3.2.1.3.45 WAN Minipart (Network Monitor)-WFP Native... (OctetString 172, 16.145.... ——
% fIndex .1,3.6.1,2.1.2.2.1.2.35 WAN Minipart (Network Monitor)-WFP Native... |OctetString |172,16,145.... ﬁ
‘ .1.3.6.1.2.1.2.2,1.2.5 \WAN Miniport (PPPCE) OctetString [172.16.145....
‘ ifType . 'WAN Minipart (PPPOE) OctetString {172, 16.145.... -4
. ity o1, WAN Miniport (PFTP) OctetString E
. ifspeed .1.3.6.1.2.1.25.3.2.1.3. 14 WAN Miniport (PFTF) OctetString |172.16.145....
ifPhysAddress -1.3.6.1.2.1.2.2.1.2.6 'WAN Miniport (SSTF) OctetString |172.16.145....
iFAdminStatus .1.3.6.1.2.1.25.3.2.1.3.16 [WWAN Miniport (SSTF) OctetString |172.16.145....
foperStatus [ L N2.1.25.4.2.1.2.4136 WUDFHost.exe OctetString [172.16.145....
e PoanTenbckiti B1.25.4.2.1.2.7868 WUDFHost.exe OctetString |172.16.145....
ro— oy #  OID anemenTa .1.25.6.3.1.2,135 WinAppDeploy OctetString |172.15.145....
1361212212 1.2,1,25,6,3,1,2,196 IWinRT Intelisense Desktop - Other Languages |OctetString 172,16, 145....
MIB RFC1213MIB .1.3.6.1.2.1.25.6.3.1.2.199 WinRT Intelisense Desktop - en-us OctetString [172.16.145....
Syntax DISPLAYSTRING (SIZE (0..255)) .1,3.6.1,2,1.25.6,3.1.2.127 'WinRT Intelisense [oT - Other Languages OctetString |172.16.145....
Access read-only .1.3.6.1.2.1.25.6.3.1.2. 142 WInRT Intellisense IoT - en-us OctetString |172.16.145....
wv| |.1.3.6.1.2.1.25.6.3.1.2. 148 WnRT Intelisense Mobile - en-us OctetString [172.16.145.... | v

I current
| .iz0.0rg.dod.internet.mgmt. mib-2.interfaces.ifTable.ifEntry.ifDescr.4

2. B cepByricHOM npunoxeHun KoHdurypaTop cosaaiite curHasn ¢ 5000 CBOWCTBOM U YKaXUTe B HEM
3Ha4eHuWs1, NoKa3aHHbIE Ha pUCYHKe Hxe. YTobbl 3anucaTb B CMrHan 3Ha4yeHue ajfileMeHTa Maccuea, B
5000 CBOMCTBe curHana ykasbiBaetcsa OID poauTenbCKoro afieMeHTa U KOHKPETHbIN MHAEKC 3NTIEMEHTA
maccuBa. Tak kak B SePlatform.Data Server HymepaLuums UHOEKCOB BEAETCS C «@», TO AN B3ATUA
MHOEKCa «4» CriefyeT yKasaTb UHAEKC «3».

Pepaktop agpeca n
SNMP Arent  Aapec Cnocot nonyYeHnA AaHHbIX CocraeHoii TUn WMHaekc anemenTa Maccvea
SNMP Manager 1 |Arent 1] .1.3.6.1.2.1.2.21.2 Toneko uepes onpac - - [3 ®
qn NobaswTs | oK | | CrrmeHa |

3. Tenepb B Nnto6om OPC DA KnneHTe MoXeTe NPpoCMOTPETb 3Ha4YeHUe [aHHOro 3fieMeHTa Maccuea.

OPC Knnent @uneTp

52 |eoeeooeeooes)
E- Q SePlatform. OPCDAServer Wna yzna SHa4eHne Ka4ectso Bpema usmeHeHnA
i [ Service _ﬂ...bE}--E OPCGroup
=3 snmpyz Lennt neee®’ =) Snmpy2.123 WAN Miniport (PPTP)}  (192) good 21.06.2022 16:07:48.595
a 123 T

Ecnu anemeHT c yKa3aHHbIM MHAEKCOM He HaaeH, TO 3HayeHns He OyayT nonyyeHbl 1 Ka4ecTBO
curHana 6yaet paBHoO «64» (uncertain).

3. CMNOCOBbIMONYYEHNA OAHHBLIX OT AFEHTOB
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3.2. JloByLUKHU

Mogynb SNMP Manager moxeT nonyyatb faHHbIE OT BCEX CETEBbLIX YCTPOWCTB, KOTOPbIE HACTPOEHbI Ha OTNPaBKY
trap yBegomMrneHuin 06 M3MeHeHUM 3Ha4eHWi NapaMmeTpoB YCTPonCTBa. Trap yBEAOMIIEHWS OTMNPaBATCA areHToM
nocne BO3HUKHOBEHWSA Kakoro-nmbo cobbiTA 1 He TpebyroT OTBETHOrO COOBLLLEHMS OT MoAyNA.

[ns nonyyeHns trap yBegoMIIeHuii oT areHTa Heo6XoAMMO HAaCTPOUTL CUrHasbl MOANMUCKK (CTp. 16) Ha 3TK AaHHbIE B
KoHdpurypaTtope SePlatform.Data Server. 3apaHue 3HayeHns «Trap» Ansa napameTpa DataReceiveMode B agpece
curHana (cTp. 16) ABnAeTcA HEO6XOAUMBIM YCIOBUEM MOSTYYEHWA AaHHbIX MO CUTHanYy.

Monyne SNMP Manager npocnyLunBaeTt Bce NopThbl, KOTOPble YKa3aHbl B KOHUry paLum (MopT Ans yBEAOMIEHNIA)
N OXMAAET BXOASLLMUX YBEAOMITEHUI OT areHToB. AreHTbl OTNpaBnsatoT trap yBefomneHus B cetb. Mogyns SNMP
Manager «noBuUT» AaHHble yBELOMITIEHNS HA ONPEAEneHHbIX NMopTax.

Bxopsluee yBegomMneHne UrHopnpyeTcsa Mogynem, ecnu:
> yBegomneHue He coaepxut napbl OID - 3HaveHue;
> naporb B yBEAOMJIEHWUN HE COBMaAaeT C NaporieM U3 KOoHpMrypawmm areHTa;
> EnginelD B yBegomneHun He coBnagaeT ¢ EnginelD 13 koHdurypawumm areHTa;
>  1MA Nonb30BaTerns B yBEAOMIIEHNM HE COBMAfaeT C MMEHEM Monb30BaTens U3 KOHUrypaw M areHTa;

> YPOBEHb 6e30MacHOCTU 1 TUN ayTeHTI/I(bI/IKaLl,I/IM B yBeOMJ1EHN HE CcOoBNaagaeT C ypoBHEM 6e30nacHoCTM 1
TUMNOM ayTeHTVICbVIKaU,VIVI n3 KOHCbVIpraLI,VIVI areHTa;

> |P-agpec B yBeqoMIieHuM He COBMaaaeT Hu ¢ oaHUM U3 |P-agpecoB areHToB B KOHUry paLuu.

Mocne pacwundposky naketa gna kaxagon napbl OID - 3HaveHne u3 trap yBegomeHus HaxoanTca
cootBeTcTBYytowmii curHan B SePlatform.Data Server (no napameTpy Address B agpece curHana SNMP). 3HauyeHne
napameTpa 3anucbiBaetca B sapo SePlatform.Data Server.

Nosywikn ona ysegomneHni tuna OctetString

[nsa paboTbl C cETEBLIMUW YCTPONCTBAMMU, KOTOPbIE OTMNPaBMAOT B CETb trap yBeaoMeHust 06 U3MEHEHUN 3Ha4YeHUI
napameTpoB Tuna OctetString, cylecTByeT BO3MOXHOCTb «/10BUTb» Takue yBeAOMSIEHNA U 3an1CbiBaTb
nony4YeHHble 3Ha4eHUs BCeX NapaMmeTpoB OAHOro yCTPOWCTBA B OAMH CUrHar.

MexaHuam nonyyenus trap ysegomneruin Trna OctetString aHanornyeH nonyyeHuto trap ysegomneHuin (ctp. 9) Bcex
Apyrux Tunos. EAVHCTBEHHbIM OTnMunem B hopMynupoBke agpeca curHana (cTp. 16) nognuckm asnsaetcs
HeobXoAMMOCTb YKa3aTb 3HayeHue «Any» Ans napameTtpa Address. [1na napameTtpa DataReceiveMode crnenyet
yKazaTb 3Ha4yeHue «Trap».

Mo KaXxaomy ceTeBoMy yCTpOI7ICTBy BC€e NoJ1y4YeHHble 3Ha4YeHna napamMmeTpoB TUna Octetstr‘ing 3anncbiBarOTCA B
curHan Tvna string. MNocne kaxporo HoBOro trap yBegomMneHua B curHasn 3anucbiBaeTca HOBOE 3Ha4YeHue.

3. CMMOCOBbIMONYYEHNA JAHHBIX OT ATEHTOB
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4. HacTtpoinka moayns

YT106b1 O6aBUTL MOAY b B COCTaB KOHUrypaLmm cepBepa, BOCMONb3YyNTECb CEPBUCHBIM MPUNOXEHNEM
KoHdurypatop.

Konuyectso ak3emnnspos moayns SNMP Manager, ogHoBpeMeHHO hyHKLMOHUPYIOLLMX B COCTaBe
SePlatform.Data Server, orpaHnyeHo annapaTHbIMU pecypcamMmmn KoMMbloTepa.

[pfasneHwne MooynAa

Hrn Ormcanue ~

FIMS Client KorMMyHAK BLIMOHHBIA MoOyNe OnA ofMeHa OaHHBMI No npoTokony FIMNS

SMMP Manager KOMMYHMK SLMOHHEIA MOOYNE ONA ONpoca areHTos No npoTokony SHMP
QOPC UA Mooyne nopnepxkn OPC LA W

O6wwme napametpbl moayna SNMP Manager cosnagatoT ¢ 06LMMIM NapaMmeTpamm BCEX Moaynei
SePlatform.Data Server.
CurHanm Man.:,.'nu CTETHCTHKE I'IapaM&prl ¥3na KOHEDMI'H.'IELMH MOOYNA
Eﬁ Mo mynun : JE‘L | __"I
e § SNMP Manager 1

3 OPC DA Server

: Mma mogyna SNMFP Manager 1
-E8 OPC UA MasHTWbMkaTop Mogyna SNMP Manager 1
M TMBHOCTE Oa
YpoBeHE TRACCHMPOEKMW B XYPHAN NMpUNoXEeHNA WHeopMamoHHe coobuenmna
Bec xypHan paboTel Mmogyna Na
Fazmep xypHana paboTel moayna, MEB 10
KonwyecTeo QONONHWTENEHER *ypHanos patoTe | 1

4. HACTPOVIKA MOLY A
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5. HacTtpo#ka cnucka areHToB

B koHurypauum mogynen, B y3ne SNMP Manager, COOEpPXUTCS CNWCOK areHTOB, KOTOPbIX OMpaLlnBaeT 1 OT
KOTOpbIX NONy4aeT yBeAOMIEeHWs AaHHbI Moy b. [1na BCex areHToB CyLLEeCTBYOT 06LLMe HaCTPOVKKM onpoca 1
OTMPaBKW yBELOMJIIEHNN.

B HaCTpOVIKaX y35na CNnMcoK areHToB MOXHO D,OGaBVITb AnAa noaknyvYeHna unn yganutb CyLecTByoune ceTeBble
yCTpOI?ICTBa AnAa KOHTponA.

YT106bI HACTPOUTL CMINCKW areHToB:
1. B npunoxenun KoHcpurypatop Ha Bknagke Mogynu Bol6epute SNMP Manager N.
2. Bbibepute y3en CNUCOK areHToB.

Curnaner . Moaymt  Cramcmaxa

-85 Momymm
Efj.? SHMP Manager 1

EB e § Criacok areHToE

B3 OPC DA Server

w3 OPC UA

3. Ha Bknagke MapameTpbl y3na KoHPUrypauuu moayns Bbi30BUTE OKHO CIMCOK areHTOoB.

MapameTpel y3na KOHEWHYPELMKM MOIYNA |

=41
4 1. OcHoBHE

< Crvcok arenTos... > L]

5. HACTPOWKA CMNCKA ATEHTOB
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4. B okHe CNMCOK areHToB [100aBbTe HY>XHOE KOJTU4eCTBO areHToB.

CnWcok areHToB *
CnWcok areHTos: Arent 1 properties:
O I

w 1. OcHosHe
IP apgpec 127.0.01
0ID gna TecToBoro sanpoca
AreHT BrknoueH Na
Bepcua SMMP SNMPy2c
MirA areHTa Arent 1
MHTEpEAN 3anpoca OaHHED, CEKYHL 1
MHTEpBAN 0TKNMKE Ha 3anpoc, MOEK. 500
Mapone anA onpoca public
MNapone AnA yBeaomMneHMi public
MopT anA onpoca 161
MopT AnA yeeaoMNEHMA 162
TaiiMayT NoTepK CBASM N0 KaHaNy, CeKyHL 3
TalMayT NoTepK COEAMHEHWMA, CEKYHL 9

»  lNapameTp GesonacHocta (SHNMP v3)

»  lNapamerpw onpoca (SNMP v3)

Ja R —— Y S— »  MNapametpm yeegomneqdna (SNMP v3)

Omvena

5. HACTPOWKA CMNCKA ATEHTOB
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5. Ina kaxpgoro areHta YKaxute obs3aTenbHble napamMmeTpbl:

MapameTp OnucaHune

IP appec IP-appec nnbo nMsa KoMnbloTepa areHTa. AreHT MOXET Nofy4YaTb AaHHbIE MO HECKONbKUM
KaHanam. [1na atoro B none IP agpec HYyXHO Nepeuncnutb Bce cylecTsytowme IP-agpeca
ycTponcTBa. ALpeca cnefyeT yKasbiBaTb Yepes 3anATyto, TOYKY C 3anaTon unv npoben

MopT ansa UDP noprt ansa coeguHennsa ¢ mogynem SNMP Manager. o ymonyaHuio ncnons3yercs

onpoca nopT «161»

Mopt Aana MopT anga otnpasku areHTom trap ysegomnenuin mopynio SNMP Manager. 1o ymonyanuio

yBeAOMIEHUA | WCMONb3YeTcs NopT «162»

Naponb ans Maponb ons Aoctyna K areHTy. 3Ha4yeHre No YMOSYaHuio «public»

onpoca

Naponb ans Maponb, BKNYaeMblil areHTOM B MakeT trap yBefoMIeHns

yBeAoMIeHUA

Mma areHTa Nmsa ceTeBoro ycTporcTBa, yHMKanbHO B npegenax cnucka. cnonb3yerca gns
KOH(MryprpoBaH1st CUrHasoB, a Takxe oTobpaxeHusi B cnucke areHToB moaynsa SNMP
Manager v B AepeBe 06EKTOB Npy NPOCMOTPE CTAaTUCTUYECKUX AaHHbIX

WHTepBan lMeproanyYHOCTL OTNPaBKKU 3aNpoCOB areHTy

3anpoca

AaHHbIX

ceKyHA

WUHTepBan Bpems oxuaaHua oTBeTa Ha OTrnpaBfieHHbIN 3anpoc. B criyyae oTcyTCTBUSA OTBETA

OTK/IMKA Ha onpegensaeTca NnoTeps CoeAuHEHNs, HAUMHAEeTCs OTCYET TaumayTa noTepy CoeguHeHNs

3anpoc, Mcek

TalimayT B cnyyae oTCyTCTBUSA AaHHbIX, NPU NPEBbILLEHUN 3TOrO BPEMEHM, COeIMHEHNE MO KaHany
notepu CBSI3M CUMTAETCA pa3opBaHHbIM

coeayHeHus,

ceKyHA

TaiimayT Mpw NpeBbILIEHUM 3TOrO BPEMEHU, ECIIN CBA3b C areHTOM Mo HOBOMY KaHarny He 6bina
noTepu CBA3M YCTaHOBEHa, COeQUHEHME CUMTAETCA Pa30PBaHHbIM, B XYy pHar NpUITOXeHUI BbIBOQUTCS
no Kaany, COOTBETCTBYIOLLIeee CoobLLeHne, MOPTUTCHA KayeCTBO CUrHanoB

CeKyHa

Bepcua SNMP

Bepcua npotokona SNMP. Bo3aMoxHble 3HaueHns: «SNMPv1», «SNMPv2c» , «SNMPv3»

AreHT MopxntoyeHne k areHTy npu ctapte moayna SNMP Manager. Mpy 3HaueHum «fla» pabota ¢
BKJIO4eH MOZYJIEM OCYLLECTBASAETCA.

0ID anA OID, koTopbIf 6yAeT MCnonb3oBaTbCA MOAYIIEM A9 NPOBEPKMW HaNW4Msa CBS3U C areHTOM.
TecToBOro MycToe 3HayeHune napameTpa cootBeTcTBYET OID, paBHOMY «@.0».

3anpoca

5. HACTPOWKA CMNCKA ATEHTOB
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Cuvrtanet Momymv  Cramicmiaka

-5 Moaymm
=% SNMP Manager 1
i 2% Cnucok areqTos

------ £ OPC DA Server

w-E3 OPC UA
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MapameTpel y3Na KOHPUrypaLwan Mogyna

127.0.0.1
IMopT anA onpoca 161
MopT anA yeeaomMneHw 162
Maponk anA onpoca public
MNapone AnA yeenomMneHMiA public
Mg aredTa Arent 1
MHTepBan sanpoca DaHHbD, CEKYH.L 1
WMHTepBan oTKNMKaE Ha 3anpoc, MCEK., 500
TakrMayT NoTEpH COSAMHEHWA, CEKYHA 9
TalimayT noTepw CEA3M MO KaHany, CeKkyH, 3
Bepcia SNMP SNMPwy2c
AreHT BRHYEH Na
OID gns TecToBOro Zanpoca

[ns HacTporikn SNMPV3 npeaHa3sHaveHbl cnefyoLwme rpynmbl napaMmeTpoB:

MapameTp

OnucaHue

NapameTpbl 6e3onacHocTu (SNMP v3)

YpoBeHb 6e30nacHOCTH

Y poBHeHb 6e3onacHocTv SNMP v3:

> «NoAuthNoPriv» - naponu nepefatoTca B OTKPbITOM BUAE,
KOH(pMAEHLNANbHOCTb AaHHbIX OTCYTCTBYET;

> «AuthNoPriv» - ayTeHTUdMKaLus 6e3 KOHPUAEHUNANBHOCTY,

> «AuthPriv» - ayTeHTUMKaLusa n LWndpoBaHe, MakCuManbHbIn
YPOBEHb 3aLUULLLEHHOCTH

Tun ayTeHTUdMKALUM

[onxeH coBnagaTb ¢ HaCTpoKamu yCTpoUCTBa

Tun umdpposaHua

[onxeH coBnagatb C HaCTpoKamu yCTPOMUCTBA

NMapameTpbl onpoca (SNMP v3) (0ONXHbI COBNagaTh C HACTPONKaMM yCTPOUCTBA)

WmAa nonb3oBaTena

CoOBOKYMNHOCTb MEHU N NAEHTUGUKATOPa YCTPONCTBA, C KOTOPOro
OTNPaBMSHTCS 3anpochl

Knw4 ayTeHTUdpuKaumm

Kntoy ayTeHTI/ICbI/IKaLI,I/IVI nonb3oBarena AanAa onpoca. [OnvHa Kntoya gonxHa
ObITb HE MeHee 8-M1 CUMBOSOB

Kniow wudpoBaHus

Kntou wundppoBanusa nonb3osaTtens ona onpoca. [OnvHa Kn4a fonxHa ObiTb
He MmeHee 8-MU1 CMMBOJIOB

NapameTpbl yBegomienuss (SNMP v3) (OONXHbl COBMagaTh C HACTPOMKaMu yCTPONCTBA)

UpeHTupukaTop npunoxenus @ [punoxeHue, KOTOpoe NocbinaeT trap

(Engineld)

Wma nonb3oBatensa

CoOBOKYMNHOCTb UMEHU N nAeHTUUKaTopa yCTPONCTBA, C KOTOPOro
oTnpaBndaoTcA trap

5. HACTPOWKA CMNCKA ATEHTOB
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MapameTp

OnucaHue

Kny ayTeHTupMKauum

Kntou ayTeHTU(MKaL M nonb3oBaTtens Ana ysegoMmnenus. JnvHa knova

[OIMXHa b6bITb HE MeHee 8-MU CUMBOIOB

Kniod wndposaHua

Kntou wugpoBaHusa nonb3oBartens Ansa ysegomeHma. JnvHa Knoya JonxHa

ObITb HE MeHee 8-M1 CUMBOJOB

@ MPUMEYAHWE

Kntoum ayTeHTUmKauum 1 Kno4m WindpoBaHusi XpaHATCA B dhanne KoHdurypauum B 3alundpoBaHHOM

BUAE.

CwrHanet  Mogymt  Cramicika

[MNapameTpe! ¥3na KoHPHrypawm Mogyna

El--h' Moy
=% SNMP Manager 1
: Elh Crvcok areHos
.55 OPC DA Server
Fa oPCcua

=

E

YpoeeHe Be30nacHoCTH

TN ayTEHTADMK AL

Twun WWbpoBaHKA

Mrma nonezosaTena

Kntou ay TeH TMgMKaLIAN

Knioy wiubposaHua

MpeHmimukaTop npunoxenuA (Engineld)

12345

Mrma nonezosaTena

test

Kniou ay TeH THDMKELIM

Knioy wiubposaHua

6. MepezanycTute cnyx6by SePlatform.Server.

5. HACTPOWKA CMNCKA ATEHTOB
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6. HacTtpoika curHanos

YT06b1 HacTpouTb curHanbl mogyna SNMP Manager, ncnonb3yiite cepBucHoe npunoxenve KoHdurypatop.

Ons pabotel mogyna SNMP Manager curHan fonxeH uMeTb criefytoLme CBOACTBa:
> 1 (CDT) - KQHOHNYECKUIA TUM AaHHbIX;
> 5000 (Address) -appec curHana (cTp. 16).

[nsa nepecyeta hU3NYECKUX 3HAYEHUI B MHXEHEPHBIE (M HA0OOPOT) cneapyert Ao6aBuUTL CUrHany CBOWCTBa
nepecyeta c Homepamm ot 5100 10 5108.

NMpeobpazoBaHue TUNOB AaHHbIX

Mpeo6pasoBaHue cTaHAAPTHBIX TUMOB AaHHbIX NpoTokonia SNMP B Tunbl AaHHbIX curHanoB SePlatform.Data
Server nponsBoAUTCS CornacHo Tabnuue Huxe.

Tun gaHHbIX OnucaHue Twun paHHbIX B SePlatform.Data
SNMP Server
TimeTicks (0x43) | 32-6uTHOE 6e33HaKOBOE Lienoe uint4
Counter (0x41) 32-6uTHoe 6e33HaKoBOe Lienoe uint4
Counter64 64-6vTHoEe 6e33HaKoBOE Lienoe uint8
Counter32 32-6uTHOe be33HaKoBOe Lienoe uint4
Gauge (0x42) 32-6uTHoe 6e33HaKOBOE Lienoe uint4
OctetString MaccuB 6anT, paccmatpuBaemMbiii kak ANSI string
CTpoKa
Integer 32-6UTHOE Lienoe co 3HaKoM int4

IpAddress CTpOKa CUMBOSIOB string

YUTtobbl KOppekTHO Npeobpa3oBaTb faHHble IP-agpec (Tun IpAddress) n dousunueckun agpec (tun OctetString),
1Cronb3ynTe [OMOMHUTENbHLIN NapameTp ComposedType B CTPOKe afpeca curHana (ctp. 16). dusunyeckuin agpec
npeobpasyeTcs B YACN0 16-puYHON CUCTEMbI CHUCTTEHMS.

Appec curHana

CBoiicTBO 5000 (Address) - agpec curHana. CBOMCTBO CO34aeTCs Mofib30BaTENEM.

CTtpykTypa hopmata agpeca mopynss SNMP Manager gnsa curHanoB npefcTaBneHa B Tabnuue HUXe.

MapameTp 3HayeHune
ModuleId N peHtucbmkatop mogyns (ctp. 10)
Protocol SNMP

6. HACTPOWVIKA CUTHANOB
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MapameTp 3HauyeHne
Agent Nwms arenta (cTp. 11). 3HaYeHve napameTpa perucTpoHesasncrmMoe
Address > OID napameTtpa, 3Ha4yeHne KOToOporo 3an1cbiBaeTcs B curHan. OID napameTtpos

OnpaLLVBaeMoro yCTpoMCTBa COAEPXUTCA B JOKYMEHTALLUM Ha YCTPOMCTBO. NMonyyeHne
3Ha4veHust OID KOHKpETHOro NapameTpa BO3MOXHO C MOMOLLbIO CreUManbHbIX yTUNUT
(MIB Browsers);

> 3HauyeHue «Any» - yKa3blBaeTCH NP1 HEO6X0AUMOCTM NOMyYaTh TONbKO 3HaYEHNS
Tuna OctetString.

ComposedType CopepxaHve napameTpa, 3Ha4eHne KOTOporo 3anucbiBaeTcsi B curHan. MNapameTp
ncnonb3yeTca A1 KOPPEKTHOro 0TOBpaxkeHust 3Ha4YeHWs1 curHana npu nonyyexum: IP-agpeca
ycTponcTtea; MAC agpeca yctponcTBa. [1puHuMaeT 3HaveHus:

> «IpAddress» - IP-agpec;
> «PhysAddress» - ®uU3nyeckunin agpec;
> «DateAndTime» - [laTa n Bpems.

DataReceiveMode | Cnocob nony4yeHna AaHHbIX OT areHTa. I'IapameTp NPUHUMaET 3Ha4YEeHUA:
> «Poll» - 3anNnCb 3Ha4YEHNs1 B CUrHasn NpoM3BOgMTCA TONMbKO Yepes ornpoc;
> «Trap» - 3an1Cb 3Ha4YeHNs B CUrHan Npou3BOAMTCA TOSTbKO Yepes trap yBeOOMI1EHUA;

> «PollAndTrap» - 3an1Cb 3Ha4YEHNS B CUrHan NPoOU3BOAUTCA Yepes onpoc 1 trap
yBeOOMIIeHNS (3HaYeHNEe NO YMOSYaHNIo).

Ecnn agpec curHana coctaBJieH HEKOPPEKTHO, B XypHare ﬂpMJ'IO)KEHI/II?I BbiBE€OETCA COOTBETCTBYHOLLEE coobuieHue.

MPUMEP
I'Ionyqume HanmMmeHoBaHuA onpaillinsaemMoro yCTpOVICTBa. Tun curHana string.

{ModuleId=(SNMP Manager) Protocol=(SNMP) Agent=(1) Address=(1.3.6.1.2.1.1.5.0)
DataReceiveMode=(Poll)}

Monyu4eHne ranyeckoro agpeca onpaliMBaeMoro ycTpoitcTea. Tun curHana string.

{ModuleId=(SNMP Manager) Protocol=(SNMP) Agent=(1) Address=(1.3.6.1.2.1.2.2.1.6.8)
ComposedType=(PhysAddress) DataReceiveMode=(PollAndTrap)}

KauyecTBO curHanos

KauecTBa curHanos, KOTopble BbICTaBSIEHbl KOMMYHUKaLMOHHEIM Mogynem SNMP Manager, npvBeaeHsbl B
Tabnuue Huxe.

Yucnosoe NUpeHTndpukaTop Pacwmndposka
3HayeHune KayecTBa
KayecTBa
«@» BAD HecooTBeTcTBUe TUNoB SNMP curHana u curHana SePlatform.Data
Server

6. HACTPOWVIKA CUTHANOB
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Yucnosoe NpeHtndpukaTop Pacwmndposka
3HayeHue KayecTBa
KayecTBa
«4» CONFIG_ CUrHan HemnpaBubHO CKOHUIy ppoBaH
ERROR
«8» NOT CUrHan npuHST Ha 06CnyXnBaHMe, HO YCTPOMCTBO €elLLle He

CONNECTED  wHuuuanuaupoBaHo (OTCyTCTBYET CBSA3b C areHTOM)

«28» OUT_OF_ MopyIb He 3anyLueH

SERVICE
«64» UNCERTAIN  cBA3b ycTaHOBMEHa, HO 3HAaYEHUs eLLe He MpULLK
«192» GOOD 3Ha4YeHune curHana 4oCcToBepHO

6. HACTPOWVIKA CUTHANOB
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7. OlnarHoctuka paboTbl

CnyxebHble curHansl

Moayne SNMP Manager amHaMmuniecku co3naét criy>xebHble CUrHasibl KOHTPOMS COCTOSIHUSA KaHanoB CBS3K, a
Takxe cTaHpapTHble ana moaynen SePlatform.Data Server cnyxe6Hble curHanbl KOHTPONSA U ynpaBneHus
OCHOBHbIMW NapaMmeTpamMu MogyNs.

[MonHbIN TEer curHanos KOHTPOJ1A COCTOAHUA KaHalmoB CBA3UN UMEET BUA.:

Service.Modules.<Wmsa mopyna>.Agents.<WUma areHTa>.Channels.Channel N.<Wmsa curHana>

4 |7 Service
I [ Config
LA
4 | Modules
4 |75y SNMP Manager 1

4 Agents N

4 |7 Arent 1

4 | Channels
4 |7 Channel 1
i Active
) Available
\_ 5 lpAddress J
[ i) Active

[ €8 FramelogEnable
I 1) systemlogTracelevel

9 1d

CurHan Tvn OnucaHue curHana

«Active» Bool [Mpu3HaK aKTMBHOCTM KaHana:
> «True» - N0 KaHany Beg&étca 06MeH [aHHbIMU C areHToM;
> «False» - 0OGMeH AaHHbIMU MO KaHasny He BeETcs.

Ecnu pna obmMeHa JaHHbIMU C areHTOM MCHof b3yeTCA HECKOJIbKO KaHalroB CBA3MU,
TO aKTUBHbIM €4NHOBPEMEHHO MOXET ObITb TONbKO OAVH U3 KaHanoB.

«Available» Bool Mpu3HaK OCTYNHOCTU KaHana:
> «True» - areHT OTBEYaeT Ha TECTOBbIE 3anpocbl NMPOBEPKW HANNUMs CBA3MY;

> «False» - areHT He OTBEYaeT Ha TECTOBbIE 3anpochbl MPOBEPKU Hann4ns
CBA3N.

«IpAddress» String | IP agpec kaHana

MonHbin TEr CTaHAAapPTHbIX CJ'Iy)Ke6HbIX CUrHanoB NMeeT BUA.:

7. ANATHOCTUKA PABOTbI
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Service.Modules.<Wma mopgyna>.<UmAa curHana>

4 |7 Service
I [ Config
i
4 | % Modules
4 | SNMP Manager 1
[ d Agents
[

iy Active
I %) FramelogEnable
[ ‘m' SysternLogTracelevel

9 Id

CurHan Tun OnucaHue curHana

«Active» Bool | AKTMBHOCTb MOAYNS:
> «True» - 3anyLeH;
> «False» - OCTaQHOBJSIEH.

Co0oTBEeTCTBYET 3HAYEHWIO NapaMmeTpa AKTUBHOCTL. Y MPaBsieTCsl CNyXe6HbIM
curHanom «Active.Set» (ctp. 10)

«FrameLogEnable» Bool | BepneHue xypHana pabotbl:
> «True» - BEOETCS;
> «False» - He BeO&Tcs.

CooTBeTCTBYET 3HaUeHW0 NapameTpa Bectu xypHan paboTbl Moayns.
Ynpaensercs cnyxebHbIM curHanom «FrameLogEnable.Set» (cTp. 10)

« Uint4 = YpoBeHb fieTanmaauum XypHana paboTbl:

SystemLogTraceLevel > «1» - [pegynpexaeHus n aBapuitHbie CoobLLLEHNS;

»
>  «2» - lHdopMaLMOHHbIE COOD LLEHMS;

> «3»-0TnagoyHble CoobLLEHNS.

CooTBeTCTBYET 3HAYEHUIO NapameTpa Y poBeHb TPACCUPOBKY B XYpHan
npunoxenun (cTp. 10). YnpaenseTcs cnyXebHbIM CUrHanom
«SystemLogTraceLevel.Set»

«Id» String = MipeHtndomkatop moayns (ctp. 10) B koHdurypauum SePlatform.Data Server

CraTuctuyeckue gaHHble Moayns

Moppo6Hyto nHdopmaumio o pabote mogynsa SNMP Manager MoxHo npocMoTpeTb Ha 3aknaake CTaTucTuka
cepsucHoro npunoxerus KoHdurypatop, nmbo ¢ NoMoLLbH0 CepBUCHOTO npuroxennst CTaTncTuka.

YT100bI NPOCMOTPETL NAapPaMeTPbl CTaTUCTUMKM Moayna, noakntounTteck k SePlatform.Data Server v Bbibepute B
nepese 06bekToB Moaynb SNMP Manager N.

7. ANATHOCTUKA PABOTbI
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Mogynn | Cramicnixa MNapameTpe
- Cramcvka Wran 3HaveHne
__j Depeso curHancs Oume napameTpo:
I Momynm WaeHdmkaTop Mogyna SMMP Manager 1
- OPC DA Server Wra Mogyna SMMP Manager 1
R} SNMP Manager 1 WenonHRemMemR dain SNMPManager_Module.dll
[ OPC UA Bepcua
- Knvensi AkTHEHOCTE True

Becma wypHan pafioTs!

YpoBeHe QeTaMMZELM XypHaNE paboTel
[MpeneneHeEIR pasMep Nora Kaapoe
Bpemna ctapTa

MueHzna

Mpuém yeenomMneHit

Mcnonesyemele NopTe!

False

WMHtopraLwmoHHele coobiueHna
10

27.07.2023 10:52:31

Oa

O6uwas cTatucTudeckas uHdopMmaLumua Moays NpeacTasneHa B rpynne Obuye napameTpbl.

CTrartuctmyeckas nHgopmaums Mogynsa o KonnyecTee NpocnyLUBaeMblX NOPTOB NpeAcTasneHa B rpynne Mpuém
yBeJOMJIEHUIA.

MapameTp OnucaHue

Ucnonb3yembie nopTbl  KonmuecTBO NOPTOB, KOTOPbIE NPOCIYLLMBAET MOAY b, OS5 NONyYeHus trap
yBeAOMITeHNA

CraTtuctmyeckue faHHble areHToB

Moapo6Hyto nHpopmaLmio o pabote areHta mogynsa SNMP Manager MoxHo npocMoTpeTb Ha 3aknagke
CTaTUCTUKa CepBUCHOTrO Npunoxenns KoHpurypaTtop, nubo ¢ nomoLubto nporpammel CTaTcTuka.

YT1o6bl NPOCMOTPETL NAapaMeTPbl CTAaTUCTUKM areHTa, nogkniounteck kK SePlatform.Data Server v BbiGepute B
nepeBe 06bekToB areHta moayns SNMP Manager N.

Curnans | Mogyna | CTameTiea

MNapameTpel

= Crammcmika

o[ Hepeso curnanos
: I Mogyrm
© @3 OPC DA Server
E|_; SHNMP Manager 1
g
.23 OPC UA
- KnneHTs!

Mma

OcHoBHLE NApameTpe
Appec

MopT gna onpoca

MopT anA yeegomMneHmi
AreHT BRMOYEH

WMHTepean onpoca
CocTosHwe onpoca

Curvans Ha oGcnyxmBaHm
Beero

Ha onpoc

Ha nonyyerve yeenomneHuMi

Wzmerennn sHavermil curiance
MonyyeHo onpocom
Monyuero ysegomneHuAMI

3HaueHwe

127.0.01

161

162

Ha

1

CoemHerve ycTaHoBNEHD

[=]

Kaxabl areHT, ¢ KOTopbiM NOAAEPXUBAETCS coeauHeHne, NpeaoCcTaBnsaeT creayowme CTaTuCTMYecKmne AaHHble:

MapameTp

OnucaHue

OcHOBHbl€e NapameTpbl

7. ANATHOCTUKA PABOTbI
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MapameTp OnucaHue
Aapec Tekywwmn IP agpec ceTeBoro ycTponcTBa, C KOTOPbIM MOAAEPXUBAETCA COeAUHEHME
MopT Ana onpoca MopT, OTKpbIBaeMbI1 areHTOM A9 COeAUHEHNS C MOAYEM

NopT ans yBegomneHwit | [opT Ans oTNpaBKy trap yBEAOMIEHWA MOAY O

AreHT BKJIl0MeH CocTosiHMe CBSA3U C areHToM
WHTepBan onpoca MakcrmanbHOe BpeMs OXnaaHWsa OTBETA areHTa Ha OTMNPaBSIEHHbIN 3anpoc
CocTosHMe onpoca CocTosiHne, NokasbiBatoLLee NPOBOAMTCS OMNPOC areHTa Uin HeT

CwurHanbl Ha OGCJ'Iy)KVIBaHVIVI

Bcero CyMM3pHoe KOnn4yecTtBo 06CJ'Iy)KVIBaeM bIX CUrHanoB C pa3HbIMU TUNaMn OaHHbIX

Ha onpoc CymmapHoe KOJTM4EeCTBO CUrHanoB, HACTPOEHHbIX Ha NoJjiy4yeHne AaHHbIX Yepes onpoc
Ha nony4yeHue CymmapHoe KONM4eCTBO CUrHanoB, HACTPOEHHbIX Ha NonyyeHue paHHbIX Yyepes trap
yBEAOMneHI/Iﬁ yBegoMI1eHNA

M3MeHeHNs 3Ha4eHnn CUrHanoB

Mosy4eHo onpocom KonuyecTBo nepesanunceii 3Ha4€HWi CUrHana, nosy4YeHHbIX NyTem onpoca
NosyyeHo KonuyecTBo nepesanunceii 3Ha4eHWin CUrHana, noyyYeHHbIX nyTem trap yBegoMsieHui
yBeAoMIEeHUAMM

7. ANATHOCTUKA PABOTbI
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CnUCoK TEPMUHOB U COKpPaLLEHUM

AES (Advanced
Encryption Standard)

DES (Data Encryption
Standard)

MD5

MIB (Management
Information Base)

OID (Object Identifier)

SCADA (Supervisory
Control And Data
Acquisition)

SePlatform.Data Server

SHA

SNMP (Simple Network
Management Protocol)

TCP (Transmission
Control Protocol)

TCP/IP

trap

UDP (User Datagram
Protocol)

AreHT

ACY TN

LepeBo curHanos

KauecTBO curHana

CMUCOK TEPMUHOB 1 COKPALLEHUI

CvMMeTprYHbI 61104HBIN anropuTm WwWndposaHus. Onepupyet 6nokom B 128
61T 1 KNtoYoM pasmepa 128/192/256 6uT.

CuMMeTpUYHbIN 6NOYHbI anroput™ WwindposaHusi. Onepupyet 6n1okom B 64
6u1Ta 1 Kno4om pasmepa 56 6uT.

128-6UTHbBI anropuTM X3LWMPOBaHWSA, NPegHa3HaYeHHbIN AN CO34aHNs X3LU-
CYMM NpPOV3BOSbHOMN AJTUHBI 1 MOCNEAY LLLEN NPOBEPKM UX MOATTMHHOCTW.
LLnpoko npumeHanca Ans NPoBEPKM LLeNOCTHOCTM MHADOPMaLMm U XpaHeHUs
naponeu B 3aKpbiTOM BUAe.

AOMVHUCTpaTMBHas 6a3a AaHHbIX.

NaoeHTudurkaTop napameTpa B 6aze MIB.

Cuctema, OGGCI’IE‘-II/IBaIOLLI,aFl ancneT4yepckoe ynpasrieHne n C60p AaHHbIX.

KomnoHeHT Cellnatdopm nnatcdopmbl. OcyuiecTnsaeT c6op faHHbIX 1
ynpaBreHne TEXHONOrM4YeCKMM 060pynoBaHNEM B CUCTEME aBTOMaTH3aumum
06 bEKTOB TEXHOMOMMYECKOro NPoLLecca, a Takxe NpPefoCTaBsAeT AOCTYN K
OaHHbIM APYTMM KOMMOHEHTaM CUCTEMBI.

ANropuT™ X3LUMPOBaHUs, NpefHa3HaYEHHbIN AN CO30aHNUS X3LLU-CYMM
NpOV3BOSILHON ASUHBI. [TpUMEHSIETCA B pa3nnyHbIX MPUITOXEHUAX UK
KOMMOHEHTaX, CBA3aHHbIX C 3aLUMTON UHOPMaLun.

MpoCTOM NPOTOKOS CETEBOr0 YNpaBieHus.

MpoTokon ynpaeneHus nepegayeit 4aHHbIX.

CTek ceTeBbIx NMPOTOKOJ10B Nnepenayun AaHHbIX.

Jlosywwka. OgHoCcTOpOHHEE YBEAOMITEHNE OT areHTa - moaynto SNMP Manager.
Bkntoyaet B cebsl 3HaueHne o6bekTa 6a3bl MIB.

[MpoTokon nonb3oBaTeNbCKMX ENTOrPaMM, BXOAALLMIA B CTEK MPOTOKONOB
TCP/IP.

MO, 3anyLieHHOe Ha CETEBOM YCTPONCTBE, AN U3BNEYEHUS AaHHbIX U3
ycTponcTsa u nepegayun mogynio SNMP Manager.

ABTOMaTVI3VIDOBaHHaFI cuctemMa ynpasieHnA TEXHOTOrm4eCKmmMm npoueccom.

CTpyKTypa TEXHONOMMYECKUX AaHHbIX, C KOTOPOI paboTaloT KOMMOHEHTbI ACY
Tr1.

CBouncTBO curHana, XapakTepusyrlLlee ero 4oCTOBEPHOCTb.
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KommyTaTop

MapuwpyTtusaTtop

Moaynb

ob[L
ocC

CurHan

CywHocTb
Xaw-cymma
Xaw-pyHKUmA

XawwuposaHue

Anpo

CMUCOK TEPMUHOB 1 COKPALLEHUI

CeteBoe yCTpOI‘;ICTBO aona coeanHeHna HECKOJIbKUX Y3J10B CETU.

CeteBoe yCTpOI‘;ICTBO, npuHMMatouiee U nocblnarlme nakeTbl aHHbIX MeXay
pa3nnyHbiMn CErMeHTamMmum CeTu.

MporpamMmMHbI KOMMOHEHT, paboTaloLLMi B COCTaBe cepBepa BBOAA/BbIBOAA,
obecneyrBatoLLMin HEKOTOPYO JTIOTMYECKU 3aKOHYEHHYH (OYHKLIMOHANbHOCTb.
OcHoBHoM hyHKLMEN MOAYNEN cepBepa BBOA,A/BbIBOAA ABNAETCA Nepefaya
OaHHbIX Mexay komnoHeHTamu ACY TT1 Ha yposHe SCADA-cuctemsl.

OnepatmBHasi 6a3a gaHHbIX.
OnepaunoHHasa cuctema.

O6BbeKT, ABNAILWMINCA HocUTENeM MHcopMaLLm Npu o6 MeHe [aHHbIMWU MeXay
KomnoHeHTamu ACY TI1. CurHan nmeet onpegenenHbl Tun 1 obnagaet
Habopom cBoncTB. OCHOBHOE Ha3HaYeHWE CUrHANOB XPaHUTb 3HAYEHNS
peanbHbIX PU3NYECKMX BEMUYMH U UX CBOWCTBA: AOCTOBEPHOCTb, MApaMeTpbl
JocTtynawu ap.

CmoTpuTe TEpMUH AreHT.
PesynbTtaTt 06paboTky flaHHbIX X3LW-PyHKLUEN.
DyHKUWMSA, peanusyioLlas anroputM 1 BbIMOMHA0LLAs Npeobpa3oBaHme.

Mpeobpa3oBaHne MaccuBa BXOAHbIX AAHHbIX MPOU3BOSbHON ANHbI B
(BbIXOOHYI0) BUTOBYIO CTPOKY (DMKCUPOBAHHOW ANWHbBI, BbIMOTHAEMOE
onpeaenéHHbIM anroputTMOM.

LleHTpanbHas yacTb SePlatform.Data Server, obecneumnBatoLlasn CBA3b MeXAY
moaynamu n Ob[,.
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